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BBl rer Aves2021)7119965 - 19/11/2021

EUROPEAN COMMISSION

DRAFT AGENDA
EU INTERNET FORUM
MINISTERIAL MEETING
hosted by
COMMISSIONER Redacted

8 DECEMBER 2021

HYBRID MEETING: IN PERSON (BERLAYMONT, SCHUMAN ROOM), AND ONLINE

INTERPRETATION:
EN-FR-DE-ES-IT-SI

14:30-14:40  Family photo (for physical attendees)

14:40-15:00  Opening remarks (public session)

» i Redacted : Furopean Commissioner for Home Affairs

. Redacted Mcmster of Interior of Slovenia, EU Council Presidency

15:00-16:00  “Ensuring security online, shared responsibilities”

= Redacted i Furopol on ensuring security online: changing landscapes
and new trends of criminal activity online

* [ Redacted VN Internet Governance Forum, on the shared responsibilities for
‘a-saper—mmrernet:  safety by design (industry) fundamental rights (policy),
empowerment (civil society)

. Redacted Vice President Government Affairs and Public Policy for
.E:urope Google, on industries’ responsibilities to foster a more secure online
environment

= Exchange of views
16:00-17:00 Topical debate 1: Fighting online child sexual abuse

= Commission response on preventing and combatting child sexual abuse

* { Redacted Vice President European Government Affairs, Microsoft on
safety by design

» i Redacted | socrerury of State for Child Protection, France on innovative
approaches to safeguarding children online

= [...Redacted _ Chair, WeProtect Global Alliance, on new trends of child sexual
abuse online
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= Redacted | e-safety Commissioner, Australia on safety by design (tbc)

»  [nterventions by Ministers, industry and other participants

17:00 — 17:50 Topical debate 2: Countering Violent extremism and terrorism online -
emerging challenges

for recruitment and radicalisation

« i Redacted | pyecurive Director, Global Internet Forum on Counter
Terrorism to address new trends on all types of extremism and challenges of
industry in moderation

" Meta on initiatives to address borderline content and its impact on young users
(tbc)

= [nterventions by Ministers, industry and other participants

17:50-18:00 Closing remarks
= i Redacted Furopean Commissioner for Home Affairs
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EBR =t Ares022)614571 - 23/06/2022

From: Redacted itiktok.com>

Sent: jeudi 24 mars 2022 20:21

To: ' Redacted i(HOME);| ~Redacted  |(HOME)

Cc: ___Redacted (HOME);  Redacted  (HOME);Redacted]
{Redected { HOME}

Subject: Re: RE: [External] Russia-Ukraine situation

Here are our recent initiatives on anti-semitism / authoritative content:

hifps://newsroom.tiktok com/en-ew/commemorating-holocausi-remembrance-day-eu

Redacted
From: 7 Redacted ec.europa.eu>
Date: Thu, Mar 24, 2022, 20:12
Subject: Ri fornal] Rossiadd o
To: | Redacted itiktok.com -
Cert Redacted icc.curopa.cu, | Redacted
Redacted cc.curopa.cu-, | Redacted |
Redacted {@ec.curopa.cu~.| Redacted |
Redacted (@ec.curopa.eu

......................

too, so would be good to know what your moderation team has found to be the issue.

It would be great to hear more about what you do on anti-semitism, as the anti-semitism action
plan asks for more to be done on the online sphere.
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ERedacned

From:; Redacted iajtiktok.com>

Sent: Wednesday, March 23, 2022 10:42 AM

To: Redacted cc.europa.eu™>; Redacted i

| Redacted @tiktok.com>

Cceil Redacted icc.europa.cu>;i  Redacted
Redacted iec.europa.eu>;: Redacted

. Redacted _Yalec.europa.cu>;i Redacted

4 Redacted Dec.europa.cu>

Subject: Re: [External] Russia-Ukraine situation
Hi {Redacted:
Apologies for the delay, | was travelling yesterday.

As regards the Newsguard report, [ have a meeting on it with DG Connect later today. But in
short, the researchers have not been in contact and we have been unable to emulate what they
saw, so it is challenging to properly assess this. We don't belicve that the experiment mimics
standard viewing behaviour but in any case, we continue to respond to the war in Ukraine with
increased safety and security resources as we work to remove harmful misinformation. We are
partnering with independent fact-checking organisations to support those efforts and have
submitted a couple of written reports to DG Connect on what we are doing, following their
request to all platforms.

Regarding counter-narratives, this can be tricky on our platform due to the way that the TikTok
For You Feed (FYF) works, which is very individualised and based on personal engagement.
Our most advanced work in this area has probably been against antisemitism (we have worked
with a number of partners) as opposed to violent extremism but in general, we are still trying to
see how our platform can enable counter-narrative content. We are early in our journey overall
and it is a challenging area in any case. We do some work against filter bubbles and to promote
diversity of content in the FYF which helps but we are still examining how we would 'raise’
certain voices.

Hope that helps, let me know if you have any further questions.

Kind regards

From: | Redacted i@ec.europa.cu™>

Diate: Tue, Rar 22, 2022, 218 P
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To: ' Redacted tiktok.com>

Ce: | Redacted lec.europa.cu>, | Redacted |
Redacted ;

i Redacted ;(@cc .curopa.cu>, {"Redacted !

Redacted icc.curopa.cu>

It was great to catch up the other day. I would like to come back with a couple of questions on
what we see on Tik Tok related to Ukraine.

We saw research by Newsguard that suggested on Tik Tok users can stumble upon misleading
content about the war in Ukraine within 40 minutes of signing up: Misinformation Monitor:
March 2022 - NewsGuard (newsguardtech.com) I suppose you are aware and there are actions to
avoid this from happening?

Another worrying development was the use of Russian TikTok influencers paid to spread
Kremlin propaganda.

You may know that the EU Internet Forum also supports alternative narratives to those of
extremists, and it would be good to know what your approach is to promoting alternative
narratives, through civil society in particular. When we ‘visited’ the Transparency centre, You
talked about Tik Tok’s research on digital wellbeing and actions such as recommending different
types of videos at night time. But do you have an approach to recommending different types of
content to counter terrorist and violent extremist narratives?

Many thanks for any information and if it is quicker we can always have a quick call if you
prefer.

Best wishes jreerctec
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OBJECTIVES

I . to create a safer digital 2. to establish a level playing
space in which the field to foster innovation,
fundamental rights of growth, and competitiveness,
all users of digital both in the European Single
services are protected Market and globally

European

Corvarission |
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The Digital Services Act
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Due diligence obligations

* Risk management, crisis response & audits

Ve ry I 3 rge on I i ne ¢ Recommender systems: choices

 Ad repositories

» Data access for researchers and supervisory
p I ath I" m S authorities

» Compliance officer
* Further transparency reporting

" Internal & out of court complgin;'systen:’s
. ¢ Trusted flaggers
Online platforms
¢ Obligations for marketplaces
e Advertising transparency and bans on certain targeted ads
» Transparency of recommender systems
¢ Child protection measures
¢ Bans on ‘dark patterns’
¢ Enhanced transparency reporting

* Notice & action
* Information to notice-providers

H OSt I n g Se rVICeS * Information to content provider
» Suspicious criminal evidence

" i i » Clear terms and conditions & diligent, objective,
All intermediaries

..659 .
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Core regulatory challenges in amgorithmic
amplification

\%\\\\\\\\\\\\\\\ "

obligations for
platforms

8. And a multi-layer

empowerment

approach to address
them

e , Comnisnion

o Buropean E
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Supervised risk management

e Adaptive regulation

* A dynamic approach to identify and address
societal risks as they emerge

e Covers the use but also the core design of a
service, from its terms and conditions, to its
scrutiny algorithmic systems and optimisation choices

e Europsan

Corvarission |
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Measures may include:

Di ination of illegal . _
c&%steerr?éna e '»: Adapting content moderation or

B-® recommender systems

Negative effects for L
fundamental rights, including [3 Targeted measures to limit display

freedom of expression, data -
protection, privacy of advertisements

,e‘ Reinforcing internal processes or

0-0 supervision

Negative effects on other
societal concerns: public

health, security, civic | , _
discourse, electoral processes, &3’}' Cooperating with trusted flaggers

mental and physical well-
being, children Wt Cooperating through Codes of

ﬁ\v& Conduct and Crisis Protocols

i

Corvarission |
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Ensuring accountability

* At least once a year * Public reporting on the risk
* Performed by organisations which : assessments, mitigation measures,
* Are independent from the very large audits
online platform audited o _ _
+ Have proven expertise: risk  Specialised scrutiny for the evolution
management, technical competence of risks: data access for vetted
and capability researchers
* Scope:

* All due diligence obligations — _SpeCIa.Ilsed scrutiny on palftlcular
including risk management measures issues: public ad repositories

* Commitments taken under Codes of
Conduct and Crisis protocols

European

Corvarission |
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Crisis response mechanism: fast response & targeted

risk management

fx"

e Extraordinary circumstances
with a serious threat to public
security or public health.

N

 The platform identifies and
applies ‘specific, effective and
proportionate measures’

"‘\\

f,::COM monitors the measures

* Regulatory dialogue

NTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED

N

* VLOPs report to COM on the
measures and evolution of the
crisis

* COM reports to the Board, and,
on a yearly basis, to the EP and
Council

Eurapean
Lommission
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Recommender systems

"""" _ Scrutiny & accountability =00 |
~* Independent audits
¢ Transparency reporting
~+ Data access for reéearchers

 Due diligence for very large platforms and search
engines

* Risk management obllgations

“diligence
bligations for
platforms

; User agency |

~« Allonline platforms:

é- : -+ meaningful information to users on the general
- parameters used for recommending content
"= Verylarge online platforms:

« choice of at least one option which is not based on
proflllng

empowerment

- Eurapean
Lommission
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Advertising

Scrutiny & accountability
~* Ads repositories -
* Independent audits
~_* Transparency reporting. . . . :
. Data access for researchers

* Ban on certain types of targeting

~ Due d:ilgence for very Earge piatforms and search
engines

gence
e ok igations for
* Risk management obligations olatfatms
3 USET agency empowerment
~ *» Transparency when presenting ads on online
platforms: prominent markings, identity of the
L ~advertiser, explain why the user is targeted & how
’ parameters can be changed
- Prominent markings for sponsored content (e.g. ' Europess
'nﬂuencer advertorials) Commission
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Tackling disinformation: adaptive co-
regulation

1 I;u bl iéﬁi‘ese;fch : aata azcess
Accountability of platforms: audits,

transparency reportmg, ad reposwories nsk:
management

Supervnsed risk management - .
» Regular cycle for large platforms and search englnes
- Fast crisis response '

* Accompanied by the re ulator gundelmes and best
practlces & regulatory taiogue

obl:gatlons for
platforms

User agency

* More context, information and choices for
the mformatlon they see online |

= Recommender systems

Crossplatformphenomenaandadaptwe
framework

~ empowerment ~_* (Codes of conduct
| » C(risis protocols

= Advertising
+ Due process in content moderation

= Clarity of what is permitted and what is not on a give;_j_[;;platform

s For those publdshmg content: redress

Saese

For those flagging content: mformaticm Eurapean

Cormumission
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Adoption of the DSA & DMA

EP adopts Political Agreement
Commission position on agreement by EP and
proposals DMA DMA Council

GA on DSA EP adopts Political Start of
and DMA in position on agreement application
Council DSA DSA
Trilogues
. start on both
files )
European |
Cormission |
o R '::v'v'wzf:'i}?':':'z;;-;:;v;v_._;._;.,-””m 669
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Our work is only starting

Building capability within the Commission &
Member States

i
&8 EU022018
S @EUZNI 0T

Eay

Minister @M ikuiasBek and GEP Pragident signed the
long-awaited Digital Markets Act i | SeCO n d a ry |egiS I atl on
The new legisiation defines clear rules for large online
platforms and will create a fairer space for new players
in digital markets.

And we start!

BEUP02ZCT HDMA

Home » Poliins 2> Ewroposn Sentre for Algorittnie Transparancy

European Centre for Algorithmic Transparency

The European Cendre for Algorithmic Transparency (ECAT) is committed to
improved understanding and proper regulation of aigorithimic sysiems,

i systems determing many gspects of our onling experience, for sxamaie, & music

TG SN0 TRy use Slarinms o suggest songs of bands 10 s users WITh the ever- oreasing
socistal impact of onling piatforms such ax social networis, oniing marketplaces, and search
angines, herg s an urgent nead for pubiic oversight of the srocesses al the core of thelr business,
This inciudes in parboutsr how these platforms and seqreh engines moderate content and how
iney ourate information o thelr useg.

Q

GG PM Bep 14, 2027 Twitter Weab Apn
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Redacted

Redacted lec.europa.eu

Redacted

- European
Lommission

......

wise noted the reuss of this presentation s authorised wy
may nesd to be soueht directly from the respective

wher the CC BY 4.0 license, For any use o repraduction of elements that are not owned by
s right holders,
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From ‘Borderline’ to Mainstream: A changing international extremist landscape

+  Hypercharged by the Covid pandemic - we have seen the online threat landscape
becoming increasingly hybridised: the boundaries between disinformation, conspiracy
theories, targeted hate, harassment and violent extremism have become ever blurred.

+  Mobilisation and threals of violence increasingly come from a broad church of
actors, opportunistically building loose coalitions around crisis points, shared
goals and common objectives.

+  Meanwhile, global lockdowns have also catalysed a trend of ‘post-organisational’
violent extremism, where the influence or direction of activity by groups or organisations

is ambiguous or loose.

2
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®

lynamics

ganisational extremist

« in recent years terrorism and violent extremism across the ideclogical spectrum
have been marked by a “post-organisational” trend — where the influence or
direction of activity by particular groups or organisations is ambiguous or loose.

» This is not a new phenomenon. The notions of “leaderiess resistance” and
“leaderiess [ihad” were first discussed decades ago by extremist ideologues such
as white-supremacist Louis Beam Jr. and al-QGaeda deologue Abu Musab al-Suri.

«  However post-organisational dynamics have accelerated with the pandemic,
especially following the mass de-platforming of various actors In January 2021,
leading 1o a new crop of individuals leaving mainstream platforms to join fringe
social networking sites where viclent extremist ecosystems thrive (Argentino et al)

«  Despite the fracturing and franchising of viclent exiremist movements and the
orofiferation of decentralised online extremist spaces, responses 1o lerrorist content
online are still hampered by rigid organisational conceptions of the challenge.

“A confluence of ideclogical affinities is [becoming] more powerful in inspiring and
provoking violence than the hierarchical terrorist organizational structures of the past.”

Redacted

3
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Borderline Content: Conceptualising Post-Organisational Violent Extremism
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terentisey Torrnrioen

Post-organisational taxonomy developed by ISD to serve as a conceptual framework for moving beyond solely
group-centred approaches to understanding violent extremist threats, whilst ensuring approaches remain robust,
transparent and protective of fundamental freedoms.

Informed by analysis of content shared in post-organisational violent extremist online spaces, and online
material referenced in the conviction of terrorism offenders (from Christchurch attacker to ISIS foreign fighters).

Scurce: A Taxonomy for the Classification of Post-Organizational Violent Extremist and Terrorist Content, ISD for GIFCT, 2021
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Borderline Content: Conceptualising Post-Organisational Violent Extremism

* Contextualised approaches key to moving beyond overly narrow framing of online threats rooted solely in
content removal of specific designated organizations, branded terrorist material, and violent content.

+ Tiered approaches: e.g. ‘High risk’ content flags when non-violent, non-proscribed content circulated by violent
extremist communities, such as texts associated with the harmful ‘Great Replacement’ conspiracy theory.

* Behaviour-sensitive moderation taking into account network dynamics: e.g. a user sharing both ideological and
instructional material could represent a greater risk than someone sharing solely inspirational content.

* Crucially, implementation will require approaches that are proactively conscious of fundamental rights and
considers policy and product approaches that are more nuanced than the blanket removal of violating content.

5
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Evasion ane

Responding to social media company efforts to limit reach of terrorist groups, extremist
actors deploy significant efforts to circumvent content moderation of online platforms.

2

Content masking
» overiaying legitimate branding from news sources onto its own images and videos

2

Text Disruption/Distortion

» Broken text or slang phrases can evade automated detection of specific trigger words

Signposting

» Sharing links within posts or in comments which lead users to graphic imagery, videos
and propaganda stored on file-sharing sites or less restricted platforms

Co-ordinated Raids
* Flooding comment sections of posts by public figures or organisations

2

&

&

Hashtag Hijacking
« incorporating popular hashtags into posts so they will be seen by unwitting readers

%

Account Hijacking
¢ Hacking other users’ social media accounts to exploit their existing friends or followers
and turn the accounts into propaganda hubs

6
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plification Case Study: YouTube

» ISD study created 10 accounts presenting as men and boys with a spectrum of right wing
ideociogical interests. We found accounts tended to be served content based on who
they followed, with 'mainstream’ accounts unlikely to be recommended extreme content.

«  Butregardless of where they were on the ideological spectrum, every single account was
recommended content promoting anti-trans, misogynistic and "‘Manosphere’ views.

«  Engaging with content featuring Jordan Pelerson and Ben Shapiro served as a gateway
into recommendations for a slew of anti-feminist, misogynistic, and Manosphere content.

« Via this a2 ‘blank account was recommendead fashwave aesthelic content, music edits of

Nazi soidiers, Hitler fan videos and docs about serial killers with female victims.

«  Qualitatively shows the significant overlap between Nanosphere and white supremacist
online subcultures, and the role algorithms can play in facilitaling user jourmneys.

Redacted

Source: Algorithms as a Weapon Against Women: How YouTube Lures Boys and Young Men into the ‘Manosphere’, 15D & Reset, 2022 7
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Algorithmic Amplification Beyond Social Media: Amazon

ISD research on Amazon's book sales platform illustrates how problems with aigorithmic
recommendation of borderline content extend beyond social media platforms.

ISD research showed the platform was promoting dangerous conspiracist literature to users
searching for book titles on their platform, serving to cross-propagate conspiracy theories,
recommend hardline ideoclogical material, and auto-populate harmful searches.

At the core is an apparent failure to consider risks for when what a system designed to upsell
customers on fithess equipment or gardening fools is unleashed on products espousing
conspiracy theories, disinformation or extremism.

The question of banning books is highly contentious. Bul the problem of algorithmic
amplification could be mitigated by turning recommendations off on such products, avoiding
actively promoting harmful content and funnelling more money into the pockets of creators.

cheng v ke sany o sl o ek

s dp Rt

S e o £ T oy, Seee mhot a0 2 dene

Source: Recommended Reading: Amazon's algorithms, conspiracy theories and extremist literature, 15D, 2021 8

680
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_009043

CONFIDENTIAL TREATMENT REQUESTED



| practice

The borderline is shifting — with the threat less explicitly ‘group’ based and increasingly
intersecting with other information harms like conspiracy theories. Extremisis are also
adopling an ever more transnational perspective. This requiring a new generation of
responses, which go beyond existing counter-extremism policy paradigms. This includes:

+ Regulation: Consider human-rights based approaches o social media regulation which
focus on systemic risk mitigation and transparency rather than content removal alone,
recognising platform design issues which faciiitate the growth of extremist movements.

» Intervention: Develop the next generation of offiing and online interventions to address
these looser movements and bringing people out of extremist ecosystems.

» Prevention: Formulale programmaes, Including curricula and communily initiatives,
required to raise awareness of and build resilience against hybrid extremism threats.
Greater efforts should be made o educate publics and develop critical thinking, including

partnering with the private sector, schools and universilies, religious and youth
organisations.

» Coordination: Facilitate improved regional policy exchange, recognising the transnational
nature of these threats, and consider lessons learned from mechanisms developed for
international collaboration to counter specific groups {e.g. Counter Daesh Coalition).

S
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From: HOME-INTERNET-FORUM@ ec.europa.eu [HOME-INTERNET-FORUM@ec.europa.eu]

Sent: 10/11/2022 1:20:23 PM
To: HOME-INTERNET-FORUM@ ec.europa.eu
cC: | Redacted i@ec.europa.eul;! Redacted i
Redacted Dec.europa.eul;] Redacted iec.europa.eu];
Redacted ' {@ec.europa.eul: Redacted @ec.europa.eu];
Redacted @ec.europa.eu); HOME-NOTIFICATIONS-D3@ec.europa.eu
Subject: [External] FLASH REPORT: EUIF Workshop on Algorithmic Amplification and Borderline Content - 29 September 2022

Attachments: Presentatie EU Internetforum def.pdf; EUIF - EOOH .pptx (public).pdf; DSA EUIF 29 Sept 2022.pdf; EUIF
presentation_ISD.pdf; 20220929_EUIF_presentation_PEReN_v2.pdf; Romanian Intelligence Service - Presentation
for EUIF Workshop on borderline content (Brussels 29.09.2022).pdf; GIFCT EUIF Algorithms.pdf; Trust Lab
Presentation 9_29.pdf

Dear participants to the EUIF workshop on algorithmic amplification and borderline content,

Thank yvou very much for joining us in person and online and for contributing to a lively and fruitful discussion. Please,
find hereby a flash report of the workshop and some of the PPT presentations in attachment.

We look forward to seeing/e-seeing you in the upcoeming EUIF events.

Kind regards
The EUIF Team

FLASH REPORT: EUIF Workshop on Algorithmic Amplification and Borderline Content
29 September 2022

Summary

On 29 September the Commission organised an EUIF workshop to explore the possible negative effects of algorithmic
amplification techniques on the user journey towards radicalisation and provide guidance to tech companies on possible
definitions and thresholds concerning the spread of borderline content.

# Main takeaways

- Examples and description of borderline content shared by Member States, EU services and researchers reveal a
combination of disinformation/conspiracy theories and hate speech.

- Most common type of content identified by participants anti-establishment/anti- institutions, anti-lewish, anti-
frans, misogynistic, anti-migrants, racist, anti-COVID measures.

- Both safety by design measures and positive interventions need to be adopted in order to prevent the spread
of borderline content via automated systems.

- Focus on content is not enough. Preventive measures must take into account behavioural patterns and
propagation tactics used by malicious actors, including manipulation, and include digital and media literacy,
critical thinking and democracy-strengthening programs to foster resilience.

- Definitions and taxonomies are essentials basics to build effective preventive measures.

- Other suggested technical solutions were: downranking, demonetise, add friction to access.

- Asregards government’s lists for content moderation, companies suggested they are not enough, as they may
be politically biased and incomplete. Civil Society Organisations should be empowered to compile lists and build
taxonomies,

- Challenges in connection with the use of non-cooperative platforms and Terrorist Operated Websites to spread
TVEC and borderline content leading to violence were discussed.

» Next Steps
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- Outputs of the meeting will be gathered in a handbook/brochure to be used by tech companies as voluntary-
based guidance on content moderation of borderline content
- The deliverable will be built around content falling under the definition of hate speech supported by conspiracy
theories and disinformation, which can lead towards violent extremist behavior.
- Asagreed in the workshop, the ongoing EUIF study on algorithmic amplification will benefit from the
contribution of experts involved in the workshop and from companies
Preliminary results of the study will be shared at the beginning of 2023 and final results in Spring 2023.
- Upcoming EUIF meetings:
o Technical Meeting on Violent Extremist and Terrorist Financing Activities Online on 12 October
o Senior Official meeting on 16 November,
o Ministerial meeting on 7 December

In detuails

State of play of actions taken by the EUIF and its members

«  EUIF study on the effects of the misuse of algorithmic amplification to spread TVEC and borderline content on
the user journey has been launched. The methodology was presented. The study raised interest by Member
States.

e GIFCT updated about latest research by GNET of role of users agency in the functioning of recommender
systems, the asset of the new GIFCT working groups for 2022 and the state of play of work on definitions and
designations

e TAT raised the importance of dedicating more attention to the role played by TOWs in the dissemination of
TVEC and other content that may be more difficult to identify

¢ Techniques used for the propagation of the content is another important element to analyse further, as well as
the positive effects of designation as a way to legitimate and foster content moderation

e Microsoft referred to the Christchurch Call Initiative on Algorithmic Outcomes, which is undertaking together
with the U.S., New Zealand and Twitter. It will explore how privacy-enhancing technologies can help drive
greater understanding of algorithmic outcomes. This pilot project will develop new software tools that can help
facilitate more independent research on the impacts of user interactions with algorithmic systems.

e Meta is working on a strategic network disruption protocol targeting abusive behavior and keep track of tactics
used, with features that prevent reinstatement of malicious users on the platform

e  Google/YouTube has been working on definitions and thresholds regarding the use of borderline content to
ensure de-ranking by its internal algorithmic systems

Presentations by DG CNECT, DG JUST and EEAS
e DG CNECT provided a complete overview of the provisions of the Digital Services Act concerning algorithmic
transparency, obligations to carry out risks assessments and how the act is addressing disinformation
Other policy initiatives addressing the spread of hate speech and disinformation:
¢ Cooperation and empowering civil society, e.g. through the European Digital Media Observatory - EDMO
e Cooperation with social media platforms: Code of Practice against Disinformation, Code of Conduct on lilegal
Hate Speech.
¢ The Creation of the European Observatory of Hate Speech (EOOH) by DG JUST
# EEAS new instrument: Foreign Information Manipulation and Interference (FIMI) —shifting from the mere focus
on content to looking at the behaviour of actors {foreign actors is the focus for EEAS), i.e. the manipulative
tactics, techniques and procedures that are being used to distort public opinion and civic discourse

Member States’ perspectives
Presentations were given by Netherlands, ltaly, Spain, Romania and France (while the presentation prepared by Czech
Republic could not be given due to technical problems)

685
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_008995

CONFIDENTIAL TREATMENT REQUESTED



Key takeaways from Member States presentations

Examples of content shared by Member States included posts, pictures and memes, including humorous ones,
targeting the Jewish community, migrants, feminism and reference to conspiracy theories on COVID crisis and
the war against Ukraine

A number of Member States referred to anti-establishment/elites movements and their use of platforms to
incite violence during anti-COVID and anti-VAX protests — shift from COVID to pro-Russia narratives were also
observed

Reference to the Commission’s PBC on anti-vax/anti-government movements to underline connections
between new emerging forms of extremism and the growing use of borderline content

The use of tactics to propagate borderline content were also explained, such as the use of influencers raising
not only reactions, but also a high number of views and use of algorithmic ampilification techniques,

Member States also referred to the use of cryptocurrency linked to borderline content to avoid detection
Lack of groups designations is also a challenge for moderation and prevention of violence

Two Member States presented technical means to detect content and carry out cross-platforms analysis
Possible technical solutions and methodologies to audit algorithmic amplification systems and analyse
propagation of borderline content without disclosing personal data were also presented

Research/studies presented by ISD, Moonshot and UNOCT

The Institute for Strategic Dialogue (ISD) presented a taxonomy of post-organisational violent extremism, and
use of ideological, inspirational and instructional material

The presentation highlighted a major change in the online threat picture, due to new forms of extremism,
described as “post-ideological”

ISD identified the misuse of algorithmic amplification as gateaway to more extremist content

Moonshot presented a study that coded content to cluster it between violent extremist and borderline and
confirmed that behavioural patterns affected the ranking

Opportunistic attitudes and fluidity were observed among different types of hate speech

Moonshot has been involved in positive intervention initiatives, such as the re-direct method to divert users’
attention towards positive narratives

Such tactics works but must be combined with preventive measures, especially security by design

UNOCT presented a Research Launch on Examining the Intersection Between Gaming and Extremism addressing
dissemination of borderline content on gaming platforms also through misuse of algorithmic amplification
techniques

Useful links shared during the meeting

On the European Observatory of Online Hate (DG JUST funded): hitos://ecoh.al/
On Microsoft new Initiative on algorithmic amplification: hitps://blogs microsoft com/fon-the-
issues/2023/00/ 20/ chyistchurch-eall-resporsible-al-online-extramism

On Meta’s approach to research and transparency FORT to facilitates data sharing and the publication of independent
research about Facebook’s role in society, with the right privacy protections in place: https:/ffort.fb.com/

On YouTube’s cooperation with researchers Bitips: //ressarchyoutube

UNOCT shared a link to the event to launch their study on videogaming Bit.ly/3gFmVnc

Redacted

FROM GIFCT

The Contextuality of Lone Wolf Algorithms: An Examination of {(Non)Violent Extremism in the Cyber-Physical
Space: hitps://sifcborgfwo-contentfunloads/202 2/09/GIFCT-22WGE-Contextualitviniros-1. Lpdf
Methodologies to Evaluate Content Sharing Algorithms & Processes GIFCT Technical Approaches Working
Group: hitps://eifct.orp/wo-content/uploads/2022/07/GIFCT-22WGE-TA-Evaluste-1, Lpd!

Recommendation Algorithms and Extremist Content: A Review of Empirical Evidence GIFCT Transparency
Working Group: hitps://sifctors/wn-contentfuploads /202 2/07/GIFCT-20WE-TR-Empirical-1. L pdf
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- Content-Sharing Algorithms, Processes, and Positive Interventions Working Group Part 1: Content-Sharing
Algorithms & Processes: hitps://gifctorgfwi-content/uploads /202 /07 /GIFCT-CAPIL-202 L ndl

- Arange of GNET Insights that touch on the topic of Algorithmic Amplification and extremism: https:/{gnet-
research.org/tag/algorithm/
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BBl rer Ares2022)8055115 - 22/11/2022

EUROPEAN COMMISSION

DRAFT AGENDA

FUINTERNET FORUM
MINISTERIAL MEETING

COMMISSIONER! Redacted

7 DECEMBER 2022
14:30-17:45 (CET)

HYBRID MEETING
IN PERSON VENUE : BERLAYMONT BUILDING (SCHUMAN ROOM), BRUSSELS

INTERPRETATION:
EN-FR-DE-ES-IT-CZ

14:15-14:30  Family photo (for physical attendees)

14:30-14:50 Opening remarks (public session)

- Redacted European Commissioner for Home Affairs

« | Redacted : Minister of Interior of Czech Republic, EU Council Presidency

14:50-16:10 First debate: Preventing and Combating Child Sexual Abuse and
exploitation online

e How can technologies detect child sexual abuse online in unencrypted and
encrypted systems?

o Introduction b\ Redacted | siaff data scientist at Thorn
o Presentations by companies

e  What is required for effective reporting to support identification of victims
and investigations of child sexual abuse?

o Introduction by | Redacted | European Multidisciplinary
Platform Against Criminal Threats (EMPACT)
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16:10-17:30 Second debate : Countering violent extremism and terrorism online

e What is the current threat landscape, modus operandi and how terrorists and
violent extremists misuse new technologies?

o Introduction by Professori _ Redacted i King's College, London

e How is the industry addressing borderline content and enhancing transparency of
recommender systems?

o Presentations by companies

e  What are the lessons learnt from the Bratislava attack?

17:30-17:45 Closing remarks

® Redacted | European Commissioner for Home Affairs

sk sk
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From: i Redacted iec.europa.eu]
Sent: 1/9/2023 5:14:01 PM

To: ve_home.d.3 (HOME) [home-internet-forum@ec.europa.eu]
cc Redacted @ec.europa.eu];! Redacted i
£ Redacted .. iec.europa.eul;! Redacted i
[ Redacted lec.europa.eu];i T Redacted ~~7TTT""""“ec.europa.eu]i  Redacted
S Redacted lec.europa.eu]; [ Redacted lec.eUropa.eu); Redacted|
T dacted . lec.europa.eu] T
Subject: [External] FLASH REPORT: EU INTERNET FORUM (EUIF) MINISTERIAL MEETING - 7 December 2022 -

Ares(2023)138069
Attachments: image001l.png

FLASH REPORT: EUINTERNET FORUM (EURE: MINISTERIAL MEETING - 7 December 2022 - Ares(20253 138069 (Please use this link only
if you are an Ares user — Svp, utilisez ce lien exclusivement si vous étes un(e) utilisateur d’ Ares)

Dear EUIF Members,

Thank you for participating in the EUIF Ministerial meeting that took place in hybrid form on 7 December
2022. Please, find below a flash report of the meeting.

Kind Regards,

The ELUIF team

European Commission

Directorate-General Migration and Home Affairs
Directorate D: Internal Security

Unit D3: Prevention of Radicalisation

E: HOMEINTERNET-FORUME e souropa U

FLASH REPORT: EU INTERNET FORUM (EUIF) MINISTERIAL MEETING
7 December 2022

Redacted hosted the 8th EUIF Ministerial meeting, which took place in hybrid format, in Brussels
and online.

Summary

The objective of the meeting was to address the shared responsibility of stakeholders to ensure security online.
Various speakers and presenters provided insights on new trends concerning criminal activities, the importance
of aligning children’s rights with the digital environment and content moderation of terrorist, violent extremist
and borderline content online.

It was clear from the interventions that proactive outreach from tech companies to law enforcement agencies
(LEAs) is crucial. Participants agreed on the added value of the EUIF to facilitate exchanges and the need for
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further collaboration with industry to deliver on the shared responsibility of making the online space safe,
especially for children.

The first topical debate focused on the fight against child sexual abuse (CSA) and on keeping children safe
online. Participants who took the floor reiterated their commitment to this effort and expressed support for the
legislation to combat and prevent CSA, noting specifically the need for clear obligations on companies to detect,
report and remove child sexual abuse online. A spotlight was drawn on possible tools to detect known and new
(previously unseen) child sexual abuse material (CSAM) and grooming in unencrypted systems, and also their
application in encrypted systems as well as reporting, and the important role it plays to help identify and
safeguard children from abuse and disrupt sharing of CSAM. Participants discussed the importance of having
detection mechanisms embedded also in a broader and encompassing response to CSA, that includes robust
prevention mechanisms. Participants outlined the need for robust and standardised mechanisms and templates
to report CSA and the specific critical information — i.e. the illegal content - that is required to make a report
actionable.

The second topical debate focused on emerging challenges when countering violent extremism and terrorism
online. Participants agreed that violent extremist and borderline content is now proliferating on smaller
platforms, which have limited resources or willingness to effectively moderate this content. Moreover,
participants underlined the importance of addressing challenges posed by the increasing use of borderline
content, including forms of misogynist, discriminating and dehumanising content, also known as harmful but
legal content that comes close to infringing on the community guidelines of platforms or laws regulating online
illegal content. Participants also discussed ways in which the industry should enhance transparency on the
criteria followed by platforms to recommend targeted content to users through algorithms. The online
dimension of the Bratislava terrorist attack was also discussed as an example of how the decentralisation of
content dissemination can pose major difficulties to content moderation efforts by platforms and law
enforcement agencies.

Details

In her opening remarks i Redacted i spoke about the scourge of child sexual abuse. She
highlighted the crucial role online service providers play in ensuring children are safe on their services and
thanked them for their ongoing work to detect, report and remove child sexual abuse. She touched upon the
ongoing negotiations on the proposal for a Regulation to prevent and combat child sexual abuse, noting the
fundamental role of prevention in the proposal. The Commissioner called for support to reach an effective
agreement on the proposal before summer of 2024. If this is not achieved, companies will no longer be able to
take effective action to prevent, detect and report child sexual abuse. The proposal provides a balanced
approach that safeguards all fundamental rights at stake.

On terrorism and violent extremism online, the Commissioner referred to recent attacks in Bratislava and
Sweden, which resulted from the spread of online violent right wing extremist content targeting, among others,
the Jewish and LGBTIQ communities and women. She expressed concerns for the increased presence of
borderline content online and the challenges it brings about when it comes to content moderation. She also
warned against the growing use of terrorist operated websites, manipulation techniques used by extremists and
the need for more transparency on the threats related to the misuse of algorithmic amplification techniques.
EU regulations concerning the online space will mitigate part of the challenges ahead, but voluntary cooperation
is crucial and must continue.

i Redacted iwunderlined the importance of the work done in the EU Internet Forum
and affirmed that Child Sex Abuse is a priority for Czech presidency. He highlighted the progress made on the
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negotiations under the Czech presidency, including organising two technical workshop, one covering detection
technologies and the other looking at age verification mechanisms.i Redacted istressed the need to put
pressure on MSs to focus on this issue and to implement the new regulation, and committed Czechia to continue
supporting the discussions in the Council. He also referred to a new wave of propaganda and disinformation
narratives in Europe, as well a rise of anti-Semitic and anti-Democratic movements, and that the terrorist attack
in Bratislava was one of the consequences of the rising of these movements. Finally,i Redacted ralled up
on EU Internet Forum to deal with borderline content and help come up with ways to prevent the spread of this
content.

1. Detect child sexual abuse online

The Commission emphasised the urgent need to adopt the Regulation to ensure that companies can do their
part to prevent child sexual abuse, through measures that focus on child safety by design, also beyond the expiry
of the interim derogation. Where necessary, there is a possibility to mandate companies to detect, report, block
and remove child sexual abuse online.

Redacted .mmated the discussion with a presentation on existing technologies
to detect known and new or previously unseen child sexual abuse material and grooming in unencrypted
systems, and also their application in encrypted systems. He provided a high-leve! explanation on the technical
functioning of the different detection solutions and listed examples in practice, including information on Thorn’s
research efforts and existing services.

His presentation was followed by interventions from company representatives on specific technologies utilised
on their platforms and services. Companies elaborated on specificities related to detection of CSA in their
services, the tools they make use of and the existing challenges. Participants agreed on the importance of
comprehensive approaches that embed the detection of CSA also in a broader setting that is built on robust
architecture guided by safety-by-design measures to prevent child sexual abuse from happening in the first
place. A number of participating companies also commented on the need for enhanced education and
awareness raising for child users and their caregivers on avoiding risky situations online and empowering
children in particular to report to companies bad/suspect behaviours.

Participants recognised that reporting these abuses in a manner that allows for identification of victims and
accountability of perpetrators is instrumental. | Redacted
Redacted
explained what is required for effective reporting to support identification of victims and investigations of child
sexual abuse, notably the fact that meta data alone without the content were insufficient to launch the
investigations. EU Member States agreed on the necessity and importance of fighting child sexual abuse online,
and highlighted the importance of the proposed regulation and of clear obligations of service providers.
Additionally, they pointed to the need for clear and consistent regulation as well as the importance of using Al
to prevent such behaviours, and emphasised the importance of launching effective and coordinated
investigations, which should remain a priority in the next years. There is a fundamental need for joint efforts,
particularly in cooperation and communication, and it is essential to involve companies in all work to create
good practices, asking for more EU funds for these projects. A number of participants also mentioned the
importance of strengthening cooperation on this topic with neighbouring regions, such as the Western Balkans,
to help build knowledge and capabilities of governments and competent national authorities including law
enforcement, to set out an effective and global response to these crimes.
Transparency reporting accompanying companies’ efforts is another key consideration to raise accountability
and ensure efficacy of measures taken by companies in this space. It also serves to share good practices and
promotes better collaboration.
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The Czech Republic informed about two workshops on technology and age verification under its Presidency,
and Sweden confirmed that this will be a priority in their upcoming presidency, considering to include in the
agenda the need for high-quality reporting to fight child sexual abuse.

2. Countering violent extremism and terrorism online

Redacted introduced the session focusing on the online threat landscape and the challenges
ahead, with particular reference to the increasing presence and spread of violent right wing extremist content
online ever since the Christchurch attack in 2019. He highlighted three challenges: 1) The merging of online
spaces that were previously used to spread conspiracy theories related to the COVID-19 pandemic that are now
used to disseminate pro-Kremlin disinformation aimed at sowing mistrust in our societies and radicalise users
mostly in Telegram 2) Increase in gender-based violence {which can include misogynist content/views that
promote violence against women, such as within incels communities online and against the LGBTIQ+
community); 3) Effects of Twitter’s decision of reinstating extremist accounts that were previously banned for
promoting pro-nazi and fascist propaganda.

Redacted iadded that in
the next year we will still have long-standing trends of domestic and transnational terrorism online and offline.
She acknowledged that nowadays we face a ‘Pick and mix’ of ideologies, as some extremists are not part of a
specific organisation nor ideology. This new landscape brings up the need to focus on different kinds of online
behaviour and content. Extremists no longer share only videos and photos, but also use PDFs, URLs, and audios
to disseminate their manifestos {e.g the Bratislava manifesto). Countries face now a challenge on how to deal
with borderline content, and that is the reason why there is a need to create handbooks and other materials
that can help to provide definitions of grey areas. GIFCT informed they will provide clarity around these buckets.
Representatives from the industry affirmed they have a zero tolerance approach regarding online extremism
and reported about measures taken to prevent use of algorithmic amplification to spread not only TVEC but also
borderline content. There was also reference to the joint collaboration between Microsoft, Twitter, NZ and USA
in giving access to researchers to better understand algorithmic outcomes. Companies also presented their
approaches to the moderation of harmful content that goes beyond requirements established by laws and that
aims at keeping users safe from hateful and dehumanising content and reported on efforts to prevent terrorists
and violent extremists from using virtual reality and new technologies to create immersive content that can lead
towards radicalisation.

3. Lessons Learnt from the Bratislava terrorist attack

Europol reported on the spread of content shared by the perpetrator across different platforms after the attack
and called for law enforcement agencies to update their detection capability and ensure swift collaboration with
tech companies on data preservation and disclosure of information.

The EU Counter Terrorist Coordinator outlined concerns about the spread of hate speech and borderline
content and mentioned the progress made by establishing EU Regulations, such as the Terrorist Content Online
regulation and the Digital Services Act, and the importance of ensuring their smooth implementation as strong
preventive measures to the spread of illegal and harmful content. He also addressed the importance of
increasing algorithmic transparency and improve coordination between platforms to avoid cross-platform
dissemination of violent extremist content. Finally he pointed at the migration of extremist groups towards
alternative tech platforms with less content moderation, strongly encouraging all the companies and GIFCT to
engage with these platforms.

A number of Member States expressed their concern reading the algorithmic amplification and called for more
cooperation between authorities and companies. Member States also confirmed that borderline content
represent a big concern and it should be a priority and should be addressed jointly. It was also underlined by
Member States that extremists’ strategies are shifting quickly and a fast approach is therefore needed, as well
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as the urgent need to get ready for the metaverse and immersive technologies {any technology that extends
reality or creates a new reality by leveraging the 360 space). Member States also highlighted the importance of
safeguarding freedom of speech when dealing with borderline content.

All the Members States welcomed the work done by the EU Internet Forum in providing instruments and
guidelines for the prevention of online violent extremism and terrorism such as the Knowledge Package on
violent right wing groups, symbols and manifestos, video-gaming and the Handbook on borderline content.
The Under-Secretary-General at United Nations Office of Counter-Terrorism noted that UN is finalising the
Global Terrorism Strategy Report for the 8" review next June and called for Member States to cooperate with
the UN in finding joint approaches and solutions.

Conclusion

: Redacted iconcluded by thanking all the participants for their interventions and engagement
that allowed to go deeper on some of the challenges ahead and encouraged to continue joint efforts and
collaboration. She also welcomed that the EUIF has also addressed this year other threats online and stressed
that this work should continue.

EU Internet Forum: Unified action needed in the fight against child abuse online and terrorist content online

(europa.cu)

EUIF brochure _en.pdf (europa.cu)
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From: i Redacted @ec.europa.eu)

Sent: 9/2/2024 1:47:38 PM
To: i Redacted tiktok.com]; HOME-NOTIFICATIONS-D3@ec.europa.eu
Subject: RE: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification

Attachments: Concept Note_EUIF technical meeting on TVE financing activitites online.pdf; Agenda_EUIF technical meeting on TVE
Financing Activities Online.pdf

............................

Excellent, | will forward the email with more information tol Redacted _}(with you in cc). Could you let me know if

B il join us in person or remotely? | am looping in my colleague from @HOME NOTIFICATIONS D3 to follow-up
accordingly.

On another event, will you or a colleague be able to join us for the EUIF technical meeting on financing activities the day
before (10 September)? We had a call on this with another colleague from your side before the summer and | think it
would be greatly appreciated to have TikTok participate. | re-attach the invitation and would welcome registration at
your earliest convenience.

Best regards,

 Redacted |

From:{ Redacted i@tiktok.com>

Sent: Monday, September 2, 2024 3:07PM

To:! Redacted ;@ec.europa.eu‘;

Subject: Re: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification

And | just got a name - please send the event information to! Redacted i@tiktok.com. Grateful if you could Cc
me in on any communication as well.

Thank you,

i Redactéd

From:: Redacted ec.europa.eu>
Date: Mon, Sep 2, 2024, 2:25 PM
Subject: RE: [External] FW: Invitation - EUIF informal focus group on algorithmic ampilification

To:i Redacted itiktok.com:

Thank you for your prompt reply despite all. It is great to hear that TikTok will join. | will continue sending the
information to you until | receive the name of your colleague.

Best regards,
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From:: Redacted tiktok.com>
Sent: Monday, September 2, 2024 2:13 PM
To:i Redacted @ec.europa.eu>

Subject: Re: [External] FW: Invitation - EUIF informal focus group on algorithmic ampilification

Thank you for your kind words, it is appreciated.

We will attend the focus group but [ still need to confirm our representative. As soon as | have a name, | will share with you. |
am unfortunately not available on that date.

Kind regards

From:{ Redacted iec.europa.eu>

Date: Mon, Sep 2, 2024, 10:57 AM

Subject; [Externall FW: Invitation - EUIF informal focus group on algorithmic amplification

.................................................................

I am deeply sorry to have read about the passing away of your brother. My thoughts are with you and your family and
please accept my sincere condolences..

I can hardly imagine how you must feel and how difficult it must be for you to focus on work in this current context. In
this, | am sorry to email with a request so shortly after your return.

Following the summer break on top, | am sure you have a lot to catch-up on. To avoid that the below falls to the cracks,
| kindly wanted to remind of the invitation to the informal focus group to start the work on the set of principles on
algorithmic amplification. Will TikTok be able to join us?

As mentioned earlier, especially with your latest changes to policies regarding visibility in the ForYouFeed, | think the
participation of TikTok would be really valuable.
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Please feel free to refer me to a colleague and/or get back at your speed.

| am wishing you and your family a lot of strength during this time

Best wishes,

From: HOME INTERNET FORUM <HOME-INTERNET-FORUM @ ec.europa.eu>
Sent: Wednesday, August 21, 2024 4:50 PM

To: HOME INTERNET FORUM <HOME-INTERNET-FORUM @ec.europa.eu>
Cc:i Redacted Dec.europa.eu>
Subject: Invitation - EUIF informal focus group on algorithmic amplification

Dear EUIF member,

We hope this email finds you well rested after the summer.

You are receiving this email because you have previously expressed interested in the EUIF work on algorithmic
amplification.

WHAT is planned? In the EUIF activities 2024, the EUIF announces to develop a set of principles for companies to
address algorithmic ampilification, including of borderline content on their platforms. We would like to commence this
work with a small, informal ‘focus group’ of interested MS and companies to ensure buy-in and expertise from Forum’s
members and ensure that companies are willing and capable of adhering to this voluntary set of principles.

HOW will we do it? The idea is to set up an informal ‘focus group’ which will develop a first draft set of principles which
will then be shared with wider EUIF members for feedback. In an initial meeting, the focus group can exchange on key
challenges and gather first ideas of which principles, steps and commitments are considered necessary and feasible to
address the issue of algorithmic amplification which can contribute to the user’s journey towards radicalisation. Based
on this initial meeting, we will either convene a second informal meeting or circulate a draft document to continue fine
tuning the set of principles before it is shared with all EUIF members for feedback.

700
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_016064

CONFIDENTIAL TREATMENT REQUESTED



WHEN & WHERE will we meet? 11 September, at 10:30 am, hybrid (Brussels). We take the opportunity to invite all
attendees of the EUIF technical meeting on 10 September to attend this informal focus group meeting on 11 September
in person. For those unable to travel to Brussels, we will provide a remote connection.

WHO should attend? We aim to bring together EUIF Member States and companies to have an active exchange of ideas
and build a robust set of principles. For you to assess who should participate in the meeting -but without pre-empting
the work of the focus group- it is likely that we will develop high-level, political principles rather than diving into
technical details. If you are joined by your engineers or technical experts or come equipped with an understanding of
what is possible and what is harder to implement from a technical perspective, it would certainly be beneficial for the
process.

Please reply to this email and confirming or declining participation in the small focus group by 2 September, and if you
are able to participate in person or remotely.

We are looking forward to hearing from you.

Kind regards,

The EUIF team

European Commission
Directorate-General Migration and Home Affairs
Directorate D: Internal Security

Unit D3: Prevention of Radicalisation

E: HOME-INTERNET-FORUM®@ec.europa.euy
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From: i Redacted ~tiktok.com]

Sent: “1j17/2035 8:48:35 AM
To: HOME-INTERNET-FORUM@ec.europa.eu
Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL; 15 November 2024 -

Ares(2024)7942846
Attachments: EUIF Questionnaire - Algorithmic Amplification_TT response.pdf

Good morning all,

['hope you're well.

With apologies for the delay, sharing our feedback on the questionnaire, in attachment.
All the best,

..................

~ Redacted ...

H Redacted

i Redacted _ i
EU Transparency Register: | Redacted |

From: HOME-INTERNET-FORUM @gec.europa.cu

Date: Thu, Jan 16, 2025, 9:59 AM

Subject: RE: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November
2024 - Ares(2024)7942846

To: "4 Redacted tiktok.com=>

............... 3
!

Dear {Redacted]
Happy new year to you too!

By the end of this week is still okay, thank you for the information.

703
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_021063

CONFIDENTIAL TREATMENT REQUESTED



Kind regards,

The EUIF team

Eurepean Commission
Directorate-General Migration and Home Affairs
Directorate D Internal Security

Urat D3 Prevention of Radicalisation

Y

From: & 'Redacted <! Redacted  stiktok.com>

Sent: Thursday, January 16, 2025 9:47 AM

To: HOME INTERNET FORUM <HOME-INTERNET-FORUM(@cc.curopa.cu>

Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November
2024 - Ares(2024)7942846

Dear all,
I hope you're well, and that you had a good winter break.

['m very sorry for the delay in getting the questionnaire back to you, [ am just waiting on some final feedback and should be
able to share it by the end of the week, if this is ok?

Kind Regards,
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Redacted

iBrussels

Redacted

Redacted | i

EU Transparency Registeri  Redacted !

From: "HOME INTERNET FORUM"<home-internet-forum(a@iec.curopa.ecu>

Date: Fri, Nov §, 2024, 1:06 PM

Subject: RE: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November
2024 - Ares(202437942846

To:": ___Redacted | Redacted itiktok.com>

Cc: " Redacted ftwitter.com"<{ Redacted twitter.com>,
" Redacted igoogle.com"< Redacted iwoogle.com™, "f  Redacted fb.com"< Redacted fb.com>

.............

Thank you for coordinating on this initiative already.

We are happy to extended the deadline until 15 January if this allows you to provide meaningful and targeted answers to the
questionnaire that go beyond information available on your websites.

We are looking forward to your interesting contributions and engagement in this important workstream.

Kind regards,

The EUIF team

Eurspean Commission
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Directorate-General Migration and Home Affairs
Directorate D: Internal Security

Unit D3 Prevention of Radicalisation

£: HOME-INTERNET-FORUM(@ec.curopa.cu

From:i Redacted ., E<§ Redacted tiktok.com>
Sent: Thursday, November 7, 2024 5:50 PM
To: HOME INTERNET FORUM <HOME-INTERNET-FORUM@ec¢.curopa.cu>

Ce:! Redacted igoogle.com;: Redacted fb.com; | Redacted itwitter.com

Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November
2024

Dear EUIF team,

Thank you for looping me into this thread, and for your follow up email.

[ am also copying some of the other companies, as we have just had a chance to catch up on this initiative. Would it be possible
to get an extension on the feedback period, until January? We are currently juggling several pieces of work in the short lead up
to the Christmas break, and will not be able to meet the 15th November deadline.

Kind Regards,

Redacted
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Redacted —

Email: | Redacted  itiktolccom

EU Transparency Registeé Redacted I

From: HOME-INTERNET-FORUM(@ec.curopa.cu

Date: Mon, Nov 4, 2024, 4:19 PM

Subject: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November

2024

To: "HOME-INTERNET-FORUM(@ec.curopa.eu"<HOME-INTERNET-FORUM@ec.europa.cu>

Dear all,

This is a small reminder for the EUIF questionnaire on algorithmic amplification.

In case of questions please do not hesitate to reach out.

We are looking forward to your replies.

Kind regards,

The EUIF team

Furopean Commission

Directorate-General Migration and Home Affairs
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Directorate D: Internal Security

Unit D3 Prevention of Radicalisation

E: HOME-INTERNET-FORUM®@ec.europa.eu

From: HOME INTERNET FORUM

Sent: Tuesday, October 15, 2024 9:38 AM

To: HOME INTERNET FORUM <HOME-INTERNET-FORUM(@ec.curopa.cu>
Subject: Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 2024

Dear participants,

Thank you for your participation in the first meeting of the informal focus group on algorithmic amplification.

As an outcome of the meeting, the group agreed to create an overview of measures taken by companies since
the EUIF study on algorithmic amplification (July 2022) to prevent the spread of borderline, violent extremist
and terrorist content online and inform about existing commitments under the Code of Conduct on Hate Speech
and Code of Practice on Disinformation. This overview could serve as set of best practices to inspire and
inform.

If you are a company, we kindly ask you to fill in the attached questionnaire and send it back to us by 15
November 2024. Please do not hesitate to reach out in case of questions.

Based on this overview and own research, ISD can identify gaps and propose potential improvements for
algorithmic recommender systems to fight illegal and harmful content online.

We are looking forward to your replies.
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Kind regards,

The EUIF team

BT R

European Commission
Directorate-General Migration and Home Affairs
Directorate D: Internal Security

Unit D3: Prevention of Radicalisation

£: HOME-INTERNET-FORUM@ec.europa.cu
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Abstract

The European Commission (DG HOME) commissioned this study for the European Union Internet
Forum. The study examines the degree to which the five leading social media platforms in the EU,
and in particular their recommender systems which proactively present content to users,
algorithmically amplify terrorist and violent extremist content to online users. The study also
examines the extent to which recommender systems amplify Borderline content, such as some forms
of hate speech leading to vielent extremism, disinformation and other forms of legal, but harmful
content, that could lead to the creation of online filter bubbles, and recruitment and radicalisation of
orline users. The study analyses Facebook, Instagram, TikTok, Twitter and YouTube, covering eight
markets/languages in the EU. The study was conducted from July 2022 to May 2023. Prior to this
Final Report, the team submitted an Inception Report and two Interim Reports that complement this
report.

Executive Summary

The European Commission (DG HOME) commissioned this study, performed by Trust Lab in
collaboration with Tremau and coordinated by Fincons Group, which examines the degree to which
five leading social media platforms and their recommender systems® amplify harmful Terrorist and
Violent Extremist (TVE) content and “Borderline” content? to online users,

The Report reflects the study of Facebook, Instagram, TikTok, Twitter and YouTube, that operate in
eight markets/languages, namely, Arabic, English, French, German, Italian, Polish, Russian and
Spanish. The study looked at: (1) the extent to which a platform's recommender system
algorithmically amplifies TVE and Borderline content to users, and the impact of the dissemination
of such content on a user's journey to radicalisation; and (2) the extent to which a platform’s
recommender system leads to the creation of ontine “filter bubbles™ and the impact on a user’s
adoption of violent extremist beliefs.

This study was a collaboration between Trust Lab, Professor Theodoros Evgeniou, Professor of
Decision Sciences and Technology Management at INSEAD, who researched the risk of radicalisation
linked to the dissemination of TVE content, and Fincons Group which handled project coordination.

! Recommender systerns, also known as content curation systems, are the systerns that pricritise content or make personalised content
recommendations to onling users. A key component of the recommender system is its recommender algorithm that determines the
content a user will be served.

? As noted by the EU Internet Forum in its Year in feview 2022: “Borderline content, also known as harmful, but legal content, is content
that comes close to infringing on the community guidelines of social media platforms or laws regulating online illegal content. Some of
the most common types of Borderline content identified in the EU are anti-establishment/anti-institutions, antisemitic, anti-trans,
misagynistic, anti-migrants, racist, or against COVID-19 maasures.”

3 “Eilter bubble “refers to a homogeneous feedfrecommended content, caused by the algorithmic amplification of certain content types
on a given platform. The higher proportion of similar content, the deeperflarger the filter bubble.

1
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The European Commission's DG CONNECT has also been involved in the development of the study.
The study was conducted from July 2022 to May 2023.

The study methodology is novel and discussed in Section 3.2 of the Report. Internal proprietary
platform data (including algorithms), data, bots and Application Programming Interface (API) queries,
which are common for this type of study, were not used. Trust Lab worked with human analysts to
simulate motivated users intentionally seeking TVE content. The simulation was designed to ensure
consistency and comparability across all platforms by the use of keyword lists, controlling for the
amount of time exposed to each platform and repeating the experiments many times with different
agents, thus increasing the likelihood of replicating the study’s findings.

To address the six tasks defined by the study’s sponsors, the following metrics were used:

e Findability: How easy is it to find harmful content, measured in the count of harmful posts
during a one-hour interval?

e Removal Rate: What is the amount/percentage of harmful content remaved by the platform?
e Removal Time: How much time did it take for harmful content to be removed by the platform?

User Sentiment What is the public (crowdsourced) perception of the appropriateness of
harmful content, measured on a 5-point Likert scale?

o Amplification (filter bubble size): What is the amount of Bad Topic (TVE-related content, but
not necessarily harmful content), Bad Content (TVE content}, and Borderline content in a
user's feed, measured as a percentage of the first 30 posts in the feed?

PRGN

Trust Lab’s analysis found significant amounts of TVE content across all the major social media
platforms as well as markets/languages. In addition, evidence of algorithmic amplification of TVE
content on those platforms was also confirmed. The study identified significant differences in TVE-
related performance and behaviour across all platforms and markets. The study's key findings
include the following:

1. Evidence of amplification. The study validates the hypothesis that increased interaction with
TVE content and Borderline content results in higher amplification of such content to users. All the
platforms showed amplification of TVE-promoting content in their feeds. The percentage of TVE
content in each platform’s feed did not exceed 10% on average. Across all markets and platforms,
the amplification of TVE content increased by 18% and Borderline content by 65%* Twitter showed
the highest level of amplification, YouTube ranked the second highest in amplifying TVE content,
while TikTok showed the least. Regarding country and languages, platforms show the most TVE
amplification occurring for Polish and German and for content related to Left-Wing political affiliation
and younger Age Groups.

2. Findability Scores. Twitter had the highest findability scores of TVE content among the five
platforms, and YouTube had the lowest findability score. ltalian TVE content had the highest

* This is the average percentage change between the first and third (final) amplification measurements across
all languages and platforms. See the methodology, Section 3.2, for more details.
2
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findability score of all languages when measured across all platforms. Violent Left-Wing TVE content
had a significantly higher Findability score than other TVE types.

3. Removal Rates. More than 90% of the TVE content found by Trust Lab remained on the platforms
by the end of the evaluation pericd 8 weeks later. TikTok removed more TVE content than the other
platforms; Twitter and YouTube removed the least. Arabic TVE content was removed more frequently
than the other languages, while italian TVE content was removed less.

4. Borderline Content. Repeated cycles of user interaction and evaluation suggest that the
amplification of Borderline content grows over time and at a higher rate than TVE content.

5. Variability across platforms and demographic blindspots. Each platform behaves
differently in recommending TVE content with similar user features and behaviours. All platforms
tended to recommend TVE at increasing rates as users interacted more with it, regardless of its TVE
rating. Left-Wing politically oriented recommendations were far less likely to be removed by
platforms than other groups. TikTok had a significantly low rate of success in amplifying TVE content
to users, while Twitter and YouTube had the highest, with the former recommending most to Right-
Wing and the latter recommending TVE content even to users with low rates of interaction. Ultimately,
analysis based on user demographics and platform engagement data is still inconclusive to
determine the full scope of how recommender algorithms operate on the back-end;, more
transparency and research is needed.
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1 Objective of the Final Report

The objective of this Final Report is to describe and document the work performed during this study
and the outcomes of all completed Tasks. The report is extensively supperted by examples from the
measurement tasks, with case studies to showcase the role and effects of the algorithmic
amplification and other visual aids. The majority of sections are supported by data visualisations in
the form of charts, flowcharts, tables and other forms of data representation to present the results
and tell the story in the most effective way.

2 Introduction

The existence of Terrorism and Violent Extremism (TVE) content online is ane of the mast concerning
social media trends witnessed over recent years. This trend has been exacerbated by social media
algorithms that provide curated experiences to users by recommending content that keeps users
engaged with the platform for longer. The severity and amount of TVE is not contained to a few
small corners of the internet. It is easily accessible on major online platforms and threatens personal
health and safety, peaceful co-existence, and the well-being of all citizens®. Social media platforms
are not always able to provide a safe online experience, and policies and enforcement practices can
vary substantially across platforms.

This project aims to inform the European Union Internet Forum (EUIF)Y's work related to the tools and
measures used by online platforms to moderate TVE content. Furthermere, this project will provide
insights and analysis into the algorithmic amplification of TVE content on five leading social media
platforms (Facebook, Twitter, YouTube, TikTok and Instagram) across eight markets/languages
{(Arabic, English, French, German, ltalian, Polish, Spanish and Russian}. The overarching research
question is how the five social media platforms compare in exposing motivated new users® to TVE
content. In order to answer this question, we designed a research method that allows for inter-

> https:/fcronfa.swan.ac.uk/Record/cronfa62902
& The term “New Users” refers to users who are intentionally looking for certain types of content.
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platform comparisons and spans a broader range of platforms and languages than has typically
been studied in the field of trust and safety research.

Our approach is to critically review the metrics collected relating to how social media platforms'
machine learning-based content delivery systems amplify TVE content. The comparison across
markets and platforms enables the ranking of individual platforms based on their performance,
among other factors, to understand which platform provides the highest exposure and amplification
of TVE content. Subject matter experts and industry veterans provide these recommendations to the
European Commission based on assessments of the risks posed by the dissemination of TVE content
and the potential for radicalisation through algorithmic amplification. Our expertise in trust and
safety and online TVE and Borderline content shapes our guidance on content moderation.

% Approach

%1 Theorstical Framework

The goal of the study is to simulate the behaviour of motivated new users to research how social
media platforms respond to users who perform targeted searches for TVE content. Motivated new
users are new users on a given platform who have a targeted interest in TVE content (based on, for
example, real-world interaction with TVE concepts) and who are looking specifically for that type of
content on the platform.

The use of new accounts provides us with several advantages over using existing accounts. First,
setting up accounts and pre-training them on "benign’ content would take a lot of time and resources
that the current study scope doesn't allow for. Second, new accounts ensure that we have a more
controlled research environment than we would have in the case of pre-existing accounts. In our
current approach, we are aware of all the TVE-related content that agents find, and all the content
that is recommended in the user feeds is captured and analysed.

If we pre-trained all the accounts on benign content, we would not only have to account for these
differences in our analyses, but we would also have a harder time untangling the effects of the
recommender systern because of the different pre-exposure any of the accounts might have had
during this pre-training phase. Therefore, starting with new accounts provides a clean baseline for
comparison; even if the business modets of the platforms under study are different, all our research
on the platform is starting from the same entry point. In order to provide a quantitative analysis,
such a common baseline is necessary.

Using new accounts also gives us the opportunity to test how quickly a recommender system will
start recommending TVE content to these types of users. This information is relevant because the
quicker the recommendation and amplification of TVE content occur, the more implications this has
for mitigations on the platform’s side. Thus, we are using the 'cold start’ problem to our advantage
here.

3.1.1 Addressing Replicability
Since user behaviour is at the heart of this study, the concern about the replication of findings must
be addressed. In recent years, we have seen that social science research into human behaviour has
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faced issues with the replication of findings’. This is because human behaviour is complex, and it is
unwise and inaccurate to make generalisations from the results of a single study.

Behavioural studies like these will always suffer from issues with replication, at least to a degree. In
order to minimise the chance of introducing unwanted variance while at the same time keeping the
behaviour under study within the realm of realistic (albeit extreme/targeted), we used the following
constraints:

®

Using a consistent understanding of TVE across platforms: we have developed a set of policy
definitions in accordance with the European Commission that covers a spectrum of TVE
content and can be used cross-platform, enhancing the focus of our study. A consistent
understanding is needed for this study, in part because platform-specific policies are
inconsistent when compared te each other.

These definitions are thus heavily informed by the existing platform definitions for TVE
content but go beyond what the platforms currently define as TVE to more adequately
capture the extent to which Borderline content exists on these platforms. This means that we
expect content might not be removed fram the platform if it is not cavered by the platform's
definition of TVE or that platforms might miss it during enforcement. This provides us with
an opportunity to highlight the limitations of the existing platform definitions and provide
mitigation strategies to address them.

Definition of TVE: Any media, including text, images, and videos, that promotes or glorifies
terrorism or violent extremism or advocates for the use of violence to achieve political, ideological
or religious goals.

This category includes content that is the most explicitly promoting or supporting terrorism
or violent extremism and which contains explicit calls to action or direct incitement to
violence.

The content contains explicit calls to action or statements of support for terrorism or violent
extremism,

The content contains inflammatory or provocative language that could be perceived as
supportive of terrorism or violent extremism.

The content contains images or videos that are clearly promoting or supporting terrorism or
violent extremism.

Violent Right-Wing Extremism (VRWE) are acts of individuals or groups who use, incite,
threaten with, legitimise or support violence and hatred to further their political or ideological
goals, motivated by ideologies based on the rejection of democratic order and values as well
as of fundamental rights, and centred on exclusionary nationalism, racism, xenophobia
and/or related intolerance?

“kitpsiffarstechnicacom/science/2018/08/why-do-only-two-thids-of-famous-social-sdence-results-repiicate-

8 The definition is provided by the DG HOME and incorporated into our methodology.
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“

Violent Left-Wing Extremism is a collective term for all efforts directed against the free
democratic basic order that is based on treating the values of freedom and (social) equality
as absolutes, especially as they are found in anarchist and communist ideas.

Regulation Addressing Dissemination of Terrorist Content Online (EU 2021/784) (TCO)
provides information for EU Member State competent authorities on reporting terrorist
content. The full language of TCO can be found in the Official Journal of the European
Union®. Under TCO, reasons for considering the material to be terrorist content are that such
material:

m Incites others to commit terrorist offences, such as by glorifying terrorist acts, by
advocating the commission of such offences;

m Solicits others to commit or to contribute to the commission of terrorist offences;

m Provides instruction on the making or use of explosives, firearms or other weapons,
or noxious or hazardous substances, or on other specific methods or techniques for
the purpose of committing or contributing to the commission of terrorist offences; or

m Constitutes a threat to commit a terrorist offence.

Definition of Borderline content: This category includes content that is not explicitly promoting
or supporting terrorism and violent extremism but which may contain language or ideas that could
be leading towards pathways of radicalisation. The criteria for this category include;

®
®

e

content that is hard to identify as illegal or as related to violent extremism and radicalisation
content that, despite being legal, can harm and lead to violent extremist behaviour and
radicalisation (such as disinformation, conspiracy theories, which can also lead towards
dehumanisation)

tactics used to manipulate users and amplify Borderline content leading to violent extremism,
such as algorithmic amplification techniques that profit from biases in content sharing
algorithms.*¢

Having only native speakers performing searches: the underlying reasoning is that we want
to understand language nuances in the platform's approaches to amplifying and/or
moderating TVE and Borderline content and to get a better understanding of potential risk
areas for specific languages.

Structuring the search tasks when it comes to keywords and search terms: We used a fixed
set of 60 keywords, translated for each language. Keywords were derived from existing
research and our own evaluation and internal testing. The 60 keywords we chose are related
to common terrorism themes across all markets.

This set is subdivided into three groups of 20 keywords for each type of TVE under study:
o Violent Right-Wing Extremism (Local/National and Ideological)
o Violent Left-Wing Extremism (Local/National and Ideological)
o International TVE (Religiously motivated terrorism)

? Regulation (EU) 2021/784 of the European Parliament and of the European Council of 29 April 2021 on
addressing the dissemination of terrorist content online, [2021], L 172/79.

1% This definition is taken from the EUIF Handbook on Borderline Content (2023),

S

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED

TT_HJC_006808



Personas were assigned to one of three TVE types and only used their set of 20 keywords to
provide a balance between being thorough and providing comprehensive coverage. Keywords
were chosen according to Trust Lab’s proprietary and representative selection criteria. Within
this set of 20 keywords, there were a similar number of keywords for people, organisations,
hashtags and slogans (or phrases). Agents were able to select keywords from within their
set randomnly but were not able to add new keywords. All keyword lists were translated by
native speakers into terms that are culturally relevant in the local language'’. People's names
were not translated, but hashtags and slogans may have been changed slightly in order to
fit better with a specific language’s nuances.

The keywords serve as a basis for the targeted searches, As such, this structure ensures that
every search starts at the same place, with very few limitations with regard to how a user's
journey subsequently unfolds after the initial search. Thus, we are recreating the ‘rabbit hole’
experience where a user might start with one video and end up exploring different videos.

The underlying reasoning for this approach is that having the same list of keywords for each
language improves comparisons across platforms and languages. Some keywords will
unearth more content than others in certain languages or on certain platforms, and being
able to report on these differences will add a valuable component to our study. This would
not be possible if we were to have different sets of keywords for each language or platform.
Having different sets of keywords would also limit our ability to interpret any findings for
metrics such as findability. This is because we would not be able to tell whether a certain
keyword is a culprit or if a certain platform simply performs better in terms of concealing
TVE-related content from its users.

1 The list of English keywords can be found in the Appendix, Section 6.2.
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%2 HMezthodology

{n this field of study, our methodology is comparatively unique. Instead of using bots or automated
Application Programming Interface (API) queries, we use human agenfs {(scouts} to simulate 'real’
accounts. Their behaviour is designed to ensure consistency and comparability across platforms to
enhance the likelihood of replication of the study's findings.

Human agent-driven investigations present certain limitations and challenges that have to be taken
into consideration, such as human error, bias, and high costs associated with the method. Yet, we
believe the agent-centric approach for data collection is best suited for the task at hand. One reason
is that platforms’ terms of service do nat allow programmatic (automated) searching. Another reason
is that the study aims to find out how user behaviour influences the content that is recommended to
them {and, consequently, how that content influences the user}, and this would not be possible with
an automated approach. Lastly, and most importantly, it is the absence of primary data from the
platforms themselves that place major constraints on the field of Trust & Safety research. Without
access to platform internal data (access to the full corpus on content and behaviours) or a
representative stratified sample (also needs to be provided by the platforms due to access
restrictions) or a waiver for platform terms of service (TOS) that don't allow for programmatic access
and searching, the results will be limited. In our discussions with the platforms, this point was raised
multiple times, but broader data access was not provided. As a good sign for future research, the
EU's Digital Services Act introduces provisions that allow access to data to researchers of key
platforms and requires very large online platforms to disclose key data on the functioning of
algorithms, a step very much needed to increase transparency and accountability for user safety.

The current approach is realistic yet constrained. In real life, people may not just use their accounts
for searching for TVE content and might switch between different interests and topics, some of which
are more innocent than others. A complete 'real life’ approach would nevertheless introduce variance
of a nature that would make it hard for our study fo be replicable by others or to assess our results
in a comprehensive manner. Therefore, we have chosen this approach while keeping these trade-offs
in mind for future research.

Our study aims to understand how social media platforms' recommender systems algorithmically
amplify TVE and Borderline content to users. Recommender systems, at their core, are algorithms
that suggest relevant items to users - these could be products to buy, movies to watch, content to
consume, and so on. Since there are many different recommender systems on different platforms,
this could be an expansive endeavour. Some platforms recommend their users other accounts to
follow/subscribe to, some platforms recommend content the user should consume next ("You
watched this video, here’s another one you might like"), and most platforms have separate 'Explore’
pages that are exclusively filled with recommended content.

To ensure comparability across platforms and to keep the scope concise, we have chosen ta limit this
study to the recommender systems that populate the home feed of users. Feeds exist on all the
platforms under study, while other recommender systems can be unique to one or several platforms
and would, as such, not make as good a basis for comparison,

To compare platforms and markets directly, results need to be quantifiable, and metrics must be
consistent across all platforms. To assess amplification, we have identified the following relevant
metrics:

11

722

CONFIDENTIAL TREATMENT REQUESTED

TT_HJC_006810



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

i 3 i} g S R R e s
Tuble 3.2 - Metrics fo ossess amplificotion aorass platforms

|Me1rfc Description

[Findability How many pieces of content a motivated uses can find during a targeted search on
the platform within a limited time window. This variable is a proxy for the amount of
TVE content that is surfaceable on the platform.

|Filter Bubble A homogeneous feedfrecommended content caused by the algorithmic amplification
of certain content types on a given platform. The higher proportion of similar
content, the deeper/larger the filter bubble.

{User Sentiment  |Crowdsourced severity ratings of the content surfaced. These ratings will be on a
Likert scale of 1-5*,

{Removal Rate How much content that is surfaced is being removed by the platform within a 8-
week time period. This is passive remaval; agents are not to report pieces of content
as this would influence the algorithm.

IRemoval Time How long it takes for a piece of content to be rermoved by the platform within an 8
weeks time period. This will be passive removal; agents are not to repart pieces of
content as this would influence the algorithm.

Findability is not the same as prevalence. We don't capture the total amount of content that agents
come across, nor do we make any claims on how much TVE content actually exists on a platform.
Findability is about how much content a person can find within a certain time frame.

Amplification in the context of our study can thus be seen as the increase in the amount of TVE
content over time and the relationship between initial user searches and the amount of TVE content
being recommended afterwards. Either one of these metrics indicates an amplification of TVE-related
content.

In our study, we have been using two metrics ("Bad Content” and "Bad Topic") to measure the depth
of filter bubbles. Bad Topic is content that is related to TVE topics but could be neutral, promoting or
negative. This includes harmful TVE as well as EDSA' content about TVE. Bad Content is synonymous
with TVE content and what is also referred to as promoting TVE. It is also a subset of Bad Topic. We
capture this distinction to evaluate whether the recommender systems recommend content to users
based on the overall topic of TVE versus the actual content of the posts being consumed.

For the Moderation metrics (Removal Rate and Removal Time), Trust Lab used patented technology
“Kaptix”, which monitors each found piece of content for removals. Kaptix is an internally developed
tool used to monitor whether social media posts are live on the platform.

321 Contributing Factors to Amplifying Harmfulness

In order to better understand which factors (behavioural or contextual) contribute to amplifying
potentially harmful content, we have tracked both content metadata (number of likes, shares, and
comments as well as the number of followers of the posting account) and behavioural data from our
agents.

2 A graphic depiction of the values on the Likert scale is available in Figure 4.1.5 of the report.

13 Educational, Documentary, Scientific, Artistic.
12
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Agents were divided into High/Low interaction categories. Low Interaction agents only searched and
watched content (for videos up to 5 minutes, regardiess of videc length), while High Interaction
agents also liked and followed content. Agents did not comment or re-post/re-share the content. The
influence of human interaction and contextual data on the harmfulness risk that recommender
systems pose will be discussed in more detail in Task 5.

322 Process

Agents were assigned one or more personas. Within each language, 30 personas were created. Each
persona had an account on each of the five platforms under study. This means that for each
language, there were 10 Right-Wing TVE, 10 Left-Wing TVE and 10 International TVE agents, with 5
High Interaction and 5 Low Interaction agents per TVE Type. Agents were instructed to perform three
Search Tasks and three Evaluation Tasks for each account This allowed us to study the changes to
the search results and feed recommendations over time.

All tasks were performed on mobile devices.

e Search Task: The Search Task started from a seeded keyword search. Agents were either in
the Low or High interaction group and interacted with the content as per instructions. Agents
were not allowed to add self-made keywords to searches. Agents were allowed also to
browse their feeds to search for, interact with and capture TVE content according to the
Interaction Type they were assigned to. Each Search Task was limited to one hour. We chose
a one hour cutoff to ensure consistency among agents and due to resource constraints.

e Evaluation Task: The Evaluation Task started one day after the Search Task. This was to
give the recommender systems enough time to update their recommendations. Agents were
instructed not to interact with any content but to capture each post in their feed up to the
first 30 posts.

® Repetition: Both Search and Evaluation Tasks happened 3 times to collect 3 data points for
more accurate measurement and monitoring.

Wb i B WY AL A rrT—— oo g g
Togle 527 - fumber of persenos per longuage

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

TVE-type \ Interaction type Low Interaction High interaction
National / Violent Right-Wing Extremism (20 5 personas 5 personas
keywards)

International Terrorism (20 keywords) 5 personas 5 personas
Other | Violent Left-Wing Extremism (20 keywords) |5 personas S personas

With 8 languages and 30 personas per language, that means that we have 240 personas in total.

13
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33 Quality

Results from the Search Tasks and Evaluation Tasks were subjected to a Quality Assurance Process
to ensure that the content found and captured was indeed TVE content. For this work, we partnered
with several international organisations that specialise in finding and analysing Trust and Safety-
related content, as well as individuals from academia who study and work in the field of Terrorism
and Violent Extrernism®*“.

Toble 3 5 - Quaiily Assurance

[First Level Review Search: Agent made an assessment of what is and is not TVE-related content. The
agents have had policy training to make this distinction. Specialised QA agents
reviewed 100% of the content.

Evaluation: The agent performs a cursory labelling exercise on the web form. 100%
of this sample is reviewed by specialised QA agents.

Second Level Review A random samptle of the complete dataset was used to analyse other metrics (not
Findability) to control for the guality of the labelling performed by human raters.
Due to the large amount of data that was collected and complexity of the labelling
task, multiple rounds of labelling were necessary by qualified individuals on a
smaller, cleaner sample. Based on the specifics of the data (amount of search
stages, amount of platforms and languages under study), we arrived at a
rmaximum sample of 7200. Since not all data combinations had 30 posts, the total
sample size was 7074. The data was ensured to have the following:

Is the post related to TVE? (binary, based on average of rater's scale)

Is the post promoting TVE? (binary, based on average of rater's scale)

s the post Borderline TVE content? (binary, based on average of rater's scale)
Content Appropriateness score (scale, crowdsourced)

Engagement Labelling (sourced from post data)

To calculate the Findability scores, we used the complete set of content that was
found during the Search phase. We relied on the first-level review to determine
whether or not a piece of content was TVE.

Third Leve! Review Content from the original dataset that had already been reviewed by Trust Lab
experts and third-party academia experts was also included in the stratified
sample as described above,

¥ More details on the consulted experts can be found in the Appendix, Section 6.3.
14
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4 Analysis

Due to the large volume of content we captured through our work we have chosen a stratified
sampling method for the analysis of our Filter Bubble metrics and Removal Metrics. Findability scores
were calculated using the complete set of data that was found during the Search Stages rather than
a sample. User Sentiment data was also calculated based on the stratified sample.

4.1 Task 1 - Measuring the Dissemination of TVE Content

4.1.1 Findability Main Highlights
e Twitter has the highest Findability score of all platforms analysed. Since we don't
know how specific characteristics of platforms (such as having an open AP yes/no) influence
moderation of content, we do not make assumptions on the potential impact of these
characteristics on the amount of content we were able to find.

e Arabic TVE has the lowest Findability score, while Italian has the highest. Finding
TVE content through search appears to be easier in ltalian, while it's harder in Arabic. There
are a lot of confounding factors that could contribute to this finding, so we cannot make
assumptions about the cause.

o Left-Wing TVE has a higher Findability score than other TVE Types. This points
towards a larger trend, where International and Right-Wing TVE content are more easily
identifiable as extreme content, whereas Left-Wing TVE constitutes more variations across
cultures and languages.

4.1.2  Findability Findings

Our analysis shows that Twitter has the highest Findability score (2.91) on the platform'®, while
YouTube has the lowest (1.71) among the platforms we analysed. This means that Facebook and
Instagram, as well as TikTok, make up the middle on our scale. Findings for YouTube and Twitter are
statistically significant. (See Figure A6.4.1).

Moving to languages, Arabic TVE has the lowest Findability score (1.23), while TVE in Italian language
has the highest (2.78). This means that finding TVE content through search is easler in the ltalian
language, while it's harder in Arabic. Both of these findings are statistically significant. (See Figure
Ab64.2)

For TVE Types, International TVE has the lowest Findability score (1.41), while Left-Wing TVE has the
highest (3.01). That means that it's easier to find Left-Wing TVE, while it's harder to find International
TVE by searching the platforms. These findings are statistically significant. (See Figure A.6.4.3).

Deep Dive; Viclent Left-Wing Extremist Content
Since Violent Left-Wing Extremist content has a significantly higher Findability score than other TVE
types, we wanted to explore this category of content in a bit more depth. The kind of content we find

'S gxamples can be found in the Appendix B, Section 6.6.
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when we look for Violent Left-Wing Extremist content is mostly supportive of anti-capitalism, pro-
anarchism and pro-communism?s,

These findings point towards a larger trend. Terrorist and Violent Right-Wing Extremist (TVRWE)
topics, such as neo-Nazism, anti-Semitism, racism and white supremacy, frequently attract the
attention of policymakers and journalists, which causes social media platforms to invest in technical
and human resources to reduce the harm of such material. On the other hand, Violent Left-Wing
Extremist content encompasses a range of topics that have entered modern political, social and
cultural spheres without causing the same level of concern, such as anti~capitalism, general
statements about the failure of modern-day institutions and the desire to learn about other forms
of governance, such as communism and anarchism.

Deep Dive: User Engogement Metrics

In order to better understand how many people might have engaged with the TVE content that we
surfaced, we performed an engagement analysis on four metrics: likes, comments, shares and the
follower count of the accounts who posted the TVE content.

e TVE content on Instagram and YouTube is shared much less widely than content on other
platforms. Content on Twitter was shared more widely. (See Figure A6.7.1)

e TVE content on YouTube is liked more on average than other platforms. Facebook has the
lowest number of likes for TVE content. {See Figure AG.7.2)

e TVE content on YouTube is commented on nmore on average than other platforms. Comments
on Instagram seem virtually non-existent. {See Figure A.6.7.3)

e TVE content on YouTube comes from accounts with more followers on average than on any
other platform examined. (See Figure A.6.7.4)

e While YouTube has a low Findability score, the platform scores high on almost all
engagement metrics, except for shares. This seems to indicate that the platform is in control
of suppressing Bad Content from being found in search but that users have found other ways
to access the content. (See Appendix, Section 6.7 for more details)

e Facebook and Instagram are generally at the bottom of the engagement charts. Especially
Instagram scores low, having no shares and no comments on average for TVE content. (See
Section A6.7)

e Comparing the TVE vs non-TVE engagement averages shows that TVE content gets much
lower engagement than non-TVE content, but these results are not statistically significant
for most platforms. (See Appendix, Section A.8.7 for more details)

e |t should be noted that the differences in engagement between platforms could also be due
to the user interfaces of the platforms. It could be argued that YouTube and Instagram are
less set up for sharing content than Twitter or TikTok, for instance. (See Appendix, Section 6.7
for more details).

4.1.

fpd

Removal Metrics Main Insights

o The platforms removed very few items during the timespan we were tracking them,
taking nearly a week or more to remove 50% of the content we tracked from the point we
found it, resulting in TVE being shared heavily on some platforms like Facebook.

& examples can be found in the Appendix, Section 6.6.2.
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e Twitter removes the least amount of TVE content.

® Arabic language TVE content is removed more often than other types of TVE
content, while Italian TVE content is removed less.

e Terrorist and Violent Left-Wing Extremist content is also removed less than other
types of TVE content.

e Findability and Removal Rate are related to each other: the less likely it is that TVE content
is removed, the more likely it is that we can find it. it is, therefore, not surprising that
the findings in this section resemble the findings from the Findability section.
Twitter removes the least amount of TVE content, and Arabic TVE content is actioned and
removed more, while ltalian TVE content is removed less, and Left-Wing TVE content is also
removed less, than other types of TVE content.

e Combining these insights seems to indicate that platforms tend to dedicate less
effort to removing terrorist and Violent Left-Wing Extremist content and Violent
Extremist and terrorist content in Italian language and instead focus more on
removing violent Extremist and terrorist content in Arabic language, International
and Right-Wing TVE content. Since platforms still remove less than a third of the content
marked as TVE Promoting, this seems to point towards inconsistent content moderation
policies, in particular, less pronounced policies and enforcement focus towards markets and
topics that garner less attention from the general public.

® YouTube scores low on Removal Rate, which is an interesting reversal case: The
platform does comparatively well with suppressing TVE content in search without removing
such content from the platform. See Section 4.2.2 for a deep dive into this.

4.14 Hemoval Metrics Findings

Our analysis shows that TikTok removed more TVE content than other platforms (11% of the content
removed), while YouTube removed the least amount of content (3% of the content removed). Overall,
ptatforms removed less than a third of the content marked as TVE promaoting These findings are
statistically significant. (See Figure A6.8.1).

Arabic language TVE content is more often removed than most other languages (10% of the content
removed), while Italian language TVE content is less often removed than most other languages (3%
of the content removed). These findings are statistically significant. (See Figure A6.8.2).

TVLW content is less often removed than other TVE types: only 4% of the time, compared to 7%
(Right-Wing TVE) and 8% (International TVE). This finding is statistically significant. (See Figure
A6.83)

The platforms removed very few items during the timespan we were tracking them, taking nearly a
week or more to remove 50% of the content we tracked from the point we found it. All Removal Time
metrics are anecdotal because of the small number of removals overall At each interval, the

17
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percentage represents the amount of content that was removed out of the total removed within an
8-week period. (See Figure A6.9.1).

Generally, German language TVE content was removed more quickly, while [talian TVE content was
removed more slowly than other languages we've studied. (See Figure A6.9.2) TVLW content also
seemed to be removed the slowest, while International TVE content seemed 1o be removed mare
quickly. {See Figure A6.9.3).

Deen Dive: Remigval Metiics

The low rates of removal by themselves do not tell a very satisfactory story, so a deeper analysis
was conducted to look into the impact that this is causing based on the data that was collected. The
focus of this analysis was to contrast removals with user engagement and to review in particular,
the number of shares. Shares were chosen because this is a much more deliberate action that also
highly impacts the dissemination of TVE content than other forms of engagerment!’. It's worth noting
that shares are most likely the least accurate for platforms like YouTube that have a significant
presence on desktops because sharing can be just as easily done by copying the URL from the
address bar. Also, sharing off-platform (for example, sharing a link on another social network) may
not be trackable by the content owner.

Of the content that was eventually removed from platforms within the study period, TikTok TVE
content was disseminated the most, with 120 shares per TVE post on average (see Figure A.6.84).
However, of the TVE that wasn't remaved by platforms Facebook has the highest number of shares
per post 341 followed by TikTok with 283 on average (see Figure A.6.8.5).

The proportionally higher removal rates of TikTok contrasted with higher average number of shares
suggests that TikTok TVE content is being consumed and spread at higher rates than other platforms.
Thus, despite TikTok's higher performance on other metrics, it is struggling to keep up with its user
base and high throughput even on high-harm content like TVE. This same trend appears in Borderline
content except with higher shares counts {see Figure A6.8.7).

Looking at how different languages impact TVE content that wasn't removed, French and Italian have
more shares on Facebook while other languages are more prevalent on TikTok {see Figure A.6.86).
Borderline content in German language, however, sees more shares on Facebook which is the only
language that changes between TVE and Borderline content (see Figure A.6.8.9).

17 Ljungberg, J. et al, Like. Share and Follow: A Conceptualisation of Social Butions on the Web, July 2017,
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4.1.5 User Sentirment Main insights

Mild
{<2.5)

Moderate
(2.5~ 3.5}

Severe
(>3.5)

Figure 4.1.5 - Appropricteness score

e Platforms are mostly similar in terms of severity of content based on user ratings,
indicating that severe content Is spread roughly equally across the platforms. Italian content
is rated as the most severe, while German is rated as the least severe. Most differences
between languages and their severity ratings are statistically significant.

o TVE content in Italian is rated as the most severe, continuing a trend that seems
to indicate that Italian language TVE content is largely going unnoticed by
platforms. Other languages are also mostly statistically significantly different from each
other, indicating that users of different languages have potential cultural differences when
it comes to how harmful they judge TVE content to be.

416 User Sentiment Findings
Platforms are mostly similar in terms of how severe users rate their content, indicating that severe
content is spread roughly equally across the platforms. (See Figure A6.10.1).

ltalian language TVE content is rated as the most severe {98% rated as severe), while German
language TVE content is rated as least severe (43% rated as severe). Most differences between
languages and their severity ratings are statistically significant. (See Figure A.6.10.2).

Right-Wing TVE content is viewed as less severe by users than other TVE types (78% rated as severe),
which is a statistically significant finding. This is interesting and could be due to the fact that users
are getting more used to seeing Right-Wing TVE content, but also to the fact that platforms are
removing the more severe Right-Wing TVE content from their platforms more readily. (See Figure
A6.10.3).

Severiy Over Time

Does searching for and interacting with TVE content influence the severity of the content that is
subsequently found and recommended to users? A trend here could be an indication of amplification,
not necessarily in the amount of content that a user sees, but in the harmfulness risk of the content
that users engage with.
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No clear trends emerge when looking at the severity ratings over time per platform. (See
Figure A.6.104).

20

731
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_006819
CONFIDENTIAL TREATMENT REQUESTED



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

4.2 Task 2 - Measuring the Role ang Effects of Automated Dissemination of TVE Content

4.2.1 Filter Bubble Main Insights
e Taking all platforms, languages and TVE types together, there is an amplification
of all content types over time. This amplification is only significant for Bad Topic and
Borderline content, but not for Bad Content.

e All platforms show signs of amplification after the first Search phase, showing
Bad Content in the user's home feeds, but platforms do not show any significant
further amplification of Bad Content over time. On average, no more than 10% of any
feed consisted of Bad Content.

e All languages show signs of amplification after the first Search phase, but only
Italian shows significant further amplification of Bad Content over time. French
does show a significant further amplification of Borderline and Bad Topic content over time,

e All TVE Types show signs of amplification after the first Search phase, but none
show significant further amplification of Bad Content over time.

e Overall, these findings seem to indicate that although there seems to be an amplification of
Bad Content in the feed after showing initial interest by a user, this is not significantly further
amplified when the user continues to engage with said content.

4.22 Filter Bubble Findings

Taking all ptatforms, languages and TVE Types together, there is an amplification of all content types
over time. For Bad Content, the main focus of our study, our amplification metric increased from
4.4% to 5.2%, an increase of 17.5%. Looking at Bad Topic, which includes TVE and non-harmful
content related to TVE topics, we saw an increase from 6.9% to 9.6%, which is statistically significant
(+39.1%). Additionally, we looked at Borderline Content, which amplified from 3.3% to 5.4%
(+65.1%), which is also statistically significant. (See Figures A6.11.1).

Instagram is the only platform that shows a significant amplification across the three stages for Bad
Topic content (+118%), as well as Borderline content (+1500%). None of the platforms show a
significant further amount of amplification for Bad Content, although Facebook doubled the amount
of recommended Bad Content between the First and Third stage. TikTok showed no increase, and
YouTube had a negative amplification (-23%): all not statistically significant. (See Figures A. 6.11.8a-
e).

jtatian and French are the only languages that show significant amplification of TVE related content
over time. Halian is significant for Bad Content only (+365%). The French amptification is only
significant for Bad Topic (+293%) and Borderline content (+685%), not for Bad Content. Polish has
the highest average percentage of Bad Content in the feed (11%), Arabic has the lowest (2%). {See
Figures A6.11.9a-h).

None of the TVE types show significant amplification over time. {See Figures A6.11.10a-c).

Higher interaction with TVE content does result in a higher initial percentage of Bad Content in the
feed (8% for High Interaction, 1% for Low Interaction). (See Figure A.6.11.12).
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Deen Dive: How Blatforms Reduce TVE Corberd

When looking across the Findability and Filter Bubble metrics, we can compare how platforms choose
to reduce the spread of TVE content. (see Figure A6.11.13).

e YouTube: has the lowest Findability score but a high average percentage of Bad Content in
the feed.

o TikTok: reflects the opposite trend, having a moderate Findability score and the lowest
average percentage of Bad Content in the feed.

e Twitter: has the highest Findability score and also the highest average percentage of Bad
Content in the feed.

e Instagram: has a moderate Findability score paired with a moderate average percentage of
Bad Content in the feed.

e Facebook: has a moderate Findability score paired with a moderate average percentage of
Bad Content in the feed.

YouTube seems to have tighter filtering of search results, while TikTok has tighter filtering of the
recommendations in the feed. Relatively speaking, Twitter has the most on both dimensions.
Facebook and Instagram appear to have moderate amounts of filtering in both search and feed.

These findings could be the result of YouTube's and Twitter's algorithms having stronger
personalisation, combined with a lack of filtering. When platforms strongly personalise content based
on past activity but lack adequate filtering of Bad Content, the filter bubble effect becomes most
problematic. TikTok's algorithm is known to have strong personalisation effects’, but seems to have
better filtering of TVE-related content than YouTube and Twitter.

423 Borderline Content

Special interest from the European Commission has been expressed with regard to the effect of the
spread of certain types of Borderline content, such as disinformation and some forms of hate speech
that can lead to radicalisation. This section will shine more light on how Borderline content plays into
the analysis of the metrics that we calculated. It is content that does not meet the thresholds to be
labelled as terrorist and violent extremist content, but that can still lead to violent extremism and
radicalisation pathways.

e Overall, Borderline content has the lowest initial amplification of all TVE-related content
types, but the percentage of Borderline content that is recommended to users has the highest
amplification over time of all TVE-related content types.

e [nstagram and Twitter are the only individual platforms that show a significant amplification
in the amount of Borderline content that is recommended to users over time. Instagram
shows 3 times more Borderline content when comparing the First to the Third phase.

e French is the only language that shows a significant amplification of the amount of
Borderline content being recommended to users over time. 8 times more content is
recommended to users in the Third phase compared to the First phase.

e None of the TVE Types shows a significant amount of amplification for Borderline content.

f LT s i e - o d San b o g ahe o ag i
Arnplification of Borderling Corstarst

'8 hitps:/iwww theguardian.com/iechnoloay/202 2ot/ 2 3fikiok-rise-algerithm-popularity
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(See Figures A6.11.8a-A6.11.10c).

Rernovol of Hordertine {onfent

e Overall, all platforms act similarly when removing searched or recornmended Borderline
content from their platforms. TikTok removed more searched content than YouTube and
Twitter but did not remove any recommended content at all. Since we are comparing all
platforms based on the same definition of Borderline content, this gives us a clear picture of
which platforms are allowing more Borderline content on their feeds.

® Arabic Borderline content is removed more often during Search than most other platforms.
None of the values for Evaluation are significant.

e Borderline content that could lead to Violent Left-Wing Extremism is removed less often
during Search than other TVE Types. None of the values for Evaluation are significant.

e Remaoval Times for all TVE content and Bordertine content are largely simitar for all
dimensions.

(See Section 6.12 for figures).

23

734
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_006822

CONFIDENTIAL TREATMENT REQUESTED



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

4.% Task 3 - Assess the Risk posed by the Automated Dizsemination

431 Risk Assessment Main Insights
Amplification: What is the prevalence of TVE content in the platform’s feed? Twitter
was the platform with the highest level of amplification of Bad Content to the user, followed
by YouTube, Instagram and Facebook TikTok had the lowest level of TVE content
amplification or harmfulness.

e Risk Ratings. We assigned a composite risk rating for each platform, based on an evaluation
of three essential components: Findability, Amplification and User Sentiment. The risk ratings
for the platforms mostly followed the percentage of TVE content found in the feed because
the feed is where the bulk of the TVE content consumption likely occurs. The risk rating was
consistent with removal and engagement rates, and there were fairly big differences among
the platforms on this risk metric. Twitter had the highest risk rating of the platforms; TikTok
had the lowest risk rating. Facebook, Instagram and YouTube had medium risk ratings.

e The average percentage of TVE content in the feed did not exceed 10%, even for motivated
users, and did not seem to increase above 10%, even under repeated user interactions with
TVE content. If platforms were only focusing on personalisation, this percentage would likely
have been higher. This suggests that platforms either do not personalise much in general or
that platforms limit personalisation, when TVE content, topic or Borderline content is
detected. That said, when we compared the platforms on different dimensions, we observed
clear differences among the platforms and further room for improvement, particularly for
platforms such as Twitter with higher risk.

Recommender systems (RSs) are increasingly being used to support decision-making and improve
user experiences across a wide range of industries and applications. However, it is important to
acknowledge and effectively manage both technical and non-technical risks in order to reap their
benefits and promote user safety fully. As requested by the European Cornmission, this report
provides a comprehensive overview of recommender systems and the technical and non-technical
risks associated with recommender systemn algorithms and outlines a range of mitigation strategies
to help reduce risks and ensure best practices for the recommender systems and those wha use
them.

432 Content Moderation Background

Content moderation, or the process of monitoring, reviewing, and controlling user-generated content
on online platforms to ensure compliance with community guidelines, terms of service, or content
policies, is a fundamental part of the internet's infrastructure and success. Content moderation
involves identifying and removing inappropriate, harmful, or offensive content, as well as addressing
violations of rules and regulations set by the platform or applicable taws. The way a platform is
designed and how users interact with it significantly influence the posting and interaction of user-
generated content, consequently impacting how companies perform content moderation on their
services (Grimmelman, 2015).

As discussed, platforms which rely on user-generated content often utilise recommender mechanics
to deliver personalised content to users, deliberately surfacing tailored content most likely to keep
the user engaged (O'Callaghan et al, 2014). Recommender systems have the potential to
inadvertently recommend terrorist or extremist content to users who are not actively seeking such
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material. This occurs because the algorithms prioritise user engagement without parallel automated
objectionable content detection, allowing such terrorist or extremist content to be surfaced based on
predicted engagement levels. Recent studies indicate that inadvertently exposing users to extremist
content based on their expressed interest can lead to a reinforcement of extremist content in their
feed; a consistent consumption of extremist content may contribute to a shift in their worldview
(Edwards & Gribbon, 2013). Platforms face a challenging task in distinguishing between intentional
bad actors and users who unintentionally engage in abusive behaviour, adding complexity to the
moderation ecosystem. The following breakdown of prevalent filtering mechanisms and
technological content moderation systems highlights the intricate balance between preserving the
rights of users to freedom of expression and the challenging task of detecting and removing content
in a scalable manner.

PO S < . DR S s TR P . AR - -
Content-Based Recornmendotion Systems

Content-based filtering is a technique used by online platforms, including user-generated content
platforms like YouTube, to analyse a user's preferences and create a content engagement profile
based on keywords and tags. This approach considers factors such as titles, descriptions, and tags to
determine similarities and relevance when recommending videos, particularly for new or unseen
content (Zhang, Lu & Jin, 2021}, While content-based filtering offers scalability and independence
from other users' data, it has limitations in the type of content it suggests to users. In the context of
moderating terrorist content, platforms that rely heavily on content-based filtering pose challenges
in effectively identifying and addressing such material. The focus on matching user preferences may
overlook objectionable content that falls within the grey area of extremism. As the content becormes
more extreme, the videos the system relies on for tags may begin to overlap between less extreme
and more extreme content, making it less likely for a target audience to report such material to the
platform. This increases the risks associated with content moderation and the potential for terrorist
or extremist content to go undetected ar unaddressed.

Although platforms basically work with some combination of recommender and flagging sub-
systems, these can be brought together in different ways, sometimes without a clear demarcation
between the two. Also, while these subsystems draw upon the basic recommendation algorithms
and flagging approaches outlined here to optimise for the metrics specified in section 4.4.2, there
are many variations of these algorithms and metrics. Also, the practical pressures of running a
business (e.g, generating revenue and retaining users, keeping infrastructure and machine costs low
as well as addressing user and customer complaints and escalations) implies that these systems
have accumulated numerous optimisations as well as business rules, making them exceedingly
complex. As a real-world example, please refer to the recently outsourced Twitter recommender
system.

Aufomoied Flogoing Svelern

Automated detection systemns utilise various techniques such as machine learning algorithms, near-
neighbour algorithms, fuzzy hashing meodels, and MD-5 hashing models to identify harmful or
platform-violating content, including both well-known and unknown terrorist and extremist material.
These systems bring potentially illegal or policy-violating content to the attention of a team of
content moderators, either directly employed by the platform or affiliated with a vendor company.
Depending on the specific model employed, there are cases where reports are automatically closed
if signals suggest the content is spam, does not violate the platform's Terms of Service, or has been
previously reviewed by a content moderator. Automated detection systems play a crucial role in
helping online platforms identify more severe content, initiating the cycle of moderation and policy
enforcement on the platform.
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Liser-Biosed Floooing Systemn

User-based reporting systems rely on users to flag content that they believe violates an online
platform's policies or is deemed objectionable. These reporting systems vary across platforms, often
employing dedicated reporting forms or allowing users to directly flag content they find problematic
while viewing it. User flags serve as a means for users to report content that may not have been
detected by technical solutions, giving them a voice in the content moderation process. After users
submit reports, the platform's team of content moderators reviews them and determines the
appropriate actions to take regarding the reported content or offending user account. Many large
online platforms deprioritise these user reports in favour of automated detection, but will no longer
be allowed to do so under the new European Union’s Digital Services Act, which places emphasis on
users' right to report and appeal content they find objectionable, including terrorist and extremist
content.

4.33% Risks Assessment

SONAP L
s R {ex

T“ae term fziter bubb & :s generaiiy credited to intemet activist Bl Pariser circa 2010, In Pariser's
influential book, The Filter Bubble (2011), it was predicted that individualised personalisation by
algorithmic filtering would lead to intellectual isolation and social fragmentation. To increase user
engagement, social media companies may connect users with ideas they are already likely to agree
with, thus creating echo chambers of users with very similar beliefs. The concern is that
recommender systems may influence users to engage in progressively narrower content domains
and in directions they might not otherwise have pursued. The EU Counter-Terrorism Coordinator has
argued that the amplification of legal but harmful content may be conducive to radicalisation and
violence because it normalises it and exacerbates polarisation in society.

A3EinE h ‘{‘rk S{J'?if{(?

The Global Partnership on Artificial intelligence (GPAI) has also identified that recormmender systems
can amplify user bias related to TVE content, as follows:

The key issue for recommender systems . . . is that social media users are known to
show small biases towards extreme content of various kinds, that act as another
influence on the content items they engage with. For instance, they have a tendency
to share political messages containing ‘moral emotional expressions’ (Brady et al,
2017; Brady and van Bavel, 2021), particularly negative ones (Crockett, 2017, Brady
and van Bavel, 2021), messages that refer to a political ‘out-group’ (Rajthe et al,,
2021), and messages that contain falsehoods (Vosoughi et al., 2018). if these biases
persist while a user interacts with a recommender system, the system’s repeated
updates of its user model may lead the user towards messages containing increasing
levels of negative political emotions, an increasing focus on political out-groups, and
increasing amounts of misinformation - and potentially towards domains of violent
extremism. Again, our earlier report (GPAI, 2021) presents these concerns and the
studies that support themn in detail.*?

¥ GPAI 2022, Transparency Mechanisms for Social Media Recommender Algorithms: From Proposals to Action.
Tracking GPAl’s Proposed Fact Finding Study in This Year's Reguiatory Discussions. Report, November 2022,
Global Partnership on Al
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Recently, the Global Internet Forum to Counter Terrorism commissioned a survey of the existing
empirical literature on the issue of whether recommender systems promote extremist content and
whether online users are “radicalising by algorithm”?° In the literature review, 10 of 15 studies
demonstrated that recommender systems can promote extreme content.

S T T e g e T N TN L Ty
LON D03 GCors SXQI0E iaihGrn Qioriinims:y

Terrorists could “game” flagging systems by experimenting and learning over time how to have their
content bypass or circumvent either automated or manual flagging systems. According to certain
researchers, the survival of certain TVE content on platforms relates to the way in which terrorist
organisations have learned to modify their content to evade platform controls. Tactics include:
breaking up text and using strange punctuation to evade platform tools that would search for
keywords; blurring the terrorist organisation’s branding or adding the platform’s own video effects;
mixing the terrorist organisation’s material with content from real news outlets; adding the branding
of mainstream news outlets over the top of the terrorist organisation’s content; hijacking platform
accounts; and posting tutorial videos to teach other terrorists how to do the same.?!

Terrorists could also employ fake engagement and fake profiles to promote their content, and if
undetected by platforms, recommender systems could unwittingly further promote such content.
From gaming of views* to crowdturfing and astroturfing®, there are a variety of technical
approaches to gain (perceived) popularity on social media, which are already known to be leveraged
by foreign actors to influence operations. For instance, in one study, the BBC has reported that a
network of Facebook groups was used in an attempt to change perceptions related to the ongoing
war in Ukraine 24

In this section, we presented many possible risks that can cause the promotion of TVE content on
platforms. While we do not have access to internal platform documentation to understand how each
individual platform’s algorithms and moderation systems work, we can assess risk based on
externally observable metrics from this study. We do this in the next section.

434 Risk Metrics

The previous sections described the various risks that recommender systems present, but without
access to each platform’s internal, proprietary algorithms and data, we were unable to guantify
platform risk directly based on these factors. Instead, we evaluated the overall risk of each platform
based on the data collected for this project, which could be observed outside-in. We considered three
factors:

20 Whittaker, J, Recornmendation Systems and Extremism: What Do We Know? — Global Network on
Extremnism and Technology, Insights, 17 August 2022. https://gent-research.org/category/insights/).

1 Corera, G, SIS ‘still evading detection on Facebook’, report says, BBC News, 13 July 2020.

See also Nimmo, B. and Hutchins, E., Phase-based Tactical Analysis of Online Operations {The Online
Operations Kill Choin: A model to analyze, describe, compare, and disrupt threat activity from influence
operations to cybercrime), Carnegie Endowment for Internotional Peace, March 16, 2023.

22 The Flourishing Business of Fake YouTube Views.

https:/iwwwnytimes.com/interactive/2018/08/ 1 1/technelogy/voutube-fake-view-sellers.html

23 https./lenwikipedia.org/wiki/Astroturfing

4 putin's mysterious Facebook ‘superfans’ on a mission. https://www bbc.com/news/blogs-trending-
61012398
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e User Sentiment: This is a proxy for the severity of TVE content found

e Findability: This is a proxy for the amount of TVE content that is surfaceable on the
platforms

e Amplification: This is a proxy for the prevalence of TVE content in the feed.

We saw relatively minor differences in User Sentiment {see Figure A6.10.1} among platforms. The
platform with the highest level of Findability of TVE content (see Figure A.6.4.1) was Twitter, followed
by Facebook, Instagram, and TikTok. The platform with the lowest level of Findability was YouTube.

Bisk Quteome

We have assigned a composite risk rating for each platform based on our evaluation of three
component metrics: User Sentiment, Findability, and Amplification. The risk ratings below incorporate
information from the TVE content found in the feed and search and is consistent with removal and
engagement rates.

Table 4.4.4 - Risk Rating per Platforms

Twitter Youtube Instagram Facebook TikTok

Medium Mediumn Medium _L0w95ﬁ. . .

The data we collected is based on simulating motivated users looking for TVE content and does not
represent the experience of an average user of the platform. We also did not have access to internal
proprietary platform data, which would have been needed for comprehensive measurement. That
said, as previously discussed in the introductory section, it made sense to simulate and study the
motivated user scenario. Also, the consistency observed for different metrics, such as feed
prevalence, removal rates and engagement rates, suggests that the data is not an outlier.

The next section presents possible mitigation measures to consider, both based on observed data as
well as conceptual risk factors discussed in previous sections.

435 Mitigation Strategies
There are a few different ways in which platforms can counter filter bubbles:

e By effectively detecting terrorist and extremist content, platforms can proactively filter such
content from user feeds and search results, The Global Internet Forum to Counter
Terrorism (GIFCT) is an Internet industry initiative to share progrietary information and
technology for automated content moderation. As noted on the GIFCT Wikipedia page, GIFCT
maintains a database of perceptual hashes of terrorismerelated videos and images that are
submitted by its members and which other members can voluntarily use to block the same
material on their platforms. The material indexed includes images, videos and will be
expanded to include URLs and textual data such as manifestos and other documents.
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e Filter bubbles and echo chambers can be countered by having recommender systems

explicitly optimise for content or opinion diversity. There is evidence suggesting that
personalisation algorithms can enable exposure to “ideologically cross-cutting content” from
outside self-selected echo chambers. (Flaxman et al, 2016). It has also been suggested that
they can also be leveraged in improving the automated detection of radicalisation and for
facilitating targeted counter-messaging interventions to combat radicalisation. {Schmitt et
al., 2018).% Recent literature has also suggested that algorithms can be the cure for
algorithmic fitter bubbles. 2

Twitter study (“the most comprehensive audit of an algorithmic recommender system and
its effects on political content”) indicated that the political right enjoys higher amplification
compared to the political left. Our own data presented in previous sections also examines
differences between Right- and Left-Wing TVE content both in terms of discoverability and
moderation. Armed with such data, platforms can take a deeper locgk at their own algorithms
and implement necessary mitigations.

25 Wolfowicz, M, Weisburd, D. and Hasisi, B. (2021), Examining the Interactive Effects of the Filter Bubble and
the Echo Chamber on Radicalization , Journal of Experimental Criminology (2023) 19:119-141 at 136.
https://doi.org/10.1007/511292-021-09471-0

*f Gao, C et al, Counterfactual Interactive Recommender Systemn (CIRS): Bursting Filter Bubbles by

Counterfactual Interactive Recommender System, Computing Research Repository {CoRR) in arXiv,
abs/2204.01266 (2022).
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4.4  Task 4 - Compare the Phenomenon Between Platforms Sharing the Same Business
Model

44,1 Comparison Between Platforms Main Insights
¢ Among the platforms, Twitter surfaced and recommended the most TVE content to its users
and performed below other platforms in terms of TVE content removal.

@ Although YouTube's Findability score was the lowest among the platforms, its removal
metrics suggested it has room to improve on removing TVE content that exists on the
ptatform. YouTube generally scared higher than the other platforms on user engagement
{e.q, likes, shares, comments, number of followers} with TVE content. This seems fo indicate
that YouTube was effective in suppressing TVE content from users in search but still enabled
users to find TVE content through other means and interactions.

e TikTok performed moderately when it came to the Findability of TVE content, but of all the
platforms, it recommended the least amount of TVE content to users. This suggests that
TikTok may filter its feed more tightly than its search, resulting in no significant amplification
of TVE content in the feed. TikTok was generally slow to remove TVE content; TikTok took
more than four weeks to remove the content we identified as TVE. TVE content that the
platform didn't remove was shared twice as much as TVE content that the platform did
remove.

4437 Platforms

Of the platforms, Twitter surfaced and recommended the most TVE content to its users. Twitter was
lower than other platforms when it came to TVE content removal. We note that this study was
conducted during a period when significant governance, policy and safety process changes were
occurring at Twitter, As such, Twitter's results may be significantly different compared to earlier in
the year.

YouTube has come under scrutiny during other research projects”’ and has since made
improvements. Although YouTube's Findability score is the lowest among the assessed platforms, its
Removal metrics combined with YouTube's engagement metrics for TVE content suggest the platform
still has room to improve on removing TVE content that already exists on the platform.

in our study, YouTube recommended the most TVE content to its users; Twitter was second. It should
be noted, however, that all the platforms had weak Removal rating scores, removing 10% or less of
the content we marked as TVE-related

YouTube generally scored higher than the other platforms on user engagement with TVE content.
This seems to indicate that YouTube is effective in suppressing TVE content from users in search.
But, it still enables users to find TVE content through other means and interactions.

turing-people-onto-the-alt-right/
hitps://pekicyreviewinfo/srticles/analysisfrecormmender-systems-and-amplification-extremist-content
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443 Languages

ftalian TVE content is an interesting case with regard to many of the metrics considered. The
Findability score for ltalian TVE content was one of the highest, and removal metric scores were in
the lowest category. Under the study, Italian users in the sample were also the ones who rated their
TVE content as the most severe of all the languages. This suggests that Italy may not be a high-
priority market for platforms in terms of ltalian-specific automated detection methods, ltalian
moderators, or other measures integral to a Trust and Safety enterprise.

TVE content in Arabic has long generated special attention from the platforms' moderation teams.
Its Findability score is the lowest. Significantly, Arabic TVE content, especially International Arabic
TVE content, is more often removed than content from other languages. Since the Paris attacks in
2015, there has been more focus from policymakers and media outlets on social media platforms
to police the spread of International TVE from Arabic-speaking countries and regions, which could
explain this finding.

444 TVE Type

Left-Wing TVE content treatment stands out. It's easier to find Left-Wing TVE content on the different
platforms, especially in the Italian language. Left-Wing TVE content is also the least often removed.
Apparently, this type of TVE content is also not as readily on the radar of platforms, possibly because
Left-Wing TVE content covers a broad spectrum of content that is not TVE related per se.

This can be contrasted with Right-Wing and International TVE content, which receives more attention
from policymakers and the media, thus incentivising sociat media platforms to create policies to
moderate this type of content more readily.

Overall, one conclusion may be that the public attention to certain types of TVE content, often related
to current events, plays a large role in what content gets moderated on platforms. If this is true, one
could argue that this is an insufficient way of moderating TVE-related social media content. The
platforms could certainly do more to be more consistent in their moderation practices (see also Task
3).

445 Borderline Content

When we lock across the entire dataset, Borderline content appears to be amplified the most over
time out of all the TVE-related content types that we've studied, even though Borderline content has
the lowest amount of initial amplification.

Zooming in on different dimensions, such as platform, language, or TVE type, this trend is less
pronounced. For example, Borderline content does not appear to be significantly amplified over time
on any platform except for Instagram and Twitter. French is the only language where Borderline
content was significantly amplified over time. Borderline content, potentially leading to terrorist and
Violent Right-Wing Extremism, was not significantly amplified over time.

Platforms act similarly when removing searched or recommended Borderline content from their
ptatforms. TikTok removed more searched content than YouTube and Twitter but did not remove any
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recommended Borderline content. Borderline content in the Arabic language is removed more often
during Search than other platforms, but none of the values for Evaluation are significant.

Borderline content potentially leading to Violent Left-Wing Extremism is removed less often during
Search than other TVE Types. None of the values for Evaluation are significant. These findings are
siritar to other TVE-related content, which seems to show that the policies of the platforms do not
place special focus on Borderline content.
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4.5 Yask 3 - Assessing the Risk of Badizalisation due to Algorithmic Amplification

Assess the level of risk of radicalisation to violent extremist ideologies and terrorism
linked to the voluntary or involuntary automated dissemination of terrorist and violent
extremist content through the use of machine learning-based algorithms or less
sophisticated techniques.

451 introduction

We employed various methods to analyse the data from the experiment and build models to predict
whether a given social media platform user’s demographics and behaviour could relate to TVE
content amplification. In this section, we explain our process of analysis, and key results and briefly
conclude with some final insights and recommendations.

Before proceeding, we note that machine learning processes are by nature exploratory (e.q., from
selecting an appropriate way to organise the data, to setting up prediction problems and of course,
to the selection of methods to use and the final analyses). Given the complexity of the data - and
the problem ~ there was, naturally, significant exploration along the “machine learning pipeline” (from
data structuring to final insights). We only discuss the processes, methods and results we found to
be most appropriate.

While there are consistent observations across the different approaches discussed, each also
provides some specific insights. Overall, consistently across all approaches outlined below, the resutts
indicate that there is some predictability about whether TVE content is presented to users (during the
Observation phase - see below).

As described in the previous sections, the experiment was carried out by having real agents
impersonate generated user personas with different demographics (age, gender, country of origin
and language), extreme political orientations (Violent Right-Wing Extremism, Violent Left-Wing
Extremism, or apolitical/international extremismy), and behaviours with TVE content (high interaction
or low interaction). Over the course of three separate sessions (Search Stages 1, 2, and 3), users
logged in and directly searched for and engaged with TVE content (the Interaction Phase) and, on a
separate occasion, would log in again to observe the resulting content presented/recommended to
themn by a platform (the Observation Phase). The TVE content discovered in either phase was recorded
{such as date, description, URL, etc), its relation to TVE was rated by multiple experts (Borderline,
promoting, or relating to TVE), and its popularity noted (account followers and the comments, likes,
and shares for a given post). The raw data was organised into rows, with each row representing a
particular post that was either found during the interaction or recommended during observation by
a given persona on a given platform during a given session/login.

We study the effects that demographics, deliberate TVE searches, and the temporal aspect of doing
so over multiple instances have on the platform algorithm’s tendency to amplify such content. The
process outlined below involves a preliminary exploratory analysis of the data using statistical
descriptions and clustering by recorded content posts, followed by predictive modelling for TVE
presence by session (login) for the Observation sessions — while using data alse from the interaction
sessions. Of course, if there is no (or weak) “signal” in the data, for example, for some platforms, one
cannot make inferences reliably. Overall, the data did prove to be challenging to analyse.
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Oate Preparotion

Data Ceaning

The data from the experiment’'s implementation contained very few instances of missing data. For
example, anly 54 (0.769%;) out of 7074 rows (selected content posts across all sessions) used for the
analysis contained discrepancies that rendered them unusable. This small fraction allowed us to
directly remove thase observations without hindering the guality of the analysis. Different features
included in the data set were useful for different sections of this report, but overall the features kept
for the analysis were the aforementioned demographic, behavioural and political data on the
personas and the popularity and TVE ratings of the content they either found (Interaction phase) or
were presented/recommended {Observation phase).

Encading
Encoding is a process of converting data from one format to another. For example, it is used to
convert categorical data (like gender or country) into numerical data so that it can be used In
statistical models. There are many different types of encoding technigues, but two of the most
common ones are ordinal encoding and one-hot encoding.
® Ordinal encoding is a method of encoding categorical data where each category is assigned
a unique numerical value. This encoding is especially useful for including information about
the relative significance or order of categories with respect to each other.
® (One-hot encoding is a method of encoding categorical data where each category is
represented by a binary column in the dataset. For example, if we use the Gender feature,
‘male’ could be labelled as {0,1} while ‘female’ as {1,0}. This technigue is useful when there
is no natural order or hierarchy among the categories, and each category is equally important.

The appropriate encoding method to use depends on the type of data. As we progressed through the
analysis, we used different forms of encoding depending on the method implemented, which is
mentioned in its relative section below.

452 Analysis of Content Posts

Sfoplistivgl Desorintion

We first performed exploratory analyses to determine the significance of each data feature collected
and get an overview of each platform’s frequency of TVE content dissemination. Once we have an
overview description of the data, we can move to more complex analyses.

We start with statistics, also considering the temporal nature of the three cumulative search stages.
We first map the occurrence of TVE-scoring content (Borderlines, Promotes, and Relates to TVE)
based on the given Search Stage, Platform, and Interaction Level during the Observation Phase,
meaning the content that was recommended to the persona after a period of engagement (Figure
4.5.2a).

This initial analysis indicates the following observations:
e There is overall (but different across platforms) a higher rate of TVE in the final third
observation stage than the first two stages.
e There is a significant difference in the observed TVE content for Low-Interaction personas
versus High-interaction, but less so for YouTube.
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CONFIDENTIAL TREATMENT REQUESTED

TT_HJC_006833



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

v

5 TikTok appears to have overall very low TVE content, regardless of one's Interaction Level,
with almost no instances of TVE content being present in the Observation Phase.

Finally, we also noted from the coefficients of all three TVE score categories that Relates to TVE was
an appropriate category that encapsulates the average score of Borderlines and Promotes TVE. We,
therefore, focus on that metric.

Progoctin of posts as any TVE category thovderiine, related, promotive) s svalustion phases

G aeem = Mh WSRO ne LA

afF Lvefisny e & no Bved
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miatiomy Paking
Figlire 4.5.20 - Prevoience of oft TVE cotegones, grotoed by platform oral divided between high crd low levels of persori
internction

To further explore potential relationships, we plotted two versions of groupings of our significant
demographic features and the TVE score. These features' importance is shown below (Figure 4.5.2b;
Figure 4.5.2c).
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Figure 4.5 26 - Prevolence of related TVE across plotforms, grouped by level of persena’s interaction per search stoge
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The results of these graphs display similar observations as the first statistical description (Figure
4.5.2a), with TVE presence generally increasing as the sessions accumulate. Twitter seems to cater
most to recommending Right-Wing users TVE content while (again) TikTok has little to no instances
of TVE content. Three observations can be made about the different platforms:

e YouTube's TVE content does not depend as much on one’s interaction level, as above, or
political orientation.

® As above, TikTok has overall little TVE, and while it displays relatively (across stages) more
TVE content in the initial stage for High Interaction level personas and Left-Wing orientations,
this is quickly hindered in subsequent phases. This could be indicative of a more robust
internal system against TVE content amplification - but given the limited volume one cannot
reliably make inferences about how the algorithms may work.

e Instagram and Facebook data are in agreement with the possibility that the platforms may
have curtailing mechanisms against Right-Wing and Intermational TVE content, but Violent
Left-Wing Extremist users appear to “succeed” in gradually being presented with an
increasing amount of TVE content over time.

We take this exploratory analysis further by implementing a machine learning methodology,
clustering, to look for more patterns that may exist within the data of each platform based on the
content posts recommended to a given persona.

Clusiernng by content posbs
K-means clustering is a type of unsupervised (meaning the computer is not given labelled data and
must find any hidden patterns on its own) machine learning algorithm that is used to group similar
data points into ‘clusters’. The goal of k-means clustering is to partition a dataset into 'k’ number of
clusters. The algorithm works by randomly selecting points from the dataset as the initial cluster
centres, then assigning all other data points to the nearest centroid based on its distance, and then
iterating multiple times until conversion to clusters. We used ordinal encoding for this method and
performed some feature engineering as described below 1o create the clusters of each individual
social media platform by the content posts discovered during the Observation Phase of the study.

Feature engingering

As data collected is not always immediately obvious as to its relevance to an analysis’ goals, some
features can be “engineered” out of the raw data. We employed feature engineeting in four instances
to make certain variables more relevant to the problem of finding commonalities between the
personas’ demographics and the TVE-scored content recommended to them:
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1) The ages of personas were categorised by age groups (Young Adults < 31, Middle Aged 32 -
51, and Older Adult > 51). The purpose here was to gauge if any age-related significance
could offer generational insight into the issue.

2} The personas’ political leanings were combined with their levels of interaction with TVE
content as risk for radicalisation (for example, a high-interaction, Right-Wing persona would
be "High Risk Right-Wing”). The rationale for this feature was to see if a platform’s efforts
were all-encompassing of TVE or biassed towards a particular group(s).

3) We combined the four data points on a reported piece of content’s level of user engagement
as a popularity as the weighted sum of averages of likes (40%), comments (30%), shares
(20%), and followers (109%) (P = L Likes*04 + I Comments*0.3 + I Shares*02 + %
Foliowers*0.1). Recommender algorithms not only take the user’'s engagement but also
amplify more popular content, and we weighted the variables based on the likelihood of each
interaction for the average user (i.e. people are more likely to like a post they see on their
feed than share it). As clustering methods are sensitive when many features {dimensions)
are used, creating this composite “score” helped reduce the data dimensionality.

4) Finally, we made a feature for a content’s proximity to TVE by summing together the scores
of its Relates to, Promotes, and Borderlines TVE. These three scores are the averages
between each expert's individual rating for the content. The purpose here was to analyse
these scores separately, as well as whether they had more significance when combined.

For this analysis, we structured the data as follows: we divided the data by each of the five platforms
and looked at that of the Observation Phase and using eight features with ~715 rows per ptatform,
each representing a posted piece of content that was recorded. The features included were the four
engineered features (Age Group, Risk for Radicalisation, Popularity, and Proximity to TVE} as well as
the persona’s language, country, gender, and search stage. As clustering is known to be harder when
the number of features is large, we limited the data only to the features above. We used the WSS
method outlined below to figure out the number of clusters naturally occurring within the data and
then proceeded to use the "kmeans” R software package to produce the k-means clustering models
for each individual social media platform,

We used the “within-cluster sum of squares” (W(SS) of the data as a method to determine how many
natural clusters exist and found that number to be 4 for all five social media platforms. This means
that the data points in each cluster are more like each other than they are to the data points in other
clusters.

The centres, or means, for each data feature, give us insights into what exactly is the commonality
between the data of a cluster. Each platform had one cluster of data points with the greatest
frequency of high-scoring TVE content. [t is also important to note that the clusters themselves had
a very high rate of overlap between them, which indicates that while we can take away some insights,
clustering is not comprehensive enough to make any substantial conclusions. That said, while all five
platforms performed similarly, there are some noticeable variables that stood cut between the
clusters:

1} All platforms had (as in the previous section) more TVE content starting after the second
round of the Observation Phase. The users affected most tended to be in the Middle Adult
age group (32 to 50 years).
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2} YouTube was an outlier platform whose four clusters all leaned toward higher TVE-scoring
content regardless of the other attributes of the clusters. Clustering of posts may not be an
appropriate method for this platform/data.

3} For the other platforms, the average Risk of Radicalisation for a persona was higher for those
who had a High Level of interaction with TVE content and a Left-Wing political orientation,
with a skew toward the Low-Interaction / International Risk category.

4) Twitter had the highest rate of TVE content for High-Interaction / Right-Wing users.
5) TikTok had (again) the towest, almost no, instances of TVE content.

Finally, TVE content was — perhaps not surprisingly — unpopular.

Note that the results are consistent with the previous section. Some additional insights from this
analysis are that Search Stage, Political Identity, Interaction Level, and Platform appeared to be
relevant for TVE presence.

53 Predictive Analyses of Sessions

To see if the demographics (including political and interactive behaviours) of a persona are predictive
features of the likelihood their “efforts” {during the Interaction phases) to view TVE content on a
platform will be “rewarded” with more TVE recommendations is to look at these features as
independent variables (the inputs, or ‘X') and the TVE scores of content discovered during the
Observation Phase as dependent variables ({the outputs, or ‘Y’'). This means that the problem can be
formulated as one of prediction or analysing the relationship between a dependent Y variable and 1
or more X variables.

For this phase of analysis, we ran different predictive machine learning methods analysing the
different sessions (not individual posts) of the experiment. This is important because recommender
algorithms learn by taking what the user engages with every time they use the platform to curate
more accurate recommendations that fit the user's interests. As the personas search for TVE content
on three different occasions (Interaction Phases) and intermittently log in to view recommended
content (Observation Phases), our models below will try to predict the effect of persona
demographics and cumulative login sessions on the TVE scores of recommended content in the
Observation sessions.

For accurate prediction, it is necessary to do processing of the data to weigh the features or
determine which features are the most significant in affecting the outcome (the TVE score). We
employ various methods to de this, with the goal of being able to use these weighted features to
accurately predict future instances of TVE recommendation on a platform with machine learning
algorithms. We completed two types of prediction problems: regression—where we use features
from the Interaction Phase sessions to predict the amount of TVE content in the Observation Phase
sessions—and classification—where instead we predict whether an Observation Phase stage session
has TVE content or not.

Fredicting the Amount of TVE Comfent
The five regression methods used-linear regression, support vector regression, random forest,
decision tree and gradient boosting-are supervised learning models, meaning that they use both the
input as well as see the output (in our case, the TVE scores) data to formulate predictive algorithms

then. One-hot encoding was used for these methods. Although each method has its unigue strengths
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and weaknesses, they all share the goal of making accurate predictions and modelling relationships
between variables. In particular:

e [inear and support vector machine (SVYM) regression are two approaches to fitting a line that
best describes the relationship between predictive and target variables. For example, we can
use linear regression to find the line that best describes the relationship between a user's
age and gender and the TVE-related content they are recommended. With that line, we can
make future predictions of a TVE score based on a given age and gender.

e [Decision tree is a way to make predictions by creating a tree-like model of decisions and
their possible outcomes. At each separation of the tree, a decision is made based on a unigue
feature, and each branch represents a possible outcome based on the feature chosen. In this
experiment, a decision tree is also useful because it can handle our categorical demagraphic
features.

® Rondom forest is a way to make predictions by creating many decision trees and then
combining their predictions. Each decision tree is created by randomly selecting a subset of
the features and a subset of the data points.

e Grodient boosting is a machine leaming technique that combines multiple decision trees to
make accurate predictions about future events. It works by iteratively adding new trees to
the model, with each new tree focusing on the examples that the previous trees got wrong.
This approach allows the algorithm to learn from its mistakes and improve its accuracy
across training iterations.

We first tested these methods by trying out two different groupings of the variables; one group
testing all demographic X variables, like for the k-means clustering, and the other using only the
features that were the most significant from the clustering.

After encoding the data, we fit it to a given model mentioned above and test for its predictive
accuracy by looking at the R-squared value. R-squared is a measure of how well a regression model
fits the data. Higher values indicate a better fit. [t is calculated as the ratio of the explained variance
to the total variance (which is the variability of a set of data points around its average value). It is
useful for comparing different regression models.

We grouped the X variables only by four features (search stage, political leaning, interaction level
and platform), with the Y variable being related to the TVE score, which was representative of the
averages of the other two types of TVE scores. Each method was performed on each platform. The
resulting R-squared values are outlined below (Table 4.5.3a).

Table 4.5 30 - B-squored volues of regression methods

Linear regression 0317
SVregression @ -0,101
Decisiontree =~ 0.010

-  Random forest ' o (245
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We further explored which features and values had a positive or negative impact on the TVE score
(Figure 4.5.3a). The results confirm earlier analyses that suggested High Interaction and latter
observation stages played the largest role in high-scoring TVE predictability (Figure 4.5.3b). The
negative coefficients for ‘platform Facebook' and ‘platform TikTok' suggest that these platforms are
associated with a decrease in the value of 'num_related_TVE', which means, on average, TikTok and
Facebook platforms have fewer related TVE content compared to the other platform types.

Lirnear Regression Coefficlents
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Both linear regression and random farest performed the best with R-squared values that hint that
there may be some degree of a relationship between the four input variables and predicting TVE
score of recommended content across the five platforms. However, predicting the TVE score of a
login session during the Observation phase proved challenging - as the relatively low R-squared
values also indicate. We therefore focused our analyses more on classifying whether an Cbservation
Phase sessionflogin had any TVE, hence on formulating and studying the relevant classification
prediction problem, as discussed next.

iy

Frgdicting the Presence of TVE Dontent

As for the regression analysis above, we used a sample of 1534 observation phase sessions, where
a session is an instance of a persona browsing on a particular platform during one of the three
interaction or observation stages. We only kept interaction sessions that were eventually followed by
an observation session - and of course, observation sessions that had some interaction sessions
before. As mentioned above, we assess each platform separately since we expect their algorithms
to behave differently. We skipped analysis on TikTok since, as noted above, we found that this
platform does not have a measurable increase in suggested TVE content in response to user searches
(Figure 4.5.2a).
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For the classification data sample, most of the data points correspond to sessions without TVE
content (only 253 sessions out of 1534 have some kind of TVE-scoring content}. Since a binary
classification algorithm can achieve high accuracy by just making a constant prediction on this data,
we needed to address the unbalanced distribution of TVE vs non-TVE sessions. We balanced the data
by randomly up-sampling (creating synthetic copies) of the TVE content.

We trained several classifiers to predict whether an observation phase session contained any TVE
content based on information from preceding interaction phase sessions that are related to the target
observation session. We used a combination of categorical {e.g,, persona country, political affiliation,
gender) and numeric features (persona age, number of related, promoting, or Borderline TVE posts)
from the earlier interaction phase sessions for the prediction of TVE presence in the subsequent
observation phase session. We randomly split the data for each platform into a training (80%) and
test (20%) set and applied ordinal encoding to the categorical features. This procedure is repeated
10 times; here, we report the results for a typical round. We implemented the classification methods
using the Scikit-learn python package for machine learning and found that gradient-boosting tree-
based methods had the best performance in all cases.

Tabie 4 5 3b - Prediction sccuracy (% correct ciossified - 1 being 100% for clozsification

o o o o 1 YouTube nstagram | Facebook
SV classification 0.554 0.548 0.548 0.547
. Decieintres ' O 0.765 0.935 0.935 0.922
Random forest ' 0.807 0.925 0.925 0.922

...... Gradientboosting | 0831 0.914 0.914 0.898 |

Using the gradient boosting method - which was, as noted above, the most accurate - we also
determined for each of the platforms which data features were the most important for prediction of
TVE presence in the observation phase sessions (Figure 4.5.3a). The results indicate that largely
consistent with the previous sections:

o The relevance of each feature regarding TVE content presence predictability varies by
ptatform;

e High interaction in the Interaction Phase was predictive of the presence of TVE in the
Observation phase for all platforms except for YouTube.

Age was an important factor for all four platforms.

e Country, language and gender were also among the predictive factors, but as noted above,
not similarly across platforms.

4.5.4 Discussion

First, we note that - perhaps not surprisingly - most of the content that was rated to be related to,
promoting was almost entirely unpopular {meaning few likes, comments, shares, and followers). This
may be simply because few people follow such content, or potentially the result of (recommender)
algorithms effectively “supressing” this content - either scenario is possible. Given this, the popularity
of content was not considered further in the final analyses discussed above. However, platforms do
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not seem to fully suppress the exposure of users to such content when or after they come onto the
platform, wilfully seeking it out.

Second, there are several consistent across-methods insights. First, TVE overall increased after the
second Observation Phase, which may be due to algorithms. Second, there are differences across
platforms. For example, TikTok had very tow TVE content overall. Third, the presence of TVE in the
Observation stages was predictable based on several features, both persona characteristics and -
perhaps most important - the level of interactivity during the Interaction stages.

Finally, moving on to potential recormmendations for social media companies, the results indicate
that it may be important for platforms to look for the features that are most driving the probability
for their users to be exposed to TVE content. On Instagram and YouTube, for example, those factors
may be Age Group and Risk of Radicalisation. Companies can consider these factors as a starting

point to address the issue of TVE content online.
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4.6 Task & - Provide Guldance on Content Moderation

461 Guidance on Content Moderation Main Insights

The report outlines twao different types of models that influence online users and the content with
which they interact: content flagging models and content recommender models. Based on the study,
it appeared that the content flagging models used by platforms were lacking compared to the content
recommender models. Even if the recommender systems were reasonably adequate at preventing
the most severe TVE content from being shown to users in their feeds, the question remains as to
why the TVE content is surfaceable on the platform to begin with. Significantly, the platforms
removed less than 10% of the content we marked as TVE-related, which indicates that the platforms
need to improve their content flagging systems and policies.

462 Systems

TVE content moderation is unigue to Trust & Safety efforts and platform specific. Companies
operating online platforms have developed a variety of systemns that aid in efforts to detect, remove,
and punish content that viclates a platform’s Terms of Service and Community Guidelines. The
systemms that platforms rely on can be roughly distributed on two axes, manual-automated and
proactive-reactive. Coupled together, there are four system-based approaches to content
moderation: Proactive Manual, Reactive Manual, Proactive Automated, and Reactive Automated.

Mool Systorns

Manual systems require human intervention to identify and review potentially troubling material
Manual systems may rely on users to identify and report content, internal teams of employees who
develop keywords or simple heuristics to identify and prioritise what content should be reviewed, and
outsourced content moderators to review content.

Manual systems can be proactive or reactive in design. The key factor that distinguishes proactive
manual systems from reactive manual systems is the extent to which review processes rely on user
reporting (also known as “flagging” or “flags”). Proactive manual systems are not dependent upon
users to find content for review. Instead, proactive manual systems rely on keyword searches of
terms curated by company staff to find content related to targeted issues on a platform, for example,
the use of a particular racial slur.

Tebe 4 820 - Prooctive vs Reactive Motns

Reliant upeon User Flagging?

Proactive Manual Systems No

Reactive Manual Systems Yes

As mentioned earlier, while not all manual systems prioritise the need for user flagging, they all
require some degree of human intervention in the identification and review steps of Trust & Safety
work.
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eview content identifie ot a primary compeonent o
] _ for scrubs and sweeps from keyword-based lists o [proactive manual systems
Systems enact a range of options (e.q.,

. s removal, age-restriction,
suppressing discoverability,
issuing penalties)

Reactive  [Establish simple rules, or Review content surfaced from (Critical component of reactive

Manual theuristics, to send flagged  |employees’ rules to sort manual systems
Systems content to moderators through user flags

4

For Proactive Manual Systems, company employees and contractors do not wait for users to find and
flag content for review. Instead, ostensibly violative content can be surfaced through proactive
manual searches (commonly referred to as “scrubs” or “sweeps”}, which can be challenging, time-
intensive, and ineffective in their reach. For example, proactive manual systems depend most
frequently on the use of "keyword” matches where employees (or external entities, such as 3rd-party
services entrusted by company staff) create and repeatedly modify lists of terms that are most
troubling for a platform's staff.

R T o ] W PR
PIOOUTNG MO DVSIEOTS

The keywords used at any given time are shaped by a multitude of factors, including, but not limited
to, the virality of content, proactive risk mitigation efforts (e.g., leading up to the anniversary of a
known violent attack), and confirmed words, slogans, or phrases that are employed by particular TVE
actors. In the event a staff member is concerned about, say, the anniversary of a violent attack, the
employee may proactively pull content using keywords related to this event. From there, staff can
review the material in question or send it to content moderators contracted by many platforms to
conduct the majority of the moderation work. These keyword lists can be permanent (e.qg., racial slurs,
names of sanctioned individuals), curated for particular policy areas, or medified at time intervals
most desirable for a platform’s employees to add or remove terms. Keyword lists can also be used
to automatically remove content that has a match with a term.

Keywords are not the only method of proactive manual systems, although they are quite popular due
to the low level of sophistication necessary, high speed of deployment, and explainability. Less
commonty, platforms may also choose to proactively place any content uploaded or created by its
users under review or may even choose to place all newly created accounts under review as well.
Proactive review, in this instance, aims to empower company staff and their outside moderation
teams to more aggressively filter problematic, illegal, or undesirable material before users can
discover and consume such content. It is important to note that there is no general monitoring
obligation dictating the use of such systems.

Reaciive Monuod Svsferns

A reactive manual system is the traditional model of content mederation which leverages the wisdom
and scope of crowds to surface bad content: user-reported content is sent for review by a company's
staff or its outside moderators. There are several types of user flagging utilised in reactive manual
systems.
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in-Product Flagasy

$

In-product flagging is almost universally applied across social media platforms. This feature enables
users to submit complaints of content or users for review or incorporation into rules-based systems.
(For example, a rule could be set that anything flagged by a user for being TVE content can be given
higher priority by content maderators or automatically remaoved.)

Not all flags necessitate review by company employees or moderators. Platforms like Reddit rely on
community-based flagging to “upvote” or “downvote” comments that other users make on Reddit
forums. These voting choices are used as signals: for other users, “upvotes” and “downvotes” can
signify the quality of a post; for moderators (volunteer ones or company employees and moderators),
these community-based votes can help in conducting a review process of a user, post, or forum.
Super User Flagaging

Although all users may have the opportunity to flag content, the downside is that the quality of
flagged content can be highly variable; many users do not necessarily select the appropriate flagging
reason or flag content that they simply do not want to see. Other users, however, can be highly
accurate in the content they flag and/or are highly active participants on a platform. In these
instances, platforms may seek to incentivise this subset of users to report content by categorising
them to be “moderators,” “trusted flaggers,” or “super users.” By differentiating the types of users,
platforms can prioritise flags from super users over flags from the broader user base.

Usar-Henutation Hased

This category is one that is in flux and is poorly discussed externally by platforms. Some companies
incorporate user scores or trust scores to identify higher-risk users. Alternatively, users that have
strong performance in identifying and reporting troubling content, irrespective of the level of activity
they have on a given platform, can be seen as deserving a higher reputation than others. In this
category, users who more regularly engage with a platform, or engage in ways that are less
anonymous, may be given more features or tools, for example, prioritised flagging (see above),
blocking privileges, etc. The key difference between “super user flagging” and “user-reputation based”
is that the former is generally a determination made by company staff or law or regulation {e.g., the
Digital Services Act), and the latter is a holistic determination of a user’s profile and general activity
on the platform, not just the quality of the user's flags.
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It is rare, however, for companies to send all flagged content for human review. Content might be
flagged by users at rates or volumes that are cost-prohibitive for a company to review each one.
Furthermore, flagged content also carries the risk of being imprecise; a user’s personal determination
that content is “spam” may not meet a company’s own definition of this material.

Flagged content is often triaged through the use of rules, or heuristics, that company employees
develop. These rules might prioritise or expedite human review of content flagged for more egregious
policy violations (such as TVE cantent or child safety) over others, or for flagged content in some
languages over others, depending on the linguistic skills of a reviewer workforce. Alternatively, a
piece of content that has received many user flags may also be sent for review more urgently than
content with only one or a handful of complaints. The range of rules at the disposal of a company is
extensive, and a full inventory of the factors companies can use to develop rules is neither feasible
due to a lack of transparency nor within the scope of this report.

Reviewers are able to subsequently examine the content and utilise a range of actions, from
approving the material, age-restricting the content, recommending that the content should not be
monetised, removing the content from a platform’'s recommendation system, or removing the
content entirely.

Discrete pieces of content are not the only iterms reviewed manually. User accounts, groups, or other
entities on a platform can be reviewed by moderaters as well.
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Companies often tout dizzying numbers of removals, from millions to billions of pieces of content.
To conduct this scale of content moderation, companies must rely on automated systems. Automated
systerns enable companies to identify content more aggressively and on much larger scales than
manual approaches.

While manual systems emphasise the need for human intervention to identify and review potentially
troubling material, automated systems are focused on the design, deployment, and maintenance of
machine learning (ML) models. The ML aids are primarily categorised through supervised and
unsupervised ML models.

Supsryised ML

Companies create detection algorithms for a range of content, from TVE content to child safety to
illegal goods. These algorithms are "trained” using the corpus of content that has already been
reviewed by company staff, its content moderators, or through autormated measures (e.g., auto-
removals). Supervised ML models are “supervised” because this training data is labelled through
taxonomies developed by company staff to better refine the types to be detected by the ML model.
Supervised ML models require significant human involvement in labelling the training data
accurately. Human reviewers carefully categorise content based on established guidelines, ensuring
the model's ability to distinguish between benign and extremist cantent.

For example, a company creating an algorithm to detect TVE content may engage in a labelling
exercise in its historical corpus of removed TVE content to differentiate between particular actors,
types of threats, or any number of desired markers that its staff sees fit. The more granular the
labels, the better the algorithm can differentiate the types of content that warrant review and the
types that can be automatically rejected.

Two advantages to supervised ML models are their precision and interpretability. Supervised models
can be highly precise depending on the availability, depth, rigour, and accuracy of the labelled training
data. Since these models are trained on data that are labelled based on a taxenomy and classification
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system, then model behaviours and outcomes can be interpreted by companies or outside bodies. At
the same time, the models are limited in terms of the quantity of data and the rigour of the labelling
process. The labelling process requires human raters and can be quite expensive and even open fo
bias. Also, to be able to respond to new terrorist actors or TVE trends, supervised ML models might
be slow to respond and require significant retraining and data relabelling.

Unsuperyisad ML

Unsupervised ML models do not use labelled training data. Instead, these models work by extracting
patterns from unlabelled data, such as finding patterns through sets of images or text, Unsupervised
ML models can also rely on technigues such as clustering to identify suspicious clusters that deviate
from patterns the models find.

Unsupervised ML systems excel in their scalability and adaptability. Because there is no need to pre-
label training data, these systems can handle more and new types of data without teams of raters
to work through the training corpus. Additionally, because unsupervised ML systems operate by
finding their own patterns from data, they can identify emerging variations in TVE content without
prior knowledge or labelled data.
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463 Tools

Tools underpin the development and success of the systems discussed above. Intemal tooling allows
a company to develop, say, a rules-based automated system or to develop the range of manual
review queues on which manual systems rely. The details of internal tooling for any specific company
are considered proprietary and confidential information, which makes assessment difficult.

External tools such as the ones developed by the Global Internet Forum to Combat Terrorism (GIFCT)
are easler to assess. The GIFCT maintains a database of hashes -- essentially, digital fingerprints —
of known terrorist content, which enables member companies to both contribute violations discovered
on their respective platforms and run the hashes in the database against their own corpora. GIFCT's
database has historically focused on TVE content belonging to, related to, or produced by I5I1S and
al-Qaeda, and their affiliates. Because the contents of the database have been narrowly defined, the
database offers high guality when analysed through the prisms of precision, recall, and consistency.
1S1S and al-Qaeda have been closely tracked by subject matter experts and the organisations have
clear markers of the content they produce, whether through iconography, media arms, or other
indicators.

The GIFCT taxonomy has expanded recently to better address other forms of TVE content. The
organisation’s inclusion parameters now require that all hashes must be associated with one of the
following: 1) the United Nations Security Council’s Consolidated Sanctions List; 2} content that
triggers the GIFCT's incident response protocol; and 3) content that is aligned with “behavioural
inclusion parameters.” As a result of the expansion, social media platforms can now share hashed
content belonging to violent Right-Wing Extremist entities as long as the third prong of the GIFCT's
taxonomy-behavioural inclusion parameters—are met. These parameters are: 1) The organisation
cannot be a governmental entity; 2) There must be a violent extremist identifier (e.g., logo, code,
iconography) to indicate affiliation with an organisation, group, movement, or ideology; 3} The
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organisations must have a core hate-based ideology; and 4) The organisation must advocate for
violence.

The GIFCT tool is also quite scalable and relatively low-cost. Because hashes are a cheap method,
companies can easily share content through the APl that provides connectivity to the GIFCT hash
database.

Tech Against Terrorism (TAT) is another organisation working to combat online TVE content. TAT
works independently and in tandem with GIFCT. Companies can choose to be members of both
organisations, but in order to become a GIFCT member, one of the requirements is that platforms
complete a mentorship program with TAT. TAT maintains its own knowledge platform for members
and also offers bespoke product solutions for platforms that resemble third-party services, which
are discussed in the following section.

Companies that are members of GIFCT or TAT are afforded immense discretion to choose how much
they use these features, if at all. A company can use the GIFCT database, for example, only to pull
hashes, only to contribute hashes or both. If a company uses the database to find similar material
on their own platforms, the company has the capability to choose whether "hits” from the hash-
sharing database will lead to automatic removal, normal review, or expedited review.

A smaller, more resource-constrained social media platform may use the GIFCT database to simply
automatically block content it finds on its platform that matches a hash in the GIFCT database. In
fact, the GIFCT database is particularly powerful for smaller platforms that may not have the
financial or technical resources to build out a content abuse effort in the company’s early stages.

4.64 Third-party Services

Third-party (3P} companies have become an integral part of content moderation over the past
decade. These companies and the services they offer can aid the largest and smallest platforms
alike, from the development of detection algorithms to outsourced moderation teams to bespoke
policy guidance and threat analysis. Unlike in-house solutions, where the cost of dealing with global
abuse problems must be borne exclusively by a single company, 3P solutions allow the amortisation
of technology costs, resulting in higher Return On Investment for pervasive abuse problems like TVE.
Additionally, given the cross-platform nature of many abuse types, including TVE, complementary
signals collected from many platforms result in a higher absolute performance than any one platform
could achieve on its own. On the other hand, narrow yet impactful platform-specific abuse problems
(such as gaming a particular bespoke feature) do not benefit from either of these advantages and
are likely best handled in-house.

While there are many 3P providers in the Trust & Safety space, the services generally fall within the
following categories:

e Risk Intelligence & Measurement: This typically entails combing through the open and
dark web to detect trends and specific coordinated threats that company staff should be
alerted to. In some cases, these trends and comparisons can directly benchmark platform
performance and risk, creating actionable goals.

e Lead Generatiom: Often, a 3P will sift through a platform’s content to flag and report
material that should have been previously detected and removed pursuant to a platform’s
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community guidelines. They do this with experience {e.g, former government or military
experts identifying TVE content based on specialised knowledge) and/or off-platform signals
(e.g., relationships with known bad actors or forums, etc).

e Content / User Filters: Some 3P services provide filtering software that can block certain
types of images, text, or video when provided access to a stream of content or user data.
These filters generally work on an abuse topic basis {e.q,TVE, Spam, Hate Speech, etc}, but
some can also be generalised models. Some platforms may offer high quality yet narrow
offerings, others offer 360 solutions with lower precision/recall.

e Trust & Safety Platforms: Some 3P companies provide an entire content moderation
platform, providing companies an alternative to building internal tools and systems. These
platforms can be tailored to create review queues, establish rules-based detection and
enforcement actions, incorporate outside classifiers, and freguently have wellness features.

This space is rapidly evolving and, with the release of additional regulations, is likely to accelerate
due to converging platform policies, obligatory transparency, and the standardisation of Trust and
Safety requirements.

465 Content Moderation Recommendations

One of the best opportunities to improve TVE content moderation lies in creating more consistency
in defining TVE across platforms at an example and policy playbook {evel. This standardisation will
facilitate greater sharing of TVE or Borderline content in the social media ecosystem. Greater
alignment also carries immense benefits in cost-savings to platforms as more consistent policies will
ultimately aid 3P tools and services to meet the needs of multiple platforms simultaneously at a
lower cost.

Platforms should leverage manual and automated systems that minimise the amount of content
sent for human review by automating high-confidence TVE content. This can be done by leveraging
external high-precision tools, such as the GIFCT hash-sharing database, and special flaggers, such
as Trusted Flagger programs with NGOs or government agencies, due to the relatively low cost and
time investment required to integrate these particular high-precision external TVE-fighting methods.
Furthermare, platforms should rely on supervised ML systems that are trained on high-quality data
from known violative samples to both scan on content upload (proactive automated systems) and
after user flagaing (reactive automated systems) as well.

To more effectively address TVE content that implicates and spreads across multiple platforms,
companies should seek greater opportunities to work with, and consult the services of, 3P service
providers. These partners can provide platforms with the opportunity to minimise the number of
raters or in-house employees needed to develop systems or review content. In addition to cost
savings, 3P service providers amortise R&D across many companies for industry-wide challenges.
Given TVE’s ever-changing nature-in terms of both threat actors and shifting government priorities—
and the broader social media ecosystem where this content circulates, 3P service providers maintain
a unique vantage point compared to any one platform focused on the confines of their own services.
When working with these 3P service providers, however, the platforms should exercise caution to
identify 3P service providers that understand the potential biases, limitations, and risks that arise
with outsourced detection algorithms and Trust & Safety processes and have the knowledge and
experience to mitigate these risks. Another additional advantage of 3P service providers is their
independence, which removes any perception of bias or intemnal conflict of interest that a platform
may have.
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5 Conclusions and Recommendations

in this study, it has been established that all platforms are amplifying TVE content, as well as
Borderline content through their established personalisation algorithms and recommender systems.
It has also been demonstrated by platforms like TikTok that this amplification can be significantly
less pronounced, despite having similar levels of TVE Findability as other platforms. For this reason,
more transparency, measurement and knowledge sharing with regard to recommender system
algorithms affecting TVE content among platforms, potentially facilitated by an independent third
party, could lay the foundation for positive changes. This same level of transparency and
collaboration can also benefit TVE Findability of harmful content, as demonstrated by YouTube (see
Figure AB.11.13). In this context, the provisions of the EU’s Digital Services Act related to
transparency and data access will require platforms to disclose information related to their content
moderation practices and the functioning of their algorithms, providing key insights.

Platforms and academics should come together to further analyse the results of this study and
propose additional mitigation measures to lessen the dissemination of TVE content. This large
dataset, collected across the 5 social media platforms, 8 languages over a multi-month
measurement time frame, has the potential to hold many more insights worth analysing, discussing
and drawing new conclusions. In particular, it is important that academics, policymakers and social
media platforms engage in earnest dialogue about policy, technical and regulatory implications of
the findings, and what should be done to decrease the amplification of TVE content on social media.
Trust Lab would be a keen participant in such efforts.

The most important recommendation that we are making is that there need to be additional,
comprehensive and more frequent measurement studies like this one in the future. This study was
limited in scope due to constrained resources considering the large number of platforms and
languages to cover. As a result, statistical significance often suffered, and more detailed data deep
dives to answer important secondary questions about dependencies within the data set could only
be partially covered. In addition, the study limited the results to aggregate statistics and larger-than-
desired confidence interval bands that didn't allow for an otherwise more differentiated analysis,
ranking, or trend analysis.

More frequent measurement would also increase accountability by platforms to make improvements.
It's not possible to know if social media platforms are reducing the amount of TVE amplification
without rigorous measurements that assess the impact of platform and regulatory efforts in this
area. Platforms, in particular, have an opportunity to move the measurement needle by providing the
necessary data through such means as direct access to their internal systems, which would greatly
reduce the expense and time in collecting outside-in data. A portion of the metrics in this study were
not statistically significant because of time and budget constraints, amplified by the need to collect
the data outside-in in a semi-manual fashion to adhere to platforms’ terms of service. Also, repeated
studies have the added benefit of measuring new effects that play into the social media ecosystem.
For example, generative Artificial intelligence (Al) is an emerging factor that will impact social media
in many ways (both positively and negatively). We have also seen significant reductions in resource
allocation towards platform safety, as well as significant individual governance and policy changes
{e.g., Twitter) that have no doubt impacted TVE content ori social media.

Differences in the type of TVE content has shown that the platforms are emphasising topics and
content that media outlets and policymakers consider important. In doing so, platforms overlook or
neglect certain other areas of interest (such as Left-Wing TVE content or ltalian TVE content) and
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focus most of their efforts on minimising the amount of International and Right-Wing TVE content
that is being shown to users. Conversely, platforms are more effective when choosing to prioritise
certain areas or are pressured to do so by regulators or media. For instance, the amount of
international TVE content in Arabic lanquage that can be found on platforms is low, and it's more
often removed than other types of content.

The scope of this study did not include the assessment of how online amplification of TVE and
Borderline content on social media platforms contributes to offline radicalisation among users, and
the public in general. There are studies in this space looking at it from the perspective of the
influencer rather than the victim®. Further studies are necessary in the social science field to
understand how exposure to such content via social media searches and feeds leads to changing of
views and to radicalisation,

The authors of this report wish to commend the European Commission and the European Union
Internet Forum for their leadership in working proactively with partners to stop terrorists from using
the internet to radicalise, recruit and incite individuals to violence. Special thanks to the EU
Directorate-General Migration and Home Affairs for developing this important project. We are
grateful for the opportunity to work with all of you and the five social media platforms on this project
to protect EU citizens online.

* Thompson, R. (2011). Radicalization and the Use of Social Media. Journal of Strategic Security, 4(4), 167~
190. hitpivewweistororalsianle/26453917
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& Appendix

6.1 Project Toam

Toble A6 1 - Froject Teom Members

Name Profile  [Domain of Specialisation Tasks Location
Anna Maria  [Expert B+ years with International Organisations and  [Overall Project{Off-site (IT:
CARPANI Furopean Institutions, Management |Milan)
(Fincons) 20+ years in Project management.
Tom Expert  [Trust & Safety for internet, organise event and [Task 3, Off-site
SIEGEL speech. Task 6 (US:Palo Alto /
ITrust Lab) Content safety, privacy and security protections DE: Berlin)
for most of Google's products including
Websearch, YouTube, Play, Social Products,
Ads, Payments, Cloud, Gmail and many others
Ray Expert  Director of Trust & Safety at Google for 15 Task 3, Off-site (US:
LU vears. Task 6 Bay Area)
(Trust Lab) |eading global policy and enforcement teams
across different products, including Ads,
Publisher and Developer products.
Peter Expert  [Trust & Safety Manager at YouTube for 6+ Task 1, Off-site [SK -
nunic years. Task 2, Tmava
(Trust Lah) Expert knowledge of social media hate speech ack 4
aw NetzDG and T&S policy verticals.
Nicholas Expert  Data Scientist, experienced in massive data  |Task 1, Off-site
MILLER analysis. Task 2, (JPTokyo/ UK:
(Trust Lab) Oversees key areas such as methodology, Task 3, London)
tocling, and data across giobal measurement sk 4
Drojects.
Multi-national corporations’ data problems.
Fabienne Expert  Consultant with a focus on human-centred Task 1 Off-site
MEIJER innovation with clients ranging from Fortune  tack 2
(Trust Lab} 500 companies to start-ups. Task 3
7+ years in data and research work. sk 4
Benji Expert  (Co-founder of Trust Lab. Task 1 Off-site (US:
LONEY 10+ years in Trust and Safety Task 2 Whitefish)
{Trust Lab) YouTube, TikTok and Reddit experience. Task 3
Task 4
Task 6
Shankar Expert  [Co-founder of Trust Lab. Task 1 Off-site (US:
PONNEKANTI Distinguished Engineer with 15+ years of Task 2 Bay Area)
(Trust Lab) EXperience, Task 3
Task 4
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Task 6
Amire Expert  {Graduate of Harvard Law Schooland has 5 [Task 1 Off-site
METWALLY years of work experience in digital rights, Task 2
(Trust Lab) freedom of expression, and online safety work. Tack 3
Previously responsible for policy and T a;5k 4
enforcement issues at YouTube related to
nolitical extremism, counterterrorism, and Task 6
graphic violence.
Amre has also published extensively on
technology and hurman rights issues in several
academic law journals,
Fara ISLAM Expert  [Cyber Safety and Research Analyst at Trust  [Task 1 Off-site
(Trust Lab} Lab. Task 2
Accelerated Masters of Public Policy Candidate [yask 3
at the University of Virginia with a keen Tack 4
interest in cyber ethics and responsible
technology. Fara interned at TikTok as a Global [Task &
lssue Policy Intemn covering Harassment and
Bullying on the platform, while exposing
herself to the different verticals such as Violent
Extremism, Graphic Content, and Integrity and
Authenticity.
Theodoros Expert  [Chief Innovation Officer. Task 5 Off-site (FR:
EVGENIOU 25+ years experience in Machine Learming. Paris)
(Tremau) Professor, INGEAD.
lan Willlam Expert  [Trust & Safety / TVE Data Scientist and Policy [Task 5 Off-site (DE:
CHRISTENSEN Analyst at Tremau. Berlin)
(Tremau) Bachelor thesis in environmental data analysis
at Columbia University.
Ra MOUR Expert Al research at Tremau Task 5 Off-site (US:
(Tremau) Bachelor in Computation and Cognition from Cambridge)
MIT.
ugin WANG  Expert Al researcher at Tremals. Task 5 Off-site (DE:
(Tremau) Phd Student in Computer Vision at TUM. Munich)
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6.2 Keywords

These are the lists of keywords that were used during the Search Phases. These keywords were
distributed in English and localised by native speakers for market appropriateness.

Toabie AB20 ~ intemaiioned terroriser (slormic terrorism - SIS, gi-Coedo ongl its offitictes)

[Keyword Type of keyword

Comments

Anwar al Awlaki  Actor/Agent

Leader in al-Qaeda

Abu Yahya al-Libi - |Actor/Agent

High-ranking official within al-Qaeda

Abdullah Azzam  Actor/Agent

Teacher and mentor to Osama bin Laden, al-Qaeda related

Ayman al-Zawahiri Actor/Agent

Prominent leader of al-Qaeda

Shehzad Tanweer  [Actor/Agent

One of four al-Qaeda-related terrorists in London bombings

{Hizb ut-Tahrir Group/Org

Terrorist group linked to violent acts in multiple countries.

Ansar al-Khilafah  |Group/Org

Philippine-based militant group pledging allegiance to 1515

Amag Agency Group/Org

News outlet that is first point of publication for claims of
responsibility for ISIS and al-Qaeda attacks

{Hezboliah Group/Org

Lebanon-based terrorist group involved in numerous anti-US
terrorist attacks

{Muslim BrotherhoodGroup/Org

Debate on recognising this as foreign terrorist organisation (FTO).
Minor links to violent tactics in prior years, but currently rejects
the use of violence and seeks to be more involved in the
mainstream political process.

Soldiers of the Phrase/Slogan
|Caii phate

Gunmen who have carried out terrorist attacks

|[How to do Jihad  [Phrase/Slogan

The term “Jihad” here is used in extremism context, where
terrorists recruit people for al-Qaeda and 1S1S-related activities

IKilling Kuffar Phrase/Slogan

Extremist ideal of killing a disbeliever of al-Qaeda and 1515-
related ideology

suicide bomber Phrase/Slogan

When an individual sacrifices their life to commit a terrorist
attack

IDabig Magazine  Phrase/Slogan

Online magazine used for al-Qaeda and 15iS-related recruitment
and announcement

Hislamicterrorism  Hashtags

Terrorism related to al-Qaeda and 1S1S

#Despitethebisbeli Hashiags

Refers to disbelievers of al-Qaeda and 1SIS-related ideology

levers

HslamicState Hashiags A name for al-Qaeda and ISIS

SIS, #IS1L)

Healiphatestate Hashtags A name for al-Qaeda and 1515

H#Beheadings Hashtags Signature method for al-Qaeda and 151S-related terrorism. It
refers to the removal of the head from the body.
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b ffon

Toble A6Zh - Vin

f

{zet Bight-Wing Extrerusm {Far-right, extrerne nationalistic groups L movemients, neo-nozis)

|Ke\;word Type of keyword  [Comiments

[Richard Spencer  [Actor/Agent American neo-Nazi, antisemitic conspiracy theorist, and white
supremacist.

iDavid Duke Actor/Agent American white supremacist, antisemitic conspiracy theorist, far-
right politician, convicted felon, and former leader of the Ku Klux
Kian.

|Nikolal Nerling Actor/Agent German Right-Wing Extremist, anti-Semite and Holocaust denier.
Alias name is "Der Volkslehrer”.

|David Lane Actor/Agent American domestic terrorist, white separatist, neo-Nazi, convicted
felon, and important ideologist of white supremacy.

|Olena Semenyaka |Actor/Agent Figurehead of the Azov movement and Ukrainian Naticnalism

IBlood and Honour  |Group/Org International neo-Nazi/racist skinhead group started by British
white supremacist

Atomwaffen Group/Org international far Right-Wing Extremist and neo-Nazi terrorist

[Division network

Nordic Resistance |Group/Org Pan-Nordic neo-Nazi movement in the Nordic countries and a

Moverment political party in Sweden

[Kolovrat Group/Org Far-right groups in a number of Slavic countries, mainly in Russia
and Ukraine, use the Kolovrat in place of a swastika. It was also
included in the emblem of the Russian Right-Wing radical
rmovermnent Russian National Unity.

|Prussian Blue Group/Org Prussian Blue was an American white power music duo formed in
early 2003 by their mother April Gaede, a member of the neo-
Nazi organization National Vanguard. Their music was described
as racist and white supremacist, promoting neo-Nazi rhetoric
such as Holocaust denial,

|rapefugees Phrase/Slogan Blend of words rape and refugee.

|0dinism Phrase/Slogan ideology of Germanic paganism

1488 Phrase/Slogan White Supremacist Hate Symbol. More context: The first symbol
is 14, which is shorthand for the "14 Words' slogan: "We must
secure the existence of our people and a future for white
children.” The second is 88, which stands for "Heil Hitler” (H being
the 8th letter of the alphabet).

white power Phrase/Slogan Idea that is inspiring white supremacist killers around the world;

accelerationism promotion of white supremacy

iDiversity is a code Phrase/Slogan “Diversity = White Genocide” is a white supremacist slogan

word for white

fgenocide

Fwhitegenocide  Hashtagsf White supremacy Ideology that white supremacy is dying

#refugeesnotwelcoHashtags White supremacy idea that refugees do not belong.

e
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#peqida Hashtags

Patriotic Europeans Against the Islamicisation of the Occident,
abbreviated Pegida, is a pan-European, anti-1siam, far-right
nolitical moverment.

|#i5tandwimrussia Hashtags

Showcases alliance with Russia

Whiteiivesmatter Hashtags

Promotion of white supremacy
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Toble 8620 - Vinlent Left-Wing Extrermsm {onorchiom, cormmunism, sir)

|Kevw0rd Type of keyword  |[Comments

[Pierre Carette Actor/Agent Leader of radicalised Left-Wing group (Belgium)

Otelo Saraiva de Carvalho Actor/Agent Leader of radicalised Left-Wing group (Portugal) -
deceased

Andreas Baader Actor/Agent RAF terrorist

|Gudrun Ensslin Actor/Agent RAF terrorist

[Communist Combatant Cells (CCC) Group/Org Belgian

The Revolutionary People's Liberation

Group/Org

Known radicalised Left-Wing group

|PartyﬁFr0m

|Organisati0n Anarchist Action Group/Org Known radicalised Left-Wing aroup

|intemat'lonat Revolutionary Front Group/0rg Known radicalised Left-Wing group

[Red Army Faction Group/Crg Communist, anti-imperialist, and urban guerrilla
group engaged in armed resistance against what
they deemed to be a fascist state

|Red Brigades Group/Org Militant Left-Wing organisation in ltaly linked to
violent acts

fLone actors Phrase/Slogan Violent anarchist terrorists

\We shall foice them to their knees Phrase/Slogan Antifa phrase

extreme anarcho-socialists Phrase/Slogan Indiviciuals that promote violence with anarchism

Antifascist Phrase/Slogan A member of ANTIFA or anyone against facism

[Eat the rich Phrase/Slogan ANTIFA slogan against capitalism

H#capitalistmedia Hashtags Term to say that media only follows capitalist ideas
and rejects anarchism

Hanarchism Hashtags Potitical philosophy and movement that is sceptical
of all justifications for authority and seeks to abolish
the institutions

ﬁpanwdestrover Hashtags Associating violence with Marxism

fantifa Hashtags Left-Wing anti-fascist and anti-racist political
movement in the United States

I#acab Hashtags Left-Wing acronym for All Coppers Are Bastards
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&5 External Experts

Trust Lab partnered with a number of highly qualified EU and internal experts during the data
collection and labelling phase of the project, to ensure exceptional data quality and integrity.

For the data labelling process, we worked with academic TVEC experts who were also native speakers
in one or several of the researched languages. As well as industry practitioners with experience in
TVEC analysis and moderation, who were also proficient in the researched languages. Both groups
{academic and industry), independent from each other, labelled the collected data according to our
provided standards.

Trust Lab Internally, Amre Metwally, a TVEC expert and lawyer who worked at YouTube and Clubhouse
for many years, oversaw the quality process. He performed regular quality checks on the work done
by external parties and routinely provided feedback to improve existing processes.
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G4  Task i: Findability Charts
64.1 Findability per Platform

3.5 Y

Findability (Posts per Hour)

Twitter Facebook

Instagram

Figtire A4 1

Fho Fidobulily Score st

nge drnount of conlent o moliv

TikTok YouTube

et Lsee oo fined ory o given platfors in o sne-Foie

search perind, The Biock fines in the Dors represent 90% confidence inlervals,

Facebook Instagram

TikTok Twitter

YouTube G6.0012 0.0014

Twitter 0.0000 €.0000

TikTok 0.7036 0.7137

instagram 0.9930

Prvgiues o Flrdebilite per
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642 Findability per Language

3.5+

Findability (Posts per Hour)

ftalian  English Polish Spanish French Russian German Arabic

Figure At 42

3 g L R e L oa PR S AN P 1A o e - T i Fin g s W APy
The Findobility Score is the averoge amount of content o motivated user can find in o given longuoge in o one-how

g o
search period. The biock lines in the bors repressnt 3006 ronfidence infervols

Arabic English French German Ralian Polish Russian

Spanish 0.0000 0.0115 0.6674 0.1824 0.002% 00348 0.3312
Russian 0.0000 0.0006 05919 06856 0.0002 0.0019
Polish 0.0000 05823 0.0113 00003 0.1894
Kalian 0.0000 03710 0.0008 0.0000
German 0.0000 0.0001 0.3426
French 0.0000 0.0034
English 0.0000
Table AG4 7
Peyilums an Findobiity per Longuoges

aipty = QO0625 [Rorferreni corvection frorm 0.05)
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643 Findability per TVE Type

Findabifity (Posts per Hour)

Left Wing Fﬁgm Wing international

Figure AG 43

find for eoch TVE tvpe in ¢ ene-hour search

The Findobility Scare s the overgge omgunt of cortent g mictivated user «:;.
s confidence intervals,

perind The block lines in the bars represent S0

~l
=D

International Left Wing

Right Wing 0.0000 0.0000

Left Wing 0.0000

yolpes on Fingdobility per TVE Tvoe

eipng = SOLF (Bonfersani correction from 005}
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644 Findability per Language [ TVE Type

R B R s

Findability (Posts per Hour)

Left Wing Right Wing International
Figure AG44

7 find for the respective longuoge o TVE

it S0% confidence itervals,

The Findobiity Score is the averoge amount of content o metivated user o

Frupenen geu ” B pan g oy THrer e - i Joyompgee e
fype i ¢ one-nour search penod. The Digor ines in the Dors repre
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6.5  Yask 1: Examples of Halian Violent Lefi-Wing Exiremist Content

To help illustrate some of the Violent Left-Wing Extremist content, here is an example of a relatively

imoge A0.50

The video title translates to “What if you were also an Anarchist?” and the bio of the user reads
(translated using Google Translate):

“Anyone who hears the term Anorchy thinks of chaos, disorder, vielence. Family upbringing and
society have inculcated a totally false and distorted view of Anarchy into peaple's minds. Try doing
this kind of test and find out if, like me, you are an Anarchist.”

&7
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® A more extreme. examp e is below {warning: violent), where the poster of the Tweet has the
name | Redacted 1and includes the hashiag ACAB (All Cops are Bastards) accompanying

“Tontent by mdicat;ng association, or at the very least affimty fo;' a Lebesng organisation
(Antifa) or a Left-Wing ideology (antn police). However, with the image, the content, in the
eyes of the outside expert, would constitute a violation for encouraging the use of violence:

Redacted
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6.6 Tasxk 1: Examples Twitter Content

Some examples of content that was discovered on Twitter. This section starts with Right-Wing

(Borderline} content, then Left-Wing (Borderline) content, then concludes with International
{Borderline} content.

661 Violent Right-Wing Extremism and Borderline Examples

e Borderline anti-immigrant and anti-refugee rhetoric:

Redacted

WOGDE A8 5T
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e “White lives matter” rhetoric from anti~immigrant voices in Europe:

Redacted

RS HEE

o
3

® Praise fori  Redacted and other leading figures and voices in the white supremacist
movement, The user's bio purports that the account is intended to be a parody. While many

70
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platforms may have exceptions for satirical or comedic purposes in certain instances, they
become difficult to enforce. One key reason is that discrete pieces of content often lack
broader context, especially if platform review processes separate user-level review from
content review. If so, then a reviewer simply looking at this screenshot would see clear praise
for Richard Spencer based on the text. If reviewers are able to see this piece of content along
with the user bio that states it is a parody account, the analysis becomes more complicated.

Redacted

fmmge AGBEBIC
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6,62 Violent Left-Wing Extremism and Borderline Examples

e (ritigues of capitalism and capitalist structures (e.g., media):

G e - e e e e e e e e e i S M e e e i
i

Redacted

fmoge A6.6. 20
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e Violent Left-Wing Extremist content exemnplified through anarchist rhetoric :

Redacted

HTGDETRITIRST

® Anti-police commentary:
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Redacted

imoge Ab LA

663 International Extremism and Borderline Examples
Of the content related to Islamist TVE, it seermed to focus primarily on 1515, Hezbollah, al-Qaeda, and
Hizb-ut-Tahrir material. Examples include:

e Accounts dedicated to Hizb-ut-Tahrir “branches” in specific countries. The text says:
"Independence of the flag from the colonialists”.

74
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Redacted

e Praise for al-Qaeda leaders:

Redacted

WHOe AL L E0
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e [SIS-produced propaganda:

Redacted

fmage A8 6 3
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6.7 ‘task L: User Engagement Charts and P~VYalues
6.7.1 Average Number of Shares

Non TVE

100,000

10,000

1,000

Average Shares

0.01-

Facebook TikTok YouTube

Figtire AG7 1

This chart shows the avercge number of shores for TVE ond non-TVE content on different piotforms. The block dines
sy

i the
9.

;
fgirs reprasent 90% corfidence frervals Note thal the interaction chotts off use o log scole nsteod of o lineor scile

23 Gince the range of values in these charts is very high, it would be difficult to visualise the bars that have lower values, Taking the
logarithm makes the values closer inrange on the log scale and hence easier to visualise the chart as a whale. Therefare, for the interaction

charts, we are using log scales.
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- Non TVE

Average Likes

Facebook Instagram TikTok Twitter YouTube

Figure AG 7.2

wipe ramber of Ghes for TVE ond nope- TVE content on i) i Hes I the
H

feroction chorts ol use o oy seole nstead of o linear seole

et \fwé;'{)frv\(‘;_ “ﬁ-}{_} {'}I

b o P Fon - s S - '
Thrs chuart shows the gvs erit platforms Th

bors represent 9% confidence mtervels. Note that the In

673 Average Number of Comments
TVE

Average Comments

Instagram TikTok Twitter YouTube
Figrre 8.6.7 3
wrnher of comements for TVE and non-TVE contfent on different ¢

dence Intervials, Note thot the interoction chorts ofl use o log s¢

i

This chort shows I saiforms The bk lines

Leridy g

the tuars regr

B SOUHE
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6.7.4 Average Number of Followers

100,000,000,

20,000,000
10,000,000,

2,000,000
1,000,000-

Average Followers

Facebook Instagram TikTok Twitter YouTube
Figtire A6.7 4

This chort shows the gveroge number of followers for TVE and non-TVE content on different plotforms. The bipck Iines in

2, 2 T s e gt oo ok EETPT (Eloy plt i Hoarm A et v = e d
the bars represent 905 confidenie indervais Note thot the inferochon tharts all use ¢ lag scafe instegd of g lineor scaie
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.8 Task i Bemoval Rates for TVE Content

6.8.1 Removal Rates per Platform

15% -

Percent TVE Removed

TikTok Facebook Instagram Twitter YouTube

Figiire AEB 1

2

fiis groph shows the percertoge of TVE content thot was removed on o given piotfonn The block lines in the bors
renresent 309 confidende infervols

Facebook Instagram TikTok Twitter

YouTube 0.0311 0.2628 0.0000 0.7646
Twitter 0.0497 0.3870 0.0000
TikTok 0.0082 0.0002
Instagram 0.2802
Table A68 1
Prvmiuss an Bermoval Rotes per Pleifonm

alpho = 0.01 (Bonferrond correction from 105)
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6.82 Remuoval Rates per Language
15%

Percent TVE Removed

Arabic  Russian German Spanish  Polish English  French ftalian

Figtire A 682

fem g e mryraon 2 g Fro. £ IVE e - Sop e PR oy oy e by irapma T m e S amen X foy a1
This gronh shows the perrentoge of TVE comtent thot wos remmoved in g given longuage. The Dlock lines in the bars

represent B0% confidencs intervols

Arabic English French German [talian Polish Russian

Spanish 0.0657 02222 01053 (.5005 0.0490 0.2588 05354
Russian 0.2750 00818 00234 (.8472 0.0086 (.0768
Polish 0.0053 09317 06224 (.00685 04042
Halian 00003 04522 07349 00124
German 0.2606 00781 00316
French 0.0011 06825
English  0.0038
Toble AG8.Z
Poyalues on Removol Roles per Languoge

olpha = Q00825 (Borferreni correction from 005!
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6583 Remuoval Rates per TVE Type
12%

10% -
8%
6% -

4% -

Percent TVE Removed

2% -

0%

International  Right Wing Left Wing

Figire 683

T mremdn ol fm s pe i ern o TV et men irE oo
This graph shows the perceniage of TVE comtent thi

SO0 confidence irfervals,

International Left Wing

Right Wing 0.3610 0.0001
Left Wing 0.0000
Toble A6.8.3

Poynlues on Rernovol Rates per TVE Tvoe

gl = Q.01 7 (Borferrani correction from 0405)
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£.84 Average number of Shares associated with Removed TVE

2‘1_30 L B T P S e e

Average Number of Shares
3

o528 8

TikTok Facebook Twitter instagram
Figure AG84

e

YouTube

S e e B o o o PO ST R oyt i Loy S S S (ORI NRPYIY | S RPUR DN L Y Sy SO 1 P P
Thisisthe o VEFDQRE PNHTHIET 3 shres asseciated with TVE cortent thutl wos even wally remmoved within the perigd gf the

study, The Block lines in the bors represent 90% oorifidence intervads

Facehook Instagrame TikTok Twitter

YouTube 0.3078 02936 (.1426 0.0288
Twvitter 0.5658 090180 01352
TikTok .10 00781
instagram $.2784
Table A L84

Pevoilies pn Average number of Sh issocoted with Removed TVE

alpha = 061 Bonferoni correction from G.05)
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685 Average number of Shares associated with TVE that wasn't Removed
1,100,
1,000-
800-;
m_i
700

Average Number of Shares

Facebook TikTok Twitter instagram YouTube

Fimurg AG85

ted with TVE confent thot wos ing the monitoring pedod of

SFHTFES (58060

This is the overage nomiber of

e

the sturly, The block (ings o the bars represend 808G ronfidence ntervols.

Facebook Instagram
YouTube a.1245 03610

Twitter a.1781 00631
TikTok 08029 8.0000
Instagram 0.1198
Table AG8S
Feygitiies on Averge nurmber of Shoares ossacioied with non-Rermoved TVE

gipfur = Q01 {Boaferroni correction from §.05)
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686 Average number of Shares associated with TVE that wasn't Rermnoved broken down
by language

Average Number of Shares

Twitter

Facebook TikTok YouTube
B8 Arabic 1 Englisn B French i German B Halan U Poblsh B Rossian ¥ Spanish
Figure AGHES

This is the overage number of shores associated with TVE corter that wos ot removed during the monitoring period of
&

M R PR ey e - PP i A i AL N P s T IR ey o L gl e L e
the study broken down By pigtforrn ond longunge. The Black lines in the bors represent 0% confidence imervals

6.87 Average number of Shares associated with Removed Horderline content
400+

350+
300.
250
200+

180

100

Average Number of Shares

TikTok Twitter Facebook ingtagram YouTube
Figurg ALE7

This is the average number of shores associcted with Bordertine content that was everduaily removed within Ehe perindg of
the study. The block Hines in the bors represent 208 confidence intervo
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Facebook Instagram TikTok Twitter

YouTube 0.1305 Q0000 01387 03215
Twitter 0.6911 91184 0.4868
TikFok 4.3310 Q1867

instagram 0.1596
Taoble AGET

~ contert

Pevoriies on Avercoe rsmber of Shores 3
alpha = 0.01 Bonferron)

588  Average number of Shares assodiated with Borderline content that wasn't Removed
3,000

2,500
2,000

1,500

1,000~

Average Number of Shares

Facebook TikTok Twitter instagram Youtube
Figure A6.88

This is the gverage mumber of shores ossooin
penod of ¢ ‘m sty The E,:m'.i lines in the bors represent Jr Wi umﬁ B mf'ﬂr.ﬁ*is

Facebook instagram TikTok Twitter

YouTube 0.0817 0.5661 0.000f CO0148
Twitler 0.1141 0.0302 0.0083
TikTok 0.3682 0.0802

instagram 0.0861

Table A6 88

OIS o “.Vﬁ;’{:”{" ssnber le Shurres gesecioted with non-Rermoved Borderiine content

gipher = Q0] {Bonferrond correciion from 0.05)
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£.89 Average number of Shares associated with Borderline content that wasn't Removed
broken down by language

100,000

Arearace Muember of Shares

&

0.01-

B Arabic #2 English B French HE Genman

Figure ABRBE

*f iG is HAS oWEGe i ‘rné or af shon if
PSS 05 NS QWETTGE TTANDEE OF 5ridies |

peviod of the study brokers down by piot

iriterves.,
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.9 TYask i Removal Time

6.9.1 Removal Time per Platform
100%

75%

25%. f o
] P

Cumulative Percent Removed
o

6h 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
s Facebook == Instagrarm =a TikTok = Twilter s YouTube
Figire AEH 1

This chort shows how long it took for each plotform o rermove the totol omount of TVE comtent. The line grophs show the
cnesiotive percentooe, ending in 100% of the tog rig mer This chart does not foke fvte gocount gny TVE comterntt thot

wsri L rernoyved

£.9.2 Remaoval Time per Language
100%

76%.-

Cumulative Percent Removed

Oh 1h 2h 4h 7h 12h  1d 2d 4d 7d 2w 4w 8w
== Arabic == Germman == [tallan ws Polish == Russian = Spanish
Figure AB.3.2

This chort shows fiow lang o took for each langueae o remove the ool amoeunt of TVE content The fine grophs show the
cunidotive percentoge, ending in 10059 of the top right comer, This chart does not fuke inde occount ony TVE comtent thet
f

WOsSnNT remoiey

88
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

6593 Removal Time ;Je:f TVE ?y;m
100%

Cumulative Percent Removed

6h 1t 2 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
=z International =2 Left Wing == National / Right
Figue ABHS

Fhis {_','- ard shiws hov lorig i fook For each TVE Typw fo remove the tolol ormcunt of TVE content The fine grophs shiow the
cumietive percentogs, ending in 1000 ot the lop nwz :‘:S,sr(:"' rhf;: chart does not foke inte gooount am ?w conterni thei
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6,18 Task 1: User Senthment Metrics

£.10.1 Severity Ratings by Platform
100%-

2

g

Percent TVE rated as Severe

20%

Facebook Instagram Twitter TikTok YouTube

Figure A&10 ]

L

Thus chort shows the percentoges of TVE contenit present on different plodforms thot wos roted by users as "severe” The
Black ines in the Bars represent S04 confidence intervais,

Facebook Instagram TikTok Twitter

YouTube 0.0522 02201 0.4983 0.2536
Twitter 0.3872 0.9027 0.6548
TikTok 0.2019 0.5803
instagram 0.4703
Tobiz A6 101
Pvalues on Severity Botings per Flotforn

aiphur = Q.01 (Bosferrond correclion from G.05)
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6.10.2 Severity Ratings by Language
100%

60%

A0%

Percent TVE rated as Severe

Polish ftalian  Spanish  Arabic  Russian English French  German

Figure AB 10 E

This chord shows the percenioge of TVE content present in different languages that was mated Dy osers o8 severe The
flgick fines in the burs represent $0% conffidence witervals.

Polish values are biased here because of the presence of bad actors in the dataset, which caused
users to rate everything in the dataset as “severe’. This problem was investigated and deemed not
present for the other languages.

Arabic English Freach German Halian Polish Russian

Spanish 0.0001 0.0000 0.0600 0.0000 0.0573 0.0000 0.0000
Russian 0.1311 02206 00000 0.0000 0.0000 0.0000

Polish 00000 0.0000 00000 0.0000 0.0124

Italian 0.0C00 0.0000 ©.0000 0.0000

German 0.0000 00000 0.0000

French 0.0000 (0.0003

English 0.0088

ck 3

R W= T
Table AGILE

# ik £,

Feygiues on Seventy Rotings per Languoge

aipher « DO0GZS (Bonferroni carrection from 005)
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6,103 Severity Ratings by TVE Type
100%

80%

60%:-

40%-

Percent TVE rated as Savere

International  Left Wing Right Wing

Figure AS 103

e L i s, R A i K e g e T S Ty X L e R e
This chiort shows the percentoge of TVE corffent present for different TVE Types thot was roted by users gs “severe” The

Block Hnes i the bors represent 90% corfidence witarvols,

International Left Wing

Right Wing 0.0074 0.0045
Left Wing 0.6996

Toble AB 103
Pevgives on Severity Rofings per TVE Tyope

aiptui = OOL7 (Bonferrond correction from 005
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£.10.4 Severity Ratings over Time per Platform
Eirst i Second 8 Thirg

80%

Poroert TVE rated as Severs

Facebook instagram TikTok Twitter YouTube
Figre A8 104
Fhis chart shows the percentoge of TVE content woled gs Severe” First, second and third sioges gre shaowr for each

'+
s i e bors represent 3090 confidlenie miisnvais

7in e S A i
slgtfonm, The Diaok

P-values are not included for this chart due to the number of combinations and complexity of the
comparison.

93
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6,18 Task 2: Amplification Charts

6.1 1.1 Amplification Across all Platforms
12%

First e Thir_d_____

00’6.:

- Borderline

Fimre 8631 o

This graph illustrotes the meon percenioge of “Bad Topic” and "Borderline” content recommented in user feeds over Hime

The shaded areg represents the 90% confidence interval (alpho » 0.05)

Bad Topic = Bad Content

Fimire AGII 10

This grophi ilustreles the meon percertage of Bod Topic” ond Hod Content” condent recommentiad in user feeds pver

time, T freg represents the 80% canfidence interval lalphe = 008!
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6.11.2 Amplification Average Percent of Bad Content in Feed per Platform

12%-

Percent Bad Content in Feed

Twitter YouTube instagram Facebook TikTok

Fupera A6 112

This chort shows the averoge percentoge of Bod (TVE) Donde
brrs represent BU% con tervoils

F s mgar-tive riiotfinrree The bincie Do
Frespective platforms. The biock ines

Facebook instagrarm TikTok Twitter

YouTube
Twitter
TikTok

instagram

0.0522 0.2201 0.4963 0.2538
0.3872 0.8027 0.6548
0.2018 C.5803

04703

Tl ABI1Z

fevalues on Amiplification Averoge Percent of Bod Coptent in Feed per Blotform

alptur =

95

Q01 Boaferrond correction from 005)

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
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6.11.3 Amplification Average Percent of Bad Content in Feed per Language
15%

Percent Bad Content in Feed

Polish  German Russian  English ltalian rench  Spanish  Arabic

Figure AR 113

This charl shows the ovenige percaritoge of Bood (TVEN Content my the feeds of respective lomguages. The block lines i the
bors represent 90% confidence intervols

Arabic English French German [talian Polish Ruasian

Spanish 0.1466 03265 0.8038 0.0097 0.5335 0.0000 0.280%
Russian 0.0118 08246 03343 01168 0.6438 0.0003
Polish 0.0000 00002 0.0000 00387 0.0001
ltalian 0.0881 07145 0.6132 0.0440
German 00001 0.0988 0.0126
French 0.1148 [(.3855
English 0.0155

Pevaives on Amplification Averoge Percentage of Bad Content in Feed per Longuoge

ginhg = BOOBZS (Bonferroni correction from Q.05;
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6.11.4 Amplification Average Percent of Bad Content in Feed per TVE Type
15%+

10% -

5%

Percent Bad Content in Feed

0%

Left Wing Right Wing  International

Figure 48,114

Thus chort shows the overoge nerventoge of Bod (TVE) Content in the feeds of respective TVE Tvpes. The biack fines in the
bars represant 90% ronfidence intervols.

international Left Wing

Right Wing 0.1058 0.0442
Left Wing 0.0003
TobieAadild
Bevotues on Amphificotion Averoge Percent of 8o Content in Feed ner TVE Type

aipha « 0017 (Bonferroni corection from 0.08)

£.11.5 Armplification Percentage Change for Bad Content per Content Type

To better compare data across other dimensions (platform, language, etc), we will use the percent
difference between the first and third stage's mean. We don't compare to zero state because the
assumption is that a new account's feed will be empty or contain zero TVE related content.
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Borderline it

Bad Topic e

Bad Content -

3

—40% 0% 40% 80%  120% 160%

Percent Change of TVE in Feed
Figure A& 115

This chort shows the percenioge chonge for the amount of Bod (TVE) Content per Content Tyvpe in the platiorm’s feeds
fram the First Stoge to the Third Fyaluotion Phose The bk ine represerits the 0% confidence imtervils The red iine

represents the threshold for whether g filter bubble is increasing or decreasing i size

B 116 Amplification Percent Change for Bad Content per Platform

Facebook @s

Instagram -

Twitter %—-—-—-

TikTok ——+

YouTube B —

-100% 100%  300%  500%  700%
Parcent Change of TVE in Feed
Figure AR 116

This charl shows the porcentoge chonge for the amicunt of Bodd {TVE} Contend i the plotformn's feeds from the First Stoge
o the Thied Bvaluation Fhase The block tine represenis the S0 confidence infervals. The red iine represenis the

threshodd for whether o filter bubble 5 increasing or decregsing in size
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6.11.7 Amplification Percent Change for Bad Content per Language

French | : 4

Spanish | &

German s

Arabic 4

Russian

English #

Polish e

200% 0% 200%  400%  B00%  BO0%  1000%  1200%

Parcant Change of TVE in Faad

Figure A5 117

qe for the oot of Bud (TVE! Content per fanguoge from the First Stoge lo the
H

epresents Hwe 80% confidence tervirs. The red fine reprezents the threshold for
W SIEE,

chart shows the percentage chon
Third Bvglugtion Phase. The binck line »
whigther o flier bulilie s sing Gr dlecrs

ftalian is missing from the above chart because there did not exist any Bad Content in feeds for the
first search stage within the sample.

£.11.8 Amplification per Platform
Amplification on Facebook

i5 Bad Content
Borderline

Percent of Content in Feed

Third

Fiest

This groph diustigres the percentons of recommenaed content that is "Bod Content”, “Hod Topic” ond “Borderiine” on
Focebook for eoch stage The biock nes in the bors represent 90% confidlence intervals

99
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Percent of Content in Feed

Percent of Gontent in Feed

Amplification on Instagram
20%

B b e e
FEOL s B B e S W S
14%-
12%-
10%-
8-
6% -
4%
2%

Bad Topic
Bad Content
Bordarline

First

This groph ilfustrotes the percentoge of recommendod content that s "Bod Content”. “Bad Topic”, ond "Borderiing” on

fnstogram for eoch stoge. The Block Bnes in the bors represent 0% coafidence intervois

Amplification on TikTok

Bad Topic
Bad Gontent
Borderline

Third

First

Fioure AG11.8¢

This gragh ittustrotes the percentoge of recommended comtent that is "Bod Content’, “Bad Topic”,
TikTok for eoch stope The binck lines iy the bors represent B30

and “Bordesiing” on

; confidence inteniois,

100
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Percent of Content in Feed

10
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Percent of Gontent in Feed

Amplification on Twitter
20%

BV b
T T
14%-
12%-
10%
8%-
6%
4%
2%

Bad Topic
Bad Content
Bordarline

First

This groph ilfustrotes the perceritoge of recormmended comtent that Js "Bo

& lines in the bors

d Content”, “Bad Topic® and “Borderiine” an

reseiit B0% confidence intervals,

Twitter for eech stoge. The

Amplification on YouTube

Bad Topic
Bad Content
Borderline

First Second Third
Figure A.6.11.8¢e
Ties graph dustrotes the percentoge of recomnended content that §s B ntent”, “Bod Tape ", and “Boderdine” on

YouTube for pach stage. The biuck lines in the boes represent 80% confidence intervals.

1
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

6.11.9 Amplification per Languagse

Amplification in Arabic

25% - Bad Topic

Bad Content
Bordetrline

‘8 1

i

=

£ 5%

(=

3

2 10%-

5

g2

[+F]

.

5%

0% -
First Second Third

Figure A6.11.90

L% 'Qﬁ?rpg@x ;f’ ‘v'}il}f

fém& 43 ;‘c;r ;m 1 C*‘

Amplification in English

15%-

10%

Percent of Content in Feed

5%

Firgt Second

Figure AB 119D
Fhis grooh dlusirotes the percomtage of reconmnended cortent thot is "Bod Corstent” “Baid Tope”, gnd “Borderline”

Englich for eachi stage The biock lines in the bars represent 0% confidence intorvals,
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

Amplification in French

Bad Topic
Bad Content
Borderline

First Second

Figiivg A6 1159

25%-

20%

15% -

10%:-

Percent of Content in Feed

5%

0%-

‘Fhiis » i IFf - Fmom
This groph lusirates the
i

103

Amplification in German

Bad Topic
Bad Content
Borderline

First Second Third

Figure AG11.94

entaae of ecommended cortent thot is “Bod Con
Gerrgr for ecch stoge The block fines m the bors represent 50

£, Had Togic”, and "Bordeding” i
rotfidence inferiols,

814
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

15%:

10%:-

Percent of Content in Feed

5%

0%-

104

T ot #
FLY BT o £

Amplification in ltalian

Bad Topic
Bad Content
Borderline

First Second Third
Fugure AG L1

)

:f recormimended content thot is "Sod Content” "Bad Topic”, and "Borderine” in

fration far ench stoge. The black ines in the bors represent 30% confidence infervols,

Amplification in Polish

Bad Topic
Bad Content
Borderline

First Third

£, Had Togic”, and "Bordeding” i
Wirienes terveds

815
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

25%-

20%

15% -

10%:-

Percent of Content in Feed

5%

0%-

Fhis groph i
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i ik Al
sirgles e g

Amplification in Russian

Bad Topic
Bad Content
Borderline

First Third

)

:f recormimended content thot is "Sod Content” "Bad Topic”, and "Borderine” in

L 4 o e 1imme Fon #F SN o] {2 1 vy
i1 for goch stoge. The black lines in the bors represant 80% confidence intervals.

tes the peroentage

o
(E

Amplification in Spanish

Bad Topic
Bad Content
Borderline

First Second Third

Figure AG.11.95

entage of ecommended cortent thot is “Bod Con
toge The black lines in the bors represent S0%6

2t "Rad Topic”, and TBerdedling” in
dence intervols,

Sporish for
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6.11.10 Amplification per TVE Type

Percent of Content in Feed

Percent of Content in Feed

Amplification of Left Wing TVE

LT
16% Bad Topic

Bad Content
Borderline

14% -

12%-

10%-

8%
6%
A%

2%

C%:-

First Third

This graph illustrates the perceptoge of recommended Left-Wing TVE contept that s "Bad Content”, "Bad Topic’, and
“Bordardine” for each stoge. The block Hines in the bors represent 90% confidence intervals,

Amplification of Right Wing TVE

'[40},!’0.; .................................................
12%:

m%é

Third

1t fhot

ntage af recormmended NolionolRight-Wing TVE con
e” for eoch stage. The Diock lines in the bors represent B0% confidence ntervals,

: -~ P g WEY LR L
troed Contert”, "Bod Topic”,
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Amplification of International TVE

ol
16% Bad Topic
14% - Bad Content
Borderline
o
L 12%-
& 9
“E 100{% TR S A Al et e e At et L
[~
3
5 8%-
©
B
= 6%
@O
e
@
o

4%-

2%-

ad Content”, "Bod Topic”, and

percentag

stoge. in the bars represent B0% ronfidence infer
107
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61111 Arnplification P-values

['Faceboolk’]

['Facebook']

['"Facebook’]

finstagram']

{instagram‘]

{'instagrany’]

{'FikcTok'}

{FikTok']

[TikTek'}

P Twitter]

{"Pwitter]

M Twitter']

["YouTube'}

["YouTube'}

"ouTube'l

T i
Fevelies on dmptificof

OO

Bad Topic

Bad Content

Borderkline

Bad Topic

Bad Content

Borderkine

Bad Topic

Bad Content

Borderkine

Bad Topic

Bad Content

Borderkine

Bad Topic

Bag Content

Borderkine

G.0352

01041

si27s

0.5387

C.6426

BT

0.1867

o.o826

03,5634

G.3384

01142

0.6486

0.9701

0.4306

06320

0.08432

02431

3.6538

2.0225

03671

0.8447

0.7371

4.3284

0.7296

0.0328

0.3978

G.4166

0.2308

inn Average Perrent by Comtent Tvpe In Feed per

G.O875

6317

G.O553

(0913

0.2435

0811

L1782

GoB826

Loa00

L0600

2156

60104

k3799

36576

3192

Bletform over Hime

PArabict] Bad

faraibic] Had Co

Tepic

fitent

Parabic'] Borderiine
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I P P ekl ol o
Ampiificotion per TVE Tvpe

finternationst’]

Uirdermationsl]

{'Internatignal’}

I'Left wing']

{'Left Wing']

{'Left Wing’]

['Matinal f Right']

['National f Right']

{'Mational / Right']
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Bad Topic

Bad Content

Borderiine

Bad Topic

Bad Content

Borderiine

Bad Topic

Bad Content

Bordariine
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3.5541

4608

0.3138

0.9858

0.9755

4823

82485

07282

46203

02520

&7

0.135%3

C.0758

2L02

DARZ?

22901

G857

0.1643

$.5937

G.2783

G037

00538

01874

3203

G.8635
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P-vgivses op Amplification Average Percent by Content Type in Feed pey TVE Type over time

12%

10%-

8%-

interactivity and Amplification

4%

Percent Bad Content in Fesed

2%

aafo

This chart shows the overage percerioge of £
represents the 0% confidenc

6.11.13

6%

Fioure AGLIEZ

o Content for High ond Low interaciion over time. The shoded greg
& irtervial

Findability and Amplification

[ 1 4 PR e R s oot SR T i S oo :
' 4 Twitter
28 |
2.8
% %
i
i~ g
gf. 2 : — )
_ i Facebook @ Instagram
® Tikiok. % ace?:ﬁo 4 Instagr
29 :
y |- Al B e R e e e P et P i s s e e e R e ¢
& YouTube
14 : :
£oE oM 00g LiREE] EaO4 ki) 208 DET 408 S04
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THis chort shows the comparison of the Findobifity score o

y
cafted Amplificotion) TikVok ond YouTube ove highligh

e

61114 Engaaement Ratio and Amplification

1800

E

Engagement Ratio

0.2

o irsredd to confrost tech vestrnent in feed v

wid the average percentogs of Bod Content in the feed (here

L

o OB 002 .83 504 i) 306 a4

Amplification

Fagure A 1114

This chort shows e positive correlation of the engugernent and omplificotion
enpngemant rotio wos tsed which is the medion engogement (sum of the Iikes, s
content divided by the medipn engogement of nom TVE content. Amplific
cortenirs FVE,

{note the iog scale for the engagement rotio!l

111
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6.11.15 Removal Rate and Amplification
0.03
0.08
% 0.07 |
% b6 N oo S U SO S———
> 5 : ' :
& es # Instagram :
Q f : :
0.04 : : =
& . ‘té’ou"{“ubé @ Twitter
003 ; ey
002
00
0.00
0.00  0.01% 0.02 0.03 0.04 0.05 0.08 0.07 008 009
Ampilification
Figure AGELLS
TEus oot shows the o correlption gf the removal rate ond armptifealion
112
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#.12 Borderline Charls

6.12.1 Removal Rates per Platform
10%-

8%

Percent TVE Removed

TikTok Facebook Instagram YouTube Twitter

Finme A8 12 1

Thug chort stows the percentage of Borderine TVE content thot wos rernoved by eoch plotforrn. The block dines &
represerit 3000 confidence infervais,

)
o
i o
5
o o
&
o
i

Facebook Instagram TikTok Twitter

YouTube 0.6387 0.2144 0.0505 ©.6846
Twitter 0.4009 0.8201  0.0237
TikTok 0.1604 0.0774

instagram 0.7283
Tobie A6 121
EBevoiues on Bemovol Rotes per Piniform (Bordedine}

aiphuy = Q41 (Bonferroni correction from G085}
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6.12.2 Remuoval Rate per Language
15%

Percent TVE Removed

Arabic  Spanish German Russian  French Polish English ftalian

Figure AR 123

This chait shows the percentage of Borderdine TVE content that was removed for each longuage, The Block lines in the

bors represent 5086 ronfidence intervols.

Arabic English French German [RRalian Polish Russian

Spanish 00507 03527 03581 08964 01516 03207 06180
Russian 00226 07029 07601 0.6869 0.4226 0.7209

Polish 0.0014 09431 09576 0.3679 0.5837

ltalian 0.0005 0.6862 0.5672 0.1741

German 00281 0.3993 0.4095

French 0.0023 0.9076

English 0.0052

-

Pyvatues on Rermoval fotes per Longuoge (Bordeding)

o = 00625 {Bonferrory correction from 0.05)
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6.12.3 Remuoval Rate per TVE Type
8%

6%-

4%

Percent TVE Removed

2%-

0%

International  Right Wing Left Wing

Fliwe A 123

This chort shows the percentoge of Borderine TVE conlent thot was removed

e
fuges repwesent 90% confidence intervils

International Left Wing

Right Wing 0.9357  0.0051
Left Wing 0.0056

Tablz A6 123

foreoch TVE

Peyeiisias on Remmovold Roles pee TVE Tvoe (Borderfing)

i = G017 (Bonferroni correction from 005)
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£.124 Remuoval Time per Pl ”&gfarm

100"/
& E
g
£ 50% e
& s
@
= gt
25%: :
3 j
Ch 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
= Facebook = Instagram s TikTok ¢ Twitter sa YouTube
Figirs A6 154
This chort shiows Bow forig i zm’jor.: wh platfonm to rernove the total ermount of Borderiing TVE content. The lne

cirgats show the cumidGiive percent

fge, ending in J‘:}r??u G the

-~ Fhaf s #
ton right comer. This chort does not ft'f?‘\’” inte guoount any

Hopderdine TVE content thei wosn't removed,
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6.12.6 Removal Time per TVE Type
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Introduction

The EU Interet Forum's key obiective is 1o work hand-in-hand with the industry, EU Mermber States,
Europel and civil society to develop instruments 1o jointly prevent the dissemination of harmful content
leading to offline viclence.

The term ‘borderline conient’ has become increasingly prominent in discussions about piocesses of
racicatisation leading to violence. This catch-all term has becorne prevalent in dialogues convened

by the EU Internet Forum (EUIF), the Global Internet Forum to Counter Terrorism (GIFCT}, and
the Christchurch Call to Action. In these fora, governments, techrology companies, and expert
stakeholders have implemented joint processes and deliverables 1o understand and develop concrete
rmeasues 1o counter terrorism and violent extremism onling,

the treatment of illegal and legal (but potentially harmful) content, such as disinformation, conspiracy
theories, and other types of content that s not labelled as viclent extremist but can nonetheless
contrizute to a process of radicalisation towards vialence. As regards those forms of hate speech
sotentially leading to viclent extremism that are itlegal in EU Member States {for instance, content that
incites racist and xenophobic viclence and hatred), it is imporiant to underdine that they are not always
identified as illegal by tech platforms, but rather idertified as ‘arey zone” content, due to the use of
coded languace or 1o a lack of darity at their authoramplifier's intentions.

Against this backdrop, this handbook aims at raising awareness about the need for making clearer links
between hate speech and terrorist and viclent extrernist incidents or actiities. It has the scle purpose

of providing non-legally binding guidance on how to better understand and respond Lo borderline
content that may lead to radicalisation and violent extremism. lis objective is to betier understand
the links between this content and violent extremism It does not to provide quidance on the legality
of such content under EU or national laws, for instance to courter racist, xenophobic, hemophobic or
rrisgaynist violence and hatred.

The European Union and its Member States are bound by the hurnan rights obligations enshrined in
the Charter of Fundamental Rights of the European Union therealfter ‘the Charter) and the Ewropean
Convention on Hurman Rights (ECHR)! freedom of expression?, and informatiar® . In that context any
measures at EU level addressing borderline content in relation to radicalisation and violent
extremism need to be based on the full respect of fundamental and human rights.

In that resoect, regarding online cortent that is Unked to extremism and hate speech, any measures by
olatforms should be undertaken without unduly affecting the freedom of expression and of information
of recipients of the service, as enshrined in the Charter

The handbook 1s the result of multi-stakeholder exchanges within the EUIF, in which all parts agieed
on the need to provide support to tech companies on how to identify and limit the spread of
borderdine comtent that can tead o violent extrernism and terrorism. All the analysis and information
contained in this handbook was provided by EU services and agencies, GIFCT, EU Member States, civil
society organisations, as well as key external stakeholders and reseaichers with a strong expertise

i this field. The first part of the handbook s meant to orovide existing definitions and taxonomies

T of expression ano nformation LMK
1 dnion LINK

f the Charter

; o6 of ti:E‘C!waﬁ;?r of Fudamental Rights of the European Unio
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of borderting content, with the important supoort of the Global Intemet Forum to Counter Ternorism
{see Annex 1), and includes concrete examples of content that EU Member States, researchers and
civil society organisations have identified as potentially leading to viclent extrernism. The second part
airns at providing information on EU legislative actions that may have an impact on the spread of
bordertine cortent related 1o TVEC and tech platforms’ guidelines and imemal policies. In the last
section, the handbook gathers recommendations provided by Member States, ,,J Services and civil
society organisations on how to jointly Imit the spread of bordertine content. While some definitional
framing and conclusions from GIFCT are within the body of the handbook, GIFCT provides further review
and analysis of member companies’ capacities and efforts 1o countar hordertine content provided in the
Anmex.

To facilitate the use of this handbook by tech comparies in their contentt moderation efforts, 2 glossary
is iﬁfiudfjd with br;ef descriptions, images and keywords aS._:\;C:s;{LEd to each cateqory of bordedine
pntent identified n the handbook.

As the EUIF observed how borderling content is used o legitimate and nomalise financing activities,
this handbook also provides some quidance for tech companies on how to identify the misuse of
their platforms for financial gains and provide recommendations on how to prevent the sale of
merchandise promoting dangerously hateful and extremist ideologies.

With the precious support of GIFCT and other m&mherg of the Forum, the EUIF will continue to
explore ways and provide instrurments to prevent the spread of illegal and hanmful content and
behaviours. This handbook will be updated on a yearly basis.

GIFCT is a non-profit organisation with the mission of preverting terrorists and violent extramis ﬂon‘t
exploiting digital platforms. To further this aim in relation fo ‘borderline content’, rather than cail ing for

unified definition or criteria of actions against borderdine content, GIFCT s calling for a better cor ate/a,ua.E
understanding of the sub-categories of policy areas that make up the term and what actions might be
available for uh companies. Givert that borderline content needs ‘borders,” and these borders differ
across platforms, political contexds, and gecgraphical contexts, the efficacy of any one company’s
approach 1o be utilised as a cross-platform example is limited. In tum, cormtent that is permissible on
ane platform may be flagged and addressed as grehibited or limited bordertine on another, Therefore,
it is warth reviewing where more alignment in policy and practices can be pushed for when if comes o
contentious borderting content, and where policy makers should continue 1o recognise protected speech
and the values upheld in democratic countrigs.

Ultimately, this GIFCT corribution to the BU Imemet Forum discussion on bordertine content aims
to give parameters 1o the term atge&f and provide better understanding of the relevant online
policies and practices GIFCT member companies are taking in relation to what might be considered
borderling coment,

ook on Bovderiine Content Any feedback, guestions, or comments
01g
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efinitions and approaches of borderline content
in relation to violent extremism and radicalisation

Main takeaways of EUIF discussions

What ermerged from the exchanges and activities held by the EU intermet Forum on borderline content,
such as the workshop on algorithmic amplification and borderline content held on 29 Septermber 2022 &
that the type of harmiful content that should be considered as potentially leading towards radicalization
consists in a combination of disinformation/conspiracy theories and forms of hateful content,
which is not autornatically identified by online platforms as illegal or as potertially conducive 1o viclent
extrerist of terrorist adis.

In the exchanges held during the FUIF workshog in September 2022, FU Member States and mermbers of
civil society outlined a number of categories and exarnples of harmful but lawful conternt used by viclert
exremists and terrorists to spread thelr propaganda and radicalise usars.

As egards the specific nature of the bordertine content leading to violent extramism, most experts
and policy makers point at the following clusters: anti-establishment/anti-institutions, antise
LGBRTIC, misogynistic, antt-migrants, racist, anti-COVID measures,

A nurnber of FU Mamber States provided guidelines and examples of either borderline content or illegal
hate speech that are not always tinked o violent extremism and therefore can be dificult 1o identify,
The content was classified within the following categories:

« Gray zone antisemitic imagery and Helocaust denial distortion

« Grey-zone anti-migrants and Islamophobic content

» Anti-LGBTIG and misogynist content

«Visual propaganda regarding non-proscribed extremist groups,
usually right-wing leaning ones

» Misleading and deceptive content related to the Ukrainian conflict,
including revisionist rhetoric and anti- Furopean/anti-West and anti-immigration narratives

» Anti-government/system content meant 1o incite viclence

S WK Lo oo
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EU Mermber States alse indicated the following:

« Viplent right wing extremists use and disseminate barderline content to promote thelr agenda,
recruit new cadres and evade detection and cortent moderation efforts.

» Moreover, bs‘-fdfﬁriine content leading to violent extrernism is very diverse (ﬂmag@S videos,
texts, gifs et and is always adaptad 1o the social, political and cultural context of target users,
often taking advamage of grievances and orisis stuations as a means o reinforee
thelr messages.

« Borderline comtent s not specific to one onting space and it usually spreads across platforms
and spaces.

« Borderline cortent also has a strong transnational dimension.

As regards malicious actors spreading borderdine comtert, the Netherlands suggested they ¢an be divided
into 4 different categories:

« Political violent movernents
«Viplent movernents against policy decisions

» Viglent movements against the sg-calied ‘elite’

« Copyrats

The most impactful category is the third category (viclent movements against the so-called ‘elite’).
However, within this category, it is important o make a Lil‘ tinction between public disorder and anti-
institutional violent extremism, which causes long term concems about a patential undermining of
demaocracy and the escalation of violence,

Itwas also suggested by governmerts 1o make a distinction between influencers and material
perpetrators and to look into the tactics used by inteliectual online influencers active onling, who lead
the discussion (using persistent narratives against the elites and institutions) and create social media
strategies o evade content roderation. When locking into the activities of nflusncers, one must not
ority look at how many followers they haw E:,u alsg at the amount of views of the contant itsalf. The
so-called ‘Material perpetrators’ are the users who are publishing the content, while platforms are
responsible for making it visible,

The use of borderling content is among the categories of tactics used by violent extremists to
evade moderation that were identified by the Institute for Strategic Dialogue (S0P in a paper funded
by and produced for the Global Intemet Forum to Counter Terrorisr {GIFCT) website titted A Taxonomy
for the Classif s-Organisational Violent Extrernist & Terrorist Content”

» Use of confidential communication platforms

« Use of restricted chats, Le. satellites, regional, etc.

« Use of sophisticated tools for account angnymization

» Lse of fake news and borderdine content to avoid to be pursued

« Use of borderline content to fund terrorist groups

st Conitent,
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The EUIF is alse dedicating efforts to further explore the use of borderline content o raise funds for
violent extremist groups ontine. The nature of violent extrerist and terrorist financing has changed

N recent years, with Furopol noting a clear upsurge in different financing activities onling. These
activities can take the fom of aowdfunding and fundraising campaigns, the sale of merchandise as
well as influencer activities, such as paid question and answer sessions of Livestreams with income
from advertisement. Merchandise often takes the form of dothing, articles, jeweliery, bags, stickers and
buttons as well as mugs. A key challenge in addressing this type of financing is that this content cften
does not ¢cross the threshold to be considered as illegal. Many activities delberately fall under the
approach of ‘extreme normalisation’, where actors avoid explicitly illegal activities and language o Ccumvent
the removal of the content or the disabling of access 1o it by the intermediary senvice. This also carries the
danger that regular Lsers buy itemns without understanding the context and the pelitical and ideological
significance of the iten Thereby unitedly promoting dangerousty hateful and extrermist ideologies.

Despite being below the threshold of illegality, these activities generate financial profits, account

for legal defence, finance lifestyles of extremnists, and directly finance propaganda efforts leading
to radicalisation and regruitment and in extreme cases serve 10 finance attacks and direct action
against perceived enemies. Detecting and addressing these activities with explicit economic purgose is
important to curb the financial profits of actors fuelling viclent extremism and to minimise the risk of
{stochastic) violence and terrorism,

Post organisational violent extremism and use of borderline content

The Institute for Strategic Dialogue (1SD) shared with the EUIF a ‘Taxonomy”, which refers t¢ the Lise of
borderline cortent with a conceptualisation of post-organisational violent extremism.

&
Borderline content: conceplualising post-orgonisational violent extremism

As shown In the table, across the case studies reported by 15D in the report, they identified three broad
catecories for the classification of content:

« Instructional material, which cortains guidance on operational aspecs of terorist and violent
extremist activity. This includes guidance on the planning and perpetration of attacks, as well as
guides on cormbat drills, fitness and non-violent activism such as sticker campaicning.

« Ideclogical material, which is designed 1o specifically further a violent extremist or terrorist
world view, This includes key texis and lectures which provide the thegretical underpinning for
a terrorist or violent extremist cause, and which provide explanation around why the world 5 a
certain way

« inspirational material, designed to reinforce a violent extremist or terrorist mind-set,

This includes a wide range of content which is designed to elicit a reaction or response in the
radicalised mind and material intended 1o provoke hatred towards a particular group of peonle
or pride and suppaort for a particular cause. Notably, this cateqary of conterit is the least well-
defined in the existing literature,

7 d, § Guki W B -Orgamsations! Vielant Exti t & Tewrarist Contant,
oithwronier orgsnisationa-leroiat-conteniipdf
8
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Terrorgram

1SD provided examples of content defined as part of the so-called Terrorgram’, which referstc a
network of Telegram public channels created by white supremacists and which became a hub for
violent extramist activity. In its analysis of the contert spread within Terrorgram, 1SD observed not onty
violert content produced by groups such as Atomwaffen and The Base, but also, in & largest armount,
content fitting under the category of ‘non-group affliated” and ‘non-violent inspiraticnal material’,
such as

= White supremacist music and & vast-array of user-created memes which convey racist,
artisamitic and misogynist ideas or celebrate axtreme right ideologues.

« A vast amount of cultural material, and material relating to sex, gender and the family,
including Ristorical photographs, photographs of “traditional” locking beautiful women, and
nictures of classical art, at times superimposed with inspirational slogans designed to reinforce
a white supremacist world view, such as ‘embrace tradition, reject modernity’ {common
features of fascist thetoric as identified by Umberto Ecol. Importantly, such apparently innocuous
images were shared i the context of cormmunities which actively advocate for extreme viglerce,
itustrating the role which non-violent content can play in reinforcing a violent extremist mind-
set, and suggesting that such material could be an indicator in certain croumsiances of more
concerning activity within a community,

Exomples of content indentified in Terrorgramy’ E

S fhiden
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GIFCT: defining borderline content in relation to
violent extremism and processes of radicalisation *°

The term ‘bordertine content’ is by its nature subjective, and most often used to denote a range of online
nolicy of cortent areas that have gverlap with tenorist and violent extremist activities. Given the calls

to build out processes that address borderling, 1t is important to provide a mere nuanced understanding
to the tvpes of content that fall under scope of ‘borderine content’. If the parameters of borderline
content can be better defined, stakeholders will be able to better identify what potential actions can and
should be taken to miligate the risk of online harms at the periphery of tenarst and viclen: extremst
exploitation ontine. Bringing horderline content to the fore of muliistakeholder debates in and of itself
highlights that this secter has advanced ..,|gn|ﬁcan1£y_

Previously, cross-sector forums convened to highlight the most cbhvious examples of tenorist exploization
ontinie. However, as efforts by GIFCT member companies™ and tech companies willing to corme to the
table have evolved, 50 too has a more nuanced discussion about content that s harder to defing, but
seermns within the realm of scrutiny for wider efforts to combat radicalising influences towaids violence,
Borderline content can be, and has been, concetved of in two ways,
» Academics and researchers tend to refer to borderline content as content usually protected
by free speech parameters in a democratic environment, but inapproonate in public forums
12, ‘borderline llegal’, or lawful but awful 1#
» Tech comaanies tend to speak about borderline content as content that brushes up against
a platform’s policies for violating content Le, ‘borderline violative’ but is not clearly
violating a policy.”” Importantly, the literature on borderline content is overly reliant on tech
olatform definitions without a carrespending inguiry into how the term should be defined and
what types of content would or should fall into scope ™

These two categorisations for borderline content are related. It is broadly agreed that although borderdine
content is not always technically illegal, it still has the patential to cause hamm. Subsequently, there is
pressure for tech cornpanies (o better understand and take appronriate action on this type of content,
whether that is by removing i, taking other maoderation actions, or ensuring it does not receive undue
algorithmic ontimisation reaching mass audiences. While dernocratic governments have deemed that
ceriain segments of speech should be legally protected through the creation of legal framewaorks, tech
companies have recognized the harms that can arise from speech that is legal but problernatic and
harmful in the context of a particular public debate. Tech olatforms therefore often largely address any
borderline illegal’ TVE content through their policies.

L0 i Irternet Forum Handboak on Borderdine Content Anw fredback, ausstinns, or comments can be emailed
1 Micalie Hu

11 iteria in order fo fully Fregrate with GIFCT efforts,
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To betier assess the state-of-play on how tech companies are addressing borderline TVEC, GIFCT
outlined the primary online content and policy areas of its member companies that are most often
asseciated with such content.'™ These policy areas are both often considered ‘bordertine illegal in
different circumstances and represent areas where tech companies’ policies have had to become more
robust in comparison with offting or real world legal guidance. These include: hate speech; anti-refuges
sertiment; stereotypes and dehumanisation; symbols/slogans and visual indicators asscciated with VE
groups, meme subculture; misinformation; inciternent to viglence; anti-immigrant; weapenry/instructional
raterial; violent, graphic, gory content; populist hetoric - nationalism; anti-govermnment/anti-EU; anti-
elite: and political satire.

These sti-themes have come Up in ongoing conversations at the EU intemet Forum, within GIFCT
thermatic Working Groups,'® and within the Christchuich Gall 1o action. These content policy areas

have notartial overlap or relations o terorst and vislent extremist content and wider processes of
radicalisation. However, these topics exist far above and beyond the scope of terrorism and violent
extrernism in many ways that have ne relation to TVEC or processes of radicalisation. As a reminder,
research has shown time and time again that there s no one causal factor to an individual radicalising
towards violence, and many have argued that the passive consumgption of terrorist or violent extremist
related rmaterials plays a minor role in the overall process of radicalisation.!” For any measures affecting
content moderation policies and legislation should consider human rights ahjectives in enswing that
actiors taken are legal, oroportionate, and defendable

Building off acadernic insights by the Global Network on Extrernism and Technology (GNET), borderline
content types can be mapped onto the following policy areas and TVE tactics.*®
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Borderline Content Sub-Theme Policies
and Use in TVE and Non-TVE Cases'®
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Researchers and practitionars in this field continue 10 see the adversarial shift that when targeted
nolicies increase on definable terrorist and violent extremist content (TVEC), bad actors decrease overt
viclating speech on that platform and replace it with ‘borderline violative' content to evade moderation.
Terrorists and violent extremists are aware of platforn policies that may decrease their abidity o
disserminate particular forms of content. Accordingly, these actors often knowingly oroduce comtent

that comes close to, but does not viclate, existing platform policies 1.e, ‘borderine violative content’.

The Global Network on Extremism and Technology {GNET) has produced a number of insights that
demonstrate how bordesline content can function as a strategy that some TVE entities employ o evade
detaction or restrictions in online spaces.

1. Borderline content ailows for the ‘softening’ and mainstreaming of extremist beliefs to avoid
censorship and moderation?

2. Populist racially and ethrically motivated extramist groups ozerationalise borderline content
on social media to dilute thelr message and pursue inaeased ey :tment of ‘non-aligned’
individuals

Experts acknowledge it is necessary 1o provide parameters (o the term ? Given the adversarial nature
of terrorism and violent extremism online. it is important 10 acknowledoe that bordertine content bkely
will not be accurately addressed by a static set of paraneters. Content that is considered inappropriate
or bordettine changes in different political, cultural, and temporal contexts, which must be taken into
account when attempting to take actions on this type of content. *

EUIF review of Analysis
and definitions of Dehumanisation

In her study called ‘Heroes and Scapegoeais’, researcher and data analyst Lisa Kaatl identifies targeted
toxic lanquage, dehurnanisation and conspiracy theories as means to create conceptions about groups
of people as enemies: threatening, mall icious and of lesser value. These concestions may serve 1o justify
conternot, discrimination and viplence >

As chserved by Kaat, the term ‘hate speechy’ s often used 1o cover different forms of expressions that
spread, ingite, momote or justify hatred, violence, and distrimination against a persen of groun of persons
fand, in this case it is illegal in EU Member States). However, while most definitions of bate speech

share some common elernents, alternative terminology such as ‘abusive language’, ‘toxic language’,

and ‘dangerous speech’ have been introduced to either broaden or 1o narrow the definition. The term
‘dangercus speech’ s wsed o desaribe commurication that inspires violence and thetorical echnigues
such as dehumanisation, protecion of an in-group, and threats towards the purity of a group?®

i Alterrigtive UK's ._;.'J[ur_._-JS’)' 2,
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While providing example and trends on the use of toxic language by viclent extremists, Kaatl explains
that the reason for using different terminclogies is the need o differentiate llegal hate speech from
tegal expressions of hate or aggression toward certain groups, while still acknowledging that the latter
may also be harmful.

I the context of prevention of terrorism and violent extremism, & key pariner of the European
Commission is the Christcmlrch Callto Acté@n’c net\vr‘- k. Fc‘-ﬁecialw on bOrderliﬂp comfent leadi wg o

IRSNONSes 10 d@humaniﬁing speech and discourse. As observed by CCAN arad £ l‘ wistohure i“'a parmerf:‘, i
recent meetings, terrorist attacks such as the one in Christchurch and Buffalo in 2022, as well as the
ISIS genocides of Yazidi people, were all preceded by the dehumarnisation of an cutgroup. Dehumanising
spesch or language md_. EP‘ describing a group hased on a protected atiribute as bislogically subhuman
{‘cockroaches, ‘miz:mh&s T narasites,” ‘vellow ants’), mechanically inhuman {logs,’ paakages
‘enemy marale’), or supematurally alien (devils,” “Satan,” ‘demons’). Dehumanising discourse portrays
a protected group as wcHt iting, despoiling or debilitating society or presenting a po wormi Mmenace ar
existential threat to sodisty {e.q. conspiracy thearies like the Great Replacement Theor

I March 2022, CCAN distributed a request for information to all members of the Christchurch Call,
including tech companies and govermnments. Based on the replies, CCAN suggested measures 1o reduce
the spread of dehumanising content orfing, as part of the Call's commitments,

According to CCAN, dehurmanisation provides a valuable framework for policy for the following reasons

« Dehumanisation is distinct from hate speech because it aims 1o lower an audience’s moral
reflexes towards a particular group by removing thern from the human farmily,

« It is more readily apparent and definable as conduct than concepts of disinformation, hate
speech oF extrermism on their own,

« it provides alasting framework that can respond 1o changes in 'iisccv iwse and targeted grouns
gver time. It explaing how a range of’groe& s hased on race, religion (ncuding no religion), gender,
gender idertity, disability and other protected attributes are dehu “man;m;a;d through hate speech

and cumulative discourse,

From the responses received, members of the Call {except for Twitter) did not have explicit
policies or responses to dehurmanizing speech. Under half of the respondents had civil laws that could
nenalise dehumanising language or discowrse orovided it met specific threshalds in their legislation. OF
those examples, the bu irdden remained largely with the community to bring forward complainis,

28 Full report on the TCAN
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All respondents had criminal laws that could penalise dehumanising language or discourse if
it met the thrasheld in their legisiation. However, CCAN ohserved great variations in the threshoids.
Some laws only apply to direct attacks on individuals online rather than direct or cumulative attacks
on group identities, Debumanisation through discourse, such as disinformation, may riot meet the harm
threshold, CCAN therefore asked that the Call create space 1o discuss nolicy responses and definitions
for dehumanising speech and discourse. This would elevate the perspective of terrorism victims and
strengthen the prevention-focused efforts of the Call
The Call may wish 1o recogrise;
« The serial or systematic dehumanisation of an out-group identified on the basis of a
protected characteristic s a form of violence, an attribute of TVEC and a driver of viclence.
« Partraying groups through curated information as polluting, despoiling or debilitating society
or as an existertial threat to society is a powerful form of dehumanisation.
« Dehumanisation aeates rvisk for targeted groups, society, and democracies,
Levers for enforcement need 1o be carefully considered In any response.
Recommendations from CCAN:
« The burden of enforcement should not remain on targeted communities.
« The response should protect cornrmumities (not only individuals) and cover cumulative harm,
= The response should prioritise non-carceral aporoaches that are fit for purose.
« Relevant decision-makers must have encuch independence and scope o consider
all cortributors to dehumarnisation
» Human rights diligence by c¢ivil sotiety needs to be encouraged.

16 EUINTERNET FORUM

846
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_007548

CONFIDENTIAL TREATMENT REQUESTED



Categories of borderline content in relation
to radicalisation and violent extremis

Racist, anti-migrants and antisemitic content

Member States reported about the increass In antisemitic messages and
posts dentified online and called for better moderation of this type of
content, even when the content is illegal hate speech, but its ilegality is
SOMBtimes d1 frcult to assess or to relate 1o viclent extremisrm and terrorism.
Messages against both Jewish people dftd the state of lsrasl were detected,
often with dehumanising, hateful messages bU”‘?OF’[Od by conspiracy theories
against Jewish targets. An example of jsgli"if T‘latlﬁﬂ narrative targeting
O alte epoca, site imsle - o . - ;
mifitare, snesss] Jewish people s the denial of the Holocaust coeration’ by
Wﬁm“’m*’ Jewish run media. Jewish people are often ug >ed asc Lapegea 5 and blamed
v for all major orisis, including the COVID-19 pandemic and the war against
Ukrainge. A number of Mernber States pointed at Vikontakte as platform where
many anti-Semitic nosts were identified,

The use of disinformation and manipulation technigues
is also poputar among anti-migrant users, Recently,
disinformation aﬁainft migrants was used o legitimise
violence and killing of South American migrants. A
woman called Romana Didulo, who self-declared herself
as Queen of Canada, put out & message to her gver
48,000 Telegram followers telling thern that ‘illegal
migrants’ trying 1o oress the United States to then enter
into the courttry “should be shot on sight’ ™

Humour is often used by viclent extrernists to dehurmarise or express hate against migrants, especially
those of Muslims background, and political opponents. it makes the detection and moderation of such
content by tech olatforms more challenging.

An L Member State provided an analysis of
systermically screened and categqorized extreme
right-wing claims, collected between 2018

and 2020, and proves the movernent's ability

1o monitor and frame political and discursive
opportunities and place weas inonling
communities. The Member State Informed about
interactive forrmats such as music, Hfestyle, and
video games that have the potential to influence

28 dmage pr 30 authorities,

) K Pic quote: screenshot from GAnen Gueen Romana Didulo's Telegram,
31 Article o
32 Inage pr by authorities for the scope of drafting this handbook.
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younger audiences in a negative way, These formats ensure visibility with attertion-grabbing and
entertainment-focused content, and become digital repertoires of contention for individuals or groups
that oppose a public decision they consider unjust or threatening. Results show that it is commen for
5 selected by extrernist groups to be in the grey zong of dlegal and legal conternt.

The German project ‘Control Propaganda Online: Develgoment of Crime Prevention Tools to Cub
Extrernist Propaganda and Hate Messages on the Intermnet’ funded by the EUSSF provided the following
examples of Efmie:i; e contentt spread by violent extremists to radicalise &

HNCE 1980

Here are some examples of posts against migrants, Muslims and Jewish people identified as borderline
content in relation 1o violent extremism and adl “alisation by German authorities

Al

Remove Kebob' s a slogan used in Istamophobic memes online, which
calls for deportation or even killing of Muslim pecple. Its origin comes
from a Serbian music video cortaining anti-Mustim propaganda during the
Yugostavian civil war. The slogan and the image of \;oiai iers playing the
accordion are used in memes and in quotes on ontine profiles. Christchurch
attacker, Bremton Tarant, wrote 'Kebab Remover’ on the barrel of his rifie
as amessage to the extreme right-wing image board scene

-

German authorities also identified the use of Echa/Echoing and triple
brackets as an anti-Semitic meme. which consists in a word being
between the three brackets branding what is between them as Jewish,
For example, the sentence You know ({((whomi)) | mean..” img El{‘: that the
antisemitic author is speaking of Jews. In the hereby examples, purely
textual and a graphic variants of the meme are used. inthe ﬁrsz one,

the triple parenthesis is applied within an antisemitic post on Twitter 1o
denigrate Angela Merkel as a Jewish conspirator. The example image
below also uses the anti-Sernitic Hapoy Merchant meme.

ded by German auth

vities for the scope of draf
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Countrybotlls/Polaondbol! are very widespread memes mainty used
re. As shown in the acror*maﬁ\,/éng TGS,
untries with
kind of meme is often used 1o comment on current
Hoht-wing
extrernist references. in this specific example, the right wing extremist
s the negotiations on the refuges
n the Machreb countries and Germany as a tug-of-
ra detonated bomb
written on it 0 this case, Tunisian migrants are

as form of political caricatur
the drawings consist on balls representing different o
stvlised faces. This
notitical events and does not necessarily have

violent 1

aroup Junge Altermative NRW depict
agreermnent betweer
war between ‘Germanyball and Tunisiaball ove
with ‘Islamismus’
deceptfully defined as teronisis

Borderiine {:c‘;ﬂt@mt targeting Jewish people, Muslims
and rigrants can also be found represented in
"amc”r randising, of*m sold to ralse money for terrorists
net violent extrem Nf« ‘ZOG s the acronym for Zionist
Ocu pled Government’ it refer to a far-right conspiracy
theory reflecting the idea that the govemment is
controlled by Jews.

JWO s the acronym for Jewish World Order, the

antiseritic version of the New World Order conspiracy theory, Clammiy eiac g SIngE womng

government will be lead by Jewish people.

Redacted

Redacted

NOW' is the acronym for 'New World Grder a
conspiracy theory that argues that a shadow elite is
trying to implement a totalitarian world government.
During the Covid-19 pandemic, the conspiracy theory

gained new supporters claiming that this ‘world
government’ is achieved through a manufactured crisig
with the intention to exert control over citizens.

Redacted

Merchandise that ir

iciudes the following terms or slogans

(not exhaustive) should be analysed

closely to assess a link o viclent extremist ideology or conspiracy thegries:

« Mo white quilt

» Save Bees rnot Refugees

849
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Covid-19 crisis-related borderline content

A4

i a number of EU Member States, disinformation on vaccines

ard the role plaved by governments in preventing the spread of
COVID-19 were disseminated by extremist groups Lo reinforce
their propaganda against public figures, govermments, mainstream
media, as well as Jewish people and migrants, who were often

Re d a Cte d blamed for the crisis.

Conspiracy theories claimed the vaccines were going to kill an
entire generation, or that people were being enslaved and forced
to vaccinate against their wilk.

In some cases, violence perpetrated in the West against
authorities was incited and glorified by violent extremist online.

b

The Radicalisation Awareness Network (RANY" reported on how the COVID-19 pandemic and
measures against its soread and their impact on populations, created an opportunity for new dynamics
of developrment of violent right-wing extrerrism {YRWE). Utidlisation of the ‘corona-aisis' became

typical of various forms of violent extremism and terrorism in a clobal scope (ncluding violent religious
extrernisim). The specific threat of VRWE is characterised by vancus forms of vielent behaviowr (so-
called corona hate arimes, violent demonstrations and riots, discussions about terrorist attacks, etc.) and
by the interconnection of VRWE with a broader spectrum of mass protests cver responses to the
COVID-19 pandemic and with mass propagandist campaigns on new social media channels,

The most important challence connected with VRWE in the EU during the corona-crisis is cornected

with mass violent demonstrations and unrest. With the aim to mobitise people on the streets, right -

wirig] extrernisis/viclent right-wing extremists use the mass spreading of fake news and conspiracy
narratives in combination with capitalising on the frustration and depression of many pecple {caused
by the impact of anti-COVID measures on their daily lives). The core of the conspiracy narratives

used remains relatively consistent. it is adaptable to new trends and events in the pandemic and the
mreasures raken o prevent these narratives from spreading. These narratives ae not typical only of
RWENRWE but are also soread within left-wing [érermist and religious extrermist mitieus. Stitl, the wle of
viclent right-wing extremists in the EU is the strongest in comparisan with other variants of extremism.

The conspiracy naratives widespread in the EU are connected with the spread of corsoiracies on & more
global scale (ncluding QAnan, with origin in the United States). They are supported by anti-EL actors,
mastly by Russian governmental and pro-Kremiin forces, with the aim to undermine the authority of the
EU and its Member States. The most important RWE conspiracies related to COVID-19 (19 arer
« COVID-19 15 a Chinese weapon against the West,
» COVID-19 was created as a tool of global elites and the ‘deep state’ (represented by Bill Gates,
George Soics, ‘Brussels elite’, etc), or even the “Jewish elite’ widespread with the aim to
-Earn money from masks™ and vaccnation {also the big pharmaceutical industry
should be involved in this conspiracy),
-Eliminate the Western population (and 1o replace "raditional citizens’ with migrants),
or take control over free dtizens (microchips invaccination),
= The use of the 56 transmission towers narrative for the spread of COVID-19 (20} canbe
added as a subsidiary conspiracy. Amti-pandemic measures are misused Dy governments and by
glebalists to destroy small entrepreneurs and to create a dependent population

sing Crises biow viwe exploit covic#12 pardemic CR2021L enocf
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How conspiracy theores, disinformation and dehurmanisation can lead to violence

The most important violent right-wing exiremist activities in the EU connected with the COVID-19
g:n‘;anc‘jemia. were in 2020 and 2021 and corsisted in rnass viclent demonstrations and unrest orgarised
by violent extremists with the intention of gaining media attention, mobilising their own supporters
aned strengthening their political position. Speeches, r“mi 05 and argumerts supporting violence included
elements of fake news and conspiracy narratives.™

Violerce olays a symbolic role in the following ways:
A4

« For viplent extremists to show how through viclent
activities they are able to recruit and radicalise
common people who did not oreviously belong to
extremist milisus,

» The capability to organise viclent activities Re d a Cte d
strengthens the self-confidence of farright

rrilitans,

« For some young peaple, videos with clashes are an
mspzration for SEm%Ear hehaviour.

« Serigus threats towards politicians and experts
who were considered as responsible for governmental measures (or who publicly defended these
measues) were posted online, including by people who did not belong to extremist mitieus, but
were successfully influenced by narratives spread by violent extremists.

From the parspective of VRWE development, the era of the corona-crisis in 2020012021 can be
characterised by
Specific hate crimes and vielent mass protests related to COVID-19 and countermeasurss.

» ?emamaw dominance of other tonics in some countries for local VRWE scenes (BLM protests,
clashes of victent right-wing extremists in Poland with opponents of the anti-abortion law,
anti-police protests in France, etcl.

» Deenening of giohal interconnection of chats and webs with conspiracy narratives, fake news
and hate speech with the potential to radicalise viclent right-wing extremists and terrorists in
the future.

Member States provided examples of borderine content on COVID-19 used by violent extremists to
radicalise and recrult new cadres,

Various excerpts from popular series and Alms are regarded as
oarticudarly icoric cult moments” within the network culture and are
alse used as such in memes. Even within the online subculture of the
Ale-Right, these iconic excerpis are often reused and manipulated to
send extremist colitical messages and propaganda. The samgple imace R d t d
is from the US sitcom Friends” and shows one of the main characters e ac e
wearing & skull half mask, which refers 1o actors of the violent
right-wing extremist white power movement AtomwafFendivision,
The caption of the merme refers 1o extramist political violence. The skull
mask was also seen at recent violent protests and is a nod to extremist
underground meme commurities.

43 Jor PAIVE
erig C:E\./,.C:./,.l enpdf
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Other EU Member States observed the involverment of new actors, mainky with no previous tinks to the
extremist speciium, in anti-vaccnation and anti-COVID measures disinformation campaigns which led
to viclence. These actors can be linked to the new wave of anti-constitutional exirernism observed in
several BU Member States active on several social media platform and communication senvices.

How right wing extremists use disinformation campaigns

Ir the following table, the Radicalisation Awareness Network provides information on the major
conspiracy theories developed and disseminated by fight wing extremists 1o sow mistrust and, in some
Cases, incite 1o viclence against democratic governmants and rstitutions, mainstream media, political
cpponents, as well as against the members of specific cultural and religious milieus and migrants, whid
are deceptively described as ‘elites’ or ‘enemies’,

&

Radicalisation Awareness Network

THE GREAT REPLACEMENT

= Civil war; - Defeat evil;
- Polarisation; - To provide psychological comfortte
- Pivide and conquer; their confusion in a complex world /
. Dehumanise; understanding confusing reality,
. Sense of identity; - Restore an enchanted world,
. Keep the "traditional” community; . Trump pres|dency.
- White ethnostate.
1
- Peopie who experience a sense of - Alt-right / patriots;
boss / grieved individuals; - Ordinary people (methers and fathers;
- Working class; men and wemen);
- The supposed "elites”; - Faople who are wrestling with the
. Consarvatives. complexitias of the world: searching
far meaning
Li
. "We are under attack”; - "The elite ruling Is the evil” [
- "It is now or never” / “We have to “Everything you know is & lig”;
defend curselves”; - "Good, ordinary people are victims";
- “Destruction of traditional Family is - *Your situation is the product of
3 reason for dedine of EU populations”; Iintentional plans by others™;
‘.E“ . “Immigrants are invaders®; - “Your liberty is under threat”,
6 K "Mistrust of mainstream media”,
B 1
i % - Influencers ( self-prodaimed political | [+}
L figures / academics / journalists; . Alterpative madia;
i "_m'. - Terrorists [ axtremists; - Individuals daiming te be “red-pilled™;
- Religious leaders; - Influencers;
§ Alternative media; - Echo chambers / every follower is a
. Sodal media bots; messenger.
. Aocelerationists.
Li
Fringe platforms: Gab, 4chan, 8kun; . Large social media platforms;
§ - Mainstream platforms: TikTok, - Fringe sodal media platforms;
Reddit, WhatsApp, Telegram; . Memes / live streams;
i . Print media- stickers and pasters; - The Dark Web.
- Eive streams / video games)
» Real-life events.
1
- Political action: Change the system - Spread the message;
Froem the inside [/ overthrow of - Prokest / niot;
CErnmEnt; - Prepare for violence against immmeral
a Hase awareness [ protesting, ather / prepare for martial lav,
° Promote conflict of Lruth / violence;
. Fest- il ling

U IB4TES
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The focus of the table s on QAnon and the Great Replacernent. It provides insighis into the objectives/goals,
the types of message sent, the target audience, the platfams and media used to spread the messacges, and
the type of actions that violent extremists spreading these conspiracy thearies are calling for,

Amplification tactics used by violent extremists: the superspreader of borderline content
leading to rodicalisation and violent extremism

Online actors responsible for the widespread distribution of harmful content are often defined as
superspreaders. Often widesoread propaganda campaigns disseminaiing malicious content are
tricoered by a small group of users. An example of superspreader activities is discussed 1 an
article published by Canadian McGilt University®' in Montreal, which refers to a report by the Center for
Countering Digital Hate (CCOH), The Disinformation Dozen'. The report reveals how dozen misquided
influencers spread most of the Anti-Vaccination Content on Social Media. its main takeaway is
that two-thirds of anti-vaccine content shared or posted on Facebook and Twitter between February |
and March 16, 2021, can be attributed to just twelve ndividuals. Twelve. Let that sink in,

Exarnales of the types of decentive messages sent out by these superspreaders include claiming that
vaccines make wormen infertile or that they have killed more people than the disease itself,

This modem antl-vaccination movement i led by well-financed influencers who have accumuiated a
sizeable following on sodal media platforms, where, in some cases, fear spreads more easily than facts
and nuance. Among thern are anti-vaccine activists, as well as alternative health entrepreneurs and
physicians. Some run multiple accounts across the different olatforms and often promote ‘natural healthy'
and even sell natural supplements, beauty oroducts, oet supolies or books,

Tactics used by anti-vax superspreaders

Anti~vax superspreaders try 1o innovate their message and sormetimes skirt platforms’ rules by using
secret codes. For instance, instead of saying ‘vaccine,” they may, in a video, hold up the V sign
with their fingers and say, 'If you're around someane who has been' — hold up V sign — you know,

X roight happen to vou'. In other cases, they falsely link a famous persen’s death to the fact that the
celebrity was vacoinated davs or weeks earlier. Some of the influencers even use a strategy called ‘tried
arwd true’ With this tactic, anti-vaccine influencers try to promote some sort of research and data to
foster any narrative they have chosen. They do not seek a logic or scientifical evidence, but evidence
that can justify their assumptions.

Borderline groups

The ftalian anti-vax and anti-green groun ‘horderdine movernent™ called *Guerrieri V_V’ {alive
warriors}, active online with the label 'V_V’, was intercepted and investigated by the ttalian oolice
on online platforms such as Telegram. The group was accused of disseminaiing viclent propaganda
against political figures on social media platforms in a ceordinated manner. Vislent attacks and
language were used by the group against people expressing opiriens in favour of the vaconation
campaigns and 5G. Threats and aggressions were glornfied and amplified on platforms, especially

on Telegram, but were not automatically removed by all platforms, because they did not meet the
thresholds to be considerad hammful or illegal.

47 Jarry
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The “V_V' movement, was investigated by the talian National Police for intruding in an onling
rmeeting held by the lacal public administration of Trieste on 'GoTaMesting with images of t-shirts
bearing the toge of V_V' and cther defamatory and precatory sentences with an anti-vax and anti~Covid
measures orentation. A group called ‘Bloceo Est Europa’ (East Europe block) was also intercented
oriine by the talian police on Yelegram for sharing racist and violent cortent with messages referring

to racial hate. Antisemitic messages and glorification of Hitler were intercepted, alongside hatefui nosts
against public institutions and law enfor rcement and gender-based hate speech. Videos of suicidal and
rurdered women, especially voung ones were identified. Training on the use of weapons were detected
on the groups’ onling '"haran@ls aret profites. Not all this content was freated as ilegal or inrelation o
violent extremism and tarrorism.

Lastly, the NGO ISD, inits report 'Profiting from hate’, provided examples of how borderling content
referring 1o the COVID-19 pandemic and vaccines was spread onling 1o radicalise and raise money for
violent extremist groups. Here are some visual examples bearing COVID-19 disinformation.

From $18.28 Fromm $1.38 T

Pro-Kremiin borderline content

50

Since the breakout of the war of agoression aganst Ukraine in 2022,
\/ioient axtremist groups have been using the conflict to radicalise and
ecruit users onlir 1@ As reported by Member States, borderline content,
T dmlv disinformation, is Esﬂmq sed by pro-eemlin users for disrupting
society and fosterng anti-Ukraine sentiments.

Some FU Member States have informed about the activities of so-called
‘horderling’ cyroum ofter defined as ‘anti-system’ violent orotesters and
Redacted conspiracists with links to violent exsremisim, who were ‘spreaciing arti-
vax m-,mf,at-\'cw o inCite viclence against governments. Law enforcement
agencies and experts revealed how these same grmupﬁ are now
disseminating pro-Kremlin disinformation propaganda often

with reference 1o xenophobic-racial content, 1o sow ha‘t@ ar

viplence against specific targets (the BU, the West, NATO, lewish peoole,
Ukrainian migrants).

24 EUINTERNET FORUM
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Examples of deceptive content identified by Member States usually refer to the following allegations:
« NATO (and EU) spread{s} propaganda
s i
= Russia’s so-called [ special operation’ 1= an act of peace

sian invasion is not an invasion

« Russia does not attack diies and civilians
«Ulkrainians are fascists
» Ukraine's oresident is controlled by evil Zionists

Fakes and disinformation by borderline groups’

51

e use of fake photos and videos, in which the either the
istence of a war is denled, or where Ukraine Is desaribed
1 the initiator of the conflict and blamed for war orimes. In
hese arcormpanying images, mro-Russia users claim scenes
ortraving Ukralnian victims are fake,

gnspiracy theories ang fakes were identified on a number

R e d a Ct e d 5f platforms (such as Vkontakte, Telegram, TikTok, Facebook)
anct they usually refer 1o

« Revisionist ideas disseminated o sow anti-West
Sertiments

« Disinformation and conspiracy theories about
Ukrainian refugees

« Main anti~-European narratives: EUMNATO will drag
s into the confiict

Eastern-European EU Member States reported of the activities of gro-Kremlin influencers spreading
disinformation about the war of aggression against Ukraine,

influencers gnd dedicated websites identified in the Czech Republic

An example of a pro-Kremlin
influencer active in the Czech
Republic is Nela Liskova, self-
oroctaimed ambassador of separatist

Donetsk People’s Republic in the
e a ‘ e {zech Republic, who was identified
for posting disinformation about:

» Alleged Ukrainian fascists,
» EUand USA acting as nefarious
entities against Russia.

» The UN ignoring the so-called
genocide of Russian minarity
in Ukraine by the Ukrainian
Governmert,

¢

THE HANDBOOK OF
N RELATION TO V

8 NE CONTENT @ 25
NT EXTREMIGM

855
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_007557

CONFIDENTIAL TREATMENT REQUESTED



Examples of websites spreading pro-Kremibin disinformation narratives in the Czech Reoublic, which are
notentially leading towards violent extrernism are:
BProtiproud, with content related to common disinformation nanatives, such as:

» The Russian invasion is an act of neace.

« Ukraine is a boil which must be removed.

E Tadesco, which has soread fake news about
! alleged US biolabs financed by US MaD on
Lkraine,

Former politicians are spreading narratives
on alleged Ukrainian fascists using banned
phosphoius armmunition in Kyiv. The same

politician clreumvented the EU ban on Russia
e a c e Today (RT) and shared pro-Kremilin unverified

information coming frorm RT an social media
platforms.,

Romanian authorities confinrmed that
borderiine content related to the Ukrainian
cenflict identified in Romania usually refers
to revisionist thetoric and anti-Eurcpean/anti-
mmigration narratives.

Romanian autherities identified a series ¢of revisionist ideas spread by pro-Kremlin extremists, especially
on Facebook, such as:

«Ukraine is an artificial state’.

- ‘Lost territories like Ukraine must be reannexed’.

«Ukrainian migrants are fillegal”

» ‘Bl gnd MATO have created the conflict and will drag Eastem EU countries into i1
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Under the German Project ‘(ontrol Propaganda Online:
Development of Grime Prevention Tools to Curb Extremmist
Propaganda and Hate Messages on the Intemet’ online posts
linked to the war against Ukraine that could fall under the
definition of berdertine content were identified.

An example was provided which was shared on Telegram in
July 2022, The title of the post in Gemman is 'Der Krigg gegen
Russland wird unter der Dusche entschieden’ {the war agains:
Russia will be decided ‘under the shower'l A text is added to
the picture of the president of Baden-Wilrttemberg region, MP
Kretschmane, reading "I vou shower for two minutes instead
of eteven, you save 80 percent of the energy vou need for

the shower. [...] Now it really degends on evervone’. A cormment reads: ‘The Spatziemac’ (referring fo
Spaetzle, a dish tvpical of Baden-Wirttemberg) — a cormparison between Chinese dictator Mao and

Winfried Kretschimann,

56
Hate speech has two 'traveling companions’
- disinformation and media manipulation.
Russia's war against Ukraine demonstrates i

the deadly effect of hate speech, as it
nas served 1o dehumanise the opponent, e a Cte
in this case the legitimate, elected

government in Kyiv and the wider Ulkrainian :
populatior.

Once the foe is dehumanised, soldiers on
the battlefield do not fight another person

like you and me, but rather a lower-ranking group. A EUvsDisinfo analysis ¢arried out by
the EU Extemal Action Service (EEAS) in the EU shows now a one-time Russian president
Dmitry Medvedev used Telegram to spread hate speech in the form of claims that

‘alt Ukrainians should be wiped fromn the face of the earth’. And apparently, it is not the
first time that Mr Medvedev has riled the followers of this Telegram channel amounting to
incitement of violence and justification of war crimes.

THE HANDROOK OF BORDERLINE COMTEMT - 27
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This gutburst represents the summation of a rarrative of dehumanising and vilifying ali
Ukrainians, equating them to Nazis and calling for their eradication in a manner that can only
be described as genocidal. ™ Language matters and words spoken with such unbridle hatred can
lead to very real and very tragic consequences for the people in Ukraine, And those who dare 1o
speak such words must be held to account in the same way as those who pull the trigger,

used the 'Russophobia’ argument 1o explain away any Westem criticisms or counteractions
The pro-Kremlin disinformation ecosystem in 2022 revamped the #5topHatingRussians sodal
media campaign, slinging baseless accusations of Westem atlempts to cancel Russian culture.,
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The use of irony and memes

Although the limits of humour can be debated in many different ways and
consequently it is difficult to find a consensus as to where those limits lig,
the use of rony and memes in the online dimension s nowadays matier
of concemn. This can be explained with the fact that any meme can

be exploited by entities or individuals interested in disseminating hate
speech or extremist code messages that cannot easily be labelled as
violer extremist

Memaes stir up emotion and generate strong reactions. Usually, creators
of mermes use neologisms, metaphors, slogans and fixed phrasal
expressions. Abbreviations as part of informal lancuace are alse
emaloyed n memes o convey meaning in as little words symbols as
possible.® They encourage attention-grabbing over slow-buming
systermatic, contextualised thinking. Nevertheless, borderline content and
mermes have heen used by right-wing extremists to mask the content or
the champicning of some biases with ridiculous representation. The aim
is to present thelr views or ideslogy in a format that eludes the policies/
rdes imposed by social media platforms, communication services and the
iegisiative framework. They have promoting ideas throuch ‘'memes’ that
seerm nofiensive but that in fact spreads a xenophobic, homophobic,
ethnic/religious intolerant ideas.

Aostudy led by the italian Police, discovered that usually these peonie use
confidential communications platforms and restricted ¢hats (so-called
satellites, regional, etc.). Moreover, they utilise sophisticated tocis for
account anonymisation, fake news and borderline content to avoid
being pursued,

Furthermore, research in Romania revealed that many memes are being created as ‘jokes’,

but the images contain extremist beliefs and are aimed 10 spread hate speech. Usually encountered
on Instagram and Facebook, this type of content s popular amoeng teenagers and young adults as the
followding examples shows.

Historical footage of armed forces combined with racist jokes

is @ popular Imtemet merme amondg nght-wing extremists, but
chviousty not all memes with piciures of the arrmy must be
considered as right-wing extremist. They must always be read in
context. The use of these memes by violent exiremists s a subtle
atrerpt to proveke humour and shift a socially acceptable
discourse towards extremist right wing contexis. The example
image suggests that one soldier tells the other to load his
machine gun with Jew memes - a reguest among right-wing trclls
to flood the current forum discussion with antisemitic jokes.

58 Image provided by Romanian authorties for the establishment of this handbocic
80 SR j
Livers

vy in Selected Mermes on Social Mecia,

A Pragmatic Analysie of the Discourse of Hurnoar an

61
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Borderline content linked to the Bratislava attack

A manifesto released by the perpetrator of the terrorist attack (shooting)
carried out on a LGBTIQ friendly bar in Bratislava, Slckaviaon 12
Ceotober 2022, was disseminated across multinle ontine platforms, While
there is a dear terrorist and violent extrernist motive behind the attack,

violent extremist content, he also used borderline content {especially in
his manifesto) and technical means to amplify the reach of his grline
posts without being detecied.

The NGOG Tech Against Terrorism® found how tinks to the manifesto
were originally shared on Twitter by an account Bkely owned by the
perpetratorn, leading to coples on six separate file sharing platforms. We
have since identified copies of the manifesto in multiple other entine
SPACES.

The content posted by the perpetrator s defined by Tech Against
Terrorism a5 ‘heavily antisernitic, racist and homonhebic dhetoric. In the
context of antisemitism, Tech Against Terrorisim noints at content ‘that
incites violence against what the user refers to as ‘the jew maching,
which is a keywaord probably referring to the tech industry’. The hashtags
used in the perpetrator’s tweet are: ‘#hratislava #hatecrime #oavbar
#hratislava’ Escalation of the posting and network analysis of the manifesic was observed in the 48
hours after the attack. As explained in the introduction, while the inciterment to viclence or hatred based
on race, colour, religion, descent or national or ethnic origin is considered a aiminal act in the EU (see
EU framewark decision on combating certain forms of expressions of racism and xenophobia®™), tech
olatforrns do not always have the instruments and policy in place to clearly define and determine which
antisernitic and racist content can lead to violence.

Spread of content

The Slovakian Council for Media Services published a report providing an analysis of the propagation
of the content related to the enline attack. According to the repert, fror April 2021 to June 2021,

the perpetrator tweeted exclusively in English and used coded language {o post hateful content
{consisting mostly of antisemitic and anti-Black narratives, which, in several cases would be illegal,
but are not always identified in relation to violent extrernism and radicalisation). A few months later,
on 17 November 2021, he mentioned forced vacdnation’ and suggested causing hamm to the pecpie
implementing vaccination golicies. Similar conspiratorial thinking was later mentioned in his manifesio,
which he shared during the day ¢f the shooting.

Redacted
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The attacker's second perind of tweeting activity included hateful and axtremists memes, tweets using
antisernitic and racist slurs, and positive comments about other far-right ’[FBI'I'O?’iS’[ attacks.

From August 2022, more urambiguously hateful and '\'ioE9nt content was posted alongside pictures

of himself in from: of the LGBTIO bar where he would later carry out the attack and the house of the
Slovak Prime Minister According to his manifesto and m“mr"rmmaimn ondchan, these oictures may
have beer some sort of memaorabilia of him planning the attack. While the contertt posted during this
time began as mainly antisernitic and anti-Black hate speech, it expanded in Septermber to include more
anti-LGBTI{ content.

65

Redacted

News of the attack was quickly greeted with staterments supporting far-right violent extremists and
terrorist networks, particularly on Telegram, where in some instances the pwr petrator was described
as a new Saint’. In some other onling spaces popular among Far-right extremists, the response was
negative, with users questioning the motive and operational purpose of the at*ack TAT analysis of
contert on the perpetrator's Twitter profile since Septermber 2022 showed frequent references o neg-
Nazismn, alongside heavily antisemnitic, racist and homophobic rhetoric

Shortly after the attack ook place, Tech Against Terrorism identified 32 unigue URLs hosting the
marifesto online, spread across 17 different platforms, categorised as messaging, forum, and file-
sharing platforms,

As eported by Tech Against Terrorism, the manifesto was originally uploaded on six file-sharing

olatforms and linked on Twitter In the manifesto, the author Stdi;ﬂ that they would delibe a-tel" target

file~sharing platforms: ‘in case of early failure of my operation, these words get out to people’ It s

highly Likely that they believed hosting the manifesto on fle-sharing platforms {such as Filemail.com,

Zippyshare, filessafe walfuhunterclub, delegaornoe, Mediafire and Anonfiles) would ensure longevity
and discov emi* lity of the content.

r\r

isiove Shooting Report on the role of ordine plaiforms, p. 7

NE CONTENT @ 31
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The Bratislova manifesto: borderline content ond memes

The manifesto sets out the author's geals, motivations, inspirations, attack planning, and personal

identity. The document specifically cites the perpetrators of several far-right terrorist attacks as

inspiration

&5
r B . Antisemitic content shared by the attacker on page 9 of his
L, MAHRET manifesto, under the section titted ACCELERATE refers 1o key
coded language such as Z0G, lemiming theory: The only way
towin, 1s 10 tear down this rotten System. Tear down the
200G Then, offer an altemative for the people, and those with
brains will jump the ZOG ship before it sinks into the cold
depths. First, vou must urderstand the lemming theory.
Mo one explains it better than the mar who created it
Witliam Luther Pierce.” And calls for violence against Jewish
neaale: ‘Whatever you dedicated o destroying Z0G. Not to
attract the approval of average people - it dossn't matier.
What vou must do, is weaken Z0G’s hold on the populace,
by any means necessany.
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Or page 37 of his manifesto he refers to the so-called ‘reality
pill’ clairning "Take the reality pill Instead of blackpills and
whitepills, focus on reality. The blackpill is thinking that all is
doomed; that ZOG has already won; [.] The blackpill is thinking
that our Race will never see victory. The whitepitl is thinking
that we persenally, will see victory. The reality pill is realizing that our children will see victory.

We, the oeople alive at this morment, will not live 1o see the fruits of our work,

On page 43 of the manifesto. the pemetrator refers 1o Russian policy and its far-rght scene and how
Russia, according 1o him, managed te pass from Bolshevism to being "W h!tt; paradise

&7

And he goes on referring to muttiple well-known
antisemitic myths claiming Jewish people are

Hike X, do you? responsible for mass migration into Furone, for controlling
govemnments, introducing the Covid-19 vacdine, promating
LGBTIQ rights, pornography, for controlling the media and
the emertainment industry, social media networks {the
document includes references o Instagram, Twitter and
TikTok specifically}, the financial system, and for allegedly
spreading ideclogies such as Marxism and Progressivism.,

The Slovakian Council for Media Services provided sorne examples of content glonfving the attack, which
i5 stifl available i some eases, on major onbne platforms. The Counctl roports about cormments made by
TikTok users on news stories related to the attack, These comr -1<--nl praised te attack, albeit implictly,
anid showed suppart for the attacker through the use of spechic signs,
by those who are native to 4chan or Bchan
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Examples of commaents:
W streler (w the shooter)
Wowhich on these olatforms means ‘win/winney’

Sigma: a peeudo-scientific construct of the hyper masculine alt-right dencting a particular type of male
behaviour (successful, highly independent, intelligent). In effect, ‘sigmas’ are an equivalent of lone
/o8, As reported by the Slovakian Council, currently, the hype; masculing alt-right, best represerted
by the likes of Andrew Tate, is obsessed with the personality of Patrick Bateman from the movie
American Peycho which, according to the community, best describes the qualities of ‘sigmas’.

r both cases, the cortent becomes Hlegal only after a careful analysis and assessment (considering
that one has the knowledge to do so).

The Slovakian Councll for Media Services confimed how borderline content featuring emojis and
slang represents a formidable challenge for both regulators and social media platforms. As noted in a
report by the Councll released in cooperation with Resef, pre-ermotive content moderation systems are
simply unable to detect, and consequently rernove, such content which significantly contributes to the
spread of harmful/illegal content onling 58

Anti-LGBTIQ and anti~feminist content

hc LGBEIQ COMIMUNTY nﬁm FEn 'mé Serious CONCEms aLUL \'IO[PHFQ lor ﬁcd and 0 ailed Er,f wi Lhn orline
incel communities, re\,ealeng an increase in onling references to inflicting violence and using degrading
language against wornen on dedicated incel forums. Moreover, manifestos posted online by perpetrators
of the Buffalo and Bratislava attack contained misogynist language and mess s against women and
ferninism, as well as against LGBTIQ people.

Member States have underlined the presence of incel symbcels in violent extremist content, including a
‘chad’ (aloha male) portraying Breivik (ses image in the following pages). The Radicalisation A‘»/areﬁrasﬂ%%
Network (RAN Practitioners) has also organised everis and provided materal 1o support practitioners
working on POVE on how to deal with violent extremists within the incel community® Singe 2014,
muttiple public viclent incidents {i.e., mass-shootings) have been tied to incels in the United States and
Canada, Elliot Rodger & ear old man, murdered six people and injured fourteen more in Isla Vista,
Califormia, before killing himself, Before he died, he posted a long manifesto and several videgs on
YouTube detaiting his hateful worldview and membershio to a nascent community of incels. Since then,
dozens more victims have been murdered by self-proclaimed incels around the world ™

In 2019 the peroetrator of the extremist right wing terrorist attack in Halle, Gemmany, on a syrnagogue
defined himself as incel and blamed low birth rates in the West on feminism, He also linked this
phenomenon to mass immigration, a clear reference to the 'Great Replacement’ canspiracy theory.
Likewise, the marifesto released by the perpetrator of the Hanau terrorist attack is riddled with
conspiracist thinking and misogyny, with several pages titled Topic Womer'. The attacker highlights his
frustration with women, stating he had not been in a relationship for the last 18 years,

nd Reset, The Bratisiava Shocting Report on the

cel phenomeanorn’

70 fi ohere. Exposing poihways o % e harms the wermen and chil L Center for Countering
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The outcomes of the RAN Communication and Namatives (C&N) Working Group meeting held in dune
2021 omthis subject revealed tat the incel community s mainly present anline on dedicated website,
such as incels.is, now incels.co, as well as on mainstream sodal media like YouTube, Facebook and
Twitter and less regulated platforms fike dchan and 8kun. Several incel forums and paces were banned,
ncluding a nurmber of sub-Reddits, due to their hamnful content. ncel forurms are frequented throughout
the EU, especially in Germany and country-specific themes can be found in the naatives they use, such
as the ole of height and race.

The RAN working group dentified three levels of violence within incels 1o which relevant keywords can be
associated:
= Personal violence: self-harm and suicidal ideation are common amongst incels. For example, the
term LDAR, or ‘Lay Down And Rot’, is freguently used on incel forums. Moreover, getting self-
help or seeking mental health support are discouraged amongst incels.

= Interpersenal violence: incels are frequently encouraged 1o take others with thern if they are
going to harm themselves, Le. that f they commit an attack, this shauld alse harm cther
individuals. Moreover, wornen are harassed by incels both online and offfine. An examnle is
‘Chadfishing’, where an ingel noses as a 'Chad (Le. the steregtypical handsome alpha male,
according to incels) to get a date with a woman, but their true intention is to scom and mock the
wornan, The 'Chads’ they pose as are also targeted by putting down harmful texts under their
fake profile (Le. 'I'm a convicted child molester']. This way, incels can prove that itis indeed only
the tnoks that rmatter for & woman that would still want to date such a person.

« Societal violence: violence aimed at sodety through mass shootings, for examale intended for
attractive women. Within the incel community, these mass shooters are often idolised and seen
as examoles, Moreover, elements of gamification can be found on incel forums {Le. scoreboard
ranking of perpetrators).

The RAN looked into the incel pheromenion from a Prevention and countering violert extrermism (PLVE)
oerspactive. It was confirned that there are links between certain parts of the incel movernent

to {other! tyoes of extremism, therefore it is iImporiant to try fo understand how these seople are
nteracting online.

Arti-LGBTIQ content posted by violert
extremists was chserved by Member

States. In Romania, this tyoe of content

s usually created by ultras groups™

and uitranationalists {individuals or
organisations} and can be found not only

on fringe platforms, but also on major ones
tike Facebook and instagram. These types of
messages are posted all yvear round, but see
spikes in activity during June (Pride Month).
Here are some visual examoles of anti-
LGBTIC and misagynist contert.
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Member States provided information about the
so-called Chad-Meme, which stems from the incel
subculture and is in some cases used in right wing
extrernist milieus to glonfy peroetrators of tenonist
attacks (see Breivik's chad-meme in the image).

The meme represents an exaggeration of this mascultine
figure. The character depicted is called Chad.

His disproportionate body stikes a hurmorous pose and
gestures awkwardly, In Breivik's example, the image is
integrated by explanation of the reasons why he should
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be considered as a winner.

Merchandise with slogans containing the term
‘Groomer’ should be analysed closely (¢ assess a link
to discriminatory narratives against LGBTIQ and trars practitoners working with children. The temrn
i5 Used 10 justify hate, discrimination and viclence against the LGBTIO cormmunity by claiming that
mernbers of the community pose a danger to children. It implies that contact with children can lead to
these chitdren ‘hecoming gueer’. The term is also used in the context of comparing homosexuality 1o
child abuse. its uses can include:

«'OK Groomer’

» ‘Hey, Groomer! Leave those Kids alone!’

= ‘Ston giving groomers access to your children’

The term ‘roastie’ is slang used by the incel community to target and disparage sexually active wormen,
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Use of borderline and viclent content within online incels communities

Researchers”™ from the Center for Countering Digital Hate eleased a report in Decernber 2022 called
The Incelosphere. Exposing pathways into incel cornmunities and the harms they pose to women and
chiidren, which is based on the collection of all posts from the most popuiar subforum of the incel forum
incels.co, posted from 1 January 2021 1o 7 July 2022, leading 1o the creation of a dataset of 1,183812
posts. The outcomes of this work revealed an alarming high presence of harmful misogynist content
and a strong link between incels and violent extremism.

Authors of The Incelosphere repart of a man being charged in July 2021 with illegal possession of a
modified AR-1LS type assault rifie with a suspected ‘bumgp stock’ attachrent that woultd allow for rapid
fire, and one count of atternpting to commit a hate arime relating to a plot to ‘slaughter’ women at an
unnamed Ohio university, Whilst media outlets stated only that the perpetrator ‘had been active or incel
websites’, members of the website under study suggested that he had posted on their site under the
alias ‘Oedipus’.

The dataset reveals that the incel forurm consists of a small number of active members with interest from
a rmuch larger number of visiting users. So-called power users (previously described as 'super spreaders’)
in the incel forum share an average of 235 posts a day and spend around 8 hours a day online.

Forum posts reveal promotion of extreme hatred, rape, pedoohilia and mass shootings:

« (ver a fifth of posts In the forum feature misogynist, racist, antisemitic or anti-LGBTIQ
language, with 16% of posts featuring miscgynist shurs,

» Forum mermbers post about rape every 29 minutes, and examination of discussions of rape
shiows that B9% of posters are supportive.

« Posts mentioning incel mass murders increased by 58% between 2021 and 2022

« Analysis of the 'tags’ applied to discussion threads on the forum shows that over a third are
tagued with topics promoting expressions of anger or despair over members’ incel status. Just
5.8% are tagged with topics promoting a more optimistic outlook.™

SRR S i A R Most linked sub-reddits were

- pfineeiTenr is the most linked 1o subreddit also Iderified in the report
Top 10 subreddits by number of unigue links S E T e

{see table below). The report
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what are the current measures
in place to prevent the spread
of borderline content

Legislative and voluntary approaches in the EU

The EU bas established a series of legisiative and non-legislative actions 1o address the threat nosed by
the use and soread of disinformation/misinformation and hate speach for malicious purposes.

Voluritasy agreements, codes of conduct and oractices, as well as legisiative measures were taken in
the EU to reinforee the cooperation between governmaents, civil society and online companies to curb the
spread of illegal and harmful content. Hereby we will focus on the actions taken at EU level to prevent
the dissemination of harmfud but lawful content that can lead to radicalisation and violent extremism.

The voluntary/cooperative approach

The EU Internet Forum

The EU internet Forum (EUIF} launched by the Commission in Decermber 2015, addresses the misuse of
the intemet for terrorist purposes through two main strands of action:

« Reducing acressibility to terrorist content online

» Increasing the velume of effective altemmative narratives gniine

Enhancing the fight against child sexuat abuse onling, was added to EUIF's area of activities in 2019,

The EUIF is instrumental in pushing forward a rumber of initiatives addressing the European Union
and industry response 10 teronst attacks with an online dimension, On content moderation, the EUIF
has taken a pragmatic approach in providing suppaort to the industry on how to best identify cantent
referring to fracmented, hard-te-define ideolagles and legal but harmfut content that can lead towards
raclicalisation. Armong the actions taker so far in this context are:
« The EUIF involvement in the creation of Europol's EU Intemet Referral Unit (EU IRU) which flags
and refers terranst content online to online platforms.
« The establishment of the EU Crisis Protocot to respond to the viral soread of terrorist and violent
extremist content ordine.
» The development of a list of viclent right wing extremist graups, syrmbols, and manifestoes
aimed at faciiitating online content moderation for industry stakehelders to respond to the

chiallenges posed by Violent Right-Wing Extremisnt's (VRWE} presenice online.
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The EU Intermet Forum has commitied since 2020 to look into the effects of algorithmic amplification of
TVEC and borderdine content on the user joumey towar::jS radicalisation,

Actions taker:
» Two workshops and a study 1o understand the ootential negative effects of the use of
atgorithrnic amplification to spread TVEC and borderling content
« Guidance o tech companies on identification of borderding content and tactics used to spread it
through this handbook
« RAN Stratcorn workshop to find Stratcom solution to the risks posad by the misuse of new tech
and algerithmic systermns
» Cooperation with intermational partners
- Co-tead of Christchurch Call workstreamn on algorithmic amplification and positive
nterventions
~Members of GIFCT working group ontechnical approaches, which also addressed the impact
of algorithmic amplification spreading borderline content

The Ewifiat?ve of Pftabibhmq this handbook originates from the outcomes of the two workshaps held in

o subject, as the automated amplification of borderline content has been identified
as pamm iarly prohifﬁm tic, due 1o the lack of clear quidance on I a@shoi"tq and definitions, which makes
it hard for online platforms to moderate this content and prevent i from being recommended,

The legislative approach

The Eu Digital Services Act

The Digital Services Act (DSAY® is a horizontol instrument applicable to providers of intermediary
services offered in the European Union. Seeking to create a safer digital space for all, the DSA =ets rules
on the ccnte £ moderation practices of onling platforms, in particular the removal of illegal content, and
their interaction with freedom of speech. It also creates a stror “t(ﬁ]@l‘ public oversight of onling platforms, in
J(:UU(UE:]Y for platforms that reach more than 10% of the EUs population,

Which providers are covered?
Under the DSA, the obligations of different enline players match their role, size and impact in the online
ecosystem:
» Intermediary services offering network tnfw tructure: rtermel access providers, domain name
registrars, internet service providers, cloud services, messaging, marketnlaces, or sacial networks,
« Hosting services such as cloud and web hosti

—

services, including also:

- {Online platforms bringing together sellers and consumers such as online marketplaces, app
stores, collab economy platforms and social media platforms.

-Very large online platforms (VLOPs and very large online search engines (VEOSFs) pose
particular risks in the dissemination of Hlegal content and societal harms, Specific rules are
foresean for those VLOPs and VLOSEs reaching more than 10% of 450 million consumers in

All ondine intermediaries offering thelr services in the single market, whether they are established in the
EU or outside, wnEi have o comply with the new rul s Micro and srnall companies will have obligations
oroportionate to their ability and size while ensuring they remain accountable. In addition, even if micro
and small companies grow significantly, they would benefit from a targeted exemption from a set of

ohiigations during a transitional 12-manth period,
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How will citizens benefit from the DSA?

The DSA will create a safer online experience for citizens to freely express their ideas, communicate
and shop online, by reducing their exposure to illegal activities and dangerous coods and ensuring the
piotection of fundamental rights.

Some of the DSA obligations relevant for the scope of this handbeok include,

- Effective safeguards for users, including the possibility to challenge platforms’ contert
mederation dedisions based on new obligatory information to users when their content gets
removed or restricted,

« Wide ranging transparency measures for online platforms, including better information on
terns and conditions, as well as publicly available transparency reports on the algorithms used
for recommending content or products to users.

« New cobligations for the protection of minors on any platform in the EU,

« Obligations for very larce ontine platforms and search engines to prevent abuse of their
systems by taking risk-based action, including oversight through independent audits of
their risk management measures. Platforms must mitigate against risks such as disinformation
or election manipulation, cyber viclence against women, or haims to minoss online.

These measures must be carefully balanced against restrictions of freedom of expression,
and are subject to ndependent audits.

« New provisions i allow access to data to researchers of key platforms, in arder to sgrutinise
how platforms work and how online risks evolve;.

» The liability rules for intermediaries have been reconfirmed and updated by the
co-legislator, including a Europe-wide prohibition of generalised monitaring obligations.

The code of practice against disinformation

Maior online platforms, emerging and specialised platforms, plavers in the advertising industry,
fact-checkers, research and civil saciety arganisations delivered a strengthened Code of Practice on
Disinformation following the Commission's Guidance of May 2021.

The strengthened Code of Practice on Disinformation™ has been signed and presented on the 16
June 2022 by 34 signatories who have joined the revision process of the 2018 Code.

The new Code aims to achieve the objectives of the Cormmission’s Guidance presented in May 2021, by
setting a broader range of commitments and measures to counter online disinformation.

The 2072 Code of Practice is the result of the work camied cut by the signatories. It s for the signatories
to decide which commitments they sign up to and it is thelr responsibility to ensure the effectiveness

of ther cormmitrments” implementation. The Code is not endorsed by the Commission, while

the Commission set out its expectations in the Guidance and considers that, as a whole,

the Code fulfils these expectations.

Signatories committed to take action in several domains, such as; demonetising the dissemination
of disinformation; ensuring the transparency of pelitical advertising, empowering users; enhancing
the cooperation with fact-checkers: and providing researchers with betier access to data.
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The code of conduct on countering illegal hote speech online

The Framewark decision (Z008/3 13/ HAEY of 28 Novernber 2008 on combating certain forms and
expressions of racism am.i Aerlophui na s the legistation addressing illegal hate speech in the ELL

To prevert and counter the spread of illegal hate speach onling, in May 2016, the Commission agraed
with Facebock, Microsoft, Twitter and YouTube a ‘Code of conduct on countering illegal hate speech
onting, as defined by the Framework Decision,

Throughout 2018, Instagram, Snapchat and Bailymotion took part o the Code of Conduct, Jeuxviden.

corn in danuary 2019, TikTok in 2020 and Linkedin 2021, In May and June 2022, respectively, Rakuten,

Viber and Twitch announced thelr parti ion to the Code of Conduct. The implementation of the Code
of Conduct is evaluated through a reqular monitoring exercise set un in collaboration with a network

of grganisations located in the different BU countries. A common medwdoiogy is used 10 test how the

signataries are implementing the commiiments,

Und@; the Code of Conduct on hate speech®™, the signatory 1T cormpanies committed to the following
activities which are relevant in Elqh.of d;._,rupuﬁg gconomic activities that represent or promote
dangerousty hateful and extremist ideologies or actors:

« Rutes or Community Guidelines clarnifying that they prohibit the oromotion of Incitement 1o
viplence and hateful conduct,

= Intensify cooperation between themselves and other platforms and social media companies o
&l wha nce best practice sharing.

The European Observatory of Online Hate Speech

The European Ohservaiory of Online Hae® is one of the most recent projects addressing online hate,
supported by the Furcpean Commission’s Rights, Equality and Citizenship Programme awarded by the
Commission (DG Justice). The project is being nrpifﬁxren*rd by & consortium of 4 partners with a proven
track record of successful implemertation dﬁd impact The project i= being brought 1o e with Texigain
in the lead, and in cooperation with Dare To Be Grey, Hogeschool Utrecht and .’-JC[_,b.

fundamental nature of th{-} dynam;cs m* orline hate how hate manifests itself, the connections
between the perpetrators and their influence as well as disinformation strategies. This investigation
will involve the collaborative development of a monitoring tool using cutting edge Al tools developed
by Textgain® The chservatory is monitaring 15 social media platforms and providing early detection of
hate speech/disinformation for all 24 European languages (+ Arabic, Russian, Turkish and more).
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Applying definitions of borderline content in relation
to violent extremism into policy guidelines

The FUIF selected examples of EUIF tech companies’ guidelines and terms of services, of
unacceptable harmful content and disinformation. Such efforts alm at preventing the spread not only
of ltlegal content, but also of ‘harmful but lawful’ content that can tead to violent behaviour. For the
scope of this handbook, we have selected the content addressed in the guidelines that can lead to
radicalisation and viclent extrernist behaviour By providing these exarmples, the European Cormmission
(EUIF) does not intend Lo endorse these companies’ content moderation practices, but rather to share
examples of best practices in defining of borderline content leading 1o violent extrermism and
inform about companies” activities an that frort. Further raference and analysis of tech companies’
intemal existing policies is also provided by GIFCT, in relation to GIFCT mermber platforms, in Annex.

Discord’s advanced community management

Discord guidance to content moderation includes reference to most common hateful sturs and
expressions that should be moderated by the platform and i is divided into two groups:

1. Racist Terms

» Jap: Used during World War I when the Japanese were in rtemment camps in the US, this tem
was a derogatory way US citizens referred o Japanese people and is heavily considered an
ethnic slur against Japanese people;

« Gypsy/Gypped: Both to refer to ‘Gypsy’ the people, and o be robbediconned in the form of
‘aypped, this is a term specifically used as an ethnic slur against the Romani people. While it is
used in legal contexts, the words have slowly been brought out of use due to 1ts common Lse as
a slur historically.

« Chink/Ching Chong: Chink has been historically used as a slur against peaple of Chinese
descent, and sometimes even Asian decent widely, with ching chong mocking the language of
the Chinese which is commenly used alongside chink.

- Triple Parentheses, also known as ({{echoh): This is a very uncommon but recently used
syrnbol 1o denote someone of Jewish origin, typically in a way to target or harass them. This
symbol is used to single Jewish people out by commuunities and places a target on their back for
thelr religion or ethnicity, and should net be tolerated.

2. LGBTIQ Specific Slurs

«Dyke/Lesbo: A term griginated as a slur against more rasculine-presenting lesbian women,
this term has been reapgropriated by its community into being a cormmon slang temm to refer
1o lesbian women. While some peopte would not mind being catled a dyke, it should be made
aware of its possibie negative downsides for people who rmay be uncomfortable with the term,

» Thing: Specifically inreference to pronouns, the use of ‘thing instead of a user's preferred
oronouns, used o usually modk a user's preferred way of expressing their gender identity, is
commonly used as a way to invalidate or minimalise trars/enby people.

» Fag/Faggot/Home: All terms used to refer to gay peonle, and all heavy sturs with the irgention
of belittling and attacking them. These words are also commonly used in the real world when
they are attacked, and should not be taken lightly.
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» Trap: A term that originated from anime, this word is in reference to men who dress as fermales
and look female-presenting, and "trap” heterosexual people into having an atiraction o them.
This word has been used out of its original contexts as a stur to transgender pecple. as if their
existerice 1s 0 ‘rap’ or U‘I('_'k people arcund them. Not evervone finds this term offensive. |t
should be evaluated as to whether it deserves moderation on & case-by-case basis,

Whi[e sOmMe Jf hnf e terms may be o Ear i certain spaces (such as gaming, it s important to

Meta

Meta does not actent any type of degrading and dehumanising speech in its platform. The platform
defines attacks as violent or dehumanising speech, harmful stereotypes, statements of infariority,
expressions of contempt, disqust or dl"T‘l =d[ cursing and calls for exclusion or segregation. Moreover,
any tyoe of harmiul stereotynes, which Meta defines as dehumarising cormparisons that have hiwlﬁfi(d“\/
been used {0 attack, intimidate, or excl de specific groups, and that are often tinked with offfine violence,
are prohibited.

Meta also prohibits the usage of slurs that are intended to attack people on the basis of their
characteristics. Howsver, the social media recognise that 5“9(4)59 sometimes share content that
cludes siurs or someone else’s ha' speech o condern it or raise awareness. In other cases, speech,
udling slurs that might ctherwise violate their standar fif can e used self-referentially or in an
sowering way, Thelr policies are ;,Eefs,lgneci to allow room for these types of speech, but do require

neapie to clearly indicate their intent. If the intention is unclear, the content may be removed.

Furthermore, Meta has a policy on not allowing posts that target a person or group of people
fincluding all groups excent those who are considered nor-protected grot -ps {ifﬂami*ert as having carried
out violent crirmes or sexual offenses or representing less than half of a group) on the basis of their
aforementioned protected characteristic(s) or immigration status with:

= Violent speach or support in written or visual form.

» Dehumanising speech or imagery in the form of comparisons, generalizations, or ungualified
behavioural statements (in written or visual form) to or df:}m

« Arimals that are culturally perceived as intellectually or physically inferior or filth, bacteria,
disease and feces.

« Sexual predator or ﬂ*hfﬁrrrir'r‘-inai {including but not limited to thieves, ‘bank robbers, or saying
‘All [protected characteristic or guasi-mot {‘LL(CI characteristic] are ‘ceiminals’).

« Staterments denying exisience,

« Mocking the concept, events or victims of hate oimes even if no real persan is depicted in an image.
Designated dehumanising comparisons, generalisations, or behavioural staterments {in written or visual
form) that include:

« Black people and apes or ape-like creatures or farm eguipment.

= Caricatures of Black people i the form of blackface

« Jewish people and rats and Jewish people n.mnin:;g the world or controlling major institutions
such as media networks, the economy or the government,

» Denying or distorting information about the Holocaust,
Mustirn people and pigs or Muslirn person and sexual relations with goats or pigs.
« Women as household objects or refering to women as property or ‘objects’
» Transgender or norrbinary people referred to as it
« Dalits, scheduled caste or lower caste’ people as menial labourers.
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{ther statements of inferlority, which are defined as:
« Exprassions about being less than adeguate, including but not limited to: worthless, useless.
« Expressions about being hetterfworse than another protecied characieristic, irmia_,sding but not
Hited to: ] believe that males are superior to females’
« Fxpressions about deviating from the norm, including but not limited to: freaks, abnormal.

« Pxpressions of conternpt (in wiritten or visual forml, which we define as: self-admission
irtolerance on the basis of a protected characteristics, including but net imited to: homophobic
istamophobic, ragist,

Cursing, except certain gender-based cursing in a romantic break-up context, defined as:
unt, dick, asshole.

» Referring to the target as qerntaha or anus, including bu rmlr'r‘;%tefzt ok
« Profane terms or phrases with the intent o insult, mdudm: but not limited to: fuck, bitch,
motherfucker.

» Terms or phrases calling for engagernent in sexual activity, or contact with genitalia, anus, feces
or uring, including but not limited to: suck my dick, kiss my ass, eat shit.

Content that describes or negatively targets people with slurs, where slurs are defined as words that are
inherently offensive and used as insulting labels for the above characteristics.

Misinformation

One of the main targets of Meta to tackie misinformation is spetting fake accounts, Part of Meta's
strategy is also to investicate and take down covert foreign and domestic influence operations that rely
on fake accounts. Over the past three years, Meta has removed over 100 networks of coor d na’md
inguthentic behaviour (UB) from ther platforrn and kept the public informed about their efforts
through on their maonthly LEB reports. Meta has also been also cracking down on deceptive behaviour
and found that one of the es to fight this behaviour is by disrupting the economic
incentives structure behind 1 In that regard, the company have built tearms and systems to detect and
enfarce against inauthentic behavicur tactics behind a lot of dickbait, Part of thelr strateqy is also using
artificial intelligence to help them detect fraud and enforce policies against inauthentic spam accounts,

,.....

s

Since misinformation can also be shared by neople in qood faith, Meta hawc built a global network of
more than 80 independent fact-checkers, who review cortent in more than 60 languages. When a
content eviewer rates sormething as false, the distribution | aummatm reduced and conseguently
fewsr people see it Likewise, t adds & waming o label with more information for anyorne who sees it
Moreover, the platform notifies the person who posted it and reduces the distribution of pages, groups,
and domains who repeatedly share misinformation.

When the disinformation is topics Hike COVID-19 and vaccines and content that is intended 1o suppress
voting, the content is immediately removed. On Facebook and Instagram, the company siarted showing
educational pop-ups commecting peosle to information from official sources Hinked to the topic they

wanted to address - for example with COVID, Russian's invasion of Ukraing, or even in some elections in

countries such as Brazd or Kenya
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Zoom community quidelines

To ensure that content considered abusive is removed, Zoom Trust & Safety team includes lawyers and
engineers, as well as data science, security, privacy, product, and various other technical experts. When
a report of abuse is sent, the team receive and evaluate the violations reported from the client, and
rermiove i IF considered abusive.

Zoom defines hateful conduct as a behaviour that promotes violence against or directly attacks or
threatens other people based on race, ethnicity, national origin, caste, sexual oriertation, gender, gender
Adm ity religious affiliation, age, disability, or serious disease, prohibiting any promation of hateful

conducts. Equally, users are not allowed to use their user name, display narne or profile information to
aba.,ss'se of threaten anvone. Accounts that do so may be permanerttly suspended. Moreover, organisations
that promote violence against, threaten, or harass other pecple on the basis of race, ethnicity, national
origin, casie, sexual orientation, gender, gender identity, religicus afhliation, age, disability, or serigus
dispase are not atllowed on the platform.

Mareover, Zoom does not allow hateful inagery, which includes loges, symbaols, or images whose
JUIDG‘SQ is to promote hostility and malice against others based on thelr race, gt hmc Ly national origin,
caste, sexual oventation, gender, gender identity, religious affliation, age, disability, or sericus disease.

The platform qualifies hateful imagery the following:

« Symbols historically associated with hate groups (e.g, the Nazi swastika).
« images depicting others as tess than hurnan, or altered to include hateful symbols
{e.q., altering images of indviduals to include dE‘UrT‘:aUS’LEC features)
«dmages aliered to include hateful symbols or references to a mass murder that targeted a
nrotected category (e.q., manipulating images of individuals ¢ include yellow Star of David
hadges, in reference 1o the Holocaust),

Youtube

YouTube does not allow content that encourages dangerous or illegal activities that risk serious physical
harm or death, nor cortent that intend to praise, oromote, or aid violent oriminal organisations. These
organisations are not allowsd to use YouTube for any ourpose, including recruitment. Lkewise, cormtent

promoting viclence or hatred content that promaotes violence against individuals or grouns based on any
of the following attributes, is not allowed and will be rermoved:

« {aste

« Disability

» Ethnicity

» Gender identity and Expression
« Nationality

» Race

« Irnmigration Status

« Religion

» Sex/Gender

« Sexual Orientation

«Vigtims of a major viclert event and their kin

» Veterarn Status
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jested quidelines

In the following sections, inputs received by Member States and Civil Society o support actions by
tech companies and other stakeholders in curbing the spread of borderline content are presented. This
guidance 15 a coliection of inputs received by FUIF stakeholders.

Definitions, taxonomies
and content moderation

Focus on tactics and behaviour

Commeon best practices recommended relate (o the need of algorithmic transparency and, more in
general to the need to focus not only on content, but also on manipulation tactics used 1o amplify its
spread and to manipulate users.

Recert consultations with EUIF members led 1o the following considerations on how to best develop
actions and measures,

Both safety by design measures and positive interventions need to be adopted in order to prevent
the spread of borderling content via automated systems.

As highlighted thraughout this handbook and In the mesetings held so far by the EU Intemet Forurm,
governments and the industry’s focus on centent is not enough and can bring about major challenges
that could be partly overcome through the establishment of commeon definitions, better complaint and
redress mechanisms in case of removals and the need o preserve the fundamental right to freedom of
speech,

Therefore, preventive measures should take into account behavioural patterns and propagation
tactics used by malicious actors, including manipulation, and include digital and media teracy, critical
thinking and democracy-sirengthening programs (o fosier resilience,

Taxonomies

EUIF members also agread that an atterrpt should be made to reach an agreerent on some definitions
and taxonomies on borderline content leading to violent extrermism, which are essential basics o build
effective measures.

Civil Soclety Organisations should he empowered to compite lists of slurs, symbels, images,
memes (and other forms of harmiful ontine material] for content maderation that comalernent and
build on the efforts of nationatl authorities.

This handbeok is a first attemnpt to provide the basis for the ceation of such taxonomies tharks to the
support of GIFCT and other ovil socety organsations nvebvad,
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Avoid content moderation circurmvention

In its recommengdation developed for tech platforms in Mitigating Content Moderation Circumvention??
on its Knowledge Sharing Platferrm, Tech Against Terrorism raised a point on nuances in extremist
contentt. Therefore, the NGO advises to:

< Improve human reviewers' understanding of trends in ferornist and violent exiremist use
of the intemet, including communication, Spedialist knowledge is required to account for the
nuances i extremist content and reduce the liketihood of false positives and false negatives.
Contextual nuances such as cultural and political specificity, coded language. humous, satie,
and irony are currently hetter judged by humans with specialist knowledge on a topic, language,
cultural, or political situation. This includes understanding new and emerging viclent extrernist
groups, and of local context”

«Introduce a time limet on the validity of jon links for private and encrypted servers and channels,
to allow users to benefit from thern whilst reducing terrorist and violent extremist actors’
capacity to easily store and share them. Though the use of private and encrvoted services should
he upheld, slatforms can strengthen metadata and behavioural analysis of unencrypted
metadata, ncluding names and photos of groups, geographic location, and member traffic.

« 'Develop existing content moderation practices beyond word and hashtag bans, and
invest in advanced automated content maderation tools to better identify lexical varations and
deliberate misspellings of banned keywords and shrases. This includes broadening the scope
of words and phirases banned, as well as induding identifying commaonly replaced letters for
nurnbers, commen slight risspellings, and using plural versions of words. However, Tech Against
Terrorism recommends proceeding with caution when broadering the scope of banned key words
and phrases so as to not compromise freedom of expression.’

= As regards the use that tech cormpanies can make of the Knowladge Sharing Platform provided
by TAT, the recommendation is to regularly update the keywords and imagery listing to catch
new ndicators. Platforms can find TAT' list orthe KSP

84 The TAT full brief is avaiizble on the Tech Against Temorss Knowlecge Sharing
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Standards and support to tech platforms

GIFCT-linked Tools to Support Tech Companies in Countering Terrorist and Violent Extremist Content

There are a range of platforms, particularty smaller or lesser resourced platforns, that may encounter

more challenges when implementing measures and standards o limit the spread of borderline content in
relation 1o viclent exscremism. The following table established by GIFCT grovides an ovenview of existing and
developing tools and practices that tech platforms can use as support 1o thelr content moderation efforts,

GIFCT's Hash-Sharing

Database enables GIFCT member companies to quickly identify,
and share signals, of terrorist and viclent extremist activity ina :mum efficient
and privacy-prolecting manaer Known as perceptual hashes, a hash is a nummerica
represerkation of original content {video, Image, POF, or URL} that cannot be easily
GIFCT’s Hash reverse-engineersd to recreate the ontent. These hashes are added t 0 the database
Sharing Database  with a series of abels corespond e GIFCT database taxonormy™ 1 help ather
wembers understand what con ponds Lo the hash, including content iy
ter

orist entity that produced th i, and 1ts behavioural elements. A GIFCT « nerrun*
can then select a hash to see if it identifies and matches to visually simitar contert on

iheir platform,

.«r:nt\; has bemﬂ o Wi GIECT *o wriﬂ:n Access 1o s

GIFCT & . forsmallerco =rtho¢¢|rq*zi ' -wnm;dclw&ayrrrninilt*mtf‘
Facubya m:dl nlatfor

Terrorist. . smal Or1|,|.
Classifiers

iable @ free apen source software tool it has developed that can
rl***om c.*!-ent.. v copies of images cr vecée-:}s and take action against them en
@550 Hasher-Matcher-Act ey ioptad by a range of companies to
help them stop the spraad of terorist co Ater t Jl‘i ﬁmr platforms, particuiarly of potential
use for smaller companies lacking resources ™ HMA builds on Meta's orevious ooen
source image andl video matching software, and can be used for any type of viclating
content, inciluding to counter terarist and =t extremist content.

Meta's Hash
Matcher Actioner

Eﬂ9 n{‘ develor )ﬁ* b { Lsooo B5 r{?m‘.‘ﬁr’"h a0 dow L"p'TII-"{‘[ e, Jigaax in parr:r'@ers_sﬁi;:}' S
with Tech Against Terrarism anc__ with sugoort From GIECT, this tool ams 1o helphurran
moderaiors make decisions on content fla ’]9:: as ffavrrro s anc {Eeu:Ji Tpst ne '}m

Jigsaw and Tech
Against Terrorism’s

mader;at;nn;mqi_ devalopment w
The Terronst Content Aralytics Platform (TCAP) seels to disrupt terorist uyse of the
intemet by fadilitating the quick and accurate removal of terrorist content.™ It dees
. this Dy alerting terrorist content 10 tech companies when foun heir platformes.
Tech Against this by aleriing terrorist content 10 tech companies when found on their platform

A tearr tracking terrorist migratinn across a variety of tech platforms flag URLS

contai nrr‘u terrarist content o the TCAR TCAP sends alerts 1o tech platforms about
terranist content found on thelr sites and chedks the status of URLs o determine when
congent is remaved.

Terrorism’s TCAP
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Camaaraf'ivaﬁlv larger or higher risk companies may be better able to build more nuanced intemal

srocesses as well as having better capacities 1o create scaled partnerships for fact checking or trusted
ﬂagg: ng. The type of enforcement method and action available to a tech platform is also dependent
on the platform type. Platforms that do not rely on algorithms to curate a user's experience through
surfaces tike a newsfeed or 'search results, are unlikely to utilise actions that reduce visitility either
thraugh downraniking or removing content from recommendations. Further, platforms that do not contain

ser-generated content would be less comtent-focussed in removal or riointm nolicies. Accordingly,
wh le some tech platforms are able 1o utilise a wide rar e of enforcerment methods for borderline
cortent others are conatrained because of the nature of the enforcement options available. Thus, when

considering how tech platforms are identifying and actioning borderline content, i is impartant to
acknowledge that thers will not be a ong-size-fits-all approach or ability.

Demonetisation

Another important aspect that must be kept in mind when developing measures against the spread of
harrnful borderling content is the increasing use of platforms for economic an .,E activities aimed at raising
rmoney for viglent extremist groups. During the EUIF workshop on Violent Extremist and Terrorist
Financing Online participants agreed on a series of recommendations to tech companies o
« Develop, implement and enforce robust terms of services {ToS) or Community Guidelines
orofibiting maticious actors and organisations, brandsftabels, marketplaces or online stores that
engage in activity with inancial gains that promaote, supporis or glonfy dangerous disinformation,
hate speech, racist content, and gender-based viclence and hate,
» Corsider off-platform behaviour when assessing the user behaviow, including external web
orofiles of sellers to judge whether they are likely funﬁmg hate groups and extremists, and
adop it measuwres 1o enable the vertfication and assessmaent of the landing/destination page
of gutlinks to oml.me stores and crowdfunding websites, also using intermnal crawlers 1o identify
those outlinks.
= Partner with {50s to be up-to-date on terms associated with hateful and extremist
ideologies. Consider, abbreviations and coded terms i automated and manual content
moderation

fe

» Consider the meaning of content in the wider context to assess if it promot
hateful or violent extramist ideology or activity,

5 dangerous

« o not allow ads and sponsorships on search terms, content, users and activities that are related
to dangerousty hateful, extremist ideologies and conspiracy theories.

« Aveid actively recommending products, content, sites and users that fall in the above listed

cateqory.
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isk assessments

As highlighted by Member States in the FUIF workshep on borderline contentt in Septenber 2022,
several "halépngec encountered in the identification and definition of borderline cortent, and especially
disinformation, are linked 1o the assessment of the intention. Regarding disinformation, for instance,
it is in some cases difficult 1o distinguish between false information spread with malicious intent and
misinformed opinions.

Challenges are also linked to finding the right balance between protecting users from malicious coment
teading to viclence and the fundamental right o freedom of speech and exprassion.

Ameng the strategic objectives identified by ltaly and other FU Mernber States™ as key actions to curb
the spread of borderline cortent, especially disinformation, leading 1o violent extremism arg:

« The importance of carrying out risk assessments of the content to verify if the information
is false and intentionally misleading. The risk assessment process must be based on specific
indicators conceming the s;i‘S.SES.SMEH 1 of the kind of information, the sources, the consequences
of the dissemination of such content.

« The nature of the threat posed by harmful but lawful content that can radicalise users reauires
an approach at international level that must take into account the needed balance between
promoting users’ safety and preserving thewr fundamental right to freedom of spesch.

« All stakeholders invelved in the EUIF and other international fora must vai\“e full use of tools
they have at disposal to face the threat that borderiine content may pose o our demaocratic
values and to users safety,

The EU Internet Forum and the Global internet Forum to Counter Terrorism will
continue to work together to establish such instruments and quarantee support to tech

cornpanies, especially small ones, also with the ald of Europol’s Intemet Referral Unit and
T@c b Against T@m Fism,

= U Member States should comtinue to refer 1o the EU Internet Referral Unit in Europol 1o
ensure coordination and cooneration between each other and with tech companies affected by
the dissemination of harmful content,

Member States are well aware of the challenges encountered by platforms in the moderation of
borderine comtent, because of the need 1o safequard fundamenital rights, especially freedom of speech,
and because of the difficulty in reaching agreements on common definitions.

a1l These recommendations | illy encorsad by the European Commission

50 0 EUINTERNET FORUM
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tigation measures:
the role of recommender systems

Acrording to FUIF Mermber States, tech companies should focus thelr preventive measures on making
the intermet users, especially voung ones, more resilient towards borderding content leading 1o viclent
extramism, not necessarily through removals, but also by limiting its spread and visibility,

In order 1o prorote betier media resilience among young people, which remain the most vuinerable
group, the Netherdands suggested for online platforms to work more on the prevention of

» Active recruftment on alt tech platforms, which more often there apoears to be an overlap of
different themes, and the rabbit hole effect.

« Addressing algorithmic amplification. one of the mest important enabling mechanisms of the
massive disseminating of borderline content,

As supgested by EU Member States, tech companies should focus on those systems that enable the
spread of b@rde:i;m cortent, such as recommender systemsfcontent sharing algorithms rather than
on removing the (horderline) content itself

It is yet stll unclear how these algorithms work and their effect on the radicalisation process, dug o a
tack of ransparency regarding the way they function. The Ne;the iaﬂds suggested the following points of
focus for future work:
« The Digital Services Act will nro"ide vetted researchers access to algorithms of VLOPS Very
Large Online Platforms). Therefore, it is very imporiant 1o have enough skilled researchers to
untravel these algorithms and ¢ have a shared research agenda at the Furopean level
« Transparency of algorithms is key, but not the only measuwe 1o tackle algonthmic amplification
- mgre measures are needed.
Member States and the Commission can also focus on aeating technical interventions
{together with tech companies) which restrain the dissemination of borderline content;
-{reating {pause) i}utmnﬁ on social srdif% platforms that make it harder to copy and
disserninate {retweet’} borderline content
- Adding more warnings to remind internet users of thelr intemet policies regarding posting
and creating extrerne content,

Policy efforts needs 1o be stepoed up to tackle the role of algorithms in the radicalisation process.

The Crech Republic suggested it is important to contirue the discussion at FU level on disinformation
and oo Dd("sriﬂdd as well as the topic of algorithmic amplification, which facilitates the dissemination of
this content, The Czech Renublic recornmends o turn these dasiuﬁsmns into & genuine effort to draw
practical consequences on the subject, building on existing initiatives such as: a strengthened Code of
Practice on Disinformation or the EU ban on RT, Sputnik and several other media outlets,

The (zech Republic belisves in a consensus on the sericusness of this issue and in the effort to jointly
fnd an eﬁective SQE gion that WO Ed strengﬁ:ﬂmn the resilience and security of Furopean states

While there is a need 1o ensure that algorithmic dm[[ﬂr ation techniques are not used to spread TVEC
and borderline cortent lGa'iiru to radicalisation, multi-stakeholder fora have also locked into ways in
which recommender systems can be used 10 pror mto the dissernination of altemative and positive
narratives that can shift users a{termon away from barmful content. In the context of counter narmatives,
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EUIF has established the Civil Sodety Empowerment Programme ((SEPY? under which Civil
Society Crganisations are receiving founds to implement counter narrative campaigns, Through CSER
the EU is committed 1o capacity building, training, partnering civil society crganisations with intemet and
soclal media companies, and supporting campaigns designed 10 each vulnerable individuals and those
at risk of radicalsation and recruitment by extremists. Such instruments are crucial 10 avoid polarisation
and build resilience among online users against malicious content.

Algorithms can be used for ranking content or to detect and flag hate speech. When £ comes

to the use of algorithms to prevent the spread of offensive speach, a report released by the EU
Fundamental Richts Agency (FRA) in 2022 confirms the very real danger of biased algorithms that may
lead to discriminatony outcomes against protected grouns. The report shows, on the one hend, that

the develooment of bias in algorithms over time, through feedback ipops, risks reinforcing or Creating
discriiminatory practices that affect vuinerable groups disproportionately. Small differences and biases
may amplify over time, if no mitigation actions are taken.

FRA also observed how offensive and hate speech detection algorithms, based on advanced maching
learning methedologies and natural language processing (NLP), still strongly rely on certain terms

and words and contain a variety of biases. Given the sheer magnitude of online content, major online
clatforms have considerably increased ther efforts 1o automatically detect or 'predict’ potential ardine
hatred, and have developed togls to do this. However, such tools can produce biased results for
several reasons.™

Most notably, the level of hatred assodared with different identity terms (e words indicating group
identities, such as Muslim, refugee or Jew) varies considerably across the data and medels that form
the basis of the tools. For example, sentences using the term Jew’ in English-language models lead to
armuch greater increase in the predicted level of offensiveness than the termn Christian’. This leads to
differences with respect to the predictions of offensive speech for different groups. Those differences
carl also tead 1o wrong predictions and classifications.

For the development of the report produced by FRA, several algorithms for offensive speech detection
werg spechically develoned, based on different methodelogies and for different languages - English,
German and ltalian — and subsequently tested for bias. The outcomes show that some terms lead
considerably more often to predictions of text as being offensive. For example, in English, the use of
terms alluding to ‘Muslir’,'gay’ or Jew’ often lead to predictions of generally non-offensive text
phrases as being offensive. In the German-language algorithms developed for this report, the terms
Muslim', "foreigner” and ‘Roma’ most often lead to predictions of text as being offensive despite beirg
non-offensive. in the falian-language algorithms, the terms Muslims', ‘Africans’, Jews', foreigners’,
‘Roma’ and “Nigerians’ trigger overly strong predictions in relation to offensiveness.

On the other hand, terms not usually nked to hate speach may be disproportionally often missed
People exoressing hate speech can easily avoid being detected through simple changing of
words that may be more easily flagged. Ore of the reasons for these results is tat these terms
are strongly linked 1o online hatred captured in the training data’ text datasets including exarmples of
hatred) used for creating the algorithms,

Therefore, FRA recommends assessing potential disproportionate ‘overpolicing’ of certain groups,
and 1o carry out assessments of outputs (algorithmic predictions) with respect to the composition of the
target groups.®

942 Reference link
re-affairseceunpasy

alisalior-awargnes sebwark-rar/civi-5os e ly- e mpowerMent N Qrarme_en

e 13
ertal Righis Agency (FRAL Bias in Algorithms. Adificial inteligence and Discrirmination, Vierng 2022, page 12

53 ¢ ELINTERNET FORUM

882
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_007584
CONFIDENTIAL TREATMENT REQUESTED



The differences in bias in algorithms found in this project differ not only across languages but also across
the tools and methodologies used. Some Al models are based on algorithms that were developed for
general language detection and prediction tasks based on large bodies of text. Such ‘pre~-developed
muodels are needed for speech detection algorithms in many cases. The research found that bias
differed depending on which tools were used,

This rneans that bias is already embedded in predeveloped general-purpose language models,
wiich are often developed by large comparies with access 1o vast amounts of data and computing
power, Assessing and documenting bias in such gre-developed models is challenging in the absence of
full docurmentation and available tests for identifying bias in such tools. In addition, datasets are often
difficudt 1o obtain. This is partly because NLP researchers are overly cautious and avoid sharing data,
oftert because they lack knowledge of data protection rules®

FRA highlight= the need to strive for more language diversity In NLP tools, and calls upon the FU
and its Mernber States to consider building a repository of data for bias testing in NLP. Such a mepositary,
ir conformity with data protection rules, could contain data in all EU languages to enable biases testing

on A continunus basis.™

In s 2020 report ‘Getting the future right’%7 FRA also highlighted the need for further studies of
potertial discrimination resutting from the use of Al systerns. Sorne professionals FRA interviewed for
this report underscored that results from complex machine leaming algorithms are often very difficult
to understand and exglain, This leads to the conclusion that further research to better understand and
explain such results (‘explainable AV could alse help to better detect discrimination when using AL®

The FRA recommends that Article 40 of the EU Digital Services Act, which allows for researchers to
access data from very large onling platforms and very large online search engines, be used to the extent
nossible, to aliow access to data needed for bias and discrimination related research ononling
nlatforms’ conduct ™

FRA is continuing to work on understanding and analysing fundamerntal rights related risks of using
aloorithms and ALY AL the same time, FRA Is investigating auastions linked to online content
moderation with respect to addressing hate speech in a fundamental rights compliant manner !

New ways of cormmurnication through online platforms require huge efforts 1o protect the freedom of
expression and information, as enshrined in Article 11 of the EU Charer for Fundamental Rights, '™ and
the need 1o fight hate speech that s not protected by free speech and may interfere with the enjoyment
of other fundamertal rights.

95
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- Policy recommendations

When it comes 1o the implementation of policy interventions to prevent the spread of borderline content,
it is Imooriant to take into account and 16 avoid possible implications that such measures could have on
fundamental rights.

The EU Fundamen:al Rights Agency (FRA) has delivered and developed orojects focussing on the
dissernination of online hatred against specific targets, such as minorities, religious groups, and the
LGBTIQ community. As regards bordetline content in relation {o radicalisation and viclent extremism,
FRA undettines the importance of considering limitations that may be imposed on mitigating actions, as
they may not exceed those provided for in Article 10{2) of the Eurgpean Charter of Human Rights
(ECHR}, without grejudice o any restrictions which Community competition law may impose on Member
States’ right to introduce the licensing arrangements referred to In Article 10(1) of the ECHRI®

In relation to hate soeech onling®™, which has been addressed extersively i this handbook, it is crugial
to note that freedom of expression constitutes one of the essential foundations of [a demaocratic]
society, one of the basic conditions for its progress and for the development of every man. Subject

to paragraph 2 of Article 10 {of the Furopean Convention on Human Rights), it is applicable not onty

to ‘information’ or ideas’ that are favourably receved or regarded as inoffensive or as a matier of
indifference, but alse to those that offend, shock or disturb the State or any sector of the population.
Such are the demands of that oluralism, tolerance and broad mindedness without which there is no
‘dermocratic society’. This means, amongst other things, that every "formality’, ‘condition’, ‘restriction’ o
‘menalty’ imposed in this sphere must be proportionate to the legitimate aim pursued,” ** in addition,

" tolerance and respect for the equal dignity of all human beings constitute the foundations of a
democratic, pluralisiic society. That being so, as a matter of grinciple it may be considered necessary in
certain demociatic secieties to sanction or even prevent all forms of expression which spread,
incite, promote or justify hatred based on intolerance. ., provided that any formalities’, ‘conditions’,
restrictions’ or ‘penalties’ imposed are proportionate to the legitimate aim pursued 2% As shown inthe
case studies presented in this handbook, subtle forms of hate speech that are not openly inciting to
viclenice nor bear clear links to violent extremnism are being disseminated online,

For Furidamental Righis LINK
7 in the ECIHR fact sheet
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Artirnportant part of this handbook is dedicated o existing requlations and companies’ intemal policies
that may have mitigating effects in the spread of borderdine content leading to viclent extrernism and
terrgrism. In this context, the Institute for Strategic Dialegue in the 2022 FUIF workshop on algorithmic
amplification and borderline contert, has underdined how responses and mitigation measures must take
it account the fact that the borderline content is shifting ~ with the threat less explicitly ‘group’
based and increasingly intersecting with other information harms Uke conspiracy theories. Extremists
are also adopting an ever more {ransnational perspective. These factors, according to IS0, requires
arew generation of responses, which go bevond existing counter-exirernism policy paradigms, This
nctudes:

« Regulation: Consider human-rights based approaches to social media requiation which focus
on systemic risk mi tion and transparency rather than content removal alone, recognising
olatform design issues which facilitate the growth of extremist movements.

« Intervention: Develog the next generation of offline and online interveritions to address these
logser movements and bringing people cut of extrernist ecosystems,

= Prevention: Formulate programmes, including curricula and community inftiatives, required 1o
raise awareness of and build resilience aganst hvbrid extremism threats. Greater efforts should
be rmade to educate publics and develop oritical thinking, including partnering with the private
sector, schools and universities, religious and youth organisations.

« Coordination: Facilitate improved regional policy exchange, recogrising the transrational nature
of these threats, and consider lessons tearmed from mechanisms developed for intemational
collaboration to counter specific groups (e.g. Counter Daesh Coalition),

CCDH Policy Recommendations on preventing the spread
of violent misogynist content

rn the context of preventing the soread of misogynist content leading 1o gender-based violert
extremism, the Centre for Courttering Digital Hate has developed a framework of action called the STAR
Frarnework! for legislative design. The idea behind the framewaork is that all recommended interventions
will be enhanced and ‘mhddé‘i if supported by a robust reguiatory n'ame\.vori\’. CCDH has designed the
STAR framework 1o support cﬁuhai 9ﬁ0f to regulate social media and search engine companies, and
ersure consistency, effectiveness and connectedress for global problems, tike Incels and other forms of
viclent extrernism

The STAR framewaork has four key componerits:
« Safety by Design
« Transparency of Algorithmes, Rules Enforcement and Fconomics
» Accountability to Independent and Democratic Bodies
« Responsibility of Technology Companies and their Senior Executives

i it includes:
» Transparency and enforcernent of a platform or search enging’s rules with sasy complaint
aathways and responsiveness; and

« Independent / democratic accountability structures with real world consequences for both the
comparties and the senior executives in order to sustainably change corporate behaviour
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Conclusion

The information, analysis and guidance gathered in this handbock confirm that the estabiishment of
clear standard definitions and measures to imit the spread of borderline content in relation to
viclent extrernist is challenging due to the different business models and formats of onling platforms, as
well as the need for preventing any breach of fundamental rights, such as freedom of speech.

Nevertheless this handbock intends to provide the basis to reach a cormmon ground of understanding of
the type of content and tactics that violent extremists and terrarists are using to evade detection and
to increase the reach of their propaganda campaigns and narratives.

Borderline content and tactics in the context of the handbook can be summarised as such:
« Content that is hard to identify as illegal or as related to viclent extrenmism and radicalisation
» Content that, despite being legal, can harm and lead to viclent extrerist behaviour and
radicalisation (such as disinformation, conspiracy theories, which can also lead towards
dehumanisation),
» Tactics used to manipulate users and amplify borderline contert leading 1o viclent extremism,
such as algorithmic armplification techrigues that profit from biases in content sharing algorithms.

The involurtary spread of borderline content leading to violent extremism by online platforms’
recommender systems has also been identified as important element for the scope of this handbook.

Information an borderline content provided by Mermber States and Civil Society OQrganisations has
highlighted the predominance of the following categories of either ilegal contenit, which can be
challenging to detect as such, or legal but harmful content;
« Content that targets migrants and specific religious groups, such as the Jewish community and
Muslim people.
» Anti-LGBTIQ and misogynist content.
« Conspiracy theories and misinformation concerning the war of aggression against Ukraine
and the COVID-19 pandemnic {including vaccdination campaigns).
« Anti-government/system content meant to incite viclence.
Recommendations to online companies suggest the need for

« More angd better transparency and risk assessment processes, which will be facilitated with
the implementation of the DSA n the EU, and access to data to trusted researchers.

« Hetter means to identify hate speech and Hnk it to violent extremism

» Better content moderation tactics that go bevond removal and that focus on deranking
and demonetising legal but hammfud content that can lead owards viclent extremist and
terronst ads.

= Better measures 1o avoid algorithm biases that can lead to the automated spread of hate
speech and legal but harmiul content related to violent extremism and radicalisation.

Stakeholders agree on the need to addiess gaps and challenges encountered by tech companies,
especially small ones, and govemments in astablishing common definitions and in assessing when
thresholds in the breach of terms of services and community guidelines are met
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The BUIF GIFCT, and other stakeholders involved in this work, have provided a series of examples and

measures that have been taken so far by both the tech industry and EU Member States to support
the development of future practices that should be discussed and implermented in the EUIF and other

relevant multi-stakeholder networks and fora, The EUIF intends to keep this handbook up-to-date, as a
means 1o continue supporting tech companies in addressing challenges related to content moderation,

& conclusive note by GIFECT

As dialpgues about bordedline contert continue between governments, tech rompanies, and esners
' , derstand the framing of the term the policies and practices being advanced
by ‘tethmi*f}v companies, how ovemment guidance and regulation plays a role, and where
sehiolder parmershing remain audial

Framing The termn bordedline content is buth stbiiective and manifold It denotes & range of anline
policy o content areas that may bave overdan with tencrist and viglent extremiat content o conduct,
processes of racﬁicﬁi‘aat‘cn or activities but are largely legal speech within democratic Tamewaorks,
Koowing that the ten s tsed a8 an umbella for a variety of sib-therme policy areas, s Impartant
o der&,mmi that E.mdr‘y broad stroke staterments demanding a nartodlar action for all borderine
content s 0ot possible. As such, Lnderstarding the range of sub-thenes and related online policies
aroung those sub-theres s necessary.

Folicies and Practices of Tech Companies Locking at the sib-themes that mske up TVE borderding
content across GIFCT mercber compary policies, i 1s clear that lots is already tabing place in terms of
moderation and rermedial actions as outiined n this caper The moore sub-thermes relate o real world
harm, the mare kely clear remmedial actions can and should be taken by tech companies Overarthingly,
the more broadly & sub-theme aligned with controversial opiniors or dawiul but awfl soesdh, the
miore speech was protected. Inmany cases tech companies are already going above and beyond clear
legal guidance *ﬁ%inq Actions on content. Looking al the range of tools available 1o take aciion o
content, larger rompanies will continue to have more human and ooling resoures to take nuaneed
appteaches bas“iei cantent.

Govemment Guidance by GIFCT: The more governrments can define the TVEC related han areas they
are most concemned abous and ¢ he more this can tie o lecal famewarks, the sasier s 1o sncourane
actions by tech companios noa orineipled manner Bven o cases wher content s not remmoved But s
jfy«mraﬂkmj or demonetised by wh companies, there need e be principled policies behind the actions
that are defnable deferdable. and smiau ¢ Governments should look © ftﬂeL- on the subr-thernes

related to bordedine content to better ntiotitise and sorutinise policy arpas that are most directly ted
to real world harm and existing offtine "saim e,

Fartnerchips and Multistakeholder Efforts: GIFCT was founded with a mudt-stakeholder approach tc
Hs povemance and s work. Having diverae stakeholders woking tocether is not jL _nice 1o have if‘
S paramount for success Partnerships and mult «ai«»h@idei efforts will continie o be crcial in L
enauring companties with less hurnan or tooling capacities understand what adversarial shufts i(‘;s*k iiiﬂ"*
and (2] are given the networks and tooling needed o d@veiof;z cross-platfonn solutions. Tountering
tertgrism and viclers estrernism onling, including understanding the borderline content that migm
contribute o processes of radicalisasion relies on cross-sector collaboration to be sffective
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nnex |

Handbook’s Glossary

Antisemitic slurs and terms

Fhaan atie e, Sl iy

ENEE RN

D altaepoca, alte finute
militare, spesas!

4

& somesio
CRGRGERIE

Antisemitic imagery: Holocaust denial and distortion - s a discourse and propaganda that actempt
to deny the historical reality and the extent of the extermination of the Jows by the Nazis - a belief

that the Holocaust did not happen or was greatly exagagerated Maorepver, it is an intenticnal effort to
excuse or mirimise the impact of the Holocaust or its principal elements, minimising the number of the
victims of the Holocaust in contradiction to rebable sources and Blaming the Jews for causing thelr own
genocide,

Intemationn! Holocoust Remembrance Allinnce (IHRA) nor-legally binding working definition of
antisernitism (including its examples): "Antisemitism is a cerfain perception of Jews, which may be
expressed as hatred toward Jews. Rhetorical and physical manifestations of antisemitism are directed
toward Jewish or non-Jewish individuals andior thelr property, toward Jewish community institutions and
refigious faciities.” 7

Z0G: is the acronym for ‘Zionist Occupied Governnent’. 11 refers to a far-right conspiracy theary reflecting
the idea that the government is controlled by lews.

JWQ: is the acronyrn for Jewish World Grder’, the antisemitic version of the New World Order conspiracy
theory, claiming that the single world government will be lead by Jewish cegple.

NOW: is the acronym for ‘New World Order’ a conspiracy theory that arques that a shadow elite is trying
to implement a totalitarian world govemment.

Some of this propaganda is supported by the dissermnination of imagery as the example below shows:

Rothschild(s}: The Rothschild family is a wealthy Ashkenazt lewish family ariginally from Frankfurt that
i0se to prominence with Maver Amschel Rothschild (1744181 23 who established his banking business
irt the 1760s. The Rothschild farmily has freauently been the subject of conspiracy theorles, many of
which have antisermitic origins

Jewish Agenda: It 15 a consniracy theory that daims that a malevolent, usually global Jewish circle,
referred to as Intermational Jewry, conspires for world dormination.

tis antisemi 71 MRA tholacapstremembrance cormt
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Anti-migrants and Islamophobic slurs and terms

Countryballs/Polandball: These are very widespread memes mair iy used as form of political
caricature. it consists in drawings on halls representing different countries with stylised faces. This kind of
meme is often used 1o comment on current political events and doev not nec *Cﬁaniy have violent right-
WiNng extremist references.

Superspreaders: Online actors responsible for the widespread distribution of harmful cortent.

Onling subculture of the Alt-Right: The alt-right is an abbreviation of altemative right, which is a far-
right, white nationalist moverment with a largely Qﬂilﬂt COrnMmunity.

Anti-migrants and Islamophobic content: The anti-migrant’s discourse is the opposition to
immigrants or immigeation in general, being characterised by or expressing opposition to or hostility
toward Immigrants. As for the biamophor ia, it s the fear of, hatred of, or prejudice against *he rﬂiiqion
of Islam or Muslims in general, especially when seen as a geopolitical force or a source of terrorism. The
use of disinformation, marspulation techniques and sharing memes have also been popular dtrunq arti-
migrart extrernists, as the follows:

Dehumanising Speech: Speech or language that labels a group based on a protected attribute as

biologically subhuman (cockroaches,” ‘microbes, Agh,drdbsiffb, ‘vellow ants’), mecharically inhuman (logs,
‘nackages,

enarny morale’, or supematurally alien Udevils,” ‘Satan,” 'demons’).

Anti-LGBTIQ and incels-related slurs and terms

LDAR or ‘Lay Down And Rot”: self-hamm and suicidal frequently used on incel forums.

Roastie: s a slang term used by the incels community
sexually active womert.

arget and disparage

o an adult who wants o
ically by building trust and an

Groomer: s a slang temm used in the anti-LGETIO communities to refer t
exploit or abuse impressionable children, either sext ﬂdiEv or otherwise, tyr
ernational cormnection with them.

Roastie: Slang used by the incel community to target and disparage sexually active women
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DykefLesbo: A term griginated as a slur against more masculine-presenting leshbian women, this term
has been rﬂappromiamd by its community into being a commen slang tem o refer 1o lesbian women.
While some people may not mind being referred to with this term, stakeholders should be aware that the
term can aESO carry negative connotations and many people may be uncomfortable with the term.

Thing: Soecifically in reference to pronours, the use of thing instead of a users preferred pronouns. it is
used to usually mock a user's preferred way of expressing thelr gender identity. 1t s cormmonly used as a
Wity 10 mval:r.,tdze or rminimatise trans/enby neople.

Fag/FagootfHomo: All terms used 1o mfer to gay people, and all heavy slurs with the intention of
belittling and attacking this group. These words are also commenty used in the real world homophobic
attacks, both verbal and phy 's;ml These terms should not be taker lightly,

Trag: A term that originated from anime. This word is in reference 1o men who dress as women and are
ferninine-presenting, and ‘ran” heterosexual people into having an attraction to them. This word has
beer used out of its original contexts as a s;lua o transgender peonle, as if their existence is to trap’ or
“trick” peonte around them. Not everyone finds this term offensive. It should be evaluated as to whether it
deserves maderation on a case-by-case basis.

Sigma: a nseudo-scientific construct of the hyoer masculine alt-right denoting a particular type of male
behaviour (successful, highly IHLJ%“DPI dent, irtelligent). In effect, ‘sigmas’ are an equivalert of ‘fone
wolves' As reported by the Slovakian CQuﬂCIL currently, the hyper masculine alt-right, best representad
by the tikes of Andrew Tate, is obsessed with the personality of Patrick Batermnan from the movie
Armerican Psycho which, according to the community, best describes the qualities of ‘sigmas’.

Anti-ferminist: I's the opposition to some or all formes of ferminism, opoosing to particular policy
roposals for women's rights and has sometimes been an element of viclent far-right extrernist acts.

Misogyny: Misogyny is hatred of, contempt for, or prejudice agalnst women, B is a formt of sexism that i
used to keep women at a lower sodial status than men, thus maintaining the social roles of patriarchy.

Anti- LGETEQ It is the movernent that cpposes to LGRTIG legal rights, particularly to civil unions or
: LGBTIO parenting and adoption, military service, access 1o assisted moroductive technology,
O sex reassignment swrgery and hommone replacement therapy for transgender individuals.

L,md ACCESS

Incels: Are members of a groun of peaple (men) on the intemet who are urable 1o ind sex =al
nariness despite warnting them, and who express hate towards people whorn they blarme for this
especiatly wormert,

’Red piiiiﬁg- Term t Sed to describe th@ 50“4:al.ied r@al?fatieﬂ fhat men do 10? ha\fe DOWET OF 1 *iviie&e

‘,eudi tenmns,

Black pill: Theory alleging that the ability of an individual to establish romantic relationships is
determingd by appearance and therefore genetics. i is also used in the context of thinking that all is
doomed: that 7006 has already won and that their race will never see victory.

White pitl Word used to stress their confidence in their race victory over others.

Chad: Torm used to designate men who are presumed o be sexually desirable and therefore popular

AMONgSt women,

60 EUINTERNET FORUM

890
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_007592

CONFIDENTIAL TREATMENT REQUESTED



Racist slurs

Jap: Used during World War I when the lapanese were in infermment camps in the US, this term was a
derogatory way US citizens referred to Japanese people and is heavily considered an ethnic slur against
Japarese people.

Gypsy/Gypped: Both to refer 1o 'Gypsy’ the peonle, and o be robbed/conned in the form of ‘gypped’, this
i5 a term specifically used as an ethnic slur against the Romani people. While it s used in legal contexts,
the words have slowly been brought out of use due 1o its common wse as a slur historically,

Chink/Ching Chong: Chink has been historically used as a slur against pecple of Chinese descent, and
sometimes even Asian decent widely, with ching chong mocking the language of the Chinese which is
cornmonly used alongside chink,

Triple Parentheses, also known as {{{echolly: This is a very uncommon but receritly used symbol 1o
denote someone of Jewish origin, typically in a way to target or harass themn. This symbol is used to
single Jewish pw ple out by communities and places a target on thelr back for their religion or ethnicity,
aret should not be tolerated.

Curry: Oftern used in an offersive way against indian community.

Noodiewhore: The word used by incels 1o refer to an Asian woman.

Kike: It is an ethnic slur for a Jew.

MNoodie: Term used to insult Southeast Asian cormmunities,

Curryeel: Name used to refer to an Southeast Asian incal.

Monkey: Terrn used by incels to mock and discriminate African people.

Shebhoore tis a radist term for an African American woman. Combination of 'She’ and ‘Baboon'.
Ape: 1t is an offensive term usad by extremists to describe a non-white person.
Sand Nigger: Ethnic slur used against black people, especially African Americans.
Spic it s an ethnic slur term used to referring o people from Latin America
Paki: Termn used 1o refer to a person from Pakdstar. Can be used as an insult,

Negroid: Slur term referring to an African person.

Negro: In certain contexts, it can be used as an insult against African cormmunities.

Abo: Offensive siang used as a disparaging term for an Australian Aborigine.

Mongoloid: A derogatory term for a mertally challenged person, This used to be used to denote people
with Dowrt's Syndrome, and now 15 just gernerally derogatony,

Faggot: Often shortened to fag, is a usually peiorative tem used to refer o gay men.
Fag hag: It is used against women that they claim tike to be to associated with androphilic men
Tranny: It is an offensive and derggatory slur for a fransgender individual,

Trannde: [t is an offensive and derogatory slur for a transgender individual,

Gueen: [t is the slur used against a homosexual man who does not have the stereotyped characteristics
of a man.
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Dyke: Slur term used against leshian women It is often used by homophobic women.
Falry: Term used in an offensive way to men that incels consider less masculing than them
Lesho: Pejorative tarm to refer 1o a homosexwal woman,

Sodomite: An offensive term used 1o desaribe @ homosexual man.

Mancy: Temn to discriminate & hornosexual man, considering him an efferminate man.
Poof: & derogatory term used to describe a homosexual man.

Pansy: Term can be used as a homophobic insult which suggests a lack of manliness.

Poofter: It is one of most pejorative words in Australian English. The phrase ‘poofter-bashing arose
during the 1960s and 1970s during organised hate gimes against homosexuals in Australia itis an
offensive term which considers men as ferminine,

Fudgepacker: Slang and derogatory term o abel a male homosewal

Genderbender: 1t s used in a vernacular by incels way to refer to a person who dresses up and nresents
thermselves in a way that defies societal expectations of their gender, espedially as the ooposi

Fald: Incels use this term when calling ancther person an ass, asshole, or very stupid,

Landwhale: A landwhale is a pejorative temm for an overweight woman that is commonly employed in
varigus ontine forums (especially those cornected to the manosphere — onling space where incels arg
active).

Femaoid: It is a derogatory term used in the incel community to refer to & woman, Femoid’ comes
from the contraction of the word Termale’ and ‘android’ robot), 10 ermphasize the allegedly ity nature
of women,

Ho: Used by the incel commurnity to discriminate women,

Thot: Thot is a denigrative slang term used against wornen, originally defined as an acronym of “That
hoe over there” but now generally used as a synonym for hoe or slut, especially in the manosphere.

Hag The term is commaonly used by incels 1o desoribe what they consider as a hysterical or ugly women
i positions of power.

Goblina: A racist insult that claims that other ethnicities are an undesirable and unnatural race that
arows in damp and dirty places,

Gold digger: A person whose romantic pursuit of relationship with, or mariage to a wealthy person is
orimarily or solely motivated by a desire for money. This term is often used in some forums 1o ridicule
women in general.

Cum dumpster: Often used 1o label a sexually active women as a perverted or promiscucus person.

Skanke It is often used by incels against women and when used in this context, can be similar to
orostitute,

Stag: In slang, slag is an insulting term for a cormtemptible person. Wher used against women, it can be
equivalent to siut,
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GIFCT Review and Analysis of Tech Company
Efforts to Counter Borderline Content

Bringing borderline content to the fore of multistakehalder debates in and of itself highlights that

this sector has advanced significantly, Previousty, cross-sector forums convened to highlioht the most
chvious examples of terrorist exploitation online. However as efforts by GIFCT mermber comparnies

ared tech companies willing 1o come 1o the table have evolved, so tog has a more nuanced discussion
abeut content that is harder to define but seerns within the realm of scrutiny for wider efforts to combat
radicalising influences towards violence.

'i'hit; GIFCT contribution 1o the EL Infermet Forum discussion on borderdine contert reviews the fypes

ontertt that fall under scope of horderline content’, and what feasible actions on conterit looks lke in
real. terms for tech comparies. GIFCT reviewed polides and actions taken by its 22 member companies
for this analysis.

GIFCT: Variations in Tech Approaches to Borderline Content

Above and beyond llegal contert, techrology companies are often tasked with developing platform
guidelines and policies for users that dictate what cortent and actions are acceptable on their platform.
The capacity for a platform to develep nuanced policies or tooling to facilitate policy actions depends
greatly on four ethengS:

» The human resources with subject matter expertise that a platform is able 1o hire,

« The engineering and tooling support & platfonm is able to give 1o a harm tyoe.

« The awareness or prevalence of a certain harm type on the platform.
» The external pressures by government, media and civil society oressur
to prioritise focus on & certan online harm issue.

1A Cormpany

Most global technology companies, depending on the tools and user experience a platform offers, have
to th Ank through online par mﬂpifﬂrs for accentable behaviour and consequences for users IF they cross
those lines. This is not dissimilar to how national and imemational governments think through legal
frameworks for citizens. However, given the scale and global nature of online users and content, there
will always be trade-offs between human and technical resources in relation to which policy
areas demand prioritisation. There are high prevalence violating activities with relatively low real
world harm risks (ke non-scam related spam) and there are low srevalence violating activities with high
risk for real world harm {like terrorist and \/e@l.em extrernist exploitation).

Evert in cases where one company owns many different platforms, these platforms might have different
aolicy Ines around the topics that make up ‘borderline cortent’”. This s because the surfaces a platform
nrovides, stated purpose of the platform, and vi Sab;hty of harms Signa& on each platform may differ
Having different degrees of variation for policy actions taken on borderline content is neither inherently
good nor bad. Some platforms, for example, migh r have a much lower hteai wold for removing viclent or
graphic content because the pla forn is meart to cater to more professional networking, Whereas other
olatforms might protect wider speach and expression, knowing that thelr platform is used by activists,
jourmnalists, and ma:_}ﬂaiisej communities who share a range of socio-politically and contextually
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sensitive cortent. Other platforms might have fewer content-focussed policies because the platform
architecture prioritises user privacy, giving less content-visibility to moderators, such as in end-to-end-
enciypted spaces.

Reviewing GIFCT Member Companies Policies and Actions

GIFCT reviewsd Hs 22 GIFCT member companies policies against the 14 sub-themes identified as
making Lp bordertine content in relation o TVECL As mentioned in the body of this handbook, the
borderine content sub-theme policies identified by GIFCT induded the following, notably mapping how
ezch therme could manifest in relation to terrorism and violent extremism but also in non-TVEC related
ways online:

1. violent contentt, graphic content, gore

. Weaporry and instructional material

CSymibols, slogans and visual indicators associated with viclent extremist groups
. Meme subcutture

. Inciterment 1o violenoe

. Hate speech

. Bullying, harassmert, and threats

. Arti-Refugee or anti-immigrant sentiment

[ I o R T N O

. Stereotypes and dehumanisation

foocd
o3

. Mis- and disinformation

fot
[

. Pooulist rhetoric and wider nationalism

Pt
B

CAati-government and/or anti-EU sentiments

. Anti-Elitism

food
isd

14, Political satire

It is one thing to have policies around a type of comtent, and another to develop tools for potential
erforcement actions. The range of actions taken by tech companies listed here were drawn from the
TSPA enforcement methods.
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Enforcement Actions of Tech Companies in Moderation Efforts

Content Deletion
Banning

Temporary Suspension

_Featwe Blocking

Reducing Visibility

Labelling

Demonetization

‘Penman

'. crmf; hr» '}Eatf )

; Emal TIDASSES :mv r\,i‘ rttm f

Remaving content that violates a platform's policy. Most comrron action taken
by platfor

inciuce bcm rq Ai‘\; new wafmun* Jar t’w@ LSer aTtempIs 10 CreEate o Lses 1o
;,'({: ent ¢ g count s Danned may stllbe.

ticat to banning but lasts only for either & specified pericd of dme or
s certain snecified actions, after which J‘LLLU:’K i

‘I
until the user com
autormatically reinstated. May be used as a precursor 1o permanent ban.,

rily of penmanencty. Might invclve
J-J beer* m&.uaL’:l inthe nast, orto Y foatires

oL f*atw&

WS users i TL:‘un dmw o tf“ﬁ pi o, M Hle MINImISG
ential harm from thelr actions :

‘Refers to steps that reduce how often and how prominently & piece of content
Cr an accaunt is viewed. These steps are most often used on platforms
nwhich the product itself guides and curates a user's experience with
Jgr rithms. Thi v :rwclmo rermoving the userfcontent from features such
: s or trending stores: downranking the user's or contert’s
ts or feeds; anc auto-collapsing comments on threaded

i

owrio

18 ) < BWE D ctr"\,r
CONCRMS OF 0f :‘mp{zr‘fam mmfmaﬂm.:e.amntm r.he t.cmtent ar .uQ \._;L..:.,w..,ss%d.
"Prevents users fipm eaming income and specifically applies to platforms
where users can eam money from thelr content, usually through advertising.
Demonetization is often a“ni ed to cortent ‘lnt i'~ “'EEOWF":I on the platform,

But which iz controversial or which advertisers may not wish 1o sponsor or be
cirectly assogiated with "

The contents of this table and guotes are token from the TSPA mapping for Enforcement Methods and Actions

{see bibliography).

Importantly, while all GIFCT member companies, and tech platforns more broadly, can draw from the
sarme list of enforcement methods and actions, the specific actions utilised are constramed by the
characterstics of a particuiar tech platform and resgurces,

ACCESS 10 ter'taiﬂ featires of aplatform based

{ be considered higher riskc or more e dificult 1o moderaie, suich as five
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How rebust and nuanced the response to these policy areas are depends on the seviously Listed four-
point criteria and availability of, human resourcing, engineering and tooling support, awareness of harm
types, and extemal pressures from other sectors. There are both proactive and reactive human and
tocling resources that can be employed o review and act on the content making up bordedine content
sub themes. The more the content related to a policy topic can be dearly defined and is dearly harrmful,
particutarly relating to real world hamns, the more likely proactive tools and resources can be easily
deployed without the fear of over censorshin,

Smakier and less resourced platforms will be Himited in thelr ability to undertake enforcement actions
that reauire more nuanced moderation or technical expertise. Furthey, these smaller platforms may
be unable to oreactively contribute 1o the policy debates on what types of content should be moderated
and may be maore likely to follow the lead of their larger, more established countemarts.

Reviewing Company Policies and Actions

GIFCT reviewed its 22 GIFCT member companies’ policies against the 14 sub-themes identified and in
relation to notential moderation actions outlined above; however, two additional categories were added
to provide greater nuance to our comparison. Policies that listed multiple potential methods or actions
were categorised as 'action type unspecified’. Further, a ‘contingent’ action was added for borderline
content subcategories that required multiple signals within a pasticular content type.

Borderline content types and enforcement action taken by GIFCT member
platforms

r

o MContingent

i Agtion Type
Linspecified

i Reducing Yisibisity -
Remvz;? from

Ruaeommendations{fre
rding

M Feature Blocking

& Labeling

& Temporary Buspension
# Banning

B Roducing Visibiity -
Downranking

8 Content
RemnvaliDeteting

The table established by GIFCY shows where and how GIFCT member companies currently take aclion against ¥VE
related borderine content sub-themes. References to bordedine content types and enforcement actions were
gathered from publicly available Terms of Service, User Guidelines, and public statements made by companies.
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In analysing where current tech compariies have policies and take actions, there are some areas of wider
agreement and some areas with large variation. Variations occur both in where policies exist and what
actions are apolicable in those policy areas, The analysis provided six primary conclusions fram the data.

1. The more content ties to real-world harm, the more likely removals and remedial
actions are prevalent,
Broadly speaking, analysis showed that the maore a bordertine content policy area had direct
links or assodiations with real weorld harm or off-line violence, the more likely it was that
oolicies existed on a platform to take sorme form of remedial action against the content or user
behaviour. This includes areas of inciternent to violence, viclent content, graphic content and
gore. Relatedly but to a lesser extent, companies converged on policies for remediation on sale
of weaponry, Instructional material, and misinformation tied to real world viglence,

2. Policies where offline legisiation and legal guidance is available correlates with where
gnline policies have developed.
The United Nations has a Strategy and Plan of Action on Hate Speech 110 while the Eurcpean
Union has undertaken a number of efforts 10 act against hate speechll1l both ontine and offfine.
Inciternent to violence is also intimately linked to hate speech frameworks, as the combination
of these two elemenis may make such speech dlegal under Articte 20 paragranh 2 of the
International Covenant on Civil and Political Rights (ICCPR). 112 Actordingly, when govemment
and intergovernmentat bodies create strong legal or academic framewarks for addressing
specific types of speech offfine content, tech platforms are able to follow thewr lead and create
oolicies that action these specific types of bordertine TVE content eniine. By following the lead of
international bodies thar have access 1o greater resources, tech companies can act on boderling
TVEC while ensuring that human nghts considerations are emphasised. Additonally a rumber of
subcategories such as anti-refugee sentiment, harmful content, stereotypes and dehumanisation
were subsumed under broader hate speech or graphic content pelicies for some platforms,

3. Misinformation is difficult to define and action.
Half of GIFCTs companies had established policies on misinformation. Some of these policies
stipulated that they would only activate cn election-related misinformation, while others sought
to address misinformation more broadly. Given that categorising information as misinformation
is often contextually-dependent and there is no agreed upon method for defining or definition
of misinformation, some tech platforms may be hesitant to proactively create policies or may
choose to deal with it through alternative measures,

4. Content removal is the most likely tool for remedial actions.
Tech platforms were more likely to remove g delete content and ban users than other types of
enforcement actions. These two enforcement types are breadly applicable acress a variety of
tech platform types and are accessible to large and small cornparnies alike, which renders them
a first choice for tech platfonms seeking to address bordedine TVEC. Ternporary suspension of
User accounts, as the precursor 1o banning, is also broadly wiilised. Bans and content removals
also have a cross-platform impact, when content is removed from one platform it is unable to be
shared or linked acioss fo other platforms, However other types of mitigation, such as visibility
reductions, may isolate the impact to a single tech platform as individuads can still share cortent
to other platforms where they are not downranked.

amework i the B Buso
iustice—and-fundamentai-ri

THE HANDROOW OF BORDERLINE CONTENT - &7
N RELATION O WiOLENT EXTREMISM

897
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_007599
CONFIDENTIAL TREATMENT REQUESTED



5. Nuanced enforcement is primarily only viable for large, well-resourced platforms.
More cemplex and nuanced enforcerment actions, including feature blocking and variations
of reducing visibility, were less utilised by panies. These were mainly emploved by larger
areater resourced companies. To note, 1.hdt nuanced enforcernent tools need both the toolin ag as
well a3 the human resourte 1o review incoming content picked up by tooling.

8. Some borderline content areas are widely protected by democratic principles on speech.
AlLGIFCT mﬂmt*@m mrotected broad user rights to be oritical of political structures, governments
or elites, in line with understandings of protected free speech in democratic envirgnmernis.

Types cf centent that are heavily context dependent or ill-defined, indluding meme subcutture or
the usage of symbols, slogans, and visual indicators associated with violent extremist or non-
viglert extramist groups were also less likely 10 be actioned without some indication of context,
Memes in particular are incredibly context-specific and rapidly evolve, which makes these visual
indicators hard to regulate.. GIFCT members reviewed all had high levels of protection for speech
where clpar connections to ham was not apparent.

As discussed within the wider handbook, it will continue to be important for governments, tech
companies, and experts 1 come 1o agreemeants and understanding about the framing of bordertine
content. This includes non-tech company stakeholders ensuring they better understand the pelicies
and practices already in place by a variety of tech platforms as well as for tech comparies 1o better
understand how international government guidance and regulation is evolving 1o have an effect in this
space. Multistakeholder partnerships and forums will remain gritical 1o ensure this understanding and
continued knowledge sharing.
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To Inform the EU Internet Forum with Measurements on the role
and effects of the use of Algorithmic Amplification to spread
Terrorist and Violent Exiremist and Borderline Content on social

media platforms, across EU Member States.
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Human Agents | Random Personas

ew Sers.

-

Characteristics
2 "New to the platform
2 Interest in TVE content

2 Knowledgeable about TVE

<+ Searching only for TVE
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Restrictions

i Keyword list
7 Interactivity: Low / High
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¢ »Time limited search
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Any media, including text, images,
and videos, that promotes or
glorifies terrorism or viclent

~ extremism, or advocates for the
use of violence to achieve political,
ideological, or religious goals.
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Datasets.

Analysis

({0

Interaction Dataset

The sessions and the TVE
content found by agents

~——’ Evaluation Dataset

The content of the profile’s feed
after each session

b |

Findability Dataset

Cleaned copy of
Interaction Dataset

-

Sample Dataset

Random uniform sampling of
content across both datasets,
cleaned and labeled
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Categorizing content
. Platform
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Key Metrics:

iination of TVE content.

Trustiob

Findability

How much TVE
content can a
motivated actor
find in a one hour
session?

=

Action Rate

How much TVE
content is
actioned by the
platform?
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@
Time to
Action

How long does it
take a platform to
label or remove
such content?

Sentiment

What is the user
perception
regarding such
content?
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Most TVE Content was found on Twitter, and in itolicn .
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The least TVE Content was found in Arabic, and on Youtube.

3.5

Firnndability

Htalian English  Polish  Spanish  French  Hussian  German  Arabic
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Arabic language TVE content was proactively removed at the
highest rate.

14%"
10% |

8%

Removal Rate
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TVE content on TikTok was proactively removed at the highest rate.

14%-

12% -

Hemoval Hale

TikTok Facebook Instagram Twitter  YouTube
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Key Metrics.

Automated Dissemination of TVE

0

Amplification

What percentage of the
platform feed is associated
to harmful content.
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Content in Polish language, on Twitter and Left Wing TVE get
amplified the most. Amplification reaches up to T1%.
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Content in Polish language, on Twitter and Left Wing TVE get
amplified the most. Amplification reaches up to 10%. Average Platform Amplification

8% &%

Paroant Bagd Uontent iy Feed

Percent Bad Content in Feed
S

Lefl Wing Right Wing International Twitter  YouTube Instagram Facsbook  TikTok
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Borderline content amplification patterns are is similar to TVE Content, with Polish,

Germuan, Youtube and Left Wing TVE Content leading.

2% Average Borderline Amplification
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Borderline Content Amplification.

Borderline content amplification patterns are is similar to TVE Content, with Polish,
German, Youtube and Left Wing TVE Content leading.
*)
4.10%

Average Platform Amplification
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interaction impacts «::ampiiﬁtiaﬂ

Higher interaction
with content results in
content amplification
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High Low

Amplification Across All Platforms
by Interaction Level
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Platforms need Need for Additional Datao importance of continued

1 2. . . -
to domore deep dives & analysis measurement
A lot more work needs to be Platforms, researchers and To effectively reduce TVE in
done to reduce the spread of the Commission should sockyl madic, B nesds o be
TVE content. Examples and data come togethear to assess this cordinuously maasured by
from this study can help. dataset iy mors depth ndependent Srd porties,

i improved Data access for 5 Borderiine Content needs g Recommend onitoring

" scientific research " more attention and Prevention
with direct access to platform Riskand impact need o be T maoy be possibls to predict
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*Beware of Causaily
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| TREMAU

e 1534 “Sessions”: both interaction and observation sessions
e 253 have have TVE (we balanced the data via weighting)
e Assesses each platform separately

7
L4

Split data in 80% training and 20% testing; 10-fold

% Used various applicable machine learning methods:

> Support Vector Machines; Trees, Random Forests,
Gradient Boosting
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Age group

“Risk of radicalization” (interaction X Content Type)
Content Popularity (Likes, Comments, Shares, Followers
“Proximity” to TVE (relates to, promotes, borderline scores)
Persona’s

Language
Country
Gender
Search Stage

MRy HE Hay E e N N .
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Abstract

The European Commission (DG HOME) commissioned this study for the European Union Internet
Forum. The study examines the degree to which the five leading social media platforms in the EU,
and in particular their recommender systems which proactively present content to users,
algorithmically amplify terrorist and violent extremist content to online users. The study also
examines the extent to which recommender systems amplify Borderline content, such as some forms
of hate speech leading to vielent extremism, disinformation and other forms of legal, but harmful
content, that could lead to the creation of online filter bubbles, and recruitment and radicalisation of
orline users. The study analyses Facebook, Instagram, TikTok, Twitter and YouTube, covering eight
markets/languages in the EU. The study was conducted from July 2022 to May 2023. Prior to this
Final Report, the team submitted an Inception Report and two Interim Reports that complement this
report.

Executive Summary

The European Commission (DG HOME) commissioned this study, performed by Trust Lab in
collaboration with Tremau and coordinated by Fincons Group, which examines the degree to which
five leading social media platforms and their recommender systems® amplify harmful Terrorist and
Violent Extremist (TVE) content and “Borderline” content? to online users,

The Report reflects the study of Facebook, Instagram, TikTok, Twitter and YouTube, that operate in
eight markets/languages, namely, Arabic, English, French, German, Italian, Polish, Russian and
Spanish. The study looked at: (1) the extent to which a platform's recommender system
algorithmically amplifies TVE and Borderline content to users, and the impact of the dissemination
of such content on a user's journey to radicalisation; and (2) the extent to which a platform’s
recommender system leads to the creation of ontine “filter bubbles™ and the impact on a user’s
adoption of violent extremist beliefs.

This study was a collaboration between Trust Lab, Professor Theodoros Evgeniou, Professor of
Decision Sciences and Technology Management at INSEAD, who researched the risk of radicalisation
linked to the dissemination of TVE content, and Fincons Group which handled project coordination.

! Recommender systerns, also known as content curation systems, are the systerns that pricritise content or make personalised content
recommendations to onling users. A key component of the recommender system is its recommender algorithm that determines the
content a user will be served.

? As noted by the EU Internet Forum in its Year in feview 2022: “Borderline content, also known as harmful, but legal content, is content
that comes close to infringing on the community guidelines of social media platforms or laws regulating online illegal content. Some of
the most common types of Borderline content identified in the EU are anti-establishment/anti-institutions, antisemitic, anti-trans,
misagynistic, anti-migrants, racist, or against COVID-19 maasures.”

3 “Eilter bubble “refers to a homogeneous feedfrecommended content, caused by the algorithmic amplification of certain content types
on a given platform. The higher proportion of similar content, the deeperflarger the filter bubble.

1
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The European Commission's DG CONNECT has also been involved in the development of the study.
The study was conducted from July 2022 to May 2023.

The study methodology is novel and discussed in Section 3.2 of the Report. Internal proprietary
platform data (including algorithms), data, bots and Application Programming Interface (API) queries,
which are common for this type of study, were not used. Trust Lab worked with human analysts to
simulate motivated users intentionally seeking TVE content. The simulation was designed to ensure
consistency and comparability across all platforms by the use of keyword lists, controlling for the
amount of time exposed to each platform and repeating the experiments many times with different
agents, thus increasing the likelihood of replicating the study’s findings.

To address the six tasks defined by the study’s sponsors, the following metrics were used:

e Findability: How easy is it to find harmful content, measured in the count of harmful posts
during a one-hour interval?

e Removal Rate: What is the amount/percentage of harmful content remaved by the platform?
e Removal Time: How much time did it take for harmful content to be removed by the platform?

User Sentiment What is the public (crowdsourced) perception of the appropriateness of
harmful content, measured on a 5-point Likert scale?

o Amplification (filter bubble size): What is the amount of Bad Topic (TVE-related content, but
not necessarily harmful content), Bad Content (TVE content}, and Borderline content in a
user's feed, measured as a percentage of the first 30 posts in the feed?

PRGN

Trust Lab’s analysis found significant amounts of TVE content across all the major social media
platforms as well as markets/languages. In addition, evidence of algorithmic amplification of TVE
content on those platforms was also confirmed. The study identified significant differences in TVE-
related performance and behaviour across all platforms and markets. The study's key findings
include the following:

1. Evidence of amplification. The study validates the hypothesis that increased interaction with
TVE content and Borderline content results in higher amplification of such content to users. All the
platforms showed amplification of TVE-promoting content in their feeds. The percentage of TVE
content in each platform’s feed did not exceed 10% on average. Across all markets and platforms,
the amplification of TVE content increased by 18% and Borderline content by 65%* Twitter showed
the highest level of amplification, YouTube ranked the second highest in amplifying TVE content,
while TikTok showed the least. Regarding country and languages, platforms show the most TVE
amplification occurring for Polish and German and for content related to Left-Wing political affiliation
and younger Age Groups.

2. Findability Scores. Twitter had the highest findability scores of TVE content among the five
platforms, and YouTube had the lowest findability score. ltalian TVE content had the highest

* This is the average percentage change between the first and third (final) amplification measurements across
all languages and platforms. See the methodology, Section 3.2, for more details.
2
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findability score of all languages when measured across all platforms. Violent Left-Wing TVE content
had a significantly higher Findability score than other TVE types.

3. Removal Rates. More than 90% of the TVE content found by Trust Lab remained on the platforms
by the end of the evaluation pericd 8 weeks later. TikTok removed more TVE content than the other
platforms; Twitter and YouTube removed the least. Arabic TVE content was removed more frequently
than the other languages, while italian TVE content was removed less.

4. Borderline Content. Repeated cycles of user interaction and evaluation suggest that the
amplification of Borderline content grows over time and at a higher rate than TVE content.

5. Variability across platforms and demographic blindspots. Each platform behaves
differently in recommending TVE content with similar user features and behaviours. All platforms
tended to recommend TVE at increasing rates as users interacted more with it, regardless of its TVE
rating. Left-Wing politically oriented recommendations were far less likely to be removed by
platforms than other groups. TikTok had a significantly low rate of success in amplifying TVE content
to users, while Twitter and YouTube had the highest, with the former recommending most to Right-
Wing and the latter recommending TVE content even to users with low rates of interaction. Ultimately,
analysis based on user demographics and platform engagement data is still inconclusive to
determine the full scope of how recommender algorithms operate on the back-end;, more
transparency and research is needed.
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1 Objective of the Final Report

The objective of this Final Report is to describe and document the work performed during this study
and the outcomes of all completed Tasks. The report is extensively supperted by examples from the
measurement tasks, with case studies to showcase the role and effects of the algorithmic
amplification and other visual aids. The majority of sections are supported by data visualisations in
the form of charts, flowcharts, tables and other forms of data representation to present the results
and tell the story in the most effective way.

2 Introduction

The existence of Terrorism and Violent Extremism (TVE) content online is ane of the mast concerning
social media trends witnessed over recent years. This trend has been exacerbated by social media
algorithms that provide curated experiences to users by recommending content that keeps users
engaged with the platform for longer. The severity and amount of TVE is not contained to a few
small corners of the internet. It is easily accessible on major online platforms and threatens personal
health and safety, peaceful co-existence, and the well-being of all citizens®. Social media platforms
are not always able to provide a safe online experience, and policies and enforcement practices can
vary substantially across platforms.

This project aims to inform the European Union Internet Forum (EUIF)Y's work related to the tools and
measures used by online platforms to moderate TVE content. Furthermere, this project will provide
insights and analysis into the algorithmic amplification of TVE content on five leading social media
platforms (Facebook, Twitter, YouTube, TikTok and Instagram) across eight markets/languages
{(Arabic, English, French, German, ltalian, Polish, Spanish and Russian}. The overarching research
question is how the five social media platforms compare in exposing motivated new users® to TVE
content. In order to answer this question, we designed a research method that allows for inter-

> https:/fcronfa.swan.ac.uk/Record/cronfa62902
& The term “New Users” refers to users who are intentionally looking for certain types of content.
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platform comparisons and spans a broader range of platforms and languages than has typically
been studied in the field of trust and safety research.

Our approach is to critically review the metrics collected relating to how social media platforms'
machine learning-based content delivery systems amplify TVE content. The comparison across
markets and platforms enables the ranking of individual platforms based on their performance,
among other factors, to understand which platform provides the highest exposure and amplification
of TVE content. Subject matter experts and industry veterans provide these recommendations to the
European Commission based on assessments of the risks posed by the dissemination of TVE content
and the potential for radicalisation through algorithmic amplification. Our expertise in trust and
safety and online TVE and Borderline content shapes our guidance on content moderation.

% Approach

%1 Theorstical Framework

The goal of the study is to simulate the behaviour of motivated new users to research how social
media platforms respond to users who perform targeted searches for TVE content. Motivated new
users are new users on a given platform who have a targeted interest in TVE content (based on, for
example, real-world interaction with TVE concepts) and who are looking specifically for that type of
content on the platform.

The use of new accounts provides us with several advantages over using existing accounts. First,
setting up accounts and pre-training them on "benign’ content would take a lot of time and resources
that the current study scope doesn't allow for. Second, new accounts ensure that we have a more
controlled research environment than we would have in the case of pre-existing accounts. In our
current approach, we are aware of all the TVE-related content that agents find, and all the content
that is recommended in the user feeds is captured and analysed.

If we pre-trained all the accounts on benign content, we would not only have to account for these
differences in our analyses, but we would also have a harder time untangling the effects of the
recommender systern because of the different pre-exposure any of the accounts might have had
during this pre-training phase. Therefore, starting with new accounts provides a clean baseline for
comparison; even if the business modets of the platforms under study are different, all our research
on the platform is starting from the same entry point. In order to provide a quantitative analysis,
such a common baseline is necessary.

Using new accounts also gives us the opportunity to test how quickly a recommender system will
start recommending TVE content to these types of users. This information is relevant because the
quicker the recommendation and amplification of TVE content occur, the more implications this has
for mitigations on the platform’s side. Thus, we are using the 'cold start’ problem to our advantage
here.

3.1.1 Addressing Replicability
Since user behaviour is at the heart of this study, the concern about the replication of findings must
be addressed. In recent years, we have seen that social science research into human behaviour has
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faced issues with the replication of findings’. This is because human behaviour is complex, and it is
unwise and inaccurate to make generalisations from the results of a single study.

Behavioural studies like these will always suffer from issues with replication, at least to a degree. In
order to minimise the chance of introducing unwanted variance while at the same time keeping the
behaviour under study within the realm of realistic (albeit extreme/targeted), we used the following
constraints:

®

Using a consistent understanding of TVE across platforms: we have developed a set of policy
definitions in accordance with the European Commission that covers a spectrum of TVE
content and can be used cross-platform, enhancing the focus of our study. A consistent
understanding is needed for this study, in part because platform-specific policies are
inconsistent when compared te each other.

These definitions are thus heavily informed by the existing platform definitions for TVE
content but go beyond what the platforms currently define as TVE to more adequately
capture the extent to which Borderline content exists on these platforms. This means that we
expect content might not be removed fram the platform if it is not cavered by the platform's
definition of TVE or that platforms might miss it during enforcement. This provides us with
an opportunity to highlight the limitations of the existing platform definitions and provide
mitigation strategies to address them.

Definition of TVE: Any media, including text, images, and videos, that promotes or glorifies
terrorism or violent extremism or advocates for the use of violence to achieve political, ideological
or religious goals.

This category includes content that is the most explicitly promoting or supporting terrorism
or violent extremism and which contains explicit calls to action or direct incitement to
violence.

The content contains explicit calls to action or statements of support for terrorism or violent
extremism,

The content contains inflammatory or provocative language that could be perceived as
supportive of terrorism or violent extremism.

The content contains images or videos that are clearly promoting or supporting terrorism or
violent extremism.

Violent Right-Wing Extremism (VRWE) are acts of individuals or groups who use, incite,
threaten with, legitimise or support violence and hatred to further their political or ideological
goals, motivated by ideologies based on the rejection of democratic order and values as well
as of fundamental rights, and centred on exclusionary nationalism, racism, xenophobia
and/or related intolerance?

“kitpsiffarstechnicacom/science/2018/08/why-do-only-two-thids-of-famous-social-sdence-results-repiicate-

8 The definition is provided by the DG HOME and incorporated into our methodology.
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“

Violent Left-Wing Extremism is a collective term for all efforts directed against the free
democratic basic order that is based on treating the values of freedom and (social) equality
as absolutes, especially as they are found in anarchist and communist ideas.

Regulation Addressing Dissemination of Terrorist Content Online (EU 2021/784) (TCO)
provides information for EU Member State competent authorities on reporting terrorist
content. The full language of TCO can be found in the Official Journal of the European
Union®. Under TCO, reasons for considering the material to be terrorist content are that such
material:

m Incites others to commit terrorist offences, such as by glorifying terrorist acts, by
advocating the commission of such offences;

m Solicits others to commit or to contribute to the commission of terrorist offences;

m Provides instruction on the making or use of explosives, firearms or other weapons,
or noxious or hazardous substances, or on other specific methods or techniques for
the purpose of committing or contributing to the commission of terrorist offences; or

m Constitutes a threat to commit a terrorist offence.

Definition of Borderline content: This category includes content that is not explicitly promoting
or supporting terrorism and violent extremism but which may contain language or ideas that could
be leading towards pathways of radicalisation. The criteria for this category include;

®
®

e

content that is hard to identify as illegal or as related to violent extremism and radicalisation
content that, despite being legal, can harm and lead to violent extremist behaviour and
radicalisation (such as disinformation, conspiracy theories, which can also lead towards
dehumanisation)

tactics used to manipulate users and amplify Borderline content leading to violent extremism,
such as algorithmic amplification techniques that profit from biases in content sharing
algorithms.*¢

Having only native speakers performing searches: the underlying reasoning is that we want
to understand language nuances in the platform's approaches to amplifying and/or
moderating TVE and Borderline content and to get a better understanding of potential risk
areas for specific languages.

Structuring the search tasks when it comes to keywords and search terms: We used a fixed
set of 60 keywords, translated for each language. Keywords were derived from existing
research and our own evaluation and internal testing. The 60 keywords we chose are related
to common terrorism themes across all markets.

This set is subdivided into three groups of 20 keywords for each type of TVE under study:
o Violent Right-Wing Extremism (Local/National and Ideological)
o Violent Left-Wing Extremism (Local/National and Ideological)
o International TVE (Religiously motivated terrorism)

? Regulation (EU) 2021/784 of the European Parliament and of the European Council of 29 April 2021 on
addressing the dissemination of terrorist content online, [2021], L 172/79.

1% This definition is taken from the EUIF Handbook on Borderline Content (2023),
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Personas were assigned to one of three TVE types and only used their set of 20 keywords to
provide a balance between being thorough and providing comprehensive coverage. Keywords
were chosen according to Trust Lab’s proprietary and representative selection criteria. Within
this set of 20 keywords, there were a similar number of keywords for people, organisations,
hashtags and slogans (or phrases). Agents were able to select keywords from within their
set randomnly but were not able to add new keywords. All keyword lists were translated by
native speakers into terms that are culturally relevant in the local language'’. People's names
were not translated, but hashtags and slogans may have been changed slightly in order to
fit better with a specific language’s nuances.

The keywords serve as a basis for the targeted searches, As such, this structure ensures that
every search starts at the same place, with very few limitations with regard to how a user's
journey subsequently unfolds after the initial search. Thus, we are recreating the ‘rabbit hole’
experience where a user might start with one video and end up exploring different videos.

The underlying reasoning for this approach is that having the same list of keywords for each
language improves comparisons across platforms and languages. Some keywords will
unearth more content than others in certain languages or on certain platforms, and being
able to report on these differences will add a valuable component to our study. This would
not be possible if we were to have different sets of keywords for each language or platform.
Having different sets of keywords would also limit our ability to interpret any findings for
metrics such as findability. This is because we would not be able to tell whether a certain
keyword is a culprit or if a certain platform simply performs better in terms of concealing
TVE-related content from its users.

1 The list of English keywords can be found in the Appendix, Section 6.2.
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%2 HMezthodology

{n this field of study, our methodology is comparatively unique. Instead of using bots or automated
Application Programming Interface (API) queries, we use human agenfs {(scouts} to simulate 'real’
accounts. Their behaviour is designed to ensure consistency and comparability across platforms to
enhance the likelihood of replication of the study's findings.

Human agent-driven investigations present certain limitations and challenges that have to be taken
into consideration, such as human error, bias, and high costs associated with the method. Yet, we
believe the agent-centric approach for data collection is best suited for the task at hand. One reason
is that platforms’ terms of service do nat allow programmatic (automated) searching. Another reason
is that the study aims to find out how user behaviour influences the content that is recommended to
them {and, consequently, how that content influences the user}, and this would not be possible with
an automated approach. Lastly, and most importantly, it is the absence of primary data from the
platforms themselves that place major constraints on the field of Trust & Safety research. Without
access to platform internal data (access to the full corpus on content and behaviours) or a
representative stratified sample (also needs to be provided by the platforms due to access
restrictions) or a waiver for platform terms of service (TOS) that don't allow for programmatic access
and searching, the results will be limited. In our discussions with the platforms, this point was raised
multiple times, but broader data access was not provided. As a good sign for future research, the
EU's Digital Services Act introduces provisions that allow access to data to researchers of key
platforms and requires very large online platforms to disclose key data on the functioning of
algorithms, a step very much needed to increase transparency and accountability for user safety.

The current approach is realistic yet constrained. In real life, people may not just use their accounts
for searching for TVE content and might switch between different interests and topics, some of which
are more innocent than others. A complete 'real life’ approach would nevertheless introduce variance
of a nature that would make it hard for our study fo be replicable by others or to assess our results
in a comprehensive manner. Therefore, we have chosen this approach while keeping these trade-offs
in mind for future research.

Our study aims to understand how social media platforms' recommender systems algorithmically
amplify TVE and Borderline content to users. Recommender systems, at their core, are algorithms
that suggest relevant items to users - these could be products to buy, movies to watch, content to
consume, and so on. Since there are many different recommender systems on different platforms,
this could be an expansive endeavour. Some platforms recommend their users other accounts to
follow/subscribe to, some platforms recommend content the user should consume next ("You
watched this video, here’s another one you might like"), and most platforms have separate 'Explore’
pages that are exclusively filled with recommended content.

To ensure comparability across platforms and to keep the scope concise, we have chosen ta limit this
study to the recommender systems that populate the home feed of users. Feeds exist on all the
platforms under study, while other recommender systems can be unique to one or several platforms
and would, as such, not make as good a basis for comparison,

To compare platforms and markets directly, results need to be quantifiable, and metrics must be
consistent across all platforms. To assess amplification, we have identified the following relevant
metrics:
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i 3 i} g S R R e s
Tuble 3.2 - Metrics fo ossess amplificotion aorass platforms

|Me1rfc Description

[Findability How many pieces of content a motivated uses can find during a targeted search on
the platform within a limited time window. This variable is a proxy for the amount of
TVE content that is surfaceable on the platform.

|Filter Bubble A homogeneous feedfrecommended content caused by the algorithmic amplification
of certain content types on a given platform. The higher proportion of similar
content, the deeper/larger the filter bubble.

{User Sentiment  |Crowdsourced severity ratings of the content surfaced. These ratings will be on a
Likert scale of 1-5*,

{Removal Rate How much content that is surfaced is being removed by the platform within a 8-
week time period. This is passive remaval; agents are not to report pieces of content
as this would influence the algorithm.

IRemoval Time How long it takes for a piece of content to be rermoved by the platform within an 8
weeks time period. This will be passive removal; agents are not to repart pieces of
content as this would influence the algorithm.

Findability is not the same as prevalence. We don't capture the total amount of content that agents
come across, nor do we make any claims on how much TVE content actually exists on a platform.
Findability is about how much content a person can find within a certain time frame.

Amplification in the context of our study can thus be seen as the increase in the amount of TVE
content over time and the relationship between initial user searches and the amount of TVE content
being recommended afterwards. Either one of these metrics indicates an amplification of TVE-related
content.

In our study, we have been using two metrics ("Bad Content” and "Bad Topic") to measure the depth
of filter bubbles. Bad Topic is content that is related to TVE topics but could be neutral, promoting or
negative. This includes harmful TVE as well as EDSA' content about TVE. Bad Content is synonymous
with TVE content and what is also referred to as promoting TVE. It is also a subset of Bad Topic. We
capture this distinction to evaluate whether the recommender systems recommend content to users
based on the overall topic of TVE versus the actual content of the posts being consumed.

For the Moderation metrics (Removal Rate and Removal Time), Trust Lab used patented technology
“Kaptix”, which monitors each found piece of content for removals. Kaptix is an internally developed
tool used to monitor whether social media posts are live on the platform.

321 Contributing Factors to Amplifying Harmfulness

In order to better understand which factors (behavioural or contextual) contribute to amplifying
potentially harmful content, we have tracked both content metadata (number of likes, shares, and
comments as well as the number of followers of the posting account) and behavioural data from our
agents.

2 A graphic depiction of the values on the Likert scale is available in Figure 4.1.5 of the report.

13 Educational, Documentary, Scientific, Artistic.
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Agents were divided into High/Low interaction categories. Low Interaction agents only searched and
watched content (for videos up to 5 minutes, regardiess of videc length), while High Interaction
agents also liked and followed content. Agents did not comment or re-post/re-share the content. The
influence of human interaction and contextual data on the harmfulness risk that recommender
systems pose will be discussed in more detail in Task 5.

322 Process

Agents were assigned one or more personas. Within each language, 30 personas were created. Each
persona had an account on each of the five platforms under study. This means that for each
language, there were 10 Right-Wing TVE, 10 Left-Wing TVE and 10 International TVE agents, with 5
High Interaction and 5 Low Interaction agents per TVE Type. Agents were instructed to perform three
Search Tasks and three Evaluation Tasks for each account This allowed us to study the changes to
the search results and feed recommendations over time.

All tasks were performed on mobile devices.

e Search Task: The Search Task started from a seeded keyword search. Agents were either in
the Low or High interaction group and interacted with the content as per instructions. Agents
were not allowed to add self-made keywords to searches. Agents were allowed also to
browse their feeds to search for, interact with and capture TVE content according to the
Interaction Type they were assigned to. Each Search Task was limited to one hour. We chose
a one hour cutoff to ensure consistency among agents and due to resource constraints.

e Evaluation Task: The Evaluation Task started one day after the Search Task. This was to
give the recommender systems enough time to update their recommendations. Agents were
instructed not to interact with any content but to capture each post in their feed up to the
first 30 posts.

® Repetition: Both Search and Evaluation Tasks happened 3 times to collect 3 data points for
more accurate measurement and monitoring.

Wb i B WY AL A rrT—— oo g g
Togle 527 - fumber of persenos per longuage

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

TVE-type \ Interaction type Low Interaction High interaction
National / Violent Right-Wing Extremism (20 5 personas 5 personas
keywards)

International Terrorism (20 keywords) 5 personas 5 personas
Other | Violent Left-Wing Extremism (20 keywords) |5 personas S personas

With 8 languages and 30 personas per language, that means that we have 240 personas in total.
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33 Quality

Results from the Search Tasks and Evaluation Tasks were subjected to a Quality Assurance Process
to ensure that the content found and captured was indeed TVE content. For this work, we partnered
with several international organisations that specialise in finding and analysing Trust and Safety-
related content, as well as individuals from academia who study and work in the field of Terrorism
and Violent Extrernism®*“.

Tobie 3 3 - Quoilty Assurances

[First Level Review Search: Agent made an assessment of what is and is not TVE-related content. The
agents have had policy training to make this distinction. Specialised QA agents
reviewed 100% of the content.

Evaluation: The agent performs a cursory labelling exercise on the web form. 100%
of this sample is reviewed by specialised QA agents.

Second Level Review A random samptle of the complete dataset was used to analyse other metrics (not
Findability) to control for the guality of the labelling performed by human raters.
Due to the large amount of data that was collected and complexity of the labelling
task, multiple rounds of labelling were necessary by qualified individuals on a
smaller, cleaner sample. Based on the specifics of the data (amount of search
stages, amount of platforms and languages under study), we arrived at a
rmaximum sample of 7200. Since not all data combinations had 30 posts, the total
sample size was 7074. The data was ensured to have the following:

Is the post related to TVE? (binary, based on average of rater's scale)

Is the post promoting TVE? (binary, based on average of rater's scale)

s the post Borderline TVE content? (binary, based on average of rater's scale)
Content Appropriateness score {scale, crowdsourced)

Engagement Labelling (sourced from post data)

To calculate the Findability scores, we used the complete set of content that was
found during the Search phase. We relied on the first-level review to determine
whether or not a piece of content was TVE.

Third Leve! Review Content from the original dataset that had already been reviewed by Trust Lab
experts and third-party academia experts was also included in the stratified
sample as described above,

¥ More details on the consulted experts can be found in the Appendix, Section 6.3.
14
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4 Analysis

Due to the large volume of content we captured through our work we have chosen a stratified
sampling method for the analysis of our Filter Bubble metrics and Removal Metrics. Findability scores
were calculated using the complete set of data that was found during the Search Stages rather than
a sample. User Sentiment data was also calculated based on the stratified sample.

4.1 Task 1 - Measuring the Dissemination of TVE Content

4.1.1 Findability Main Highlights
e Twitter has the highest Findability score of all platforms analysed. Since we don't
know how specific characteristics of platforms (such as having an open AP yes/no) influence
moderation of content, we do not make assumptions on the potential impact of these
characteristics on the amount of content we were able to find.

e Arabic TVE has the lowest Findability score, while Italian has the highest. Finding
TVE content through search appears to be easier in ltalian, while it's harder in Arabic. There
are a lot of confounding factors that could contribute to this finding, so we cannot make
assumptions about the cause.

o Left-Wing TVE has a higher Findability score than other TVE Types. This points
towards a larger trend, where International and Right-Wing TVE content are more easily
identifiable as extreme content, whereas Left-Wing TVE constitutes more variations across
cultures and languages.

4.1.2  Findability Findings

Our analysis shows that Twitter has the highest Findability score (2.91) on the platform'®, while
YouTube has the lowest (1.71) among the platforms we analysed. This means that Facebook and
Instagram, as well as TikTok, make up the middle on our scale. Findings for YouTube and Twitter are
statistically significant. (See Figure A6.4.1).

Moving to languages, Arabic TVE has the lowest Findability score (1.23), while TVE in Italian language
has the highest (2.78). This means that finding TVE content through search is easler in the ltalian
language, while it's harder in Arabic. Both of these findings are statistically significant. (See Figure
Ab64.2)

For TVE Types, International TVE has the lowest Findability score (1.41), while Left-Wing TVE has the
highest (3.01). That means that it's easier to find Left-Wing TVE, while it's harder to find International
TVE by searching the platforms. These findings are statistically significant. (See Figure A.6.4.3).

Deep Dive; Viclent Left-Wing Extremist Content
Since Violent Left-Wing Extremist content has a significantly higher Findability score than other TVE
types, we wanted to explore this category of content in a bit more depth. The kind of content we find

'S gxamples can be found in the Appendix B, Section 6.6.
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when we look for Violent Left-Wing Extremist content is mostly supportive of anti-capitalism, pro-
anarchism and pro-communism?s,

These findings point towards a larger trend. Terrorist and Violent Right-Wing Extremist (TVRWE)
topics, such as neo-Nazism, anti-Semitism, racism and white supremacy, frequently attract the
attention of policymakers and journalists, which causes social media platforms to invest in technical
and human resources to reduce the harm of such material. On the other hand, Violent Left-Wing
Extremist content encompasses a range of topics that have entered modern political, social and
cultural spheres without causing the same level of concern, such as anti~capitalism, general
statements about the failure of modern-day institutions and the desire to learn about other forms
of governance, such as communism and anarchism.

Deep Dive: User Engogement Metrics

In order to better understand how many people might have engaged with the TVE content that we
surfaced, we performed an engagement analysis on four metrics: likes, comments, shares and the
follower count of the accounts who posted the TVE content.

e TVE content on Instagram and YouTube is shared much less widely than content on other
platforms. Content on Twitter was shared more widely. (See Figure A6.7.1)

e TVE content on YouTube is liked more on average than other platforms. Facebook has the
lowest number of likes for TVE content. {See Figure AG.7.2)

e TVE content on YouTube is commented on nmore on average than other platforms. Comments
on Instagram seem virtually non-existent. {See Figure A.6.7.3)

e TVE content on YouTube comes from accounts with more followers on average than on any
other platform examined. (See Figure A.6.7.4)

e While YouTube has a low Findability score, the platform scores high on almost all
engagement metrics, except for shares. This seems to indicate that the platform is in control
of suppressing Bad Content from being found in search but that users have found other ways
to access the content. (See Appendix, Section 6.7 for more details)

e Facebook and Instagram are generally at the bottom of the engagement charts. Especially
Instagram scores low, having no shares and no comments on average for TVE content. (See
Section A6.7)

e Comparing the TVE vs non-TVE engagement averages shows that TVE content gets much
lower engagement than non-TVE content, but these results are not statistically significant
for most platforms. (See Appendix, Section A.8.7 for more details)

e |t should be noted that the differences in engagement between platforms could also be due
to the user interfaces of the platforms. It could be argued that YouTube and Instagram are
less set up for sharing content than Twitter or TikTok, for instance. (See Appendix, Section 6.7
for more details).

4.1.

fpd

Removal Metrics Main Insights

o The platforms removed very few items during the timespan we were tracking them,
taking nearly a week or more to remove 50% of the content we tracked from the point we
found it, resulting in TVE being shared heavily on some platforms like Facebook.

& examples can be found in the Appendix, Section 6.6.2.
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e Twitter removes the least amount of TVE content.

® Arabic language TVE content is removed more often than other types of TVE
content, while Italian TVE content is removed less.

e Terrorist and Violent Left-Wing Extremist content is also removed less than other
types of TVE content.

e Findability and Removal Rate are related to each other: the less likely it is that TVE content
is removed, the more likely it is that we can find it. it is, therefore, not surprising that
the findings in this section resemble the findings from the Findability section.
Twitter removes the least amount of TVE content, and Arabic TVE content is actioned and
removed more, while ltalian TVE content is removed less, and Left-Wing TVE content is also
removed less, than other types of TVE content.

e Combining these insights seems to indicate that platforms tend to dedicate less
effort to removing terrorist and Violent Left-Wing Extremist content and Violent
Extremist and terrorist content in Italian language and instead focus more on
removing violent Extremist and terrorist content in Arabic language, International
and Right-Wing TVE content. Since platforms still remove less than a third of the content
marked as TVE Promoting, this seems to point towards inconsistent content moderation
policies, in particular, less pronounced policies and enforcement focus towards markets and
topics that garner less attention from the general public.

® YouTube scores low on Removal Rate, which is an interesting reversal case: The
platform does comparatively well with suppressing TVE content in search without removing
such content from the platform. See Section 4.2.2 for a deep dive into this.

4.14 Hemoval Metrics Findings

Our analysis shows that TikTok removed more TVE content than other platforms (11% of the content
removed), while YouTube removed the least amount of content (3% of the content removed). Overall,
ptatforms removed less than a third of the content marked as TVE promaoting These findings are
statistically significant. (See Figure A6.8.1).

Arabic language TVE content is more often removed than most other languages (10% of the content
removed), while Italian language TVE content is less often removed than most other languages (3%
of the content removed). These findings are statistically significant. (See Figure A6.8.2).

TVLW content is less often removed than other TVE types: only 4% of the time, compared to 7%
(Right-Wing TVE) and 8% (International TVE). This finding is statistically significant. (See Figure
A6.83)

The platforms removed very few items during the timespan we were tracking them, taking nearly a
week or more to remove 50% of the content we tracked from the point we found it. All Removal Time
metrics are anecdotal because of the small number of removals overall At each interval, the
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percentage represents the amount of content that was removed out of the total removed within an
8-week period. (See Figure A6.9.1).

Generally, German language TVE content was removed more quickly, while [talian TVE content was
removed more slowly than other languages we've studied. (See Figure A6.9.2) TVLW content also
seemed to be removed the slowest, while International TVE content seemed 1o be removed mare
quickly. {See Figure A6.9.3).

Deen Dive: Remigval Metiics

The low rates of removal by themselves do not tell a very satisfactory story, so a deeper analysis
was conducted to look into the impact that this is causing based on the data that was collected. The
focus of this analysis was to contrast removals with user engagement and to review in particular,
the number of shares. Shares were chosen because this is a much more deliberate action that also
highly impacts the dissemination of TVE content than other forms of engagerment!’. It's worth noting
that shares are most likely the least accurate for platforms like YouTube that have a significant
presence on desktops because sharing can be just as easily done by copying the URL from the
address bar. Also, sharing off-platform (for example, sharing a link on another social network) may
not be trackable by the content owner.

Of the content that was eventually removed from platforms within the study period, TikTok TVE
content was disseminated the most, with 120 shares per TVE post on average (see Figure A.6.84).
However, of the TVE that wasn't remaved by platforms Facebook has the highest number of shares
per post 341 followed by TikTok with 283 on average (see Figure A.6.8.5).

The proportionally higher removal rates of TikTok contrasted with higher average number of shares
suggests that TikTok TVE content is being consumed and spread at higher rates than other platforms.
Thus, despite TikTok's higher performance on other metrics, it is struggling to keep up with its user
base and high throughput even on high-harm content like TVE. This same trend appears in Borderline
content except with higher shares counts {see Figure A6.8.7).

Looking at how different languages impact TVE content that wasn't removed, French and Italian have
more shares on Facebook while other languages are more prevalent on TikTok {see Figure A.6.86).
Borderline content in German language, however, sees more shares on Facebook which is the only
language that changes between TVE and Borderline content (see Figure A.6.8.9).

17 Ljungberg, J. et al, Like. Share and Follow: A Conceptualisation of Social Butions on the Web, July 2017,
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4.1.5 User Sentirment Main insights

Mild
{<2.5)

Moderate
(2.5~ 3.5}

Severe
(>3.5)

Figure 4.1.5 - Appropricteness score

e Platforms are mostly similar in terms of severity of content based on user ratings,
indicating that severe content Is spread roughly equally across the platforms. Italian content
is rated as the most severe, while German is rated as the least severe. Most differences
between languages and their severity ratings are statistically significant.

o TVE content in Italian is rated as the most severe, continuing a trend that seems
to indicate that Italian language TVE content is largely going unnoticed by
platforms. Other languages are also mostly statistically significantly different from each
other, indicating that users of different languages have potential cultural differences when
it comes to how harmful they judge TVE content to be.

416 User Sentiment Findings
Platforms are mostly similar in terms of how severe users rate their content, indicating that severe
content is spread roughly equally across the platforms. (See Figure A6.10.1).

ltalian language TVE content is rated as the most severe {98% rated as severe), while German
language TVE content is rated as least severe (43% rated as severe). Most differences between
languages and their severity ratings are statistically significant. (See Figure A.6.10.2).

Right-Wing TVE content is viewed as less severe by users than other TVE types (78% rated as severe),
which is a statistically significant finding. This is interesting and could be due to the fact that users
are getting more used to seeing Right-Wing TVE content, but also to the fact that platforms are
removing the more severe Right-Wing TVE content from their platforms more readily. (See Figure
A6.10.3).

Severiy Over Time

Does searching for and interacting with TVE content influence the severity of the content that is
subsequently found and recommended to users? A trend here could be an indication of amplification,
not necessarily in the amount of content that a user sees, but in the harmfulness risk of the content
that users engage with.
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No clear trends emerge when looking at the severity ratings over time per platform. (See
Figure A.6.104).
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4.2 Task 2 - Measuring the Role ang Effects of Automated Dissemination of TVE Content

4.2.1 Filter Bubble Main Insights
e Taking all platforms, languages and TVE types together, there is an amplification
of all content types over time. This amplification is only significant for Bad Topic and
Borderline content, but not for Bad Content.

e All platforms show signs of amplification after the first Search phase, showing
Bad Content in the user's home feeds, but platforms do not show any significant
further amplification of Bad Content over time. On average, no more than 10% of any
feed consisted of Bad Content.

e All languages show signs of amplification after the first Search phase, but only
Italian shows significant further amplification of Bad Content over time. French
does show a significant further amplification of Borderline and Bad Topic content over time,

e All TVE Types show signs of amplification after the first Search phase, but none
show significant further amplification of Bad Content over time.

e Overall, these findings seem to indicate that although there seems to be an amplification of
Bad Content in the feed after showing initial interest by a user, this is not significantly further
amplified when the user continues to engage with said content.

4.22 Filter Bubble Findings

Taking all ptatforms, languages and TVE Types together, there is an amplification of all content types
over time. For Bad Content, the main focus of our study, our amplification metric increased from
4.4% to 5.2%, an increase of 17.5%. Looking at Bad Topic, which includes TVE and non-harmful
content related to TVE topics, we saw an increase from 6.9% to 9.6%, which is statistically significant
(+39.1%). Additionally, we looked at Borderline Content, which amplified from 3.3% to 5.4%
(+65.1%), which is also statistically significant. (See Figures A6.11.1).

Instagram is the only platform that shows a significant amplification across the three stages for Bad
Topic content (+118%), as well as Borderline content (+1500%). None of the platforms show a
significant further amount of amplification for Bad Content, although Facebook doubled the amount
of recommended Bad Content between the First and Third stage. TikTok showed no increase, and
YouTube had a negative amplification (-23%): all not statistically significant. (See Figures A. 6.11.8a-
e).

jtatian and French are the only languages that show significant amplification of TVE related content
over time. Halian is significant for Bad Content only (+365%). The French amptification is only
significant for Bad Topic (+293%) and Borderline content (+685%), not for Bad Content. Polish has
the highest average percentage of Bad Content in the feed (11%), Arabic has the lowest (2%). {See
Figures A6.11.9a-h).

None of the TVE types show significant amplification over time. {See Figures A6.11.10a-c).

Higher interaction with TVE content does result in a higher initial percentage of Bad Content in the
feed (8% for High Interaction, 1% for Low Interaction). (See Figure A.6.11.12).
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Deen Dive: How Blatforms Reduce TVE Corberd

When looking across the Findability and Filter Bubble metrics, we can compare how platforms choose
to reduce the spread of TVE content. (see Figure A6.11.13).

e YouTube: has the lowest Findability score but a high average percentage of Bad Content in
the feed.

o TikTok: reflects the opposite trend, having a moderate Findability score and the lowest
average percentage of Bad Content in the feed.

e Twitter: has the highest Findability score and also the highest average percentage of Bad
Content in the feed.

e Instagram: has a moderate Findability score paired with a moderate average percentage of
Bad Content in the feed.

e Facebook: has a moderate Findability score paired with a moderate average percentage of
Bad Content in the feed.

YouTube seems to have tighter filtering of search results, while TikTok has tighter filtering of the
recommendations in the feed. Relatively speaking, Twitter has the most on both dimensions.
Facebook and Instagram appear to have moderate amounts of filtering in both search and feed.

These findings could be the result of YouTube's and Twitter's algorithms having stronger
personalisation, combined with a lack of filtering. When platforms strongly personalise content based
on past activity but lack adequate filtering of Bad Content, the filter bubble effect becomes most
problematic. TikTok's algorithm is known to have strong personalisation effects’, but seems to have
better filtering of TVE-related content than YouTube and Twitter.

423 Borderline Content

Special interest from the European Commission has been expressed with regard to the effect of the
spread of certain types of Borderline content, such as disinformation and some forms of hate speech
that can lead to radicalisation. This section will shine more light on how Borderline content plays into
the analysis of the metrics that we calculated. It is content that does not meet the thresholds to be
labelled as terrorist and violent extremist content, but that can still lead to violent extremism and
radicalisation pathways.

e Overall, Borderline content has the lowest initial amplification of all TVE-related content
types, but the percentage of Borderline content that is recommended to users has the highest
amplification over time of all TVE-related content types.

e [nstagram and Twitter are the only individual platforms that show a significant amplification
in the amount of Borderline content that is recommended to users over time. Instagram
shows 3 times more Borderline content when comparing the First to the Third phase.

e French is the only language that shows a significant amplification of the amount of
Borderline content being recommended to users over time. 8 times more content is
recommended to users in the Third phase compared to the First phase.

e None of the TVE Types shows a significant amount of amplification for Borderline content.

f LT s i e - o d San b o g ahe o ag i
Arnplification of Borderling Corstarst

'8 hitps:/iwww theguardian.com/iechnoloay/202 2ot/ 2 3fikiok-rise-algerithm-popularity
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(See Figures A6.11.8a-A6.11.10c).

Rernovol of Hordertine {onfent

e Overall, all platforms act similarly when removing searched or recornmended Borderline
content from their platforms. TikTok removed more searched content than YouTube and
Twitter but did not remove any recommended content at all. Since we are comparing all
platforms based on the same definition of Borderline content, this gives us a clear picture of
which platforms are allowing more Borderline content on their feeds.

® Arabic Borderline content is removed more often during Search than most other platforms.
None of the values for Evaluation are significant.

e Borderline content that could lead to Violent Left-Wing Extremism is removed less often
during Search than other TVE Types. None of the values for Evaluation are significant.

e Remaoval Times for all TVE content and Bordertine content are largely simitar for all
dimensions.

(See Section 6.12 for figures).

23

967
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_019541
CONFIDENTIAL TREATMENT REQUESTED



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

4.% Task 3 - Assess the Risk posed by the Automated Dizsemination

431 Risk Assessment Main Insights
Amplification: What is the prevalence of TVE content in the platform’s feed? Twitter
was the platform with the highest level of amplification of Bad Content to the user, followed
by YouTube, Instagram and Facebook TikTok had the lowest level of TVE content
amplification or harmfulness.

e Risk Ratings. We assigned a composite risk rating for each platform, based on an evaluation
of three essential components: Findability, Amplification and User Sentiment. The risk ratings
for the platforms mostly followed the percentage of TVE content found in the feed because
the feed is where the bulk of the TVE content consumption likely occurs. The risk rating was
consistent with removal and engagement rates, and there were fairly big differences among
the platforms on this risk metric. Twitter had the highest risk rating of the platforms; TikTok
had the lowest risk rating. Facebook, Instagram and YouTube had medium risk ratings.

e The average percentage of TVE content in the feed did not exceed 10%, even for motivated
users, and did not seem to increase above 10%, even under repeated user interactions with
TVE content. If platforms were only focusing on personalisation, this percentage would likely
have been higher. This suggests that platforms either do not personalise much in general or
that platforms limit personalisation, when TVE content, topic or Borderline content is
detected. That said, when we compared the platforms on different dimensions, we observed
clear differences among the platforms and further room for improvement, particularly for
platforms such as Twitter with higher risk.

Recommender systems (RSs) are increasingly being used to support decision-making and improve
user experiences across a wide range of industries and applications. However, it is important to
acknowledge and effectively manage both technical and non-technical risks in order to reap their
benefits and promote user safety fully. As requested by the European Cornmission, this report
provides a comprehensive overview of recommender systems and the technical and non-technical
risks associated with recommender systemn algorithms and outlines a range of mitigation strategies
to help reduce risks and ensure best practices for the recommender systems and those wha use
them.

432 Content Moderation Background

Content moderation, or the process of monitoring, reviewing, and controlling user-generated content
on online platforms to ensure compliance with community guidelines, terms of service, or content
policies, is a fundamental part of the internet's infrastructure and success. Content moderation
involves identifying and removing inappropriate, harmful, or offensive content, as well as addressing
violations of rules and regulations set by the platform or applicable taws. The way a platform is
designed and how users interact with it significantly influence the posting and interaction of user-
generated content, consequently impacting how companies perform content moderation on their
services (Grimmelman, 2015).

As discussed, platforms which rely on user-generated content often utilise recommender mechanics
to deliver personalised content to users, deliberately surfacing tailored content most likely to keep
the user engaged (O'Callaghan et al, 2014). Recommender systems have the potential to
inadvertently recommend terrorist or extremist content to users who are not actively seeking such
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material. This occurs because the algorithms prioritise user engagement without parallel automated
objectionable content detection, allowing such terrorist or extremist content to be surfaced based on
predicted engagement levels. Recent studies indicate that inadvertently exposing users to extremist
content based on their expressed interest can lead to a reinforcement of extremist content in their
feed; a consistent consumption of extremist content may contribute to a shift in their worldview
(Edwards & Gribbon, 2013). Platforms face a challenging task in distinguishing between intentional
bad actors and users who unintentionally engage in abusive behaviour, adding complexity to the
moderation ecosystem. The following breakdown of prevalent filtering mechanisms and
technological content moderation systems highlights the intricate balance between preserving the
rights of users to freedom of expression and the challenging task of detecting and removing content
in a scalable manner.

PO S < . DR S s TR P . AR - -
Content-Based Recornmendotion Systems

Content-based filtering is a technique used by online platforms, including user-generated content
platforms like YouTube, to analyse a user's preferences and create a content engagement profile
based on keywords and tags. This approach considers factors such as titles, descriptions, and tags to
determine similarities and relevance when recommending videos, particularly for new or unseen
content (Zhang, Lu & Jin, 2021}, While content-based filtering offers scalability and independence
from other users' data, it has limitations in the type of content it suggests to users. In the context of
moderating terrorist content, platforms that rely heavily on content-based filtering pose challenges
in effectively identifying and addressing such material. The focus on matching user preferences may
overlook objectionable content that falls within the grey area of extremism. As the content becormes
more extreme, the videos the system relies on for tags may begin to overlap between less extreme
and more extreme content, making it less likely for a target audience to report such material to the
platform. This increases the risks associated with content moderation and the potential for terrorist
or extremist content to go undetected ar unaddressed.

Although platforms basically work with some combination of recommender and flagging sub-
systems, these can be brought together in different ways, sometimes without a clear demarcation
between the two. Also, while these subsystems draw upon the basic recommendation algorithms
and flagging approaches outlined here to optimise for the metrics specified in section 4.4.2, there
are many variations of these algorithms and metrics. Also, the practical pressures of running a
business (e.g, generating revenue and retaining users, keeping infrastructure and machine costs low
as well as addressing user and customer complaints and escalations) implies that these systems
have accumulated numerous optimisations as well as business rules, making them exceedingly
complex. As a real-world example, please refer to the recently outsourced Twitter recommender
system.

Aufomoied Flogoing Svelern

Automated detection systemns utilise various techniques such as machine learning algorithms, near-
neighbour algorithms, fuzzy hashing meodels, and MD-5 hashing models to identify harmful or
platform-violating content, including both well-known and unknown terrorist and extremist material.
These systems bring potentially illegal or policy-violating content to the attention of a team of
content moderators, either directly employed by the platform or affiliated with a vendor company.
Depending on the specific model employed, there are cases where reports are automatically closed
if signals suggest the content is spam, does not violate the platform's Terms of Service, or has been
previously reviewed by a content moderator. Automated detection systems play a crucial role in
helping online platforms identify more severe content, initiating the cycle of moderation and policy
enforcement on the platform.
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Liser-Biosed Floooing Systemn

User-based reporting systems rely on users to flag content that they believe violates an online
platform's policies or is deemed objectionable. These reporting systems vary across platforms, often
employing dedicated reporting forms or allowing users to directly flag content they find problematic
while viewing it. User flags serve as a means for users to report content that may not have been
detected by technical solutions, giving them a voice in the content moderation process. After users
submit reports, the platform's team of content moderators reviews them and determines the
appropriate actions to take regarding the reported content or offending user account. Many large
online platforms deprioritise these user reports in favour of automated detection, but will no longer
be allowed to do so under the new European Union’s Digital Services Act, which places emphasis on
users' right to report and appeal content they find objectionable, including terrorist and extremist
content.

4.33% Risks Assessment

SONAP L
s R {ex

T“ae term fziter bubb & :s generaiiy credited to intemet activist Bl Pariser circa 2010, In Pariser's
influential book, The Filter Bubble (2011), it was predicted that individualised personalisation by
algorithmic filtering would lead to intellectual isolation and social fragmentation. To increase user
engagement, social media companies may connect users with ideas they are already likely to agree
with, thus creating echo chambers of users with very similar beliefs. The concern is that
recommender systems may influence users to engage in progressively narrower content domains
and in directions they might not otherwise have pursued. The EU Counter-Terrorism Coordinator has
argued that the amplification of legal but harmful content may be conducive to radicalisation and
violence because it normalises it and exacerbates polarisation in society.

A3EinE h ‘{‘rk S{J'?if{(?

The Global Partnership on Artificial intelligence (GPAI) has also identified that recormmender systems
can amplify user bias related to TVE content, as follows:

The key issue for recommender systems . . . is that social media users are known to
show small biases towards extreme content of various kinds, that act as another
influence on the content items they engage with. For instance, they have a tendency
to share political messages containing ‘moral emotional expressions’ (Brady et al,
2017; Brady and van Bavel, 2021), particularly negative ones (Crockett, 2017, Brady
and van Bavel, 2021), messages that refer to a political ‘out-group’ (Rajthe et al,,
2021), and messages that contain falsehoods (Vosoughi et al., 2018). if these biases
persist while a user interacts with a recommender system, the system’s repeated
updates of its user model may lead the user towards messages containing increasing
levels of negative political emotions, an increasing focus on political out-groups, and
increasing amounts of misinformation - and potentially towards domains of violent
extremism. Again, our earlier report (GPAI, 2021) presents these concerns and the
studies that support themn in detail.*?

¥ GPAI 2022, Transparency Mechanisms for Social Media Recommender Algorithms: From Proposals to Action.
Tracking GPAl’s Proposed Fact Finding Study in This Year's Reguiatory Discussions. Report, November 2022,
Global Partnership on Al
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Recently, the Global Internet Forum to Counter Terrorism commissioned a survey of the existing
empirical literature on the issue of whether recommender systems promote extremist content and
whether online users are “radicalising by algorithm”?° In the literature review, 10 of 15 studies
demonstrated that recommender systems can promote extreme content.

S T T e g e T N TN L Ty
LON D03 GCors SXQI0E iaihGrn Qioriinims:y

Terrorists could “game” flagging systems by experimenting and learning over time how to have their
content bypass or circumvent either automated or manual flagging systems. According to certain
researchers, the survival of certain TVE content on platforms relates to the way in which terrorist
organisations have learned to modify their content to evade platform controls. Tactics include:
breaking up text and using strange punctuation to evade platform tools that would search for
keywords; blurring the terrorist organisation’s branding or adding the platform’s own video effects;
mixing the terrorist organisation’s material with content from real news outlets; adding the branding
of mainstream news outlets over the top of the terrorist organisation’s content; hijacking platform
accounts; and posting tutorial videos to teach other terrorists how to do the same.?!

Terrorists could also employ fake engagement and fake profiles to promote their content, and if
undetected by platforms, recommender systems could unwittingly further promote such content.
From gaming of views* to crowdturfing and astroturfing®, there are a variety of technical
approaches to gain (perceived) popularity on social media, which are already known to be leveraged
by foreign actors to influence operations. For instance, in one study, the BBC has reported that a
network of Facebook groups was used in an attempt to change perceptions related to the ongoing
war in Ukraine 24

In this section, we presented many possible risks that can cause the promotion of TVE content on
platforms. While we do not have access to internal platform documentation to understand how each
individual platform’s algorithms and moderation systems work, we can assess risk based on
externally observable metrics from this study. We do this in the next section.

434 Risk Metrics

The previous sections described the various risks that recommender systems present, but without
access to each platform’s internal, proprietary algorithms and data, we were unable to guantify
platform risk directly based on these factors. Instead, we evaluated the overall risk of each platform
based on the data collected for this project, which could be observed outside-in. We considered three
factors:

20 Whittaker, J, Recornmendation Systems and Extremism: What Do We Know? — Global Network on
Extremnism and Technology, Insights, 17 August 2022. https://gent-research.org/category/insights/).

1 Corera, G, SIS ‘still evading detection on Facebook’, report says, BBC News, 13 July 2020.

See also Nimmo, B. and Hutchins, E., Phase-based Tactical Analysis of Online Operations {The Online
Operations Kill Choin: A model to analyze, describe, compare, and disrupt threat activity from influence
operations to cybercrime), Carnegie Endowment for Internotional Peace, March 16, 2023.

22 The Flourishing Business of Fake YouTube Views.

https:/iwwwnytimes.com/interactive/2018/08/ 1 1/technelogy/voutube-fake-view-sellers.html

23 https./lenwikipedia.org/wiki/Astroturfing

4 putin's mysterious Facebook ‘superfans’ on a mission. https://www bbc.com/news/blogs-trending-
61012398
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e User Sentiment: This is a proxy for the severity of TVE content found

e Findability: This is a proxy for the amount of TVE content that is surfaceable on the
platforms

e Amplification: This is a proxy for the prevalence of TVE content in the feed.

We saw relatively minor differences in User Sentiment {see Figure A6.10.1} among platforms. The
platform with the highest level of Findability of TVE content (see Figure A.6.4.1) was Twitter, followed
by Facebook, Instagram, and TikTok. The platform with the lowest level of Findability was YouTube.

Bisk Quteome

We have assigned a composite risk rating for each platform based on our evaluation of three
component metrics: User Sentiment, Findability, and Amplification. The risk ratings below incorporate
information from the TVE content found in the feed and search and is consistent with removal and
engagement rates.

Table 4.4.4 - Risk Rating per Platforms

Twitter Youtube Instagram Facebook TikTok

Medium Mediumn Medium _L0w95ﬁ. . .

The data we collected is based on simulating motivated users looking for TVE content and does not
represent the experience of an average user of the platform. We also did not have access to internal
proprietary platform data, which would have been needed for comprehensive measurement. That
said, as previously discussed in the introductory section, it made sense to simulate and study the
motivated user scenario. Also, the consistency observed for different metrics, such as feed
prevalence, removal rates and engagement rates, suggests that the data is not an outlier.

The next section presents possible mitigation measures to consider, both based on observed data as
well as conceptual risk factors discussed in previous sections.

435 Mitigation Strategies
There are a few different ways in which platforms can counter filter bubbles:

e By effectively detecting terrorist and extremist content, platforms can proactively filter such
content from user feeds and search results, The Global Internet Forum to Counter
Terrorism (GIFCT) is an Internet industry initiative to share progrietary information and
technology for automated content moderation. As noted on the GIFCT Wikipedia page, GIFCT
maintains a database of perceptual hashes of terrorismerelated videos and images that are
submitted by its members and which other members can voluntarily use to block the same
material on their platforms. The material indexed includes images, videos and will be
expanded to include URLs and textual data such as manifestos and other documents.
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e Filter bubbles and echo chambers can be countered by having recommender systems

explicitly optimise for content or opinion diversity. There is evidence suggesting that
personalisation algorithms can enable exposure to “ideologically cross-cutting content” from
outside self-selected echo chambers. (Flaxman et al, 2016). It has also been suggested that
they can also be leveraged in improving the automated detection of radicalisation and for
facilitating targeted counter-messaging interventions to combat radicalisation. {Schmitt et
al., 2018).% Recent literature has also suggested that algorithms can be the cure for
algorithmic fitter bubbles. 2

Twitter study (“the most comprehensive audit of an algorithmic recommender system and
its effects on political content”) indicated that the political right enjoys higher amplification
compared to the political left. Our own data presented in previous sections also examines
differences between Right- and Left-Wing TVE content both in terms of discoverability and
moderation. Armed with such data, platforms can take a deeper locgk at their own algorithms
and implement necessary mitigations.

25 Wolfowicz, M, Weisburd, D. and Hasisi, B. (2021), Examining the Interactive Effects of the Filter Bubble and
the Echo Chamber on Radicalization , Journal of Experimental Criminology (2023) 19:119-141 at 136.
https://doi.org/10.1007/511292-021-09471-0

*f Gao, C et al, Counterfactual Interactive Recommender Systemn (CIRS): Bursting Filter Bubbles by

Counterfactual Interactive Recommender System, Computing Research Repository {CoRR) in arXiv,
abs/2204.01266 (2022).
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4.4  Task 4 - Compare the Phenomenon Between Platforms Sharing the Same Business
Model

44,1 Comparison Between Platforms Main Insights
¢ Among the platforms, Twitter surfaced and recommended the most TVE content to its users
and performed below other platforms in terms of TVE content removal.

@ Although YouTube's Findability score was the lowest among the platforms, its removal
metrics suggested it has room to improve on removing TVE content that exists on the
ptatform. YouTube generally scared higher than the other platforms on user engagement
{e.q, likes, shares, comments, number of followers} with TVE content. This seems fo indicate
that YouTube was effective in suppressing TVE content from users in search but still enabled
users to find TVE content through other means and interactions.

e TikTok performed moderately when it came to the Findability of TVE content, but of all the
platforms, it recommended the least amount of TVE content to users. This suggests that
TikTok may filter its feed more tightly than its search, resulting in no significant amplification
of TVE content in the feed. TikTok was generally slow to remove TVE content; TikTok took
more than four weeks to remove the content we identified as TVE. TVE content that the
platform didn't remove was shared twice as much as TVE content that the platform did
remove.

4437 Platforms

Of the platforms, Twitter surfaced and recommended the most TVE content to its users. Twitter was
lower than other platforms when it came to TVE content removal. We note that this study was
conducted during a period when significant governance, policy and safety process changes were
occurring at Twitter, As such, Twitter's results may be significantly different compared to earlier in
the year.

YouTube has come under scrutiny during other research projects”’ and has since made
improvements. Although YouTube's Findability score is the lowest among the assessed platforms, its
Removal metrics combined with YouTube's engagement metrics for TVE content suggest the platform
still has room to improve on removing TVE content that already exists on the platform.

in our study, YouTube recommended the most TVE content to its users; Twitter was second. It should
be noted, however, that all the platforms had weak Removal rating scores, removing 10% or less of
the content we marked as TVE-related

YouTube generally scored higher than the other platforms on user engagement with TVE content.
This seems to indicate that YouTube is effective in suppressing TVE content from users in search.
But, it still enables users to find TVE content through other means and interactions.

turing-people-onto-the-alt-right/
hitps://pekicyreviewinfo/srticles/analysisfrecormmender-systems-and-amplification-extremist-content
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443 Languages

ftalian TVE content is an interesting case with regard to many of the metrics considered. The
Findability score for ltalian TVE content was one of the highest, and removal metric scores were in
the lowest category. Under the study, Italian users in the sample were also the ones who rated their
TVE content as the most severe of all the languages. This suggests that Italy may not be a high-
priority market for platforms in terms of ltalian-specific automated detection methods, ltalian
moderators, or other measures integral to a Trust and Safety enterprise.

TVE content in Arabic has long generated special attention from the platforms' moderation teams.
Its Findability score is the lowest. Significantly, Arabic TVE content, especially International Arabic
TVE content, is more often removed than content from other languages. Since the Paris attacks in
2015, there has been more focus from policymakers and media outlets on social media platforms
to police the spread of International TVE from Arabic-speaking countries and regions, which could
explain this finding.

444 TVE Type

Left-Wing TVE content treatment stands out. It's easier to find Left-Wing TVE content on the different
platforms, especially in the Italian language. Left-Wing TVE content is also the least often removed.
Apparently, this type of TVE content is also not as readily on the radar of platforms, possibly because
Left-Wing TVE content covers a broad spectrum of content that is not TVE related per se.

This can be contrasted with Right-Wing and International TVE content, which receives more attention
from policymakers and the media, thus incentivising sociat media platforms to create policies to
moderate this type of content more readily.

Overall, one conclusion may be that the public attention to certain types of TVE content, often related
to current events, plays a large role in what content gets moderated on platforms. If this is true, one
could argue that this is an insufficient way of moderating TVE-related social media content. The
platforms could certainly do more to be more consistent in their moderation practices (see also Task
3).

445 Borderline Content

When we lock across the entire dataset, Borderline content appears to be amplified the most over
time out of all the TVE-related content types that we've studied, even though Borderline content has
the lowest amount of initial amplification.

Zooming in on different dimensions, such as platform, language, or TVE type, this trend is less
pronounced. For example, Borderline content does not appear to be significantly amplified over time
on any platform except for Instagram and Twitter. French is the only language where Borderline
content was significantly amplified over time. Borderline content, potentially leading to terrorist and
Violent Right-Wing Extremism, was not significantly amplified over time.

Platforms act similarly when removing searched or recommended Borderline content from their
ptatforms. TikTok removed more searched content than YouTube and Twitter but did not remove any
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recommended Borderline content. Borderline content in the Arabic language is removed more often
during Search than other platforms, but none of the values for Evaluation are significant.

Borderline content potentially leading to Violent Left-Wing Extremism is removed less often during
Search than other TVE Types. None of the values for Evaluation are significant. These findings are
siritar to other TVE-related content, which seems to show that the policies of the platforms do not
place special focus on Borderline content.
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4.5 Yask 3 - Assessing the Risk of Badizalisation due to Algorithmic Amplification

Assess the level of risk of radicalisation to violent extremist ideologies and terrorism
linked to the voluntary or involuntary automated dissemination of terrorist and violent
extremist content through the use of machine learning-based algorithms or less
sophisticated techniques.

451 introduction

We employed various methods to analyse the data from the experiment and build models to predict
whether a given social media platform user’s demographics and behaviour could relate to TVE
content amplification. In this section, we explain our process of analysis, and key results and briefly
conclude with some final insights and recommendations.

Before proceeding, we note that machine learning processes are by nature exploratory (e.q., from
selecting an appropriate way to organise the data, to setting up prediction problems and of course,
to the selection of methods to use and the final analyses). Given the complexity of the data - and
the problem ~ there was, naturally, significant exploration along the “machine learning pipeline” (from
data structuring to final insights). We only discuss the processes, methods and results we found to
be most appropriate.

While there are consistent observations across the different approaches discussed, each also
provides some specific insights. Overall, consistently across all approaches outlined below, the resutts
indicate that there is some predictability about whether TVE content is presented to users (during the
Observation phase - see below).

As described in the previous sections, the experiment was carried out by having real agents
impersonate generated user personas with different demographics (age, gender, country of origin
and language), extreme political orientations (Violent Right-Wing Extremism, Violent Left-Wing
Extremism, or apolitical/international extremismy), and behaviours with TVE content (high interaction
or low interaction). Over the course of three separate sessions (Search Stages 1, 2, and 3), users
logged in and directly searched for and engaged with TVE content (the Interaction Phase) and, on a
separate occasion, would log in again to observe the resulting content presented/recommended to
themn by a platform (the Observation Phase). The TVE content discovered in either phase was recorded
{such as date, description, URL, etc), its relation to TVE was rated by multiple experts (Borderline,
promoting, or relating to TVE), and its popularity noted (account followers and the comments, likes,
and shares for a given post). The raw data was organised into rows, with each row representing a
particular post that was either found during the interaction or recommended during observation by
a given persona on a given platform during a given session/login.

We study the effects that demographics, deliberate TVE searches, and the temporal aspect of doing
so over multiple instances have on the platform algorithm’s tendency to amplify such content. The
process outlined below involves a preliminary exploratory analysis of the data using statistical
descriptions and clustering by recorded content posts, followed by predictive modelling for TVE
presence by session (login) for the Observation sessions — while using data alse from the interaction
sessions. Of course, if there is no (or weak) “signal” in the data, for example, for some platforms, one
cannot make inferences reliably. Overall, the data did prove to be challenging to analyse.
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Oate Preparotion

Data Ceaning

The data from the experiment’'s implementation contained very few instances of missing data. For
example, anly 54 (0.769%;) out of 7074 rows (selected content posts across all sessions) used for the
analysis contained discrepancies that rendered them unusable. This small fraction allowed us to
directly remove thase observations without hindering the guality of the analysis. Different features
included in the data set were useful for different sections of this report, but overall the features kept
for the analysis were the aforementioned demographic, behavioural and political data on the
personas and the popularity and TVE ratings of the content they either found (Interaction phase) or
were presented/recommended {Observation phase).

Encading
Encoding is a process of converting data from one format to another. For example, it is used to
convert categorical data (like gender or country) into numerical data so that it can be used In
statistical models. There are many different types of encoding technigues, but two of the most
common ones are ordinal encoding and one-hot encoding.
® Ordinal encoding is a method of encoding categorical data where each category is assigned
a unique numerical value. This encoding is especially useful for including information about
the relative significance or order of categories with respect to each other.
® (One-hot encoding is a method of encoding categorical data where each category is
represented by a binary column in the dataset. For example, if we use the Gender feature,
‘male’ could be labelled as {0,1} while ‘female’ as {1,0}. This technigue is useful when there
is no natural order or hierarchy among the categories, and each category is equally important.

The appropriate encoding method to use depends on the type of data. As we progressed through the
analysis, we used different forms of encoding depending on the method implemented, which is
mentioned in its relative section below.

452 Analysis of Content Posts

Sfoplistivgl Desorintion

We first performed exploratory analyses to determine the significance of each data feature collected
and get an overview of each platform’s frequency of TVE content dissemination. Once we have an
overview description of the data, we can move to more complex analyses.

We start with statistics, also considering the temporal nature of the three cumulative search stages.
We first map the occurrence of TVE-scoring content (Borderlines, Promotes, and Relates to TVE)
based on the given Search Stage, Platform, and Interaction Level during the Observation Phase,
meaning the content that was recommended to the persona after a period of engagement (Figure
4.5.2a).

This initial analysis indicates the following observations:
e There is overall (but different across platforms) a higher rate of TVE in the final third
observation stage than the first two stages.
e There is a significant difference in the observed TVE content for Low-Interaction personas
versus High-interaction, but less so for YouTube.
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e TikTok appears to have overall very low TVE content, regardless of one's Interaction Level,
with almost no instances of TVE content being present in the Observation Phase.

Finally, we also noted from the coefficients of all three TVE score categories that Relates to TVE was
an appropriate category that encapsulates the average score of Borderlines and Promotes TVE. We,
therefore, focus on that metric.

Progoctin of posts as any TVE category thovderiine, related, promotive) s svalustion phases
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Figlire 4.5.20 - Prevoience of oft TVE cotegones, grotoed by platform oral divided between high crd low levels of persori
internction

To further explore potential relationships, we plotted two versions of groupings of our significant
demographic features and the TVE score. These features' importance is shown below (Figure 4.5.2b;
Figure 4.5.2c).
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Figure 4.5 26 - Prevolence of related TVE across plotforms, grouped by level of persena’s interaction per search stoge
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The results of these graphs display similar observations as the first statistical description (Figure
4.5.2a), with TVE presence generally increasing as the sessions accumulate. Twitter seems to cater
most to recommending Right-Wing users TVE content while (again) TikTok has little to no instances
of TVE content. Three observations can be made about the different platforms:

e YouTube's TVE content does not depend as much on one’s interaction level, as above, or
political orientation.

® As above, TikTok has overall little TVE, and while it displays relatively (across stages) more
TVE content in the initial stage for High Interaction level personas and Left-Wing orientations,
this is quickly hindered in subsequent phases. This could be indicative of a more robust
internal system against TVE content amplification - but given the limited volume one cannot
reliably make inferences about how the algorithms may work.

e Instagram and Facebook data are in agreement with the possibility that the platforms may
have curtailing mechanisms against Right-Wing and Intermational TVE content, but Violent
Left-Wing Extremist users appear to “succeed” in gradually being presented with an
increasing amount of TVE content over time.

We take this exploratory analysis further by implementing a machine learning methodology,
clustering, to look for more patterns that may exist within the data of each platform based on the
content posts recommended to a given persona.

Clusiernng by content posbs
K-means clustering is a type of unsupervised (meaning the computer is not given labelled data and
must find any hidden patterns on its own) machine learning algorithm that is used to group similar
data points into ‘clusters’. The goal of k-means clustering is to partition a dataset into 'k’ number of
clusters. The algorithm works by randomly selecting points from the dataset as the initial cluster
centres, then assigning all other data points to the nearest centroid based on its distance, and then
iterating multiple times until conversion to clusters. We used ordinal encoding for this method and
performed some feature engineering as described below 1o create the clusters of each individual
social media platform by the content posts discovered during the Observation Phase of the study.

Feature engingering

As data collected is not always immediately obvious as to its relevance to an analysis’ goals, some
features can be “engineered” out of the raw data. We employed feature engineeting in four instances
to make certain variables more relevant to the problem of finding commonalities between the
personas’ demographics and the TVE-scored content recommended to them:
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1) The ages of personas were categorised by age groups (Young Adults < 31, Middle Aged 32 -
51, and Older Adult > 51). The purpose here was to gauge if any age-related significance
could offer generational insight into the issue.

2} The personas’ political leanings were combined with their levels of interaction with TVE
content as risk for radicalisation (for example, a high-interaction, Right-Wing persona would
be "High Risk Right-Wing”). The rationale for this feature was to see if a platform’s efforts
were all-encompassing of TVE or biassed towards a particular group(s).

3) We combined the four data points on a reported piece of content’s level of user engagement
as a popularity as the weighted sum of averages of likes (40%), comments (30%), shares
(20%), and followers (109%) (P = L Likes*04 + I Comments*0.3 + I Shares*02 + %
Foliowers*0.1). Recommender algorithms not only take the user’'s engagement but also
amplify more popular content, and we weighted the variables based on the likelihood of each
interaction for the average user (i.e. people are more likely to like a post they see on their
feed than share it). As clustering methods are sensitive when many features {dimensions)
are used, creating this composite “score” helped reduce the data dimensionality.

4) Finally, we made a feature for a content’s proximity to TVE by summing together the scores
of its Relates to, Promotes, and Borderlines TVE. These three scores are the averages
between each expert's individual rating for the content. The purpose here was to analyse
these scores separately, as well as whether they had more significance when combined.

For this analysis, we structured the data as follows: we divided the data by each of the five platforms
and looked at that of the Observation Phase and using eight features with ~715 rows per ptatform,
each representing a posted piece of content that was recorded. The features included were the four
engineered features (Age Group, Risk for Radicalisation, Popularity, and Proximity to TVE} as well as
the persona’s language, country, gender, and search stage. As clustering is known to be harder when
the number of features is large, we limited the data only to the features above. We used the WSS
method outlined below to figure out the number of clusters naturally occurring within the data and
then proceeded to use the "kmeans” R software package to produce the k-means clustering models
for each individual social media platform,

We used the “within-cluster sum of squares” (W(SS) of the data as a method to determine how many
natural clusters exist and found that number to be 4 for all five social media platforms. This means
that the data points in each cluster are more like each other than they are to the data points in other
clusters.

The centres, or means, for each data feature, give us insights into what exactly is the commonality
between the data of a cluster. Each platform had one cluster of data points with the greatest
frequency of high-scoring TVE content. [t is also important to note that the clusters themselves had
a very high rate of overlap between them, which indicates that while we can take away some insights,
clustering is not comprehensive enough to make any substantial conclusions. That said, while all five
platforms performed similarly, there are some noticeable variables that stood cut between the
clusters:

1} All platforms had (as in the previous section) more TVE content starting after the second
round of the Observation Phase. The users affected most tended to be in the Middle Adult
age group (32 to 50 years).
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2} YouTube was an outlier platform whose four clusters all leaned toward higher TVE-scoring
content regardless of the other attributes of the clusters. Clustering of posts may not be an
appropriate method for this platform/data.

3} For the other platforms, the average Risk of Radicalisation for a persona was higher for those
who had a High Level of interaction with TVE content and a Left-Wing political orientation,
with a skew toward the Low-Interaction / International Risk category.

4) Twitter had the highest rate of TVE content for High-Interaction / Right-Wing users.
5) TikTok had (again) the towest, almost no, instances of TVE content.

Finally, TVE content was — perhaps not surprisingly — unpopular.

Note that the results are consistent with the previous section. Some additional insights from this
analysis are that Search Stage, Political Identity, Interaction Level, and Platform appeared to be
relevant for TVE presence.

53 Predictive Analyses of Sessions

To see if the demographics (including political and interactive behaviours) of a persona are predictive
features of the likelihood their “efforts” {during the Interaction phases) to view TVE content on a
platform will be “rewarded” with more TVE recommendations is to look at these features as
independent variables (the inputs, or ‘X') and the TVE scores of content discovered during the
Observation Phase as dependent variables ({the outputs, or ‘Y’'). This means that the problem can be
formulated as one of prediction or analysing the relationship between a dependent Y variable and 1
or more X variables.

For this phase of analysis, we ran different predictive machine learning methods analysing the
different sessions (not individual posts) of the experiment. This is important because recommender
algorithms learn by taking what the user engages with every time they use the platform to curate
more accurate recommendations that fit the user's interests. As the personas search for TVE content
on three different occasions (Interaction Phases) and intermittently log in to view recommended
content (Observation Phases), our models below will try to predict the effect of persona
demographics and cumulative login sessions on the TVE scores of recommended content in the
Observation sessions.

For accurate prediction, it is necessary to do processing of the data to weigh the features or
determine which features are the most significant in affecting the outcome (the TVE score). We
employ various methods to de this, with the goal of being able to use these weighted features to
accurately predict future instances of TVE recommendation on a platform with machine learning
algorithms. We completed two types of prediction problems: regression—where we use features
from the Interaction Phase sessions to predict the amount of TVE content in the Observation Phase
sessions—and classification—where instead we predict whether an Observation Phase stage session
has TVE content or not.

Fredicting the Amount of TVE Comfent
The five regression methods used-linear regression, support vector regression, random forest,
decision tree and gradient boosting-are supervised learning models, meaning that they use both the
input as well as see the output (in our case, the TVE scores) data to formulate predictive algorithms

then. One-hot encoding was used for these methods. Although each method has its unigue strengths
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and weaknesses, they all share the goal of making accurate predictions and modelling relationships
between variables. In particular:

e [inear and support vector machine (SVYM) regression are two approaches to fitting a line that
best describes the relationship between predictive and target variables. For example, we can
use linear regression to find the line that best describes the relationship between a user's
age and gender and the TVE-related content they are recommended. With that line, we can
make future predictions of a TVE score based on a given age and gender.

e [Decision tree is a way to make predictions by creating a tree-like model of decisions and
their possible outcomes. At each separation of the tree, a decision is made based on a unigue
feature, and each branch represents a possible outcome based on the feature chosen. In this
experiment, a decision tree is also useful because it can handle our categorical demagraphic
features.

® Rondom forest is a way to make predictions by creating many decision trees and then
combining their predictions. Each decision tree is created by randomly selecting a subset of
the features and a subset of the data points.

e Grodient boosting is a machine leaming technique that combines multiple decision trees to
make accurate predictions about future events. It works by iteratively adding new trees to
the model, with each new tree focusing on the examples that the previous trees got wrong.
This approach allows the algorithm to learn from its mistakes and improve its accuracy
across training iterations.

We first tested these methods by trying out two different groupings of the variables; one group
testing all demographic X variables, like for the k-means clustering, and the other using only the
features that were the most significant from the clustering.

After encoding the data, we fit it to a given model mentioned above and test for its predictive
accuracy by looking at the R-squared value. R-squared is a measure of how well a regression model
fits the data. Higher values indicate a better fit. [t is calculated as the ratio of the explained variance
to the total variance (which is the variability of a set of data points around its average value). It is
useful for comparing different regression models.

We grouped the X variables only by four features (search stage, political leaning, interaction level
and platform), with the Y variable being related to the TVE score, which was representative of the
averages of the other two types of TVE scores. Each method was performed on each platform. The
resulting R-squared values are outlined below (Table 4.5.3a).

Table 4.5 30 - B-squored volues of regression methods

Linear regression 0317
SVregression @ -0,101
Decisiontree =~ 0.010

-  Random forest ' o (245
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We further explored which features and values had a positive or negative impact on the TVE score
(Figure 4.5.3a). The results confirm earlier analyses that suggested High Interaction and latter
observation stages played the largest role in high-scoring TVE predictability (Figure 4.5.3b). The
negative coefficients for ‘platform Facebook' and ‘platform TikTok' suggest that these platforms are
associated with a decrease in the value of 'num_related_TVE', which means, on average, TikTok and
Facebook platforms have fewer related TVE content compared to the other platform types.

Lirnear Regression Coefficlents
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Figure 45,30 - Weights of gifferent Feotures used for tineor regression

Both linear regression and random farest performed the best with R-squared values that hint that
there may be some degree of a relationship between the four input variables and predicting TVE
score of recommended content across the five platforms. However, predicting the TVE score of a
login session during the Observation phase proved challenging - as the relatively low R-squared
values also indicate. We therefore focused our analyses more on classifying whether an Cbservation
Phase sessionflogin had any TVE, hence on formulating and studying the relevant classification
prediction problem, as discussed next.

iy

Frgdicting the Presence of TVE Dontent

As for the regression analysis above, we used a sample of 1534 observation phase sessions, where
a session is an instance of a persona browsing on a particular platform during one of the three
interaction or observation stages. We only kept interaction sessions that were eventually followed by
an observation session - and of course, observation sessions that had some interaction sessions
before. As mentioned above, we assess each platform separately since we expect their algorithms
to behave differently. We skipped analysis on TikTok since, as noted above, we found that this
platform does not have a measurable increase in suggested TVE content in response to user searches
(Figure 4.5.2a).
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For the classification data sample, most of the data points correspond to sessions without TVE
content (only 253 sessions out of 1534 have some kind of TVE-scoring content}. Since a binary
classification algorithm can achieve high accuracy by just making a constant prediction on this data,
we needed to address the unbalanced distribution of TVE vs non-TVE sessions. We balanced the data
by randomly up-sampling (creating synthetic copies) of the TVE content.

We trained several classifiers to predict whether an observation phase session contained any TVE
content based on information from preceding interaction phase sessions that are related to the target
observation session. We used a combination of categorical {e.g,, persona country, political affiliation,
gender) and numeric features (persona age, number of related, promoting, or Borderline TVE posts)
from the earlier interaction phase sessions for the prediction of TVE presence in the subsequent
observation phase session. We randomly split the data for each platform into a training (80%) and
test (20%) set and applied ordinal encoding to the categorical features. This procedure is repeated
10 times; here, we report the results for a typical round. We implemented the classification methods
using the Scikit-learn python package for machine learning and found that gradient-boosting tree-
based methods had the best performance in all cases.

Tabie 4 5 3b - Prediction sccuracy (% correct ciossified - 1 being 100% for clozsification

o o o o 1 YouTube nstagram | Facebook
SV classification 0.554 0.548 0.548 0.547
. Decieintres ' O 0.765 0.935 0.935 0.922
Random forest ' 0.807 0.925 0.925 0.922

...... Gradientboosting | 0831 0.914 0.914 0.898 |

Using the gradient boosting method - which was, as noted above, the most accurate - we also
determined for each of the platforms which data features were the most important for prediction of
TVE presence in the observation phase sessions (Figure 4.5.3a). The results indicate that largely
consistent with the previous sections:

o The relevance of each feature regarding TVE content presence predictability varies by
ptatform;

e High interaction in the Interaction Phase was predictive of the presence of TVE in the
Observation phase for all platforms except for YouTube.

Age was an important factor for all four platforms.

e Country, language and gender were also among the predictive factors, but as noted above,
not similarly across platforms.

4.5.4 Discussion

First, we note that - perhaps not surprisingly - most of the content that was rated to be related to,
promoting was almost entirely unpopular {meaning few likes, comments, shares, and followers). This
may be simply because few people follow such content, or potentially the result of (recommender)
algorithms effectively “supressing” this content - either scenario is possible. Given this, the popularity
of content was not considered further in the final analyses discussed above. However, platforms do
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not seem to fully suppress the exposure of users to such content when or after they come onto the
platform, wilfully seeking it out.

Second, there are several consistent across-methods insights. First, TVE overall increased after the
second Observation Phase, which may be due to algorithms. Second, there are differences across
platforms. For example, TikTok had very tow TVE content overall. Third, the presence of TVE in the
Observation stages was predictable based on several features, both persona characteristics and -
perhaps most important - the level of interactivity during the Interaction stages.

Finally, moving on to potential recormmendations for social media companies, the results indicate
that it may be important for platforms to look for the features that are most driving the probability
for their users to be exposed to TVE content. On Instagram and YouTube, for example, those factors
may be Age Group and Risk of Radicalisation. Companies can consider these factors as a starting

point to address the issue of TVE content online.

g
Y

egnage |
e e

Ty robitedt fune red
aE rainaty ve red
gt

ol

el Fean

© Hnpet

e Bordesting twe md f d

s prnnate ved

Fei Bitatedset titvie et

Bag relpted ped

bl
WREFRCH

Ry

TR
ey |

i Tyne

s, brrharione:, rerd
T preenata Sve fed
v et Tve g

e etared rag

T garosrnade ted

g netariing Pan e

42

¥ ' . .
S8 DEG DI L2 5B2R 530 €
SRR I RO RN

Erstagra Fealure importances

sarn Bodariing tew ved £

vaneed

[ e

s snsnny cangnere -
B0 ik BAR BRE L 4%

THCIRE I QO ALY T

Tepitter Foature §

awed i i

wdarackan 4

g pebatedd vedd c

S e A e c
N&_t':wci o
T R T L R o
g Borgerine rad ]

i

i
B promsts red crzw :

St i
DA Fo% 3% €15 Bt
SRR I ROAHE Y AU

Fatabooh Feature bnportances

tgrartion £

aged
Bngheage =
e pyn *
spncer |

T

sy £
e, rakaded o 1 ¥
Ny, bevdarine e c

fupe promnane_ged €

Y

v

i

exts ocatieon, Tee tail £
enie, promane ue ved
s nnans

BOE GuE BRS Bi6 02
THRCOREE B AU BV AUGEE

& 8
g

vy vt vas A fd

Figiire 4.5 4a

o see which vanobles fud the greatest

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED

TT_HJC_019560



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

4.6 Task & - Provide Guldance on Content Moderation

461 Guidance on Content Moderation Main Insights

The report outlines twao different types of models that influence online users and the content with
which they interact: content flagging models and content recommender models. Based on the study,
it appeared that the content flagging models used by platforms were lacking compared to the content
recommender models. Even if the recommender systems were reasonably adequate at preventing
the most severe TVE content from being shown to users in their feeds, the question remains as to
why the TVE content is surfaceable on the platform to begin with. Significantly, the platforms
removed less than 10% of the content we marked as TVE-related, which indicates that the platforms
need to improve their content flagging systems and policies.

462 Systems

TVE content moderation is unigue to Trust & Safety efforts and platform specific. Companies
operating online platforms have developed a variety of systemns that aid in efforts to detect, remove,
and punish content that viclates a platform’s Terms of Service and Community Guidelines. The
systemms that platforms rely on can be roughly distributed on two axes, manual-automated and
proactive-reactive. Coupled together, there are four system-based approaches to content
moderation: Proactive Manual, Reactive Manual, Proactive Automated, and Reactive Automated.

Mool Systorns

Manual systems require human intervention to identify and review potentially troubling material
Manual systems may rely on users to identify and report content, internal teams of employees who
develop keywords or simple heuristics to identify and prioritise what content should be reviewed, and
outsourced content moderators to review content.

Manual systems can be proactive or reactive in design. The key factor that distinguishes proactive
manual systems from reactive manual systems is the extent to which review processes rely on user
reporting (also known as “flagging” or “flags”). Proactive manual systems are not dependent upon
users to find content for review. Instead, proactive manual systems rely on keyword searches of
terms curated by company staff to find content related to targeted issues on a platform, for example,
the use of a particular racial slur.

Tebe 4 820 - Prooctive vs Reactive Motns

Reliant upeon User Flagging?

Proactive Manual Systems No

Reactive Manual Systems Yes

As mentioned earlier, while not all manual systems prioritise the need for user flagging, they all
require some degree of human intervention in the identification and review steps of Trust & Safety
work.
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Reactive  [Establish simple rules, or Review content surfaced from (Critical component of reactive

Manual theuristics, to send flagged  |employees’ rules to sort manual systems
Systems content to moderators through user flags

4

For Proactive Manual Systems, company employees and contractors do not wait for users to find and
flag content for review. Instead, ostensibly violative content can be surfaced through proactive
manual searches (commonly referred to as “scrubs” or “sweeps”}, which can be challenging, time-
intensive, and ineffective in their reach. For example, proactive manual systems depend most
frequently on the use of "keyword” matches where employees (or external entities, such as 3rd-party
services entrusted by company staff) create and repeatedly modify lists of terms that are most
troubling for a platform's staff.

R T o ] W PR
PIOOUTNG MO DVSIEOTS

The keywords used at any given time are shaped by a multitude of factors, including, but not limited
to, the virality of content, proactive risk mitigation efforts (e.g., leading up to the anniversary of a
known violent attack), and confirmed words, slogans, or phrases that are employed by particular TVE
actors. In the event a staff member is concerned about, say, the anniversary of a violent attack, the
employee may proactively pull content using keywords related to this event. From there, staff can
review the material in question or send it to content moderators contracted by many platforms to
conduct the majority of the moderation work. These keyword lists can be permanent (e.qg., racial slurs,
names of sanctioned individuals), curated for particular policy areas, or medified at time intervals
most desirable for a platform’s employees to add or remove terms. Keyword lists can also be used
to automatically remove content that has a match with a term.

Keywords are not the only method of proactive manual systems, although they are quite popular due
to the low level of sophistication necessary, high speed of deployment, and explainability. Less
commonty, platforms may also choose to proactively place any content uploaded or created by its
users under review or may even choose to place all newly created accounts under review as well.
Proactive review, in this instance, aims to empower company staff and their outside moderation
teams to more aggressively filter problematic, illegal, or undesirable material before users can
discover and consume such content. It is important to note that there is no general monitoring
obligation dictating the use of such systems.

Reaciive Monuod Svsferns

A reactive manual system is the traditional model of content mederation which leverages the wisdom
and scope of crowds to surface bad content: user-reported content is sent for review by a company's
staff or its outside moderators. There are several types of user flagging utilised in reactive manual
systems.
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in-Product Flagasy

$

In-product flagging is almost universally applied across social media platforms. This feature enables
users to submit complaints of content or users for review or incorporation into rules-based systems.
(For example, a rule could be set that anything flagged by a user for being TVE content can be given
higher priority by content maderators or automatically remaoved.)

Not all flags necessitate review by company employees or moderators. Platforms like Reddit rely on
community-based flagging to “upvote” or “downvote” comments that other users make on Reddit
forums. These voting choices are used as signals: for other users, “upvotes” and “downvotes” can
signify the quality of a post; for moderators (volunteer ones or company employees and moderators),
these community-based votes can help in conducting a review process of a user, post, or forum.
Super User Flagaging

Although all users may have the opportunity to flag content, the downside is that the quality of
flagged content can be highly variable; many users do not necessarily select the appropriate flagging
reason or flag content that they simply do not want to see. Other users, however, can be highly
accurate in the content they flag and/or are highly active participants on a platform. In these
instances, platforms may seek to incentivise this subset of users to report content by categorising
them to be “moderators,” “trusted flaggers,” or “super users.” By differentiating the types of users,
platforms can prioritise flags from super users over flags from the broader user base.

Usar-Henutation Hased

This category is one that is in flux and is poorly discussed externally by platforms. Some companies
incorporate user scores or trust scores to identify higher-risk users. Alternatively, users that have
strong performance in identifying and reporting troubling content, irrespective of the level of activity
they have on a given platform, can be seen as deserving a higher reputation than others. In this
category, users who more regularly engage with a platform, or engage in ways that are less
anonymous, may be given more features or tools, for example, prioritised flagging (see above),
blocking privileges, etc. The key difference between “super user flagging” and “user-reputation based”
is that the former is generally a determination made by company staff or law or regulation {e.g., the
Digital Services Act), and the latter is a holistic determination of a user’s profile and general activity
on the platform, not just the quality of the user's flags.
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It is rare, however, for companies to send all flagged content for human review. Content might be
flagged by users at rates or volumes that are cost-prohibitive for a company to review each one.
Furthermore, flagged content also carries the risk of being imprecise; a user’s personal determination
that content is “spam” may not meet a company’s own definition of this material.

Flagged content is often triaged through the use of rules, or heuristics, that company employees
develop. These rules might prioritise or expedite human review of content flagged for more egregious
policy violations (such as TVE cantent or child safety) over others, or for flagged content in some
languages over others, depending on the linguistic skills of a reviewer workforce. Alternatively, a
piece of content that has received many user flags may also be sent for review more urgently than
content with only one or a handful of complaints. The range of rules at the disposal of a company is
extensive, and a full inventory of the factors companies can use to develop rules is neither feasible
due to a lack of transparency nor within the scope of this report.

Reviewers are able to subsequently examine the content and utilise a range of actions, from
approving the material, age-restricting the content, recommending that the content should not be
monetised, removing the content from a platform’'s recommendation system, or removing the
content entirely.

Discrete pieces of content are not the only iterms reviewed manually. User accounts, groups, or other
entities on a platform can be reviewed by moderaters as well.
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Companies often tout dizzying numbers of removals, from millions to billions of pieces of content.
To conduct this scale of content moderation, companies must rely on automated systems. Automated
systerns enable companies to identify content more aggressively and on much larger scales than
manual approaches.

While manual systems emphasise the need for human intervention to identify and review potentially
troubling material, automated systems are focused on the design, deployment, and maintenance of
machine learning (ML) models. The ML aids are primarily categorised through supervised and
unsupervised ML models.

Supsryised ML

Companies create detection algorithms for a range of content, from TVE content to child safety to
illegal goods. These algorithms are "trained” using the corpus of content that has already been
reviewed by company staff, its content moderators, or through autormated measures (e.g., auto-
removals). Supervised ML models are “supervised” because this training data is labelled through
taxonomies developed by company staff to better refine the types to be detected by the ML model.
Supervised ML models require significant human involvement in labelling the training data
accurately. Human reviewers carefully categorise content based on established guidelines, ensuring
the model's ability to distinguish between benign and extremist cantent.

For example, a company creating an algorithm to detect TVE content may engage in a labelling
exercise in its historical corpus of removed TVE content to differentiate between particular actors,
types of threats, or any number of desired markers that its staff sees fit. The more granular the
labels, the better the algorithm can differentiate the types of content that warrant review and the
types that can be automatically rejected.

Two advantages to supervised ML models are their precision and interpretability. Supervised models
can be highly precise depending on the availability, depth, rigour, and accuracy of the labelled training
data. Since these models are trained on data that are labelled based on a taxenomy and classification
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system, then model behaviours and outcomes can be interpreted by companies or outside bodies. At
the same time, the models are limited in terms of the quantity of data and the rigour of the labelling
process. The labelling process requires human raters and can be quite expensive and even open fo
bias. Also, to be able to respond to new terrorist actors or TVE trends, supervised ML models might
be slow to respond and require significant retraining and data relabelling.

Unsuperyisad ML

Unsupervised ML models do not use labelled training data. Instead, these models work by extracting
patterns from unlabelled data, such as finding patterns through sets of images or text, Unsupervised
ML models can also rely on technigues such as clustering to identify suspicious clusters that deviate
from patterns the models find.

Unsupervised ML systems excel in their scalability and adaptability. Because there is no need to pre-
label training data, these systems can handle more and new types of data without teams of raters
to work through the training corpus. Additionally, because unsupervised ML systems operate by
finding their own patterns from data, they can identify emerging variations in TVE content without
prior knowledge or labelled data.
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463 Tools

Tools underpin the development and success of the systems discussed above. Intemal tooling allows
a company to develop, say, a rules-based automated system or to develop the range of manual
review queues on which manual systems rely. The details of internal tooling for any specific company
are considered proprietary and confidential information, which makes assessment difficult.

External tools such as the ones developed by the Global Internet Forum to Combat Terrorism (GIFCT)
are easler to assess. The GIFCT maintains a database of hashes -- essentially, digital fingerprints —
of known terrorist content, which enables member companies to both contribute violations discovered
on their respective platforms and run the hashes in the database against their own corpora. GIFCT's
database has historically focused on TVE content belonging to, related to, or produced by I5I1S and
al-Qaeda, and their affiliates. Because the contents of the database have been narrowly defined, the
database offers high guality when analysed through the prisms of precision, recall, and consistency.
1S1S and al-Qaeda have been closely tracked by subject matter experts and the organisations have
clear markers of the content they produce, whether through iconography, media arms, or other
indicators.

The GIFCT taxonomy has expanded recently to better address other forms of TVE content. The
organisation’s inclusion parameters now require that all hashes must be associated with one of the
following: 1) the United Nations Security Council’s Consolidated Sanctions List; 2} content that
triggers the GIFCT's incident response protocol; and 3) content that is aligned with “behavioural
inclusion parameters.” As a result of the expansion, social media platforms can now share hashed
content belonging to violent Right-Wing Extremist entities as long as the third prong of the GIFCT's
taxonomy-behavioural inclusion parameters—are met. These parameters are: 1) The organisation
cannot be a governmental entity; 2) There must be a violent extremist identifier (e.g., logo, code,
iconography) to indicate affiliation with an organisation, group, movement, or ideology; 3} The
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organisations must have a core hate-based ideology; and 4) The organisation must advocate for
violence.

The GIFCT tool is also quite scalable and relatively low-cost. Because hashes are a cheap method,
companies can easily share content through the APl that provides connectivity to the GIFCT hash
database.

Tech Against Terrorism (TAT) is another organisation working to combat online TVE content. TAT
works independently and in tandem with GIFCT. Companies can choose to be members of both
organisations, but in order to become a GIFCT member, one of the requirements is that platforms
complete a mentorship program with TAT. TAT maintains its own knowledge platform for members
and also offers bespoke product solutions for platforms that resemble third-party services, which
are discussed in the following section.

Companies that are members of GIFCT or TAT are afforded immense discretion to choose how much
they use these features, if at all. A company can use the GIFCT database, for example, only to pull
hashes, only to contribute hashes or both. If a company uses the database to find similar material
on their own platforms, the company has the capability to choose whether "hits” from the hash-
sharing database will lead to automatic removal, normal review, or expedited review.

A smaller, more resource-constrained social media platform may use the GIFCT database to simply
automatically block content it finds on its platform that matches a hash in the GIFCT database. In
fact, the GIFCT database is particularly powerful for smaller platforms that may not have the
financial or technical resources to build out a content abuse effort in the company’s early stages.

4.64 Third-party Services

Third-party (3P} companies have become an integral part of content moderation over the past
decade. These companies and the services they offer can aid the largest and smallest platforms
alike, from the development of detection algorithms to outsourced moderation teams to bespoke
policy guidance and threat analysis. Unlike in-house solutions, where the cost of dealing with global
abuse problems must be borne exclusively by a single company, 3P solutions allow the amortisation
of technology costs, resulting in higher Return On Investment for pervasive abuse problems like TVE.
Additionally, given the cross-platform nature of many abuse types, including TVE, complementary
signals collected from many platforms result in a higher absolute performance than any one platform
could achieve on its own. On the other hand, narrow yet impactful platform-specific abuse problems
(such as gaming a particular bespoke feature) do not benefit from either of these advantages and
are likely best handled in-house.

While there are many 3P providers in the Trust & Safety space, the services generally fall within the
following categories:

e Risk Intelligence & Measurement: This typically entails combing through the open and
dark web to detect trends and specific coordinated threats that company staff should be
alerted to. In some cases, these trends and comparisons can directly benchmark platform
performance and risk, creating actionable goals.

e Lead Generatiom: Often, a 3P will sift through a platform’s content to flag and report
material that should have been previously detected and removed pursuant to a platform’s
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community guidelines. They do this with experience {e.g, former government or military
experts identifying TVE content based on specialised knowledge) and/or off-platform signals
(e.g., relationships with known bad actors or forums, etc).

e Content / User Filters: Some 3P services provide filtering software that can block certain
types of images, text, or video when provided access to a stream of content or user data.
These filters generally work on an abuse topic basis {e.q,TVE, Spam, Hate Speech, etc}, but
some can also be generalised models. Some platforms may offer high quality yet narrow
offerings, others offer 360 solutions with lower precision/recall.

e Trust & Safety Platforms: Some 3P companies provide an entire content moderation
platform, providing companies an alternative to building internal tools and systems. These
platforms can be tailored to create review queues, establish rules-based detection and
enforcement actions, incorporate outside classifiers, and freguently have wellness features.

This space is rapidly evolving and, with the release of additional regulations, is likely to accelerate
due to converging platform policies, obligatory transparency, and the standardisation of Trust and
Safety requirements.

465 Content Moderation Recommendations

One of the best opportunities to improve TVE content moderation lies in creating more consistency
in defining TVE across platforms at an example and policy playbook {evel. This standardisation will
facilitate greater sharing of TVE or Borderline content in the social media ecosystem. Greater
alignment also carries immense benefits in cost-savings to platforms as more consistent policies will
ultimately aid 3P tools and services to meet the needs of multiple platforms simultaneously at a
lower cost.

Platforms should leverage manual and automated systems that minimise the amount of content
sent for human review by automating high-confidence TVE content. This can be done by leveraging
external high-precision tools, such as the GIFCT hash-sharing database, and special flaggers, such
as Trusted Flagger programs with NGOs or government agencies, due to the relatively low cost and
time investment required to integrate these particular high-precision external TVE-fighting methods.
Furthermare, platforms should rely on supervised ML systems that are trained on high-quality data
from known violative samples to both scan on content upload (proactive automated systems) and
after user flagaing (reactive automated systems) as well.

To more effectively address TVE content that implicates and spreads across multiple platforms,
companies should seek greater opportunities to work with, and consult the services of, 3P service
providers. These partners can provide platforms with the opportunity to minimise the number of
raters or in-house employees needed to develop systems or review content. In addition to cost
savings, 3P service providers amortise R&D across many companies for industry-wide challenges.
Given TVE’s ever-changing nature-in terms of both threat actors and shifting government priorities—
and the broader social media ecosystem where this content circulates, 3P service providers maintain
a unique vantage point compared to any one platform focused on the confines of their own services.
When working with these 3P service providers, however, the platforms should exercise caution to
identify 3P service providers that understand the potential biases, limitations, and risks that arise
with outsourced detection algorithms and Trust & Safety processes and have the knowledge and
experience to mitigate these risks. Another additional advantage of 3P service providers is their
independence, which removes any perception of bias or intemnal conflict of interest that a platform
may have.
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5 Conclusions and Recommendations

in this study, it has been established that all platforms are amplifying TVE content, as well as
Borderline content through their established personalisation algorithms and recommender systems.
It has also been demonstrated by platforms like TikTok that this amplification can be significantly
less pronounced, despite having similar levels of TVE Findability as other platforms. For this reason,
more transparency, measurement and knowledge sharing with regard to recommender system
algorithms affecting TVE content among platforms, potentially facilitated by an independent third
party, could lay the foundation for positive changes. This same level of transparency and
collaboration can also benefit TVE Findability of harmful content, as demonstrated by YouTube (see
Figure AB.11.13). In this context, the provisions of the EU’s Digital Services Act related to
transparency and data access will require platforms to disclose information related to their content
moderation practices and the functioning of their algorithms, providing key insights.

Platforms and academics should come together to further analyse the results of this study and
propose additional mitigation measures to lessen the dissemination of TVE content. This large
dataset, collected across the 5 social media platforms, 8 languages over a multi-month
measurement time frame, has the potential to hold many more insights worth analysing, discussing
and drawing new conclusions. In particular, it is important that academics, policymakers and social
media platforms engage in earnest dialogue about policy, technical and regulatory implications of
the findings, and what should be done to decrease the amplification of TVE content on social media.
Trust Lab would be a keen participant in such efforts.

The most important recommendation that we are making is that there need to be additional,
comprehensive and more frequent measurement studies like this one in the future. This study was
limited in scope due to constrained resources considering the large number of platforms and
languages to cover. As a result, statistical significance often suffered, and more detailed data deep
dives to answer important secondary questions about dependencies within the data set could only
be partially covered. In addition, the study limited the results to aggregate statistics and larger-than-
desired confidence interval bands that didn't allow for an otherwise more differentiated analysis,
ranking, or trend analysis.

More frequent measurement would also increase accountability by platforms to make improvements.
It's not possible to know if social media platforms are reducing the amount of TVE amplification
without rigorous measurements that assess the impact of platform and regulatory efforts in this
area. Platforms, in particular, have an opportunity to move the measurement needle by providing the
necessary data through such means as direct access to their internal systems, which would greatly
reduce the expense and time in collecting outside-in data. A portion of the metrics in this study were
not statistically significant because of time and budget constraints, amplified by the need to collect
the data outside-in in a semi-manual fashion to adhere to platforms’ terms of service. Also, repeated
studies have the added benefit of measuring new effects that play into the social media ecosystem.
For example, generative Artificial intelligence (Al) is an emerging factor that will impact social media
in many ways (both positively and negatively). We have also seen significant reductions in resource
allocation towards platform safety, as well as significant individual governance and policy changes
{e.g., Twitter) that have no doubt impacted TVE content ori social media.

Differences in the type of TVE content has shown that the platforms are emphasising topics and
content that media outlets and policymakers consider important. In doing so, platforms overlook or
neglect certain other areas of interest (such as Left-Wing TVE content or ltalian TVE content) and
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focus most of their efforts on minimising the amount of International and Right-Wing TVE content
that is being shown to users. Conversely, platforms are more effective when choosing to prioritise
certain areas or are pressured to do so by regulators or media. For instance, the amount of
international TVE content in Arabic lanquage that can be found on platforms is low, and it's more
often removed than other types of content.

The scope of this study did not include the assessment of how online amplification of TVE and
Borderline content on social media platforms contributes to offline radicalisation among users, and
the public in general. There are studies in this space looking at it from the perspective of the
influencer rather than the victim®. Further studies are necessary in the social science field to
understand how exposure to such content via social media searches and feeds leads to changing of
views and to radicalisation,

The authors of this report wish to commend the European Commission and the European Union
Internet Forum for their leadership in working proactively with partners to stop terrorists from using
the internet to radicalise, recruit and incite individuals to violence. Special thanks to the EU
Directorate-General Migration and Home Affairs for developing this important project. We are
grateful for the opportunity to work with all of you and the five social media platforms on this project
to protect EU citizens online.

* Thompson, R. (2011). Radicalization and the Use of Social Media. Journal of Strategic Security, 4(4), 167~
190. hitpivewweistororalsianle/26453917
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& Appendix

6.1 Project Toam

Toble A6 1 - Froject Teom Members

Name Profile  [Domain of Specialisation Tasks Location
Anna Maria  [Expert B+ years with International Organisations and  [Overall Project{Off-site (IT:
CARPANI Furopean Institutions, Management |Milan)
(Fincons) 20+ years in Project management.
Tom Expert  [Trust & Safety for internet, organise event and [Task 3, Off-site
SIEGEL speech. Task 6 (US:Palo Alto /
ITrust Lab) Content safety, privacy and security protections DE: Berlin)
for most of Google's products including
Websearch, YouTube, Play, Social Products,
Ads, Payments, Cloud, Gmail and many others
Ray Expert  Director of Trust & Safety at Google for 15 Task 3, Off-site (US:
LU vears. Task 6 Bay Area)
(Trust Lab) |eading global policy and enforcement teams
across different products, including Ads,
Publisher and Developer products.
Peter Expert  [Trust & Safety Manager at YouTube for 6+ Task 1, Off-site [SK -
nunic years. Task 2, Tmava
(Trust Lah) Expert knowledge of social media hate speech ack 4
aw NetzDG and T&S policy verticals.
Nicholas Expert  Data Scientist, experienced in massive data  |Task 1, Off-site
MILLER analysis. Task 2, (JPTokyo/ UK:
(Trust Lab) Oversees key areas such as methodology, Task 3, London)
tocling, and data across giobal measurement sk 4
Drojects.
Multi-national corporations’ data problems.
Fabienne Expert  Consultant with a focus on human-centred Task 1 Off-site
MEIJER innovation with clients ranging from Fortune  tack 2
(Trust Lab} 500 companies to start-ups. Task 3
7+ years in data and research work. sk 4
Benji Expert  (Co-founder of Trust Lab. Task 1 Off-site (US:
LONEY 10+ years in Trust and Safety Task 2 Whitefish)
{Trust Lab) YouTube, TikTok and Reddit experience. Task 3
Task 4
Task 6
Shankar Expert  [Co-founder of Trust Lab. Task 1 Off-site (US:
PONNEKANTI Distinguished Engineer with 15+ years of Task 2 Bay Area)
(Trust Lab) EXperience, Task 3
Task 4
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Task 6
Amire Expert  {Graduate of Harvard Law Schooland has 5 [Task 1 Off-site
METWALLY years of work experience in digital rights, Task 2
(Trust Lab) freedom of expression, and online safety work. Tack 3
Previously responsible for policy and T a;5k 4
enforcement issues at YouTube related to
nolitical extremism, counterterrorism, and Task 6
graphic violence.
Amre has also published extensively on
technology and hurman rights issues in several
academic law journals,
Fara ISLAM Expert  [Cyber Safety and Research Analyst at Trust  [Task 1 Off-site
(Trust Lab} Lab. Task 2
Accelerated Masters of Public Policy Candidate [yask 3
at the University of Virginia with a keen Tack 4
interest in cyber ethics and responsible
technology. Fara interned at TikTok as a Global [Task &
lssue Policy Intemn covering Harassment and
Bullying on the platform, while exposing
herself to the different verticals such as Violent
Extremism, Graphic Content, and Integrity and
Authenticity.
Theodoros Expert  [Chief Innovation Officer. Task 5 Off-site (FR:
EVGENIOU 25+ years experience in Machine Learming. Paris)
(Tremau) Professor, INGEAD.
lan Willlam Expert  [Trust & Safety / TVE Data Scientist and Policy [Task 5 Off-site (DE:
CHRISTENSEN Analyst at Tremau. Berlin)
(Tremau) Bachelor thesis in environmental data analysis
at Columbia University.
Ra MOUR Expert Al research at Tremau Task 5 Off-site (US:
(Tremau) Bachelor in Computation and Cognition from Cambridge)
MIT.
ugin WANG  Expert Al researcher at Tremals. Task 5 Off-site (DE:
(Tremau) Phd Student in Computer Vision at TUM. Munich)
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6.2 Keywords

These are the lists of keywords that were used during the Search Phases. These keywords were
distributed in English and localised by native speakers for market appropriateness.

Toabie AB20 ~ intemaiioned terroriser (slormic terrorism - SIS, gi-Coedo ongl its offitictes)

[Keyword Type of keyword

Comments

Anwar al Awlaki  Actor/Agent

Leader in al-Qaeda

Abu Yahya al-Libi - |Actor/Agent

High-ranking official within al-Qaeda

Abdullah Azzam  Actor/Agent

Teacher and mentor to Osama bin Laden, al-Qaeda related

Ayman al-Zawahiri Actor/Agent

Prominent leader of al-Qaeda

Shehzad Tanweer  [Actor/Agent

One of four al-Qaeda-related terrorists in London bombings

{Hizb ut-Tahrir Group/Org

Terrorist group linked to violent acts in multiple countries.

Ansar al-Khilafah  |Group/Org

Philippine-based militant group pledging allegiance to 1515

Amag Agency Group/Org

News outlet that is first point of publication for claims of
responsibility for ISIS and al-Qaeda attacks

{Hezboliah Group/Org

Lebanon-based terrorist group involved in numerous anti-US
terrorist attacks

{Muslim BrotherhoodGroup/Org

Debate on recognising this as foreign terrorist organisation (FTO).
Minor links to violent tactics in prior years, but currently rejects
the use of violence and seeks to be more involved in the
mainstream political process.

Soldiers of the Phrase/Slogan
|Caii phate

Gunmen who have carried out terrorist attacks

|[How to do Jihad  [Phrase/Slogan

The term “Jihad” here is used in extremism context, where
terrorists recruit people for al-Qaeda and 1S1S-related activities

IKilling Kuffar Phrase/Slogan

Extremist ideal of killing a disbeliever of al-Qaeda and 1515-
related ideology

suicide bomber Phrase/Slogan

When an individual sacrifices their life to commit a terrorist
attack

IDabig Magazine  Phrase/Slogan

Online magazine used for al-Qaeda and 15iS-related recruitment
and announcement

Hislamicterrorism  Hashtags

Terrorism related to al-Qaeda and 1S1S

#Despitethebisbeli Hashiags

Refers to disbelievers of al-Qaeda and 1SIS-related ideology

levers

HslamicState Hashiags A name for al-Qaeda and ISIS

SIS, #IS1L)

Healiphatestate Hashtags A name for al-Qaeda and 1515

H#Beheadings Hashtags Signature method for al-Qaeda and 151S-related terrorism. It
refers to the removal of the head from the body.
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b ffon

Toble A6Zh - Vin

f

{zet Bight-Wing Extrerusm {Far-right, extrerne nationalistic groups L movemients, neo-nozis)

|Ke\;word Type of keyword  [Comiments

[Richard Spencer  [Actor/Agent American neo-Nazi, antisemitic conspiracy theorist, and white
supremacist.

iDavid Duke Actor/Agent American white supremacist, antisemitic conspiracy theorist, far-
right politician, convicted felon, and former leader of the Ku Klux
Kian.

|Nikolal Nerling Actor/Agent German Right-Wing Extremist, anti-Semite and Holocaust denier.
Alias name is "Der Volkslehrer”.

|David Lane Actor/Agent American domestic terrorist, white separatist, neo-Nazi, convicted
felon, and important ideologist of white supremacy.

|Olena Semenyaka |Actor/Agent Figurehead of the Azov movement and Ukrainian Naticnalism

IBlood and Honour  |Group/Org International neo-Nazi/racist skinhead group started by British
white supremacist

Atomwaffen Group/Org international far Right-Wing Extremist and neo-Nazi terrorist

[Division network

Nordic Resistance |Group/Org Pan-Nordic neo-Nazi movement in the Nordic countries and a

Moverment political party in Sweden

[Kolovrat Group/Org Far-right groups in a number of Slavic countries, mainly in Russia
and Ukraine, use the Kolovrat in place of a swastika. It was also
included in the emblem of the Russian Right-Wing radical
rmovermnent Russian National Unity.

|Prussian Blue Group/Org Prussian Blue was an American white power music duo formed in
early 2003 by their mother April Gaede, a member of the neo-
Nazi organization National Vanguard. Their music was described
as racist and white supremacist, promoting neo-Nazi rhetoric
such as Holocaust denial,

|rapefugees Phrase/Slogan Blend of words rape and refugee.

|0dinism Phrase/Slogan ideology of Germanic paganism

1488 Phrase/Slogan White Supremacist Hate Symbol. More context: The first symbol
is 14, which is shorthand for the "14 Words' slogan: "We must
secure the existence of our people and a future for white
children.” The second is 88, which stands for "Heil Hitler” (H being
the 8th letter of the alphabet).

white power Phrase/Slogan Idea that is inspiring white supremacist killers around the world;

accelerationism promotion of white supremacy

iDiversity is a code Phrase/Slogan “Diversity = White Genocide” is a white supremacist slogan

word for white

fgenocide

Fwhitegenocide  Hashtagsf White supremacy Ideology that white supremacy is dying

#refugeesnotwelcoHashtags White supremacy idea that refugees do not belong.

e
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#peqida Hashtags

Patriotic Europeans Against the Islamicisation of the Occident,
abbreviated Pegida, is a pan-European, anti-1siam, far-right
nolitical moverment.

|#i5tandwimrussia Hashtags

Showcases alliance with Russia

Whiteiivesmatter Hashtags

Promotion of white supremacy
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Toble 8620 - Vinlent Left-Wing Extrermsm {onorchiom, cormmunism, sir)

|Kevw0rd Type of keyword  |[Comments

[Pierre Carette Actor/Agent Leader of radicalised Left-Wing group (Belgium)

Otelo Saraiva de Carvalho Actor/Agent Leader of radicalised Left-Wing group (Portugal) -
deceased

Andreas Baader Actor/Agent RAF terrorist

|Gudrun Ensslin Actor/Agent RAF terrorist

[Communist Combatant Cells (CCC) Group/Org Belgian

The Revolutionary People's Liberation

Group/Org

Known radicalised Left-Wing group

|PartyﬁFr0m

|Organisati0n Anarchist Action Group/Org Known radicalised Left-Wing aroup

|intemat'lonat Revolutionary Front Group/0rg Known radicalised Left-Wing group

[Red Army Faction Group/Crg Communist, anti-imperialist, and urban guerrilla
group engaged in armed resistance against what
they deemed to be a fascist state

|Red Brigades Group/Org Militant Left-Wing organisation in ltaly linked to
violent acts

fLone actors Phrase/Slogan Violent anarchist terrorists

\We shall foice them to their knees Phrase/Slogan Antifa phrase

extreme anarcho-socialists Phrase/Slogan Indiviciuals that promote violence with anarchism

Antifascist Phrase/Slogan A member of ANTIFA or anyone against facism

[Eat the rich Phrase/Slogan ANTIFA slogan against capitalism

Hcapitalistmedia Hashtags Term to say that media only follows capitalist ideas
and rejects anarchism

Hanarchism Hashtags Potitical philosophy and movement that is sceptical
of all justifications for authority and seeks to abolish
the institutions

ﬁpanwdestrover Hashtags Associating violence with Marxism

fantifa Hashtags Left-Wing anti-fascist and anti-racist political
movement in the United States

I#acab Hashtags Left-Wing acronym for All Coppers Are Bastards
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&5 External Experts

Trust Lab partnered with a number of highly qualified EU and internal experts during the data
collection and labelling phase of the project, to ensure exceptional data quality and integrity.

For the data labelling process, we worked with academic TVEC experts who were also native speakers
in one or several of the researched languages. As well as industry practitioners with experience in
TVEC analysis and moderation, who were also proficient in the researched languages. Both groups
{academic and industry), independent from each other, labelled the collected data according to our
provided standards.

Trust Lab Internally, Amre Metwally, a TVEC expert and lawyer who worked at YouTube and Clubhouse
for many years, oversaw the quality process. He performed regular quality checks on the work done
by external parties and routinely provided feedback to improve existing processes.
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G4  Task i: Findability Charts
64.1 Findability per Platform

3.5 Y

Findability (Posts per Hour)

Twitter Facebook

Instagram

Figtire A4 1

Fho Fidobulily Score st

nge drnount of conlent o moliv

TikTok YouTube

et Lsee oo fined ory o given platfors in o sne-Foie

search perind, The Biock fines in the Dors represent 90% confidence inlervals,

Facebook Instagram

TikTok Twitter

YouTube G6.0012 0.0014

Twitter 0.0000 €.0000

TikTok 0.7036 0.7137

instagram 0.9930

Prvgiues o Flrdebilite per
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642 Findability per Language

3.5+

Findability (Posts per Hour)

ftalian  English Polish Spanish French Russian German Arabic

Figure At 42

3 g L R e L oa PR S AN P 1A o e - T i Fin g s W APy
The Findobility Score is the averoge amount of content o motivated user can find in o given longuoge in o one-how

g o
search period. The biock lines in the bors repressnt 3006 ronfidence infervols

Arabic English French German Ralian Polish Russian

Spanish 0.0000 0.0115 0.6674 0.1824 0.002% 00348 0.3312
Russian 0.0000 0.0006 05919 06856 0.0002 0.0019
Polish 0.0000 05823 0.0113 00003 0.1894
Kalian 0.0000 03710 0.0008 0.0000
German 0.0000 0.0001 0.3426
French 0.0000 0.0034
English 0.0000
Table AG4 7
Peyilums an Findobiity per Longuoges

aipty = QO0625 [Rorferreni corvection frorm 0.05)
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643 Findability per TVE Type

Findabifity (Posts per Hour)

Left Wing Fﬁgm Wing international

Figure AG 43

find for eoch TVE tvpe in ¢ ene-hour search

The Findobility Scare s the overgge omgunt of cortent g mictivated user «:;.
s confidence intervals,

perind The block lines in the bars represent S0

~l
=D

International Left Wing

Right Wing 0.0000 0.0000

Left Wing 0.0000

yolpes on Fingdobility per TVE Tvoe

eipng = SOLF (Bonfersani correction from 005}
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644 Findability per Language [ TVE Type

R B R s

Findability (Posts per Hour)

Left Wing Right Wing International
Figure AG44

7 find for the respective longuoge o TVE

it S0% confidence itervals,

The Findobiity Score is the averoge amount of content o metivated user o

Frupenen geu ” B pan g oy THrer e - i Joyompgee e
fype i ¢ one-nour search penod. The Digor ines in the Dors repre
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6.5  Yask 1: Examples of Halian Violent Lefi-Wing Exiremist Content

To help illustrate some of the Violent Left-Wing Extremist content, here is an example of a relatively

imoge A0.50

The video title translates to “What if you were also an Anarchist?” and the bio of the user reads
(translated using Google Translate):

“Anyone who hears the term Anorchy thinks of chaos, disorder, vielence. Family upbringing and
society have inculcated a totally false and distorted view of Anarchy into peaple's minds. Try doing
this kind of test and find out if, like me, you are an Anarchist.”

&7
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® A more extreme example is below {warning: violent), where the poster of the Tweet has the
name “Antifa_Ultras” and includes the hashtag ACAB (All Cops are Bastards) accompanying
a photo of uniformed police officers, one who is surrounded by fire. The name of the user
(Antifa_Ultras) or the hashtag alone, without any other signal, might indicate Borderline
content by indicating association, or at the very least affinity for, a Left-Wing organisation
(Antifa) or a Left-Wing ideology (anti-police). However, with the image, the content, in the
eyes of the outside expert, would constitute a violation for encouraging the use of violence:

. AntifaUltras

PHOTO1.3..

frngme AG.50
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6.6 Tasxk 1: Examples Twitter Content
Some examples of content that was discovered on Twitter. This section starts with Right-Wing

(Borderline} content, then Left-Wing (Borderline) content, then concludes with International
{(Borderline) content.

661 Violent Right-Wing Extremism and Borderline Examples

e Borderline anti-immigrant and anti-refugee rhetoric:

Immigration activists in ¢ oday opposing the inv nofot
reat country. The econon ants masquerading
can only be stopped if the UK withdraws from the 1951 UNR
Convention.

The so-called refugees are not welcome!

e AES Lo

&9
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e “White lives matter” rhetoric from anti-immigrant voices in Europe:

Somos mas, créeme, llorardn

}) Alex white lives matter spai .
A LA VIDA VAMOS A GUANTAR ESTO 7 CUANTOS NINOS BLANCOS
: NEN QUE SER VICTIMA DE LA CHUSMA ANIERA 7 WHITE LIVES
MATTER

0:068 38.4Kviews

® Praise for Richard Spencer and other leading figures and voices in the white supremacist
movement, The user's bio purpaorts that the account is intended to be a parody. While many
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platforms may have exceptions for satirical or comedic purposes in certain instances, they
become difficult to enforce. One key reason is that discrete pieces of content often lack
broader context, especially if platform review processes separate user-level review from
content review. If so, then a reviewer simply looking at this screenshot would see clear praise
for Richard Spencer based on the text. If reviewers are able to see this piece of content along
with the user bio that states it is a parody account, the analysis becomes more complicated.

Labour Patriot

Sorry, but Richard Spencer is right again

Ella Maulding
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6,62 Violent Left-Wing Extremism and Borderline Examples
e (ritigues of capitalism and capitalist structures (e.g., media):
Zafar Ramay
This is hov

Thydwid pvoende wolle

fimoge AL.6.
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e Violent Left-Wing Extremist content exemplified through anarchist rhetoric :

wae (st 3 Federation of Anarchism Era

e U s o g0t 3k Federation of Anarchism Era

ration in so~called lran & Afghanistan

inage AB6 28

e Anti-police commentary:
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i* {vernal arc)

moge AGGZT

6623  Intemnational Extremism and Borderline Examples
Of the content related to Islamist TVE, it seemed to focus primarily on 1515, Hezbollah, al-Qaeda, and
Hizb-ut-Tahrir material. Examples include:

e Accounts dedicated to Hizb-ut-Tahrir “branches” in specific countries. The text says:
*Independence of the flag from the colonialists”,
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HIZB UT-TAHRIR TANZANIA

Come to join

Play recording

fimgge AG6 30

e Praise for al-Qaeda leaders:

OT NRUATHBI AAASYKE - HOB uaep "Ane-Kaupel” AliMas anp-
3AXADY.
Google
is the new leader of al-Qaeda, Ayman al-Zawahiri,

fmage AL L 3E
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e [SIS-produced propaganda:
Cabo Deigado

islamic C»tai'e fsghten '@d ames ssage to tbe

- P 1.733views - S 0214 qx

image AB6 30
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6.7 ‘task L: User Engagement Charts and P~VYalues
6.7.1 Average Number of Shares

Non TVE

100,000

10,000

1,000

Average Shares

0.01-

Facebook TikTok YouTube

Figtire AG7 1

This chart shows the avercge number of shores for TVE ond non-TVE content on different piotforms. The block dines
sy

i the
9.

;
fgirs reprasent 90% corfidence frervals Note thal the interaction chotts off use o log scole nsteod of o lineor scile

23 Gince the range of values in these charts is very high, it would be difficult to visualise the bars that have lower values, Taking the
logarithm makes the values closer inrange on the log scale and hence easier to visualise the chart as a whale. Therefare, for the interaction

charts, we are using log scales.

77

1021
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_019595
CONFIDENTIAL TREATMENT REQUESTED



CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

- Non TVE

Average Likes

Facebook Instagram TikTok Twitter YouTube

Figure AG 7.2

wipe ramber of Ghes for TVE ond nope- TVE content on i) i Hes I the
H

feroction chorts ol use o oy seole nstead of o linear seole

et \fwé;'{)frv\(‘;_ “ﬁ-}{_} {'}I

b o P Fon - s S - '
Thrs chuart shows the gvs erit platforms Th

bors represent 9% confidence mtervels. Note that the In

673 Average Number of Comments
TVE

Average Comments

Instagram TikTok Twitter YouTube
Figrre 8.6.7 3
wrnher of comements for TVE and non-TVE contfent on different ¢

dence Intervials, Note thot the interoction chorts ofl use o log s¢

i

This chort shows I saiforms The bk lines

Leridy g

the tuars regr

B SOUHE
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6.7.4 Average Number of Followers

100,000,000,

20,000,000
10,000,000,

2,000,000
1,000,000-

Average Followers

Facebook Instagram TikTok Twitter YouTube
Figtire A6.7 4

This chort shows the gveroge number of followers for TVE and non-TVE content on different plotforms. The bipck Iines in

2, 2 T s e gt oo ok EETPT (Eloy plt i Hoarm A et v = e d
the bars represent 905 confidenie indervais Note thot the inferochon tharts all use ¢ lag scafe instegd of g lineor scaie
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.8 Task i Bemoval Rates for TVE Content

6.8.1 Removal Rates per Platform

15% -

Percent TVE Removed

TikTok Facebook Instagram Twitter YouTube

Figiire AEB 1

2

fiis groph shows the percertoge of TVE content thot was removed on o given piotfonn The block lines in the bors
renresent 309 confidende infervols

Facebook Instagram TikTok Twitter

YouTube 0.0311 0.2628 0.0000 0.7646
Twitter 0.0497 0.3870 0.0000
TikTok 0.0082 0.0002
Instagram 0.2802
Table A68 1
Prvmiuss an Bermoval Rotes per Pleifonm

alpho = 0.01 (Bonferrond correction from 105)
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6.82 Remuoval Rates per Language
15%

Percent TVE Removed

Arabic  Russian German Spanish  Polish English  French ftalian

Figtire A 682

fem g e mryraon 2 g Fro. £ IVE e - Sop e PR oy oy e by irapma T m e S amen X foy a1
This gronh shows the perrentoge of TVE comtent thot wos remmoved in g given longuage. The Dlock lines in the bars

represent B0% confidencs intervols

Arabic English French German [talian Polish Russian

Spanish 0.0657 02222 01053 (.5005 0.0490 0.2588 05354
Russian 0.2750 00818 00234 (.8472 0.0086 (.0768
Polish 0.0053 09317 06224 (.00685 04042
Halian 00003 04522 07349 00124
German 0.2606 00781 00316
French 0.0011 06825
English  0.0038
Toble AG8.Z
Poyalues on Removol Roles per Languoge

olpha = Q00825 (Borferreni correction from 005!
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6583 Removal Rates per TVE Type
12%

10% -
8%
6% -

4% -

Percent TVE Removed

2% -

0%

International
Figuire AGB3

T mremdn ol fm s pe i ern o TV et men irE oo
This graph shows the perceniage of TVE comtent thi

international

Right Wing

Left Wing

Left Wing

Right Wing
Left Wing

0.3610

0.0000

fuble A683

I3 el

Poynlues on Rernovol Rates per TVE Tvoe

0.0001

gl = Q.01 7 (Borferrani correction from 0405)
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£.84 Average number of Shares associated with Removed TVE

2‘1_30 L B T P S e e

Average Number of Shares
3

o528 8

TikTok Facebook Twitter instagram
Figure AG84

e

YouTube

S e e B o o o PO ST R oyt i Loy S S S (ORI NRPYIY | S RPUR DN L Y Sy SO 1 P P
Thisisthe o VEFDQRE PNHTHIET 3 shres asseciated with TVE cortent thutl wos even wally remmoved within the perigd gf the

study, The Block lines in the bors represent 90% oorifidence intervads

Facehook Instagrame TikTok Twitter

YouTube 0.3078 02936 (.1426 0.0288
Twvitter 0.5658 090180 01352
TikTok .10 00781
instagram $.2784
Table A L84

Pevoilies pn Average number of Sh issocoted with Removed TVE

alpha = 061 Bonferoni correction from G.05)
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

685 Average number of Shares associated with TVE that wasn't Removed
1,100,
1,000-
800-;
m_i
700

Average Number of Shares

Facebook TikTok Twitter instagram YouTube

Fimurg AG85

ted with TVE confent thot wos ing the monitoring pedod of

SFHTFES (58060

This is the overage nomiber of

e

the sturly, The block (ings o the bars represend 808G ronfidence ntervols.

Facebook Instagram
YouTube a.1245 03610

Twitter a.1781 00631
TikTok 08029 8.0000
Instagram 0.1198
Table AG8S
Feygitiies on Averge nurmber of Shoares ossacioied with non-Rermoved TVE

gipfur = Q01 {Boaferroni correction from §.05)
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686 Average number of Shares associated with TVE that wasn't Rermnoved broken down
by language

Average Number of Shares

Twitter

Facebook TikTok YouTube
B8 Arabic 1 Englisn B French i German B Halan U Poblsh B Rossian ¥ Spanish
Figure AGHES

This is the overage number of shores associated with TVE corter that wos ot removed during the monitoring period of
&

M R PR ey e - PP i A i AL N P s T IR ey o L gl e L e
the study broken down By pigtforrn ond longunge. The Black lines in the bors represent 0% confidence imervals

6.87 Average number of Shares associated with Removed Horderline content
400+

350+
300.
250
200+

180

100

Average Number of Shares

TikTok Twitter Facebook ingtagram YouTube
Figurg ALE7

This is the average number of shores associcted with Bordertine content that was everduaily removed within Ehe perindg of
the study. The block Hines in the bors represent 208 confidence intervo

85
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

Facebook Instagram TikTok Twitter

YouTube 0.1305 Q0000 01387 03215
Twitter 0.6911 91184 0.4868
TikFok 4.3310 Q1867

instagram 0.1596
Taoble AGET

~ contert

Pevoriies on Avercoe rsmber of Shores 3
alpha = 0.01 Bonferron)

588  Average number of Shares assodiated with Borderline content that wasn't Removed
3,000

2,500
2,000

1,500

1,000~

Average Number of Shares

Facebook TikTok Twitter instagram Youtube
Figure A6.88

This is the gverage mumber of shores ossooin
penod of ¢ ‘m sty The E,:m'.i lines in the bors represent Jr Wi umﬁ B mf'ﬂr.ﬁ*is

Facebook instagram TikTok Twitter

YouTube 0.0817 0.5661 0.000f CO0148
Twitler 0.1141 0.0302 0.0083
TikTok 0.3682 0.0802

instagram 0.0861

Table A6 88

OIS o “.Vﬁ;’{:”{" ssnber le Shurres gesecioted with non-Rermoved Borderiine content

gipher = Q0] {Bonferrond correciion from 0.05)
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£.89 Average number of Shares associated with Borderline content that wasn't Removed
broken down by language

100,000

Arearace Muember of Shares

&

0.01-

B Arabic #2 English B French HE Genman

Figure ABRBE

*f iG is HAS oWEGe i ‘rné or af shon if
PSS 05 NS QWETTGE TTANDEE OF 5ridies |

peviod of the study brokers down by piot

iriterves.,
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

.9 TYask i Removal Time

6.9.1 Removal Time per Platform
100%

75%

25%. f o
] P

Cumulative Percent Removed
o

6h 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
s Facebook == Instagrarm =a TikTok = Twilter s YouTube
Figire AEH 1

This chort shows how long it took for each plotform o rermove the totol omount of TVE comtent. The line grophs show the
cnesiotive percentooe, ending in 100% of the tog rig mer This chart does not foke fvte gocount gny TVE comterntt thot

wsri L rernoyved

£.9.2 Remaoval Time per Language
100%

76%.-

Cumulative Percent Removed

Oh 1h 2h 4h 7h 12h  1d 2d 4d 7d 2w 4w 8w
== Arabic == Germman == [tallan ws Polish == Russian = Spanish
Figure AB.3.2

This chort shows fiow lang o took for each langueae o remove the ool amoeunt of TVE content The fine grophs show the
cunidotive percentoge, ending in 10059 of the top right comer, This chart does not fuke inde occount ony TVE comtent thet
f

WOsSnNT remoiey

88
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6593 Removal Time ;Je:f TVE ?y;m
100%

Cumulative Percent Removed

6h 1t 2 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
=z International =2 Left Wing == National / Right
Figue ABHS

Fhis {_','- ard shiws hov lorig i fook For each TVE Typw fo remove the tolol ormcunt of TVE content The fine grophs shiow the
cumietive percentogs, ending in 1000 ot the lop nwz :‘:S,sr(:"' rhf;: chart does not foke inte gooount am ?w conterni thei
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6,18 Task 1: User Senthment Metrics

£.10.1 Severity Ratings by Platform
100%-

2

g

Percent TVE rated as Severe

20%

Facebook Instagram Twitter TikTok YouTube

Figure A&10 ]

L

Thus chort shows the percentoges of TVE contenit present on different plodforms thot wos roted by users as "severe” The
Black ines in the Bars represent S04 confidence intervais,

Facebook Instagram TikTok Twitter

YouTube 0.0522 02201 0.4983 0.2536
Twitter 0.3872 0.9027 0.6548
TikTok 0.2019 0.5803
instagram 0.4703
Tobiz A6 101
Pvalues on Severity Botings per Flotforn

aiphur = Q.01 (Bosferrond correclion from G.05)
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6.10.2 Severity Ratings by Language
100%

60%

A0%

Percent TVE rated as Severe

Polish ftalian  Spanish  Arabic  Russian English French  German

Figure AB 10 E

This chord shows the percenioge of TVE content present in different languages that was mated Dy osers o8 severe The
flgick fines in the burs represent $0% conffidence witervals.

Polish values are biased here because of the presence of bad actors in the dataset, which caused
users to rate everything in the dataset as “severe’. This problem was investigated and deemed not
present for the other languages.

Arabic English Freach German Halian Polish Russian

Spanish 0.0001 0.0000 0.0600 0.0000 0.0573 0.0000 0.0000
Russian 0.1311 02206 00000 0.0000 0.0000 0.0000

Polish 00000 0.0000 00000 0.0000 0.0124

Italian 0.0C00 0.0000 ©.0000 0.0000

German 0.0000 00000 0.0000

French 0.0000 (0.0003

English 0.0088

ck 3

R W= T
Table AGILE

# ik £,

Feygiues on Seventy Rotings per Languoge

aipher « DO0GZS (Bonferroni carrection from 005)
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6,103 Severity Ratings by TVE Type
100%

80%

60%:-

40%-

Percent TVE rated as Savere

International  Left Wing Right Wing

Figure AS 103

e L i s, R A i K e g e T S Ty X L e R e
This chiort shows the percentoge of TVE corffent present for different TVE Types thot was roted by users gs “severe” The

Block Hnes i the bors represent 90% corfidence witarvols,

International Left Wing

Right Wing 0.0074 0.0045
Left Wing 0.6996

Toble AB 103
Pevgives on Severity Rofings per TVE Tyope

aiptui = OOL7 (Bonferrond correction from 005

92
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£.10.4 Severity Ratings over Time per Platform
Eirst i Second 8 Thirg

80%

Poroert TVE rated as Severs

Facebook instagram TikTok Twitter YouTube
Figre A8 104
Fhis chart shows the percentoge of TVE content woled gs Severe” First, second and third sioges gre shaowr for each

'+
s i e bors represent 3090 confidlenie miisnvais

7in e S A i
slgtfonm, The Diaok

P-values are not included for this chart due to the number of combinations and complexity of the
comparison.

93
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6,18 Task 2: Amplification Charts

6.1 1.1 Amplification Across all Platforms
12%

First e Thir_d_____

00’6.:

- Borderline

Fimre 8631 o

This graph illustrotes the meon percenioge of “Bad Topic” and "Borderline” content recommented in user feeds over Hime

The shaded areg represents the 90% confidence interval (alpho » 0.05)

Bad Topic = Bad Content

Fimire AGII 10

This grophi ilustreles the meon percertage of Bod Topic” ond Hod Content” condent recommentiad in user feeds pver

time, T freg represents the 80% canfidence interval lalphe = 008!
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6.11.2 Amplification Average Percent of Bad Content in Feed per Platform

12%-

Percent Bad Content in Feed

Twitter YouTube

This chort shows the averoge percentoge of Bod (TVE) Donde
bars represent 80U con

Fupera A6 112

instagram Facebook TikTok

Facebook instagram

F s mgar-tive riiotfinrree The bincie Do
Frespective platforms. The biock ines

TikTok Twitter

YouTube
Twitter
TikTok

instagram

0.0522
0.3872
0.2018

04703

0.2201
0.8027

C.5803

Tl ABI1Z

0.4963 0.2538

0.6543

fevalues on Amiplification Averoge Percent of Bod Coptent in Feed per Blotform

alptur =

95

Q01 Boaferrond correction from 005)

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

CONFIDENTIAL TREATMENT REQUESTED
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6.11.3 Amplification Average Percent of Bad Content in Feed per Language
15%

Percent Bad Content in Feed

Polish  German Russian  English ltalian rench  Spanish  Arabic

Figure AR 113

This charl shows the ovenige percaritoge of Bood (TVEN Content my the feeds of respective lomguages. The block lines i the
bors represent 90% confidence intervols

Arabic English French German [talian Polish Ruasian

Spanish 0.1466 03265 0.8038 0.0097 0.5335 0.0000 0.280%
Russian 0.0118 08246 03343 01168 0.6438 0.0003
Polish 0.0000 00002 0.0000 00387 0.0001
ltalian 0.0881 07145 0.6132 0.0440
German 00001 0.0988 0.0126
French 0.1148 [(.3855
English 0.0155

Pevaives on Amplification Averoge Percentage of Bad Content in Feed per Longuoge

ginhg = BOOBZS (Bonferroni correction from Q.05;
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6.11.4 Amplification Average Percent of Bad Content in Feed per TVE Type
15%+

10% -

5%

Percent Bad Content in Feed

0%

Left Wing Right Wing  International

Figure 48,114

Thus chort shows the overoge nerventoge of Bod (TVE) Content in the feeds of respective TVE Tvpes. The biack fines in the
bars represant 90% ronfidence intervols.

international Left Wing

Right Wing 0.1058 0.0442
Left Wing 0.0003
TobieAadild
Bevotues on Amphificotion Averoge Percent of 8o Content in Feed ner TVE Type

aipha « 0017 (Bonferroni corection from 0.08)

£.11.5 Armplification Percentage Change for Bad Content per Content Type

To better compare data across other dimensions (platform, language, etc), we will use the percent
difference between the first and third stage's mean. We don't compare to zero state because the
assumption is that a new account's feed will be empty or contain zero TVE related content.
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Borderline it

Bad Topic e

Bad Content -

3

—40% 0% 40% 80%  120% 160%

Percent Change of TVE in Feed
Figure A& 115

This chort shows the percenioge chonge for the amount of Bod (TVE) Content per Content Tyvpe in the platiorm’s feeds
fram the First Stoge to the Third Fyaluotion Phose The bk ine represerits the 0% confidence imtervils The red iine

represents the threshold for whether g filter bubble is increasing or decreasing i size

B 116 Amplification Percent Change for Bad Content per Platform

Facebook @s

Instagram -

Twitter %—-—-—-

TikTok ——+

YouTube B —

-100%  100%  300%  500%  700%

Parcent Change of TVE in Feed

[ PR
= gLie ARilE

This charl shows the porcentoge chonge for the amicunt of Bodd {TVE} Contend i the plotformn's feeds from the First Stoge
o the Thied Bvaluation Fhase The block tine represenis the S0 confidence infervals. The red iine represenis the

threshodd for whether o filter bubble 5 increasing or decregsing in size

98
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6.11.7 Amplification Percent Change for Bad Content per Language

French | : 4

Spanish | &

German s

Arabic 4

Russian

English #

Polish e

200% 0% 200%  400%  B00%  BO0%  1000%  1200%

Parcant Change of TVE in Faad

Figure A5 117

qe for the oot of Bud (TVE! Content per fanguoge from the First Stoge lo the
H

epresents Hwe 80% confidence tervirs. The red fine reprezents the threshold for
W SIEE,

chart shows the percentage chon
Third Bvglugtion Phase. The binck line »
whigther o flier bulilie s sing Gr dlecrs

ftalian is missing from the above chart because there did not exist any Bad Content in feeds for the
first search stage within the sample.

£.11.8 Amplification per Platform
Amplification on Facebook

i5 Bad Content
Borderline

Percent of Content in Feed

Third

Fiest

This groph diustigres the percentons of recommenaed content that is "Bod Content”, “Hod Topic” ond “Borderiine” on
Focebook for eoch stage The biock nes in the bors represent 90% confidlence intervals

99
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Percent of Content in Feed

Percent of Gontent in Feed

Amplification on Instagram
20%

B b e e
FEOL s B B e S W S
14%-
12%-
10%-
8-
6% -
4%
2%

Bad Topic
Bad Content
Bordarline

First

This groph ilfustrotes the percentoge of recommendod content that s "Bod Content”. “Bad Topic”, ond "Borderiing” on

fnstogram for eoch stoge. The Block Bnes in the bors represent 0% coafidence intervois

Amplification on TikTok

Bad Topic
Bad Gontent
Borderline

Third

First

Fioure AG11.8¢

This gragh ittustrotes the percentoge of recommended comtent that is "Bod Content’, “Bad Topic”,
TikTok for eoch stope The binck lines iy the bors represent B30

and “Bordesiing” on

; confidence inteniois,

100
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Percent of Content in Feed

10

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
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Percent of Gontent in Feed

Amplification on Twitter
20%

BV b
T T
14%-
12%-
10%
8%-
6%
4%
2%

Bad Topic
Bad Content
Bordarline

First

This groph ilfustrotes the perceritoge of recormmended comtent that Js "Bo

& lines in the bors

d Content”, “Bad Topic® and “Borderiine” an

reseiit B0% confidence intervals,

Twitter for eech stoge. The

Amplification on YouTube

Bad Topic
Bad Content
Borderline

First Second Third
Figure A.6.11.8¢e
Ties graph dustrotes the percentoge of recomnended content that §s B ntent”, “Bod Tape ", and “Boderdine” on

YouTube for pach stage. The biuck lines in the boes represent 80% confidence intervals.

1
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

6.11.9 Amplification per Languagse

Amplification in Arabic

25% - Bad Topic

Bad Content
Bordetrline

‘8 1

i

=

£ 5%

(=

3

2 10%-

5

g2

[+F]

.

5%

0% -
First Second Third

Figure A6.11.90

L% 'Qﬁ?rpg@x ;f’ ‘v'}il}f

fém& 43 ;‘c;r ;m 1 C*‘

Amplification in English

15%-

10%

Percent of Content in Feed

5%

Firgt Second

Figure AB 119D
Fhis grooh dlusirotes the percomtage of reconmnended cortent thot is "Bod Corstent” “Baid Tope”, gnd “Borderline”

Englich for eachi stage The biock lines in the bars represent 0% confidence intorvals,

102
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

Amplification in French

Bad Topic
Bad Content
Borderline

First Second

Figiivg A6 1159

25%-

20%

15% -

10%:-

Percent of Content in Feed

5%

0%-

‘Fhiis » i IFf - Fmom
This groph lusirates the
i

103

Amplification in German

Bad Topic
Bad Content
Borderline

First Second Third

Figure AG11.94

entaae of ecommended cortent thot is “Bod Con
Gerrgr for ecch stoge The block fines m the bors represent 50

£, Had Togic”, and "Bordeding” i
rotfidence inferiols,
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

15%:

10%:-

Percent of Content in Feed

5%

0%-

104

T ot #
FLY BT o £

Amplification in ltalian

Bad Topic
Bad Content
Borderline

First Second Third
Fugure AG L1

)

:f recormimended content thot is "Sod Content” "Bad Topic”, and "Borderine” in

fration far ench stoge. The black ines in the bors represent 30% confidence infervols,

Amplification in Polish

Bad Topic
Bad Content
Borderline

First Third

£, Had Togic”, and "Bordeding” i
Wirienes terveds
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25% -

20%

15% -

10%

Percent of Content in Feed

5%

0%

25%-

20%

15% -

10%:-

Percent of Content in Feed

5%

0%-

Fhis groph i

105

i ik Al
sirgles e g

Amplification in Russian

Bad Topic
Bad Content
Borderline

First Third

)

:f recormimended content thot is "Sod Content” "Bad Topic”, and "Borderine” in

L 4 o e 1imme Fon #F SN o] {2 1 vy
i1 for goch stoge. The black lines in the bors represant 80% confidence intervals.

tes the peroentage

o
(E

Amplification in Spanish

Bad Topic
Bad Content
Borderline

First Second Third

Figure AG.11.95

entage of ecommended cortent thot is “Bod Con
toge The black lines in the bors represent S0%6

2t "Rad Topic”, and TBerdedling” in
dence intervols,

Sporish for
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6.11.10 Amplification per TVE Type

Percent of Content in Feed

Percent of Content in Feed

Amplification of Left Wing TVE

LT
16% Bad Topic

Bad Content
Borderline

14% -

12%-

10%-

8%
6%
A%

2%

C%:-

First Third

This graph illustrates the perceptoge of recommended Left-Wing TVE contept that s "Bad Content”, "Bad Topic’, and
“Bordardine” for each stoge. The block Hines in the bors represent 90% confidence intervals,

Amplification of Right Wing TVE

'[40},!’0.; .................................................
12%:

m%é

Third

1t fhot

ntage af recormmended NolionolRight-Wing TVE con
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Amplification of International TVE
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61111 Arnplification P-values
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6.11.15 Removal Rate and Amplification
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#.12 Borderline Charls
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6.12.2 Remuoval Rate per Language
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6.12.3 Remuoval Rate per TVE Type
8%

6%-

4%

Percent TVE Removed

2%-

0%

International  Right Wing Left Wing

Fliwe A 123

This chort shows the percentoge of Borderine TVE conlent thot was removed

e
fuges repwesent 90% confidence intervils

International Left Wing

Right Wing 0.9357  0.0051
Left Wing 0.0056

Tablz A6 123

foreoch TVE

Peyeiisias on Remmovold Roles pee TVE Tvoe (Borderfing)

i = G017 (Bonferroni correction from 005)

115

59

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED

TT_HJC_019633



£.124 Remuoval Time per Pl ”&gfarm

100"/
& E
g
£ 50% e
& s
@
= gt
25%: :
3 j
Ch 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w Bw
= Facebook = Instagram s TikTok ¢ Twitter sa YouTube
Figirs A6 154
This chort shiows Bow forig i zm’jor.: wh platfonm to rernove the total ermount of Borderiing TVE content. The lne

cirgats show the cumidGiive percent

fge, ending in J‘:}r??u G the

-~ Fhaf s #
ton right comer. This chort does not ft'f?‘\’” inte guoount any

Hopderdine TVE content thei wosn't removed,

6.12.5 Removal Time per Language

100% .. ........................ g

3 /

B 759 J

B i

o

¢ /

5 :

g 50% !

o

ar

2

E A s A s A

g 28%:

:’ 1

6]

Q% 5
Oh 1h 2h 4h 7h  12h  1d 2d 4d 7d 2w 4w 8w
=z Arabic #= German == Halian == Polish == Russian @ Spanish
Fipne A 145
This chart shivws how long it fook for eoch longuoge (o remove the total gmount of Borderling TVE comtenit. The {ine
granhis show the curnudotive percentoge. ending in 100% ot the top right comer. This {:"E:?fi does ol foke N0 SCoouwi any
Bordedine TVE content that wisn 't removed
116
60
CONTAINS BUSINESS CONFIDENTIAL INFORMATION.

CONFIDENTIAL TR

EATMENT REQUESTED

TT_HJC_019634



6.12.6 Removal Time per TVE Type
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EUIF Questionnaire - Algorithmic
Amplification_TT response

Questionnaire on Activities related to Algorithmic Amplification

This questionnaire follows the first EUIF informal focus group meeting to further address
algorithmic amplification.

This questionnaire shall serve as a basis to establish a comprehensive set of good practices
of policies implemented and measures taken by companies to address unintentional spread
of borderline, violent extremist and terrorist content as well as to prevent targeted
exploitation by malicious actors to disseminate said content. This includes measures and
policies in place such as options to opt-out of automated recommendation of content,
excluding users who are violating terms of services from recommender systems or limiting
the repetition of videos with the same content.

We kindly ask you to explain the purposes of the measures taken/policies implemented in
the EU and where available evaluation of effectiveness and impact of those. We kindly as
ask you to name and explain the policy/measures in this survey and refrain from simply
providing a link to the general policy/measure.

This work builds on the EUIF’'s meeting on algorithmic amplification (September 2021,
September 2022} and the ELHF Study on role and effects of the use of algorithmic
amplification (2023). It responds to activity 1.C4 of the Ei} Intametl Forum Activities 2024,

Company:

If you cover several platforms, please specify which measures/policies apply fto which
platform.

TikTok’s responses in yellow.

1. What policies and/or measures have you implemented since July 2022 to
address (1) unintentional spread and {2) exploitation of algorithmic recommender
systems by malicious actors for terrorist content on your platform?
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Please specify if this relates to recommender algorithms, search algorithms or content
moderation algorithms.

2. What policies and/or measures have you implemented since July 2022 to
address 1) unintentional spread and (2) exploitation of algorithmic recommender
systems by malicious actors for violent exiremist content on your platform?

Please specify if this relates to recommender algorithms, search algorithms or content
moderation algorithms.

&. How do you define violent extremist content

Answer Relating to Questions 1 and 2:

Terrorist content and violent extremism are caisgoiiss of lleos! contend, and as such, are
prohibited on TikTok. The term "violent exremist’ is also defined in our Comimunity
{Guidslines (under Violent and Hateful Organisations and Individuals). TikTok maintains a
zero-folerance policy on violent extremism. Individuals or groups that threaten violence or
attempt to incite violence risk the safety of our community. Moreover, our Community
Guidelines clearly outline that we do not allow people to use our platform to threaten or incite
violence, or to promote violent extremist organizations, individuals, or acts.

We use a combination of technology, safety and security professionals, and threat detection
partners to help us enforce our policies. An account that attempts to promote or glorify off-
platform violence or threaten public safety can be banned. When appropriate, we will report
threats to relevant legal authorities. We may consider off-platform behaviour to identify
violent extremist arganisations and individuals and take action on their accounts.

We regularly provide more information on our enforcement efforts via our quarterly
Community Guidelines Enforcement Report,

In addition, and as required by Article 16 of the Digital Services Act, TikTok has put in place a
specific reporting channel for illegal content in Europe, under which users can report content
relating to violent or organised crime, national security-related offences, and terrorist content
and offences. In addition, designated Trusted Flaggers may submit reports using the illegal
content reporting mechanism on TikTok in line with Article 22 of the DSA, and Member State
authorities may uss either the TikTok designated single point of contact or a designated form
to report illegal content to TikTok, in line with Article 9 of the DSA. TikTok publishes a bi-
annual DEA Tranzparenoy Beport which provides information on the company’s enforcement
actions taken with respect to illegal content in Europe.

To further strengthen our commitment to user safety and human rights, in September 2022
TikTok announced its membership of Tech Against Terrorism, which brings together
technology companies, civil society, and academics over the shared goal of countering
violent extremism. By joining Tech Against Terrorism, TikTok earned their Trustmark, which is
proof that we adhere to membership requirements, which include commitments to exploring
new technical solutions and working with civil society on combating violent extremism. The
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Trustmark also demonstrates our strict policies and enforcement against violent extremism
and our commitments to human rights and fransparsnoy.

Through our membership, we're eager to continue fo learn from others as we strive to meet
and exceed best practices in tackling this issue. It also provides us with access to fraining
and detection resources to help us effectively respond to such content and actors.

3. What policies and/or measures have you implemented since July 2022 to
address 1) unintentional spread and (2) exploitation of algorithmic recommender
systems by malicious actors for borderline content on your platform?

&. How you define borderline content?

Please specify if this relates to recommender algorithms, search algorithms or content
moderation algorithms.

We do not use the term "borderline content” in our Community Guidelines.

In general, TikTok has put in place a variety of policies and measures to prevent malicious
actors from exploiting our algorithm, and to provide our user community with tools to
customise their For You Feed viewing preferences and ensure that they have an enjoyable
experience on the service.

For instance, certain categories of content may be ingligible for recomme ion, and
viewers can use our "not interested" feature to automatically skip videos they want to see
less of.

To further empower users with ways to customise their viewing experience, in summer 2022
we rolled out a fool that people can use to gutomatically filter out videos with words or
hashtags they don't want o see in their For You or Following feeds (keyword filtering}.

Around the same time, TikTok also infroduced an oplion for users to refrash el For Yo
Fend if they feel that their recommendations are no longer relevant or provide enough
variety.

Finally, as required by the DSA, TikTok also offers users in Europe a new way to discover
content on TikTok by allowing them to turn off personalisation. When enabled, this means
their For You and LIVE feeds will instead show popular videos rather than recommending
content to them based on their personal interests.

4, Which commitments do you follow in relation to algorithmic amplification,
under the

a. Code of Conduct on Hate Speech?
. The Code of Practice on Disinformation?
«. Any other initiative (please provide more information on that initiative)?

As both the CoC on Hate Speech and the COPD on Disinfo are currently undergoing
revision and will be converted info DSA Codes as of early 2025 (tbc), we recommend
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discussing this topic during another EUIF meeting as needed, when the new frameworks are
in place.

5. Do you have any policies/measures in place to pro-actively expose users to a
diversity of content (to prevent the creation of echo chambers)?

To address repetitive patterns, in early 2023 TikTok rolled out new tools and policies to
diversify recommendations, to ensure that we avoid recommending a series of similar
content on topics that may be fine as a single video but potentially problematic if viewed
repeatedly. TikTok also does not recommend videos from the same creator or that uses the
same sound/song in sequence.

7, Do you have any policies/measures in place related to your algorithmic
recommender system for crisis situation, such as terrorist attacks with an online
dimension or violent extremist protests?

R What you do in case of crisis, such as the Southport protests in the UK
(August 2024)? Do you have any temporal measures, such as de-ranking material for
crisis?

&, Are there any situations in which you do not remove terrorist content but take
other measures, such as de-ranking, to moderate the content? If so, please explain
why?

No, terrorist content that is identified as such, is removed.

&, Which human-rights measures are you taking when deranking content and
how do you ensure transparency of your measures?

It is not clear what is meant by the term "human-rights measures”, or the kinds of categories
of content this question is referring to.

Regarding the question of transparency, users are provided with a notification where we
determine that they have violated our Policies and applicable laws, and they are provided
with an opportunity to appeal against any action we have taken. We provide information to
users about how to appeal a decision in relation to a report they have made, or how to
appeal a decision affecting their content or account berg. We report on the number of
appeals, and the action we take in response to those appeals, in our DEA Transparenoy
Heports, In addition, TikTok has a feature known as &ccourt Checok, which allows users to
check their account status in-app, to chack if content has been removed for violating our
policies and applicable laws. In this way, even if a user has missed a notification in their
inbox relating 1o a content moderation decision, they can still check the stafus of their
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account and its associated videos in-app.

140, Do you collaborate with research/academia/ civil society organisation to enable
a better understanding of the possible effects of algorithmic recommender systems
on a user’s journey of radicalisation? If so, how?

1. Do you collaborate with research/academia/ civil society organisation on
online prevention efforts, such as via re-direct campaigns, counter-narrative
campaigns, amplification of authoritative sources during a crisis?

Regarding questions 10 and 11, we collaborate on an ongoing basis with researchers,
academia, and civil society, across a variety of different initiatives, and to better develop our
own approaches to violative content.

For example, TikTok developed an ongoing partnership with Tech Against Terrorism which
ran throughout most of 2024, through which we held monthly workshops fo develop our
understanding of terrorist and violent extremist behaviour and tactics online, and develop
awareness of adversarial shiffs and mitigation strategies.

Regarding crises, we continuously consult our Safety Advisory Council experts in Europe,
the Middle East and Asia Pacific, particularly during critical moments and crises such as the
Israel/Palestine and Ukraine/Russia wars.

in terms of regular consultation with academia and civil society in the violent extremism
space, we have engaged with stakeholders such as the International Committee of the Red
Cross (Israel/Palestine), the Centre for Humanitarian Dialogue (VBDA policies in times of
conflict), the VOX-Pol Institute, GlitterPill (Conflict Zones and Russia/Ukraine), the Global
Internet Forum to Counter-Terrorism (On TikTok Live and high harms), and GNET (on
Ukraine).

More broadly, we provide data access via our Rasaarch Tools and have also presented and
demonstrated the tool at various conferences, including Terrorism and Social Media in
Swansea (19 June 2024).

14, Do you utilise any of the EUIF deliveries, such as the Handbook on Borderline
Content or the Knowledge Package on violent-right wing extremist, groups, symbols
and manifestos for your automates systems? Please provide details, and reasons if
not.
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The handbook has been shared internally with our teams, to better inform the enforcement
of our policies.

13, Any addition information that you would like to share on policies/measures
that you have taken to address the spread of borderline, violent extremist and
terrorist content on your platform?

We thank you for your collaboration and taking the time to fill in the survey.

1069
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_021075

CONFIDENTIAL TREATMENT REQUESTED



Section IV:
Hate Speech Code Exhibits

1070



Exhibit 42

1071



The ninth EU High level group on
combating racism, xenophobia and

other forms of intolerance
Online meeting, 7 July 2021

Presentations

DG JUST Unit Fundamental rights policy




Subgroup on combating
llegal hate speech online

The Digital Service Act proposal
~ Redacted European Commission (CNECT)
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Evolution and role of intermediary services

» A step-change in the nature, scale and role that digital services play in our

economy and society. P
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Commission
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2 02 0 This Is What Happens In An
Internet Minute

harmful content

disinformation

Created By:

"é'Redacted
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In a nutshell the objectives are:

m:g; Modernise the rules to more effectively address illegal content
and systemic risks in the online space

Clarify the rules on liability, giving companies legal certainty to take
voluntary action in a diligent and proportionate manner under

clear terms of service

:}{o Increase transparency, accountability and facilitate better
oversight

H ' European
Commission
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Intermediary Hosting Online
services services platforms

Very large online
platforms
offering such as « E.g. online

network cloud marketplaces, « Specific rules for
infrastructure:] infrastructu app stores, or platforms
Internet re and collaborative reaching 45
access webhosting economy million users
providers, services platforms or (10% of EU
domain social media population)

name platforms

registries,

wifi

hotspots...
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10/11/2021

Liabili
DSA harmonises
liability
exemptions, not
liability

rovision

Maintains the principles of the eCommerce directive

Does not attribute liability. The contrary would mean to harmonise tort or criminal law

Maintains the prohibition on general monitoring.

DSA is neutral

Does not define what is illegal

lllegality is defined by national or EU rules

DSA is horizontal

All types of illegal content, civil and criminal liability

Some provisions can also cover harmful content (transparency & safeguards for
decisions under terms of service, systemic risks on very large platforms)

DSA applies to
services, not to

Not “Platform 'X' is an intermediary”, but "X' provides infermediary services”

actors : . ; : ; : .
A provider can provide many different services (mere conduit + caching + hosting
services which are not intermediary services or not even ISS) T [ |
= Commission
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All obligations

OBLIGATIONS

VERY LARGE PLATFORMS

ONLINE PLATFORMS

HOSTING SERVICES

ALLINTERMEDIARIES

Points of contact

Legal representatives

Terms and conditions

Transparency reporting

Notice & Action

Statement of reasons

Complaint handling

Out of Court Dispute Settlement

Trusted flaggers

Abusive behaviour

Know Your Business Customer (KYBC)

Reporting criminal offences

Advertising transparency

Additional transparency reporting

Risk assessment and mitigation

Independent audits

Recommender systems

Enhanced advertising transparency

Data access and scrutiny

Compliance officer

Enhanced Transparency reporting

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
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Effective measures for addressing illegal
content

Trusted
flaggers

Orders Notice
& Action

(Art 8) (Art 14)

(Art 19)

P

(T
W&
T 4

M - Eur
- Com
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Due process & transparency

Transparency N | Covers all content
obligations Terms and moderation
(Art 13, 23, “elpeliieis - undertaken by
33) platform

Collective
representatio

Stateme

Safeguards for all nt of
removal decisions reasons

(Art 15)

Out of court

Complaint
dispute

handling
(Art17)

n

(Art 18)

N
N
ij\ European

~——  Commission
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Addressmg amplification & user empowers ._ent

» Ensure that users can identify in real time when seeing an ad: ‘“‘
 That the information is an advertisement W
* The advertiser

* Why the ad is displayed for them: main parameters used to
determine this.

» Publicly available repository including for all ads displayed on the platform
» The advertisement & advertiser T——
 Period during which the ad was displayed

Art 30 * Whether it was a targeted ad & targeting criteria

 Total number of users reached & aggregate data on delivery

Ad repositories

Recommender _ _
systems * Main parameters in ToS

Art 29 » Include an option for users which is not based on profiling

European
Commission
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Binding risk management obligations on very large
online platforms

Risk

Regulatory

supervision Public
scrutiny

Risk mitigation

Guidelines, best Independent

audit

practice, Codes
of conduct

— European
— Commission
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Co-regulatory framework

» Codes of conduct to be supervised by the Commission
and the Board

» Can serve as compliance measures to fulfill the
obligations under Article 27.

» Addressing crisis situations strictly limited to extraordinary
Crisis circumstances affecting public security or public health

LB « |imited in time, clear procedures and roles, safeguards
Art 37 and public reporting.

1085
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Governance structure

Digital Services European Board for European Commission
Coordinators Digital Services

 Independent authorities » Ad-hoc independent

advisory group * Direct enforcement
powers Vis a vis very
large online platforms for

 Direct supervision and
enforcement (by default) « Composed by national
Digital Services

« Coordination with other Coordinators « Advises on cross-border
national competent disputes
authorities « Chaired by COM

* Intervenes upon DSC
» Advising DSCs and COM, request
recommending actions

Breaches of DSA obligations => Digital Services Coordinators and COM can impose
various sanctions and fines up to 6% of the provider’s turnover

European
Commission
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Subgroup on combating
llegal hate speech online

Referral Action Day against Right-Wing Terrorist Online Propaganda

1087
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First
y RWTCO
= EUR™POL Referral Action Days
. = 2021

07/07f2023
EU INTERNET REFERRAL UNIT
European Counter Terrorism Centre
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Overview - Understanding the problem and positions of MSs and OSPs

18 EU-MS & 10 Third parties

Collection - Deconfliction - Referral

= EURTPOL Eurapal Unelassified — Basic Protection Leva)
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1038 URLs, spread over well-known & ‘new’ OSP's (forums, websites, blogs)

= EURTFOL
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= EURTPOL it
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= EUR—POL

07/07/2021
EU INTERNET REFERRAL UNIT
European Counter Terrorism Centre
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FRA-led working group on hate
crime recording, data collection,
and encouraging reporting

Encouraging hate crime reporting: the role of law enforcement and other
authorities

1093
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5 EURDFEAN UNION AGENCY
i FOR FUNDAMENTAL RIGHTS

ENCOURAGING HATE
CRIME REPORTING

THE ROLE OF LAW
ENFORCEMENT AND

OTHER AUTHORITIES

-
ac
o
Q.
(5%
o
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ENCOURAGING HATE CRIME REPORTING: DELIVERING ON THE LEGAL DUTY TO FULLY
RESPECT, PROTECT AND PROMOTE FUNDAMENTALRIGHTS ... .cvviiiiiininiinnnnanss
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1.2 DUTY TO PROTECT AND SUPPORT VICTIMS OF HATECRIME ... ... .o
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2.5 PARTICULAR CHALLENGES IN REPORTING FACED BY CERTAIN GROUPS AT RISK
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ENCOURAGING HATE CRIME REPORTING: ENABLING ENVIRONMENT, STRUCTURES
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31  CULTIVATING AN ENABLING SOCIAL ENVIRONMENT ... ... ooiiiiiiiiiiiiiinn

3.2 ENABLING STRUCTURAL FACTORS: DIVERSE REPORTING OPTIONS AND
STANDARDISEE) REFRIRBIMS: .« oox cos aos wo iom mos socmision s s o s sty 58 i s Kist 54 4 60 638 64 &

3.3 ENABLING PROCESS FACTORS: BUILDING INSTITUTIONAL CAPACITY AND
STRENGTHENING PARTNERSHIPS ... it
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WAYS FORWARD: TOWARDS A VICTIM-CENTRED APPROACH TO HATE CRIME REPORTING .
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Reporting - a pre-condition for
meeting legal commitments

1095
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002641

CONFIDENTIAL TREATMENT REQUESTED



When hate crimes are not reported:

+ victims do not get the support they need;
* their access to justice is limited;
 perpetrators remain unpunished; and

* law enforcement and criminal justice authorities are not able to respond
appropriately to hate crime.

Member States can not deliver on their duties to:
* ensure access to justice for all,

» protect and support victims, and

European
Commission

« combat hate crime.
1096
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Uncovering (under)reporting

H European
Commission
1097
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FIGURE1: PREVALENCE OF BIAS-MOTIVATED VIOLENCE AND HARASSMENT IN THE FIVE YEARS BEFORE
THE FRA SURVEY IN QUESTION, BY SURVEY GROUP (% )*=4=f

60
50
40
30
20
10

EU-MIDIS Il - Muslims Roma SSAFR Jews Roma and Travellers LGBTII

all groups (EU-MIDIS II)  (EU-MIDIS II)  (EU-MIDIS Il) (2018) (RTS 2019) (2019)

surveyed (2016)

B Bias-motivated violence W Bias-motivated harassment

European
Commission

Sources: FRA, EU-MIDIS I, 2016; second Survey on Discrimination and Hate Crime against Jews in the EU, = -
2018; Roma and Travellers Survey, 2019; and EU LGBTI Survey ll, 2019 -. “ -
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FIGURE 3: REPORTING OF THE MOST RECENT INCIDENT OF BIAS-MOTIVATED VIOLENCE AND
HARASSMENT TO THE POLICE OR ANY OTHER ORGANISATION IN THE FIVE YEARS BEFORE
THE FRA SURVEY IN QUESTION, BY SURVEY GROUP (%)

&0

EU-MIDIS 11 - Muslims Roma SSAFR Jews Roma and Travellers LGETI I

all groups  (EU-MIDISII)  (EU-MIDIS 1)  (EU-MIDIS 1) (2018) (RTS 2019) (2019)
surveyed (2016)
B Reporting rate of bias-motivated viclence ™ Reporting rate of bias-motivated harassment

Sources: FRA, EU-MIDIS I, 2016; second Survey on Discrimination and Hate Crime against Jews in the EU,
2018; Roma and Travellers Survey, 2019; and EU LGBTI Survey I, 2019

1099
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Reasons for not reporting

* Incidents commonplace, little hope for change
‘Nothing will change’ & ‘It happens all the time

’

« Cumbersome reporting procedures
‘Too bureaucratic and time consuming’

 EXxperiences erode trust in police
‘I don’t trust the police’

1100
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Enabling
processes
factors

Enabling
structural
factors

Enabling social
environment

SO

Encouraging hate crime reporting:
drivers and barriers
= e
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Enabling social environment

» Countering discrimination by law enforcement authorities

* Police leadership condemns hate crimes and communicates
publically about hate crime cases

» Create partnerships and regularly engage with communities and
CSOs

* Provide accessible and inclusive information and support services

- Raise awareness about rights, victim support services and existing
complaint mechanisms

European
Commission
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Enabling structural factors

 Alternative reporting options
— Third party reporting and anonymous reporting

» Structured referrals between police, equality bodies, third party reporting
centers, CSOs and victims support services

* Reported incidents are correctly recorded and data collected

European
Commission

1103
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002649

CONFIDENTIAL TREATMENT REQUESTED



Reporting options

Total reporting options in (EU 26 and UK)

W [n person

m Phone line / hotline (24h)
® Online form

m Social media networks

m Live web chat

*Sources: Data provided by members of FRA's WG in 2020 - 26 EUMSs and UK

i- *\ European
== ~——  Commission
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002650
CONFIDENTIAL TREATMENT REQUESTED



Structured mechanism for referrals of hate crime
victims to victims support services

Referral mechanisms (EU 26 and UK)

m No referral mechanism

m Police to/from VSS

m Police to VSS

m \/VS to Police

= - European
: = Commission
1105
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Structured mechanism for referrals of hate
crime victims to and from Equality bodies

Referral mechanisms (EU 26 and UK)

® No referral mechanism

m Police to/from EB

m Police 1o EB

m EB to Police

*Sources: Data provided by members of FRA's WG in 2020 - 26 EUMSs and UK

= - European
: = Commission
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Enabling process factors

* Practical police guidance
e Specialisation - specific hate crime officers and dedicated hate crime units
* Police training and capacity building
» Cooperation and coordination
— coordination between public services

— coordination with other organisations, beyond public bodies - VSSs and CSOs

European
Commission
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Hate crime specialisation

Specialists or units for hate crime in
26 Member States and UK)

m Specialist hate crime officer
m Hate crime unit

® None

= - European
: = Commission
1108
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Thank you

hatecrime@fra.europa.eu

% European

=— Commission
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OSCE/ODIHR Expert Network
for Hate Crime Victim Support
(EStAR project)

Project presentation

~ Redacted  OSCE/ODIHR

. Redacted |, Association of Counselling Centers for Victims of
Right-wing, Racist and Anti-Semitic Violence in Germany (VBRG)
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s VICTIM  Enhancing Stakeholder Awareness and Resources for
SUPPORT Hate Crime Victim Support
- EStAR -

The 9th Meeting of the EU High-Level Group on
Combating Racism, Xenophobia and Other Forms of
Intolerance._

7 July 2021

Presented by: Redacted | 0@ = 0/pll:

| ___Redacted RVEe
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Milestones reached

—> Network of Experts: Enhanced engagement

Diagnostic Tool Testing Phase Began: Pilot diagnostic
— workshops to assess national structures for hate crime
victim support

Publication: Model Quality Standards for Specialist

—
Support

— Publication: Model Guidance on Individual Needs
Assessments

European
Commission
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= StAR TOO | S * Understanding and responding to victim's needs

« Diagnostic of national hate crime victim support

d compre hensive structures and addressing the gaps
approach to
supporting hate crime
victims

» Sensitive and respectful treatment

* Providing specialist support services

* Ensuring CSO-Government collaboration in
providing protection and support.

VBRG

European

ASSOCIATION OF COUNSELING CENTERS - .
FOR VICTIMS OF RIGHT-WING, RACIST AND Commission
ANTI-SEMITIC VIDLENCE IN GERMANY
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Network of Experts:
Enhanced engagement

"Under the Spotlight" Series

EStAR discussion series
showcasing current and emerging
topics related to hate crime and
victim support to provide
interactive discussion and
networking space with expanded
stakeholders beyond the working

group.

First talk: Understanding the
needs of hate crime victims with
disabilities.

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED

Hate Crime Training for
Polish Civil Society

Presentation of EStAR's
Understanding the Needs of Hate
Crime Victims

Discussed strategies for
combating and monitoring hate
crimes and how to enhance hate
crime victim support structures.

1114

Eastern Partnership Peer
Meeting on Victim Support
Services

EStAR project presented its work
during an online discussion on
hosted by the Council of Europe
on “Victim support services for
victims of hate speech / hate
crimes and making hate crime
investigation more victim-ﬂred”

European
Commission
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Diagnostic Publication Digital Diagnostic Tool

Resources to assist hate crime victim
support practitioners, officials,

activists and policy makers to identify Eol i i. e
strengths and gaps in their national
systems, in order to understand how @ In Your Opinion, How Well Is Block 1: Essential
best to address shortcomings and NPy, Element | Implemented In Your Country?
build on opportunities to enhance #ims 0s a distinct and [0 ]

y vulnerable category of
ViCtims.

protection and support for
victims of hate crime.

m European
Commission
1115
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Building Blocks

1

Legal and policy
frameworks, hate
crime victims’ status

4

Assessing hate crime
victims’ needs and
referrals

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
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2

Hate crime victim
support systems and
structures

S

Sensitive and
respectful treatment of
hate crime victims

1116

3

Specialist support
services for hate crime
victims

6

Hate crime victims in
the criminal
proceedings and the
justice system

- European
—  Commission
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Piloting the Diagnostic Tool

Participants found the workshop interactive and relevant to their work, appreciated clear
actionable results it produced and the fact that it brought together various stakeholders

(particularly government and CSOs).

ABOUT THE DIAGNOSTIC SURVEY

Other
6.7

Redacted

Civil sodiety
HT™

1117
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1st Workshop in Spain
30 March 2021

2nd Workshop in Croatia
16 June 2021

3rd Workshop

In discussion - to be confirmed shortly

4th Workshop

European
Commission
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Forthcomlng resources and tools

Model Guidance on Sensitive and Respectful Treatment of
— Hate Crime Victims (publication)

Training Course on Sensitive and Respectful Treatment of
Hate Crime Victims for law enforcement and criminal justice
professionals (prosecutors and the Judiciary)

National pilot training in Portugal

In collaboration with the Centre for Judicial Studies (Centro de
Estudos Judiciarios)

1118 =—
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Quality standards play a crucial role in
developing and strengthening specialized
hate crime victim support, as high
professional standards for the conduct,
expertise and organization of services are
key to meeting victims’ needs.

1119
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Model Quality Standards for
Hate Crime Victim Support

- VICTIM
SUPPORT

Model Quality
Standards

for Hate Crime
Victim Support

VBRG
- . ODIHR
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Publication
Highlights

- The guide promotes a victim-centered approach to the development and
delivery of support services to hate crime victims

« The guide recognizes the direct and indirect impact of hate crimes on
individuals, communities and society

« The guide stresses the need for adequate provision of resources to
service providers

* The guide emphasizes cooperation and effective referrals.

Next steps

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
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Training Course for Specialist Support Providers

Pilot regional training for specialist support providers

European
Commission
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The INA is a key instrument to ensure a
victim-centred approach. It is the first step to
protecting victims' rights and ensuring that all

necessary services are provided - as
required by the Victims’ Rights
Directive.

1121
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Model Guidance on Individual
Needs Assessments (INA)

ces VICTIM
SUPPORT

Model Guidance
on Individual Needs
Assessments of
Hate Crime Victims

B 13 PR |
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PU b| | Catio N « Needs of hate crime victims require additional considerations —
the guide promotes a two-step approach that requires to carry

H |g Nl |g hts out an in-depth INA

« Effective implementation of INA should be accompanied with
& additional resources, training and operational guidelines

I N A « Cooperation between all relevant stakeholders is key to a
sensitive and effective INA pr

Essentials

* Proactive approach is required to community needs.

European
Commission

— s
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INA Good Practice

Virtual study visit to France
19-20 May 2021

Offered insights into the system France has established to assess and
address the needs of hate crime victims. The study visit illustrated how
criminal justice agencies and victim support organizations cooperate in
assessing needs, providing support services, protection and access to

justice.

Compendium on frameworks for INA

Next steps

Provides information on how INAs are conducted in various project
countries and takes stock of the existing encouraging practices and
initiatives.

European
Commission
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S C Office for Democratic Institutions
and Human Rights

Contact information

Redacted OSCE/ODIHR: Redacted @odihr.pl
Redacted | VBRG: | Redacted @verband-brg.de

Project website:
https://www.osce.org/odihr/hate-crime-victim-support

FOR VICTIMS OF RIGHT-WING, RACIST AND
- ANTI-SEMITIC VIOLENCE IN GERMANY

e European
: Commission
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CEPOL-led working group on
hate crime training for law
enforcement

___Redacted [cEPOL
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| Comifa‘ting" Racism,
_-Xenophobia‘and other Forms of;
“Intolerance o/

..

07 July 2021 | ~./ EDUCATE
| | INNOVATE
MOTIVATE
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CEPOL - HATE CRIME TRAINING 2021

Onsite Training Activity on Hate Crime
Sapienza University
Rome
16-19 November 2021

Aim: To enhance the police response to hate crime in general and online
hate speech in particular as a specific form of delinquency with special
motives, as well as identifiable social and psychological basis and to
encourage the use of specific investigation methods and law enforcement
cooperation in the field of hate crime.

Target Group

Law enforcement officials and specialists responsible of tackling hate crime
and online hate speech.

Q )C EPOL European

/ Commission

56
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CEPOL - HATE CRIME TRAINING 2021

s+ 5 Webinars on Hate Crime issues

LGBTQ Community ILGA- Europe + Hattér Society
Anti-Muslim Hatred UK Expert. Redacted |
Anti-Semitism European Jewish Congress
Roma and Travellers Fundamental Rights Agency
Third Party Reporting Fundamental Rights Agency,

RIAS Berlin, COMPAS Charity

\%
\
< CEPOL

European
Commission

57
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CEPOL - HATE CRIME TRAINING 2021

o* E-Lesson on Anti-Muslim Hatred

* [slam and Muslims in Context

= Definitions of Islamophobia and Anti-Muslim

Hatred

= Recognising Anti-Muslim Hatred-driven Hate
Crime

= Barriers to reporting

= Supporting Victims

= (Case Studies and Best Practice

\
<) CEPOL

1129
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Expert Group on Fundamental Rights

» Consists of 9 MS (AT, ES, EL, IE, IT, LV, PL, PT,
Sl)

» COM, EIGE, EUROPOL and FRA

» Co-chaired by CEPOL Executive Director and
expert from AT

» 2 meetings: 26 March and 29 June 2021

\ '
S CEPOL
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Expert Group on Fundamental Rights
3 Sub-groups:

1) Overview existing and new relevant international and EU strategic
documents and instruments on FR and FR trainingCo-chaired by
CEPOL,;

2) Analysis of the status of FR training in CEPOL and identify gaps
and shortcomings;

3) Overview of current partnerships, including such outside of law
enforcement, and identify enhancement opportunities for
cooperation.

=> Strategy Document on FR training for LE

European
Commission

N
<)CEPOL
1131
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WORKING GROUP ON HATE CRIME TRAINING

v’ 1st meeting on 24-25 March 2021

v 80 Attendees from 23 MS and 14 CSOs and the FRA,
Council of Europe and OSCE/ODIHR

v' Mandate of the Working Group

v QOverview of hate crime training and support for LE by
CEPOL, FRA, ODIHR and the Council of Europe

v' Mapping Study of Hate Crime Training for LE and
judicial professionals in Europe — CEJI

v' Way forward y,

\ '
S CEPOL

61

1132
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002678
CONFIDENTIAL TREATMENT REQUESTED



» EU Anti-Racism Action Plan and the Anti-

Racism Summit
« Support the implementation of the 10 key
guiding principles
Ma ndate of » Support the MS in their duty to ensure
the WG full transposition of EU Law

* Advancement of adequate training for LE
and judicial staff in the EU MS
=> Improve effective investigation of HC,
promote working in partnerships and
apply the law in an effective manner }

,.- ’,
S C EPOL ;% ~ European
/) = Commission
1133 _
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Overview
COM, CEPOL,
FRA, Council

of Europe and
ODIHR

("*1
NE
,_7)C EPOL
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+ EU Anti-Racism Action Plan

Fundamental Rights
* CoE Human Rights Education for Legal

Professionals
* ODIHR Training Programmes for LE and

Prosecutors (TAHCLE and PAHCT)

N
é % uropean
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Mapping

Outcomes

\f'
/)C EPOL
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+ Comprehensive Mapping Exercise done

\

by CEJI as an essential tool for the
WG's work;

* Provided a general state of play of the
training activities offered at national,
regional and local levels;

» Conducted an assessment of needs
and gaps on the 10 key guiding
principles

/

\
 European
=~ Commission
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1) Desk Research

2) Questionnaire

3) Analysis of the information and follow
Methodology up

4) Draft Report

=3 \
\ C EPOL ; § uropean
/ ) = Commission
1136 .
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1. 25 questionnaires received

2. 16 questionnaires provided information
on both law enforcement and criminal
justice agencies

Results 3. Example of existing practices
4. Qualitative approach based on the
information submitted by the national
authorities;
\\(:;**C EPOL " i%\x“ ~ European
> =
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Hate Crime legislation available
Hate Crime training is integrated in
strategies/policies

N -

| - 3. Level of reporting and recording
Influencing 4. Use of resources/cooperation at
factors European Level (OSCE/ODIHR,
CEPOL, CEJI's Facing Facts, EJTN,
EU projects)
$jceroL o .
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* Ensuring impact and sustainability

* Principle One: Ensuring impact and sustainability —embed training within a broader approach
totacklinghate crimes

- Assessing training needs and identifying targets
* Principle Two: Develop a methodology to assess training needs
* PrincipleThree: Customise programmes on the basis of the identification of target personnel

Building synergies with civil society organisations
* Principle Four: Develop a model of structured cooperation with civil society

* Choosing the right methodology
* Principle Five: Combine different training methodologies, including practice-based sessions
* Principle Six: Consider the development of train-the-trainer programmes

+ Conveying quality content
- Principle Seven: Focus on achievingtargeted overall objectives through quality content

* Principle Eight: Develop targeted training modulesto address specific forms of intolerance

* Monitoring and evaluating outcomes
* Principle Nine: Link hate crime training to mainstream performance review processes
* Principle Ten: Ensure regular monitoring and evaluation of training outcomes

European
Commission
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* P1: Support required for a |
national/regional strategic approach to \
planning sustainable and regular HC
training

* P2+P3: Promote a mare general and
centralised TNA and support the
development of systematic TNA
methodology

* P4: a more structured engagement of
CSOs

* P5: blended learning is generally given

* P6: Enhance the use of the Train-the-
Trainers method for cascading j

Conclusions

—
\
Nt N
C EPOL a . European
/ ) = Commission
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« P7: Raise the level of training \
beyond awareness raising and
knowledge increase;

» P8: Support targeted training
modules on specific forms of

Conclusions intolerance;

» P:9: Enhance the consideration of
HC training in individual
performance review processes;

« P10: Reinforce the evaluation of
mid- and long-term training
outcomes )

; ) CEPOL - European
/ —  Commission
1141
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WORKING GROUP ON HATE CRIME TRAINING

v" MS to nominate experts;

v Next meeting: to focus on the main gaps encountered
in the mapping, including methodology for assess
training needs and identify targets

\ '
S CEPOL

71
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L ———=-

Thank you!

European Union Agency for Law Enforcement Training
Offices: H-1066 Budapest, O utca 27., Hungary » Correspondence: H-1903 Budapest, Pf. 314, Hungary
Telephone: +36 1 803 8030 « Fax: +36 1 803 8032 » E-mail: info@cepol.europa.eu « www.cepol.europa.eu

~— European
% By
== Commission

il
E_

|
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The Citizens, Equality, Rights and

Values programme and
Commission’s funding opportunities

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Overview

1. Citizens, Equality, Rights and Values programme
2. Work Programme 2021-2022
3. How to apply?

European
Commission
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The multi-annual financial framework
(MFF) 2021-2027

European Parliament and Council agreement of 10 November 2020

Parliament and EU leaders reached a historic agreement on the next-long
term budget and the recovery instrument NextGenerationEU:

" Largest package ever financed through the EU budget, of € 1.8 trillion.

= For the first time, the EU will have a specific mechanism to protect its
budget against breaches to the rule of law.

= Ten programmes received top-ups compared to the European Council
agreement from 21 July 2020.
1146
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Long-term budget 2021-2027

Allocations per heading

MFF NEXT GEN. EU TOTAL
1. Single Market, Innovation and Digital 1528 106 143.4
2. Cohesion, Resilience and Values 377.8 7219 1 099.7
3. Natural Resources and Environment 3564 17.5 37359
4, Migration and Border Management 22.7 = 227
5. Security and Defence 15.2 = 15.2
6. Neighbourhood and the World 98.4 = 98.4
7. European Public Administration 5.1 - /3.1
TOTAL MFF 1 074.3 750.0 1 824.3

All amounts in EUR billion, in 2018 prices

European
Commission

1147
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002693
CONFIDENTIAL TREATMENT REQUESTED



€ 15 billion top-up explained

Hortzon Europe €79, Son ||+

InvestEU Fund ~ €3.8bn [[JHHH 4€1hn
EU4Health €5.07bn ||/l +€3|4bn

SO

\ Creative Europe  €2.2bn |} H + €0 Ebﬁ
Rights and Values €1.6bn [{§ + €0. Bhn

Integrated Border Management Fund n [ ”U +€

I
European Border and Coast Guard €5.6bn j
Neighbourhood, Development and

intemational Cooperation instrument €71.8bn ([ H Il MUMH e
Humanitarian Aid €10.2bn |[{fi{{{ilillll[j+ €0.50n | ‘i | | : |

TOTAL o 10 20 30 40 50 50 70 80

[l EUCO Agreement - MFF 2021-2027 [l Change vs EUCO Il TOTAL: MFF 2021-2027

All amounts in EUR billion, 2018 prices.

Source: European Cummlssmn
= “ European
- Commission
1148

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002694
CONFIDENTIAL TREATMENT REQUESTED



Citizens, Equality, Rights and Values

Budget: € 1.5 billion

m Top-up

912

Financial enveloppe

o

Top-up = revenue from fines imposed
under regulation related to competition
area

in current prices

European |
Commission
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EU funding opportunities

Citizens, Equality Rights and Values programme (CERV)

Merge of two existing programmes :

* the Rights, Equality and Citizenship programme

* the Europe for Citizens programme

Justice programme

T European
: Commission
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Financial programmes

key instruments for the implementation of EU policies

» Treaties (and Charter)
» | egal instruments

* Financial Programmes

- European
: —  Commission
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Citizens, Equality, Rights and Values
programme

Objective: to protect and promote rights
and values as enshrined in the Treaties,

to sustain and further develop rights-

| based, democratic, equal and inclusive
” societies based on the rule of law.

Regulation (EU) 2021/692: EUR 1.5 billion for the 2021-2027

T European
sl Commission
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What are « EU values » 7

Article 2 of the Treaty on the European Union

The Union is founded on the values of respect for
human dignity, freedom, democracy, equality, the
rule of law and respect for human rights, including
the rights of persons belonging to minorities.

These values are common to the Member States in a
society in which pluralism, non-discrimination,
tolerance, justice, solidarity and equality between
women and men prevail.

European
Commission
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Legal basis

Treaty on the Functioning of the European Union

Article 16(2) Data protection
Article 19(2) Non-discrimination
Article 21(2) Citizens’ rights to move and reside freely
Article 24 European citizens’ initiative
Article 167 Culture
Article 168 Health
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. H34 TT_HJC_002700
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Areas of intervention

* non-discrimination « European remembrance

« combat racism « Citizens’ participation

* rights of the child « Town-twinning and networks of town

* gender equality (former Europe for Citizens programme)
* rights of persons with disabilities

» data protection e Union values

« EU citizenship rights
* fight gender-based violence and violence against children
(former Rights, Equality and Citizenship programme)

A _ P ! 7 4
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Objectives / Strands

Union Values € 690 million

[Equality, rights and gender equality J

o [ € 470 million }

[Daphne (gender-based violence) J

[Citizens engagement and participation J [ € 395 million ]

European |
Commission
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Union values

4 A

Protect, promote and raise
awareness on rights by
providing financial support to
civil society organisations

e ’

Union Values

European
Commission
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Equality, rights and gender Equality

/ Gender & non-discrimination \

Equality, rights and mainstreaming
gender equality Gender equality
Non-discrimination
Rights of the child

Rights of persons with disabilities
Union citizenship rights

K Protection of personal data J

European |
Commission
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Citizens’ engagement

/ Raise awareness of common history,\

culture, cultural heritage and values

Citizens
Promote citizens’ participation in and

engagement and — . it
o : contribution to the democratic and civic
participation life of the Union

Promote exchanges between citizens of
different countries (town-twinning &

\ networks of towns) /

European
Commission
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/ Prevent and combat: \

» gender-based violence against
women and girls, domestic violence
» violence against children, young
people, other groups at risk (LGBTQI

persons & persons with disabilities...)

Support and protect all direct and

k indirect victims of such violence J

European |
Commission
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Which actions?

J Training activities, capacity building, mutual learning,
2. syl workshops, experts’ meetings, conferences

Awareness-raising and dissemination activities,
media campaigns

Analytical activities, such as studies, researches,
| surveys and evaluations

Support for European networks, civil society

European
Commission
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Participation to the Programme

WHO

o Public and private entities e.g. ministries, towns, civil
society organisations

o Legally established in EU Member States (for the
moment)

o Profit-oriented and international organisations: limited
access (depending also on the call for proposals)

1162
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002708

CONFIDENTIAL TREATMENT REQUESTED



Programme Contact Point

ﬁroviding impartial guidanceﬁ
practical information and
assistance to applicants,
stakeholders and
beneficiaries of the
programme

=

1163
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Presentation overview

2. Work Programme 2021-2022

European
Commission
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Implementation

a multiannual work programme 2021-2022 establishing:

- Policy priorities

- Budget OUT NOW
- Activities

- Eligibility, selection and award criteria

- Expected results

1165
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Calls for proposals action grants 2021-2022

Protecting and promoting Union values
€ 50.5 million in 2022 - published October 2021

capacity building and awareness on the EU Charter
of Fundamental Rights and activities on litigation
€ 2 million in 2022 - published November 2021

Promoting equality and fighting against racism, xenophobia and discrimination
€ 9.9 million in 2021 - deadline 15 June 2021
€ 12.4 million in 2022 - published November 2021

National Roma Contact Points
€ 1.9 million in 2022 - published November 2021

European
Commission
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Calls for proposals action grants 2021-2022

Gender equality
€ 6.8 in 2022 million - published November 2021

Rights of the child
€ 2.1 million in 2021 - deadline 7 September 2021
€ 3 million in 2022 - published November 2021

Restricted to Data Protection Authorities on data protection legislation
€ 1.8 million in 2021-2022 - deadline 9 September 2021

Daphne, prevent and combat gender-based violence and violence against children
€ 17.7 in 2021 million - deadline 15 June 2021
€ 27 in 2022 million - published November 2021

European |
Commission
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Calls for proposals action grants 2021-2022

European remembrance
€ 4.5 million in 2021 - deadline 22 June 2021
€ 7 million in 2022 - published November 2021

Citizens’ engagement
€ 17.5 million in 2022 - published November 2021

Town-Twinning and Networks of Towns
€ 6.9 million in 2021 - deadline 26 August 2021
€ 11 million in 2022 - published November 2021

European |
Commission
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Union Values

€ 50.5 million in 2022 - apply as of October 2021
Priorities

Supporting, empowering and build the capacity of civil
society organisations active in the promotion of values and
rights, whose activities help the enforcement of rights under
EU law and the EU Charter of Fundamental Rights, including
through advocacy and watchdog activities, as well as to
promote, safeguard and raise awareness of the Union’s
values at local, regional, national and transnational |egel. &

Commission
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Capacity building and awareness on EU Charter
and activities on strategic litigation

€ 2 million in 2022 — apply as of November 2021
Priorities

1. Capacity-building and awareness raising on the
EU Charter of Fundamental Rights

2. Activities on strategic litigation

Commission
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Call for proposals to promote equality and to fight
against racism, xenophobia and discrimination

CERV-2021-EQUAL: € 9.9 million — deadline 15 June 2021
CERV-2022-EQUAL: € 12.4 million — apply as of November 2021

Priorities

1. Fighting against intolerance, racism, xenophobia, discrimination, hate speech
and hate crimes

2. Promoting diversity management and inclusion at the workplace, both in the
public and private sector

3. Fighting discrimination against LGBTIQ people and promoting LGBTIQ equality

4. Preventing, reporting and countering hate speech online

European |
Commission

5. Restricted to public authorities o
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Call for proposals to National Roma Contact Points
for Roma equality, inclusion and participation

CERV-2022-NRCP: € 1.9 million — apply as of November 2021
Support National Roma Platforms in:

o providing a forum and encouraging self-mobilisation and cooperation of
Roma and pro-Roma civil society organisations;

o address gaps and challenges in the implementation of National Strategies for
Roma equality, inclusion and participation;

o generate immediate responses to challenging situations, such as the COVID-
19 pandemic.

Applicants must be National Roma Contact Points; only one application per
Member State will be accepted; no partners; the EU grant requested Cannot be
higher than EUR 200 000. ke

Commission
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Gender equality

CERV-2022-GE: € 6.8 million in 2022 — apply as of November 2021
Priorities

1. Equal participation and representation of women and men
in political and economic decision making

2. Tackling gender stereotypes, including with a focus on
youth, and in advertising and the media

1173
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Rights of the child

CERV-2021-CHILD: € 2.1 million in 2021 — deadline 7 September 2021
CERV-2022-CHILD: € 3 million in 2022 — apply as of November 2021

Priorities

1. Contribute to the response to the impact of the COVID-19
pandemic

2. Contribute to the implementation of recommendations of the
EU Strategy on the rights of the child

1174
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Data protection

CERV-2021-DATA: € 1.8 million in 2021 — deadline 9 September 2021

Further support activities carried out by national data protection
authorities to facilitate the implementation of GDPR obligations
by small and medium-sized enterprises, and t{o raise awareness

about the GDPR among the general public.

Applicants must be national Data Protection Authorities.

1175
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002721

CONFIDENTIAL TREATMENT REQUESTED



European remembrance

CERV-2021-CITIZENS-REM: € 4.5 million in 2021 — deadline 22 June 2021

CERV-2022-CITIZENS-REM: € 7 million in 2022 — apply as of November
2021

Priorities

1. Commemoration of and research and education about
crimes committed under totalitarian regimes

2. Resistance, democratic transition and democratic
consolidation in the EU

1176
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Citizens’ engagement

€ 17.4 million in 2022 — apply as of November 2021
Priorities

1. 2024 European Parliament elections

2. COVID-19 crisis and democratic debate/fundamental rights

3. E-democracy

4. Disinformation and other forms of interference in democracy

5. Climate and environment

1177
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Town-Twinning and Networks of Towns

CERV-2021-CITIZENS-TOWN-TT & CERV-2021-CITIZENS-TOWN-NT
€ 6.9 million in 2021 — deadline 26 August 2021

€ 11 million in 2022 — apply as of November 2021

|. Town-Twinning

ll. Networks of Towns — Priorities: EU citizenship rights; tackle
discrimination and racism; role of minorities in Europe’s cultural
development; EU Charter on Fundamental Rights; free, open and
healthy democratic governance; free and fair elections in Europe.

Applicants must be towns/municipalities. ..

1178
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Daphne (1)

CERV-2021-DAPHNE: € 17.7 million in 2021 — deadline 15 June 2021

Priorities

1. Early detection, prevention and protection of and/or support
to women, children and young people victims or potential
victims of violence, with specific attention paid to situations
emerging from the COVID-19 pandemic

2. Preventing gender-based violence by addressing
masculinities and the engagement of men and boys.

1179
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Daphne (2)
CERV-2022-DAPHNE: € 27 million in 2022 — apply as of November 2021
Priorities
1. Large-scale and long-term transnational actions

2. Combating and preventing violence linked to harmful practices

3. Primary prevention of gender-based violence
4. National data collection on violence against children

5. Prevent and support child victims of violence

1180
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Operating grants

Functioning of a body which has an objective forming part of,
and supporting, a Union policy

CERV-2021-OG-FPA & CERV-2021-OG-SGA
CERV-2021-DISA-OG-FPA & CERV-2021-DISA-OG-SGA

Budget: € 26.7 million in 2021 - deadline 22-29 June 2021
€ 26.7 million in 2022 + € 5.8 million re-granting

Framework Partnership Agreement - operating grant

1181
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Presentation overview

3. How to apply?

European
Commission
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How to apply

=

SHA%R
oo .
(@ v

~—

Go to the Funding & tenders opportunities portal
Funding & tenders (europa.eu)

Wes
s ¥
grap NEIEY

Read carefully the text of the calls for proposals
e.g. call document call-fiche cerv-2021-equal _en.pdf (europa.eu)

Questions: EC-CERV-CALLS@ec.europa.eu or EACEA-CERV@ec.europa.eu
For IT related questions: here
Subscribe to DG Justice newsletter on funding opportunies: here

ﬂ European
Commission
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Proposal structure

Part A — online form

General Information, participants and contacts, budget (90% co-financing & 7% indirect
costs)

Part B — pdf document (max. 45 pages)

Description of the project and applicant organisation, work packages and activities

Part C — online form

Data and indicators
Annex 1 — CVs key staff applicant and partners (max. 100 pages)
Annex 2 — Annual Activity Report coordinator
Annex 3 — List of key previous EU projects of the coordinator for the last 4 years

Annex 4 — Child protection policy (if contact with children)

European
Commission

Annex 5 — Letters of support (optional) 1184
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Part B

Project summary
Relevance: objectives, needs analysis and EU added value

Quality: methodology, consortium, staff, management,
monitoring and evaluation, cost-effectiveness, risks

Impact: impact, communication, sustainability

Work plan: work packages and activities, timetable,
subcontract

Other: Ethics and EU values
Declarations

European |
Commission |
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Application forms and annexes

Call data: Administrative forms
Call: CERV-2021-0G-SGA e——
Topic: CERV-2021-0G-SGA Edit forms & | i | View history | | Print preview ’ (2]

Type of action: CERV-FPA-0G
Type of MGA: CERV-SGA-0G

|' | Part B and Annexes
2 Topic and type of action can only be
' changed by creating a new proposal.

In this section you may upload the technical annex of the proposal (in PDF format only) and any other requested
attachments. @

Tpl_Application

Form (Part B
Proposal data: SEP) (CERV FPA B e
0G)
Acronym: WPSGA2022 CVs (7] Upload &
Draft |D: SEP-210750316 B
f;r;)r;g:ta; activity (2] Upload &
Zownload Part B templates ;*{theogtgfe'«'ious o Upload &
_ Download part B templates gg’i:gyproiecticn (2] Upload &
Other annexes 2] Upload &
Supnort & Helndesk
European
Commission
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Evaluation

How we evaluate proposals
Evaluation | »>Admissibility
crieteria | o eiqibility
»EXxclusion
»Selection
»Award

CONFIDENTIAL TREATMENT REQUESTED



Admissibility

* Respect deadline for submission of application
» Electronically: SEP Grant Application Form
« Complete: Part A, part B, part C, annexes

1188
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Eligibility
= Organisations: legal entity (public or private body)
= Eligible countries: EU Member States
" Project national or transnational
= Applicant with partner(s)
= Minimum requested amount > EUR 75 000

* Project duration max 24 months

Commission
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Exclusion

Self-declaration in Part A
Applicants/partners cannot participate:
o bankrupt, subject to insolvency or winding-up procedures...

o in breach of their obligations relating to the payment of taxes or social
security contributions...

o guilty of grave professional misconduct...
o fraud, corruption, links to criminal organisation, money-laundreing...

See Articles 136 and 141 of EU Financial Regulation 2018/1846. .....

1190
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002736

CONFIDENTIAL TREATMENT REQUESTED



Selection criteria

* Operational capacity
»CV:s of the key project staff members — Annex 1

»Annual activity report of the applicant — Annex 2

« Financial capacity (no checks for public bodies) - documents NOT to be
provided at application stage, but if proposal is selected for funding

»Balance sheet & loss and profit accounts — 2 years — Participant register
» Audit report (grants > 750 000 €) — 2 years — Participant register

»Due recovery orders, etc.

European
Commission

1191
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. TT_HJC_002737

CONFIDENTIAL TREATMENT REQUESTED



Award Criteria

Award criteria

Relevance
Quality
Impact

Overall (pass) scores

CONTAINS BUSINESS CONFIDENTIAL INFORMATION.
CONFIDENTIAL TREATMENT REQUESTED
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Minimum
pass
score

25
n/a
n/a

70

Maximum
score

40

40

20
100

European
Commission
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Award criteria (100 points)

a) Relevance (40 / 100; threshold 25 / 40)
» Priorities of the call for proposals
» Needs assessment
» |dentification of target groups

» EU added value: implementation of Union law, cross-border cooperation,
transfer of good practices and transnational impact

» Synergies and duplication with other Union programmes

| Gender equality and gender & non-discrimination mainstreamingh T

Commission
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Award criteria
b) Quality (40 / 100)

» Methodology = Link between needs - objectives - activities - results;
meaningful participation of target groups

» Organisation of work between partners, time schedule
» Risk identification, monitoring & evaluation

» Ethics

» Financial feasibility & cost-effectiveness

| Gender equality and gender & non-discrimination mainstreaming !

European
Commission
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Award criteria

c) Impact (20/100)

» Results/outcomes, immediate changes on the target groups
» Dissemination strategy
» Multiplier effect

» Sustainability after end of EU funding, long-term impact, long-term

SOCIO-economic consequences

I Gender equality and gender & non-discrimination mainstreaming !

European
Commission
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What makes a good projects

v] Well established methoc

v] Relevant, in line with policy priorities

v] Addresses a real need in the field

ology

v] Strong partnership (esta
v] Strong EU dimension, E

olished in advance)

J added value

V] Realistic and sustainable results

1196
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Reference documents

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/how-to-

participate/reference-documents

« CERV Regulation

Work Programmes

Reporting templates
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Standard application form (in pdf)

Model grant agreement and contract

ING NDERS ~ EChIUEaR=rt=rplul="R Rl PROJECTS & RESULTS  WORK AS AN EXPERT  SUPPORT

Citizens, Equality, Rights and Values Programme (CERV)

Programming period

2021-2007

Citizens, Equality, Rights and Values Programme (CERV)

1197

Clear filter

Reference Documents

Grants

This page includes reference documents of the programmes mianaged on the EU Funding & Tenders portal starting with lega
agreements and guides for specific actions

Plzase select the programme 1o se2 the reference documents
Procurement

Reference Documents related to tendering opportunities are publishad on TED eTendering in the calls for tenders

a | Ea

@ Legislation

a Work programme & call documents
@ Grant agreements and contracts
@ Guidancs

@ Templates £forms

@ Funding & Tenders Poral

“ Com;nission |
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List of projects awarded

In each call for proposal webpage —> at the bottom

e.g. Call for proposals to prevent and combat racism, xenophobia,

homophobia and other forms of intolerance (REC-RRAC-RACI-AG-2020)

Submission service cototop@
Get support
Results: 21
Call updates
Funded project list
poes TITLE *
E@I Go back to search resuits #NoPlacedHate: Improving institutional Response to Hate Speechin Lithuania

O Download excel list

A response 1o online hate speech through the enhancement of high-quality professional and citizen journalism

Addressing Modern Antisemnitism in the Visegrad countries

:"_J [

Q | Search
AGRONYM & PROJECT ID 2
16KT HS RIR127

#NoPlacedHate: Improving Institutional Response to Hate Speechin Lithuania qeerus

ect I;

Building a national movement against hate speech that triggers Antisemitism, homoghobia, transphobia, xenophobia, and other forms of intoleranvgramme:

Building trust and cooperation between law enforcement and LGBTI community to improve response to LGBTI hate crime

COmmunity work, Participation and Empowerment
Contra ¢l odio Cotidiano

Feature A protective enviRonment Or Igbti+ personS
Hate speach gender, social netwarks and political parties

mutual Learning for Intercultural Appreciation and Strengthened Organisational Networks
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staele

rollabortinn panners.

Back

call; REC-RRAC-RACEAC-2019

Dy Agency: JUST

absiract

Respenese by Lithuanian suthcriles 1o hite apeech & ineffcient, because of intonaistent procedinl practices, itk of vctim suppor senvices and low swareniss. Th
propased peoject seeks 1o address this siiuaton thiough lesir g oh process) s an b within ctiminal justice systen,
bullding capacity of comgetent public suthoriies, improving support to wictime of hate speech, increasing ness and Improving ot

tyoe histitutions. The slbove outined obf will be: achieved through (1) conductivg Independen ombudsmen review on investigating hate spesch, 21
implementing cooperation protecols and conducting internal awareness raising within law enf T siructues, G g capactly buliding trainings for law
wntorcerient allicis, provecutos wnd fudges, (1) derslaphg onlibe wWelim ausppart & informution hab fncluding retwek of indepandant arice providens and

comprehensive refertal systern), (5] conducting mubiple swareness raising canpaigns o plomate Tero taberance apprasch fowards hate spesch The project will
Large! pulik auincilies i chirge of nSponing 1o fste speech (12000, victims of hae sperch (1000} and geneat pubic (1M}, 1t I5 sapectad thal impioved
peocedures, available vichm support sendces and inceeased awaneness will resuft both in increased number of reported incidents and reduced previalence of hate
speeth. The projed will also sirengthen | capadty of teo devbud: type 10 conduct pesentive aciiities n the fisk] of bate speech
acoomding to their mandate. The project will produce number of oulputs including incep rbad: review (1) coo oools 2] inlernal awarene ss
raizing camipaign far law antorcamant | |, capacity busldang traininga (BL online victir suppart & imlormeanan hae (1), public swarenass raisng campakgns (21, nation
rairran rights fanm (1)

Activity
S
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Projects & results

https://ec.europa.eu/info/funding-

tenders/opportunities/portal/screen/opportunities/projects-results:programCode=REC

# | SEARCHTFUNDINGZ TENDERS ¥ HOW TOPARTICPATE ~ [ELUNIZegd 8-CEVEl WORK AS AN EXPERT  SUPPORT

Rights, Equality and Citizenship Programme (REC)

Due to a current database failure, you could experience some instability in SyGMa, "My Expert Area”, GMS (Grant Managememt Services) and AMS( Audit Management Services), specially during core busines:
restored all services by Thursday Moming. We apologise for any inconvenience caused.

Projects & Results

Programming period

20142020

Rights, Equality and Citizenship Programme (REC)

Project ID

Select a Project 1D,
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List of funded projects

629 items found

ALLIANCE FOR CHILDREN ON THE MOVE: STANDARD OPERATING PROCEDURES FOR GUARDIANS

Closed

Objectives implementation of cormmon standards on guardianshio systems it four EU countries. safeguarding the rights of unaccomoanied ard separste
o TE4248 Country Creece

Acronym ASOPLG Contributers

Activation and Empowerment of Roma Stakeholders by the National Roma Platform i

Clused

Tha projact consists of Opening and Closing mestings and 2 mastings in regons The topie of all these mestings will ba tha identification of tha nasds an,

1199
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EC edits post 26 Feb meeting
industry edits post 26 Feb meeting

Troek ¢ AT oar T8 Bases

CODE OF CONDUCT (+) ON COUNTERING HLLEGAL HATE SPEECH ONLINE

a) The first Code of conduct on countering illegal hate speech online was adopted on 31 May
2016 by the Commission and Google {YouTube), Facebook, X {formerly Twitter) and Microsoft-
hosted consumer services. Between 2018 and 2022, Instagram, Dailymotion, Snap Inc.,
Jeuxvideo.com, TikTok, LinkedIn, Rakuten Viber and Twitch subscribed to the commitments of
the Code (hereafter all the companies subscribing to the Code will be referred to as the “the
Signatories”).

b} Overthese years, the Code facilitated key progress, including on the swift review and removal
of illegal hate speech content and increased trust and cooperation between the platforms, civil
society organisations and Member States authorities in the form of a structured process of
mutual learning and exchange of knowledge.

¢) Conscious of the significant opportunities and challenges represented by fast technological
development and the evolutions in the policy and legal framewaorks in the European Union,
the Signatories continue sharing a collective responsibility and pride in promoting the respect
of fundamental rights, as enshrined in the EU Charter of Fundamental Rights, in the online
environment, as well as the Commission's and EU Member States' commitment to tackle illegal
hate speech online.

d} The Signatories recognise the importance of transparency, monitoring and accountability on
their systems and processes as regards the way they deal with alleged illegal hate speech
content available on their services, and in particular in relation to their notice-and-action
mechanisms. Also, as shown by the success of the collaborative approach under the Code of
Conduct since 2016, the Signataries recognise the importance of a multi-stakeholder approach
involving representatives of civil society organisations, experts as well as public authorities in
the joint efforts to improve content moderation policies, with the aim to assess and mitigate
the risk of the public dissemination of illegal hate speech through- their services,

e] The Signatories note that the regulatory framework has advanced with Regulation {EU)
2022/2065 (Digital Services Act, hereafter referred to also as “DSA”)" to increase transparency
and accountability for intermediary services, informed also by the important achievements of

the 2016 Code of Conduct. They recognise the need to further strengthen the Code, building { Commented [A1]: Industry: Moved from (h) below as it |
: / ; i s s b : i seems lo fit betler with this section on sco;:e and
on the DSA, in order to increase its efficiency in fighting illegal hate speech online. | purpose of the Gode :

f) ?This Code aims to hecome 3 #o!untarig code of conduct Under Articie 45 of the [I5A. Itisinthis - Commemed [.ﬁZRI] JUS‘E OK -

spirit that the Signatories have agreed on this Code of conduct+ (hereafter referred to also as
“the Code”), identifying 3 commitments aimed at creating a framework that facilitates -
the compliance with and the effective enforcement of the DSA in the specific area of illegal
hate speech content, including new measures to address the most recent challenges and
threats. 7+ Cammented [AdR3]: IUST: OK
g) This Code of Conduct is without pl’E]UdiCE tothe c:t»lgatlons mpused on signatories under the .- '
D—SA\, v-\ ~ ST bt ¥ < o \:‘

Fnrrna.tted ng hllg ht

Commemecl [A3]: !ndustrv Mn\red up to ensure ‘Ihat we ;
“§start by stating that the Code Is without prejudice to DS.#\
before covering potentlal averlaps.

é Commented [A5]: JUST: As eﬂplamed in the meeting of
- where applicable. .~ [ 26 Feb, this text will be standard on all Co€, Itis a dratting
¢ proposal by the Commission legal service. The added
i sentence doss not sesm to be neaded, [t goes without
sa-,.rlng that if without prejudice to obligations, that applies |

! Regulation(EU) 2022/2065 of 19 October 2022 of the European Parliament and of the Council of 19 October falsato the limitations of such obisgatlons We ask for :
2022 on a Single Market For Digital Services \fj'f,t"’“ : : : |
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The DSA will always take legal precedence for Signatories falling under its scope, i

i .i\. “;"“-’"‘:—3‘5‘-‘"‘\" % r__:.*.. R 3

the DSA, this Code aims to gather specific and proportionate information on how obligations |

are implemented with respect to illegal hate speach, in particular through the transparency
provisions in section 3 below.

i} Adherence toand compliance with commitments and measures agreed under voluntary codes
of conduct by a very large online platform or a very large online search engine where relevant
may be considered as appropriate risk mitigation measures under Articie 35(1){h) of the DSA,

1) To facilitate participation in the Code, Signatories subscribe to implement the relevant
commitments -through measures that are reasonable, proportionate, and effective in light of
the identified risks, the size and nature of their subscribed services, the risk of illegal hate
speech on their platforms, the resources available to them and other reievant factors.

k) The European Commission welcomes the effarts made by the Signatories and will support and
maonitor the implementation of the Code of conduct + in the coming years.

* ok

The Signatories of the Code of conduct+® have agreed on the following public commitments:

1. Terms and conditions for addressing illegal hate speech?®

1.1 The Signatories are to have in place terms and conditions informing users that they prohibit illegal
hate speach on their services. The Signatories are to include in such terms and conditions clear
information on the policies around illegal hate speech” on their services., and the measures taken
in case of breach of these policies.

1.2 The Signatories will inform their users about significant changes made lo their terms and
conditions that are relevant to how they tackle illegal hate speech, in accordance with Article 14(2)
of the DSA.

2 Review and possible removal of or disabling access to illegal hate speech content

? The signatories of the Code of conduct+ are: Facebaak, Instagram, YouTube, X (formerly Twitter) TikTak,
LinkedIn, Twitch, Viber, Dailymation, jeuxvideo.com, Snap Inc. and Microsoft-hosted consumer services, as
relevant.

* “Terms and conditions” hereafter refers to terms of service as well as any applicable policies (such as
Community Standards, Guidelines, etc). The Signateries acknowledge that there are a variety of valid
approaches to crafting Terms and Conditions, e.g. distinctions in how they address illegal content vs. lawful
content that violates services' policies, and the Signatories accordingly have discretion in how they comply with
commitment 1.1

* lllegal hate speach as defined by applicable laws, including the Framework Decision 2008/913/1HA of 28
November 2008 on combating certain forms and expressions of racism and xenophobia by means of criminal
law, as transposed in national jurisdictions, as well as possible forthcoming updates to this Framework
Decision, where relevant.

04
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h} Where commitments overlap with legal obligations that apply to some or all signatories under

“{ Commented [AG]: JUST: See comment above on the

validation of this paragraph by the COM LS. Also, the

¢ voluntary nature of the Code is stressed at point hj, see
i further addition highlighted in yeliow to further strengthen
i if needed. Finally, this addition seems to open for the
possibility for sighatorles 1o adopt the commitments o fa
carte, which has never been the spirit of this Code {eventhe
existing one). "Interested parties” is a terminology that does
not appear anywhere else in the text, It seems to repeat the
coritent of Reeltal 103 of the DSA and not needed here.
Suggest a deletion, thare .a'p.peqrs_‘ho be no par‘_ticula.r' added

L1l value.

| Commented [A7]: Industry: Reinstated as requested

by the EC, using language from EC emall 1 March as

starting point, with tweaks to ensure clarity. : fia

ommented [ABR7]: JUST: OK
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2.1 Pursuant to Articles 16 and 22(1) of the DSA, the Signatories will have in place notice and action
mechanisms to allow any user in the EU, including Trusted Flaggers, to notify them of the
presence on their service of specific content that the user considers to be illegal hate speech
content.

2.2 After receiving and-prosessing a valld notice, the Signatories will review suchanoticeitina

timely, diligent, non-arbitrary and objective manner and 4fnecessany act expeditiously to

remove or fo disable access to the reported content if it is in vielation of the Signatories policies,
and/or on the basis of the applicable law in accordance with the relevant jurisdiction and in
accordance with Article 16 of the DSA.

The Signatories commit to review the majority { at least 50%) of notices received under Articles

16 and 22 of the DSA from Monitoring Reporters within 24 hours, Signatories will apply their best

efforts to go beyond this target and aim for two-third {at least 67%) of those notices subject to

Annex 1. 5|gnalor1es are free to set up the processes they see fit to reach this larget suchas

designated reportlng processes. This ackncwledges that the time it takes ta action notice may

2,

e

depend on contextual factors, such as the volume, sever ity, virality, and ccmplemty of the
content flagged.

3 Transparency, accountability and monitoring.

3.1

[

The Signatories agree to assess the adherence to the specific commitments on the review of
notices under 2.3 and to monitor trends aver time, following a methodology agreed between the
Signatories and the European Commission (See Annex 1).

3.2 Beyond the monitoring on the review of notices under 2.3, the Signatories commit to provide
additional information accompanying their results of each monitoring exercise, as referred to in
Annex 2.

4  Intra-industry and multi-stakeholder cooperation to address and prevent risks of the spread of
illegal hate speech

4,1 The Signateries will continue to implement and strengthen, where relevant, their partnerships
with Monitoring Reporters, as defined in Annex 1.

4.2 The Signatories will participate in reguiar exchange fora aimed at facilitating an effective flow of
best practices, expertise, and tools on measures to address the dissemination of illegal hate
speech content through their services. These fora will be made up of:

4.2.1  Anannual convening of Signatories and Monitoring Reporters organised by the European
Commission with input from the Signatories,

4.2.2  Anexchange of best practices among the Signatories, materialisaed in a separate session
during the annua! convening in 4.2.1.

4.23  Astructured disiogise among Signatories and Monitoring Reporters to exchange information _
on trends and developments related to illegal hate speach online. This may be aided by a set
of standard guestions to answer when sharing a trend with the Signatories.

424  Ashared online knowledge hub facilitated wsdssasiatadby the European Commissionand

with adeqguate safeguards to protect information, gathering Junsprudence and legal
resources useful to assess the legality of alleged. |Ilegai hate speech

under the Code. Gisn
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& Commented [A9]: Industry. We have implemented all
; other edits suggested by the EC In this seclion. but
i would ask that 'valld' remains.

 Commented [ATOR9): JUST: All the point reads OK

§ vearvmyresimain sy ey biiant re s emsa visar A Y ey ese e s s R A e ‘1
Commented [A11] Inﬁustr‘,r Aligneti \mth Annex 1 as.
dlscussed :

e, Commented [A12]: Indus!ry: Upon re-read, 1o ensure
{ this is not confused with escalation channelsireporting
{ processes. : : : :

¥ Commented [A1 3]: Indusfrv A dlscussed in 26 Feb
{ meeting.
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Hegerters, including relevant
=nformat!on on !;he chaElenges and opportunltles presented by emerging technologies in both

Commented [A14]: IUST: The Commission, as discussed,
¢ will set up the hub but we prefer a more general

i find and “populate’ the content with our validation. If there
tea need to clarity the exact role of signatorles in the
¢ context of the knowledge hub, we propose the carification

risk af L sagruf’-‘.ant increase in the dlab(’”’!lﬂe‘itlo"l af |Hegai hate speech on the Signatories”

platforms, the Signatories and the Furopean Commission can infiaie La maeeting under the

o ) Commented [A15]: Ind_usfr . Re-drafted on the basis
umbrelia of the exchange fora par 4.7 {or more, should it ba necassary and proportionate) to Lo ! i
suggestons shared by the EC in 1 March 2024 email.

discuss frends, exchangs infermation, 2nd exniore avenues of cooperation.
4,31 Signatories’ cony on their level of exposure to .| Formatted: Highlight

the imminent and materfal risk of significant increasa in the dissemination of Hiegal hate Commented [f\!ﬁ]:JUST: This_c{gd'aca..,,.m.e;t;'bgish:.a-
speech on their platform. The Signatories and the Europesn Commission can decide together i imechanic’ mssciaton hetween epttoordinarg

whether to |rwol\f&~ Man toring Rppo*ters in those dlacusslom Article 36 in a rastrictive way. As discussed, the added value

i of a meeting ;aiic:d__unc_l:r 4.31510 be mmplementary, yet
i not duplicate {as stated in current 4.3.2} crisis mechanism
i under Art 36. We feel the current version after tracks is
SR sufﬂc:entlycle&r in saying a) this could be extra excéptuonal :
e ngnatorle are ai rcad? mgascd in simidas maetings on the swme sublact mager o | meetinglsh(see addition in yellow), nothing more
1 demand:rrg than that; b} meetlngs mlghi not be iniziated if
with the Commission under Art. 36 DSA. " i some signatories are already engaged in meetings on the

4.4 Signatories commit, including through existing initiatives, to exchange between their relevant " | same subject matter under Art. 36. If we all read it the same

. . 1thi ise text bi d?
teams, where appropriate, about cross-platform operations and relevant trends that emerge on bl il sl

circumstances and the imminent risks, It seems ro interpret

i formulation as third parties {e.g. a contractor} may be ask to

further below to be clear on what contribution is expected.

of the discussion on 28 Feb and taking into account the

their respective services, with the aim of preventing the dissemination of illegal hate speech on i Commented [A17]: JUST: This duplicates the meaning of
" : % ) H R ) z 3 % the following sentence in relation to Art 36 DSA. It also
other services, in full compliance with privacy legislation and with due consideration of security reads oo restrictive, o it precludes the possibllity

threats and fundamental rights threats. {unfortunately quite likely in times of instability such as the:
i ones wa are leaving in} that parzllel, yet very diverse,
! exceptional events with imminent risks could lead to the

5 Awareness raising, online civility and counter narrative initiatives need of meetings under both the Disinfo Code and thisone

; {e.g. big in‘terl'erepc& in alections + a war that causzes spilies
: of hatred at the same time), We suggest 1o defete and affer
2 compromise text forthe remaining','.s,emence 1o mirror the
online safety and civility, the Signatories wili continue supporting tools and approaches on counter {above,

5.1 Recognising the value of raising awareness against hateful rhetoric and prejudice and to foster

and alternative narratives, new ideas and initiatives as well as educational programmes that
encourage civility enline and critical thinking, These will complement initiatives funded and
facilitated by the European Commissian, such as in the context of the Citizens, Equality, Rights and
Values Programme and the High Level Group on combating hate speech and hate ¢crime

5.2 Signatories will make best efforts to provide information about training, resources and support
available to Trusted Flaggers and civil society organisations regarding best practices and how to
use online platforms for delivering educational and awareness raising campaigns.

06
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Question and answers on the Code revision
27 March 2023

e How do you envisage the Code working alongside the risk assessment requirements? The Code itself,
and therefore the text martyr initially drafted in particular the section on “Cooperation between IT
Companies, trusted flaggers and experts to address and prevent risks of the spread of illegal hate
speech”, intend to play a part as a mitigation measure under the DSA risk assessment requirements.
We would welcome additional suggestions on how this could be further elaborated either in the Code
commitments or in the initial statement / preamble.,

e Does the Commission envision a formal connection to DSA Recital 90 and the collaborative dialogue
with trusted flaggers and experts? The initial statement / preamble may refer to recital 90 of the DSA.
Please do not hesitate to suggest draft initial wording for that part too (currently blank).

e  Will the industry signatories be the same as those already sighed up to the existing Code? The
negotiation phase on the new Code will be conducted with the industry signatories that have signed
up to the existing Code. This will not prevent other signatories to join once the new Code is agreed. In
fact, we would expect a number of new platforms to join later

e  Will the trusted flaggers need to revise their status and also be trusted flaggers under the DSA? Not
necessarily, the Code prompts the existence of trusted flaggers programmes set up by platforms which
can be complementary to or overlap with the DSA trusted flaggers. See proposed commitments under
the section on “Cooperation between IT Companies, trusted flaggers...”

e Do you agree that the Code should continue to only cover illegal hate speech in line with its focus to
date? Yes, we agree.

s Do you agree that the Code should make clear that outcomes related to the monitoring exercise do
not necessarily imply systemic failure to meet DSA obligations, particularly in light of the fact that
notices sent during monitoring rounds may relate to gray-area content, and violate neither local/EU
law nor the company’s Terms and Conditions? The monitoring exercises are only meant to assess the
performance on the Code commitments related to notice-and-action, A revised code of conduct could
also better reflect the discussion and questions on grey area content or other factors that may impact
on removal rate or time of assessment. Grateful for any suggestions you may have that would allow
for the monitoring and information from the platforms to show a more granular or complex picture of
the situation

¢ Do you agree that any researchers seeking access to data under the revised Code will need to follow
the requirements and procedures in DSA Art. 40 for researcher access to data? Yes we agree.

¢ Do you agree that standardized KPIs should match the DSA’s transparency provisions, e.g., in Art. 15
and Art. 24? Yes we agree and you are invited to suggest wording in text martyr in this direction,
including the initial statement / preamble

e Do you intend for the Code to be negotiated between existing platform signatories and the
Commission and that the Commission will consult the HLG on Hate Speech at a later date once the
revised Code is near final? This is how we’re interpreting the draft Rules of Engagement. Yes, this is
how we envisage the process.
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k:ODE OF CONDUCT (+) ON COUNTERING ILLEGAL HATE SPEECH ONLINE 1 Commented [A1]: Frovisional name "Code of conduct
o

a) The first Code of conduct on countering illegal hate speech online was adopted on 31 May
2016 by the Commission and Google (YouTube), Facebook, Twitter and Microsoft-hosted
consumer services. Between 2018 and 2022, Instagram, Dailymotion, Snap Inc.,
Jeuxvideo.com, TikTok, Linkedin, Rakuten Viber and Twitch subscribed to the commitments of
the Code (hereafter all the companies subscribing to the Code will be referred to as the “the
Signatories”).

b) Over these years, the Code facilitated key progress, including on the swift review and removal
of illegal hate speech content and increased trust and cooperation between the platforms, civil
society organisations and Member States authorities in the form of a structured process of
mutual learning and exchange of knowledge.

¢} Conscious of the significant opportunities and challenges represented by fast technological
development and the evolutions in the policy and legal frameworks in the European Union,
the Signatories continue sharing a collective responsibility and pride in promoting the respect
of fundamental rights online, as well as the Commission's and EU Member States' commitment
to tackle illegal hate speech online.

d) The Signatories recognise the importance of transparency, monitoring and accountability on
their systems and processes as regards the way they deal with alleged illegal hate speech
content available on their services, and in particular in relation to their notice-and-action
mechanisms. Also, as shown by the success of the collaborative approach under the Code of
Conduct since 2016, the Signatories recognise the importance of a multi-stakeholder approach
involving representatives of civil society organisations, experts as well as public authorities in
the joint efforts to improve content moderation policies, assess the risks represented by illegal
hate speech and to design appropriate mitigation measures in respect of the spread of illegal
hate speech on their services.

e) The Signatories note that the regulatory framework with the Digital Services Act? (hereafter

referred to also as “DSAYY has advanced to further transparency and accountability for online

satforms alse informed by the lemportant achievements of the 2016 Code of Conduct s
sre-bulldingenthese, and they recognise wi sd

srasognisingthe need to further strengthen the
Code, bLii]d rg on the DSA, in order to increase its efflmency in fighting illegal hate speech

online.
f} Itisinthis spirit that the Signatories have agreed on this Code of conduct+ (hereafter referred
to also as “the Code”), identifying additional commitment areas and new measures to address

the most recent challenges and threats and-with-the Digitel Senvices-Act-{D5A)as-the-hew

romutbatons fransminre inonlacn
Y-SR - PG,

Actigns-ubderthie Codewil-romalemant-and e fuhv alisned-with-reguiats 2 r'a(}uh- maants

aad-gvaaraid sisjestives-in the-Dsf-The-DSA-suts-out-srestistoncframeaweticfor-contaent

HELH IO TR

sadecgbionthabis-harmonisod-aes 3N rlr includingissyesrakatodbodloss

L by dinag,
SRS HASHR -GS PSR PERET

This Code aims to become a voluntary code of conduct under Article 45 of the DSA. Where
relevant, compliance with its commitments and measures under this Code may serve as risk
mitigation measures for Very large Online Platforms to address relevant systemic risks
identified under Article 34 of the DSA.

*Regulation{ 5U) 2022/ 2065 of 19 Ociober 20272
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- To facilitate participation in the Code, Signatories are able to subscribe to the commitments
and to implement them through measures that are proportionate in light of the size and nature
of their services, -the risk of illegal hate speech on their platforms, and the resources available
to them.

The European Commission welcomes the efforts made by the Signatories and will support and

monitor the implementation of the Code of conduct + in the coming years.

The signatories of the Code of conduct+’ have agreed with the European Commission on the
following public commitments:

1. Terms and conditions for addressing illegal hate speech?

4-3-The Signatories are to have in place terms and conditions informing users that they prohibit illegal
hate speech on their services. The Signatories are to include in such terms and conditions clear
information on the policies around illegal hate speech? on their services., and the measures taken
in case of breach of these policies.
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sxpressions-of roclsme-and yenonhobia by misans of crimingl law as-transposed in national

— L Commented [A2]; Hcanbe simplified to avoid
unnecessary repetition:of DSA. See footnote added as we
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speech content

2.1 Pursuant to Article 16 of the DSA, the Signatories will have in place mechanisms to allow any user
in the EU to notify them of the presence on their service of specific content that the user
considers to be illegal hate speech content.

2 The signatories of the Code of conduct+ are: Facebook, Instagram, YouTube, TikTok, Linkedin, Twitch, Viber,
Dailymotion, jeuxvideo.com, Snap Inc. and Microsoft-hosted consumer services, as relevant.

% “Terms and conditions” hereafter refers to terms of service as well as any applicable policies (such as
Community Standards, Guidelines, etc). Acknowledging platforms’ terms and conditions can be global in
nature, and without prejudice for the distinction under the DSA between platform’s obligations in relation to
illegal content on the one hand and harmful but legal harmful content on the other.

3 Hegal hate speech as defined by applicable faws, including the Framework Decision 2008/913/iHA 0f 28
Novernber 2008 on combating certain forms and expressions of racism and xenophokia by means of criminal
faw, as transposad in national jurisdistions.
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2.2 After receiving and processing a valid notice in accordance with Article 16 of the DSA, the
Signatories will review such notice in a timely manner and, if necessary, act expeditiously to
remove or to restrict access to the reported content if it is in violation of the Signatories policies,
and/or on the basis of the applicable law in accordance with relevant jurisdiction and in
accordance with Article 6 of the DSA.
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3.1 The Signatories shailwill provide transparency reports in accordance with Articles 15, 24 and, numbering

where-apaticable, 42 of the DSA as well as any |mp|ement:ng act adopted pursuant these Articles.

3.2 The Signatories kaad«r-} Lo sneant isshan agree fo assess the adherence to the specific Cammanted [AS] The Ecasfeesonthe me:hmjolngy mr'
commitments on the review of notices under 2.3 and to monitor trends over time, following a assessing, rephrased 1o fine tune the meaning:

| methodology agreed between thewith Signatories and the European Commission (See Annex XX].

3.3 Beyond the monitoring on the review of notices under 2.3, for the purpose of the monitoring
exercise and the transparency reporting under the DSA referred to in 3.1, the Signatories will

| commit o provideasaiy best-efforts—toprovide additional meaningful and comprehensible - Commented [AB]: Code text indead nesds to be

information on the measures taken to address illegal hate speech as a resuit of their content ambitious and "best efforts" sounds slightly weaker. The
Annex ¥Y will define what additional information will be.
rmoderation policies based on a structured set of guiding questions {Annex YY), -

4 Intra-industry and multi-stakeholder cooperation to address and prevent risks of the spread of
illegal hate speech

4.1 The Signatories will continue to implement and strengthen, where relevant, their partnerships
with civil society organisations, including those which may act as trusted reporters under
separate voluntary programs outside of DSA (hereafter “civil society organisations”), in addition
to the role of and engagement with the trusted flaggers, whese status has been awarded
according te the provisions in Article 22 of the DSA for their expertise In Hegal hate speech
{heraafter “Trusted Flaggers”).

4.2 The Signatories will participate in regular exchange fora aimed at facilitating an effective flow of
best practices, expertise, and tools on measures to address illegal hate speech aligned with the
DSA. These fora can support both the Signatories’ mitigation of the systemic risks® of
disseminating illegal hate speech if and where relevant, and the balancing exercise the
Signatories must undertake with relevant fundamental rights as enshrined in the EU Charter of
fundamental rights. These fora will be made up of:

4.2.1  Anannual convening of signatories, Trusted Flaggers and other pertinent civil society

organisations, organised by the European Commission with input from the Signatories,

hate speech online as setting a clear albeit not legally binding benchmark for the time needed for the review of
notices on illegal hate speech content.
% To take effect if and when the Code formally becomes a Code under the DSA.
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4.2.2  Anexchange of best practices among the Signatories, materialised in a separate session
during the annual convening in 4.2.1.

4.2.3  Astructured channel among Signatories and Trusted Flaggers, relevant civil society
organisations under Article 4.1 above, to exchange information on trends and developments
related to illegal hate speech online. This may be aided by a set of standard questions to
answer when sharing a trend with the Signatories.

4.2.4  Ashared online knowledge hub facilitated by the European Commission and with adequate
safeguards to protect information, gathering past reports under the Code and best practices
resources from the Signatories, Trusted Flaggers, other pertinent civil society organisations,
and relevant experts.

4.3 Signatories shall-apph-best nff*rt; nimmit, including through existing initiatives, to exchange | Commented [A7]: See previous comment on heed to be

between their relevant teams, where appropriate, about cross-platform operations, and relevant ambitious.

trends that emerge on their respective services, with the aim of preventing dissemination on other
services, in full compliance with privacy legislation and with due consideration for security threats
and fundamental rights threats.

5 Awareness raising, online civility and counter narrative initiatives

5.1 Recognising the value of raising awareness against hateful rhetoric and prejudice and to foster
online safety and civility, the Signatories and the European Commission will continue supporting
tools and approaches on counter and alternative narratives, new ideas and initiatives as well as
educational programmes that encourage civility online and critical thinking.

5.2 The Signatories will inform their users about significant changes made to their Terms and
Conditions, in accordance with article 14 of the DSA.

5.3 Signatories will make best efforts to provide information about training, resources and support
available to Trusted Flaggers and civil society organisations on best practices and how to use online
platforms for delivering educational and awareness raising campaigns.
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