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EUROPEAN COMMISSION 

DRAIT AGENDA 

EU INTERNET FORUM 

MINISTERIAL MEETING 

hosted by 

- Ref. Ares(2021 )71 19965. 19/11/2021 

COMMISSIONER 1 Redacted ! 

8 DECEMBER 2021 

HYBRID MEETING: IN PERSON (BERLAYMONT, SCH1JMA N ROOM), AND ONLINE 

INTERPRETATION: 
EN-FR-DE-ES-IT-SI 

14:30-14:40 Fami~y photo (for physical lltfendees) 

14:40-15:00 Opening remarks (public session) 

15:00-16:00 

16:00-17:00 

■ ! Redact~-~·-_j European Commissioner.for Home Affairs 

• i Redacted ~inister of Interior of Slovenia, EU Council Presidency 
l •-•-•-•••-•-•••-•-•••-•-•-•' 

"Ensuring security online, shllred responsibilities" 

• L..·-·-···-·~-~!IE!e_d.. _ ... _._,_J, Europol on ensuring security online: changing landscapes 
and new trends of criminal activity online 

• ! Redacted ]IN Internet Governance Forum, on the shared responsibilities for 
'cr··sr9erTm-irnet.· safety by design (industry) fundamental rights (policy) , 
empowerment (civil society) 

• ! ···-·-··· Redacted·-·-···-·-··.iVice President Govemment Affairs and Public Policy for 
Europe, Google, on industries ' responsibilities to foster a more secure online 
environment 

• Exchange of views 

Topical debate 1: Fighting online child sexual abuse 

• Commission response on preventing and com.batting child sexual abuse 

• r--·-Re-dacte«:i"'-·--1Vice President European Government Affairs, Microsoft on 
.s·ctfety byclesign-· 

•• - ·-·-·-·-· _,_ ·-· -·-< -· - ·-·-· - •-j 

• L-·-·~~.~-~.~!~~·-__J Secretary of State for Child Protection, France on innovative 
approaches to safeguarding children online 

• L._ ... ~~.~.!!£1~ --.,·JChair, WeProtect Global Alliance, on new trends of child sexual 
abuse online 
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■ !__ _______ Redacted _________ ! e-safety Commissioner, Australia on safety by design (tbc) 

■ Interventions by Ministers, industly and other participants 

17:00 - 17:50 Topical debate 2: Countering Violent extremism and terrorism online -
emerging challenges 

17:50-18:00 

■ l_ ____ ~~-~~~-!~-~---·-j Peace Research Institute Frankfurt on the use of video-gaming 
for recruitment and radicalisation 

■ [ _______ Redacted _____ __:, Executive Director, Global Internet Forum on Counter 
Terrorism to address new trends on all types of extremism and challenges of 
industry in moderation 

■ Meta on initiatives to address borderline content and its impact on young users 
(tbc) 

■ Interventions by Ministers, industry and other participants 

Closing remarks 

■ l_ ______ Redacted _______ _:European Commissioner for Home Affairs 
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- Ref. Ares(2022J4614571 - 23/06/2022 

From: 

Sent: jeudi 24 mars 2022 20:21 

To: 

Cc: 

Subject: Re: RE: [External] Russia-Ukraine situation 

Here are our recent initiatives on anti-semitism / authoritative content: 
hrtps:/inewsroom.tiktok.com/en-eu/cornmemorating-holocaust-remembrnnce-day-eu 

i Redacted ! 
~--·-·-·-·· 

F ,,-·-···-·····-·········-·····-·····-·····-·········-·····-·····-·········-·····-·····-·····-··· 
rorn: i ·-·····R.~~.~~ted ·-·······_jec.europa.eu-> 

Many thanks[ Redacted for this quick reply! I saw that this research got some traction in the news 
too, so would be good to know what your moderation team has found to be the issue. 

It would be great to hear more about what you do on anti-semitism, as the anti-semitism action 
plan asks for more to be done on the online sphere. 
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f Redacted .! is following that from our side. 

i i 
1 Redacted i 
"·-·-·-·-·-·-·-·. 

From: 1 ·-·-···--_Redacted @;,tiktok.com> 
Sent: Wednesday, March 23, 2022 10:42 AM 
To:r·-···-·- ·-·-···Reciacted ·-·-···---···-·-···:ec.euro a.eu >~·---···-Redacted i 

'·-·-·-···-·-·····-·-···-·········-··· .. -·····-·-···-···-·····-·····-·····-·········-··· .. -·····-·········-·····-··· p !l •• ·-·········-·····-·····-·····-····' L.. Redacted r@tiktok.com> 

Cc: L.-·····-······ ·-····- ····-·····-········-·····--··..!~e.<!i!':t~~L ... _ ..... _ ........ _ ..... _ ..... _ ...... ·-····- ····- iec. europa. eu>; L.._ .... Redacted ··- .. l 
L·-·····-······· Re::~t~~~~·····- _ .. @ec~=~~~~

1
:;~:;[

1

>; l=~-=~~= Redact~:dacted ~r·-·····-······ ·-·_] 

{·~:~:~·~: Redacted _:~·~:~~·v,ec. europa . eu> 
Subject: Re: [External] Russia-Ukraine situation 

Hi i Redacted! 
"·-·-·-·-·-·-·-·· 

Apologies for the delay, 1 was travelling yesterday. 

As regards the Newsguard report, I have a meeting on it with DO Connect later today. But in 
short, the researchers have not been in contact and we have been unable to emulate what they 
saw, so it is challenging to properly assess this. We don't believe that the experiment mimics 
standard viewing behaviour but in any case, we continue to respond to the war in Ukraine with 
increased safety and security resources as we work to remove harmful misinformation. We are 
partnering with independent fact-checking onwnisations to support those efforts and have 
submitted a couple of written reports to DO Connect on what we are doing, following their 
request to all platforms. 

Regarding counter-narratives, this can be tricky on our platfom1 due to the way that the TikTok 
For You Feed (FYF) works, which is very individualised and based on personal engagement. 
Our most advanced work in this area has probably been against antisemitism (we have worked 
with a number of partners) as opposed to violent extremism but in general, we are still trying to 
see how our platform can enable counter-nan-ative content. We are early in our journey overall 
and it is a challenging area in any case. We do some work against filter bubbles and to promote 
diversity of content in the FYF which helps but we are still examining how we would 'raise' 
certain voices. 

Hope that helps, let me know if you have any further questions. 

Kind regards 

~--·-, 
i Redacted i 
i.-·-·-·-·-·-·-·-·-·-·-' 

Dar.e: Tut\ \:fo.r 22, 2022, 2: l 8 PM 
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To: '[_ _________________________ Redacted .... --···-- ····-·····-·@,tiktok.com> 

Cc: i ····--·····-·-···-·-···· --···-- ····-·-·~·.~~~~~~i~·~-~---·.~~~~--~-~~-~-~-~-~---·.~·.-~.~--~-~~--~-~-~-~]ec. europa.eu>, L_ Redacted . ! 
i Redacted 1ec.eurona.eu>, [ ..... Recf.i.cted-···1 
~----------------------------~ __ ..,.,:);'.,_~ 

~ -·····--·····-·-···-·-···· Redacted @ec.europa.eu>, :·-·Redacte<i'···1 
L .. ·-·-·····--··· Redacted ____ . ;ec.europa.eu> 

Deari Redacted ! 
i·-·-·-·-·-·-·-·-·-·-·-' 

It was great to catch up the other day. I would like to come back with a couple of questions on 
what we see on Tik Tok related to Ukraine. 

\Ve saw research by Newsguard that suggested on Tik Tok users can stumble upon misleading 
content about the war in Ukraine within 40 minutes of signing up: Misinformation Monitor: 
March 2022 - NewsGuard (newsguardtech.com) I suppose you are aware and there are actions to 
avoid this from happening? 

Another worrying development was the use of Russian TikTok influencers paid to spread 
Kremlin propaganda. 

You may know that the EU Internet Forum also supports alternative na1rntives to those of 
extremists, and it would be good to know what your approach is to promoting alternative 
nan-atives, through civil society in pa11icular. When we 'visited ' the Transparency centre, You 
talked about Tik Tok's research on digital wellbeing and actions such as recommending different 
types of videos at night time. But do you have an approach to recommending different types of 
content to counter terrorist and violent extremist narratives? 

Many thanks for any information and if it is quicker we can always have a quick call if you 
prefer. 
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OBJECTIVES 

1. to create a safer digital 
space in which the 
fundamental rights of 
all users of digital 
services are protected 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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to establish a level playing 
field to foster innovation, 
growth, and competitiveness, 
both in the European Single 
Market and globally 

European I 
Commission • 
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The Digital Services Act 
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Due diligence obligations 
• • • • • • • • • • • Risk management, crisis response & audits • • 

Very large online 
platforms 

Online platforms 

Hosting services 

All intermediaries 

• Recommender systems: choices 
• Ad repositories 
• Data access for researchers and supervisory 

authorities 
• Compliance officer 
• Further transparency reporting 

• Internal & out of court complaint systems 
• Trusted flaggers 

• Limiting misuse 
• Obligations for marketplaces 

• Advertising transparency and bans on certain targeted ads 
• Transparency of recommender systems 
• Child protection measures 

• Bans on 'dark patterns' 
• Enhanced transparency reporting 

• Notice & action 
• Informat ion to notice-providers 
• Informat ion to content provider 
• Suspicious criminal evidence 

• Points of contact & legal representat ives 
• Clear terms and conditions & diligent, objective, 

proportionate enforcement 
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Core regulatory challenges in amgorithmic 
amplification 
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~'User 
empowerment 

Due diligence 
obligations for 
platforms 

Public scrutiny 

Regulatory 
scrutiny 

And a multi-layer 
approach to address 

them 

European I 
Commission • 
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Supervised risk management 

Public 
scrutiny 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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• Adaptive regulation 

• A dynamic approach to identify and address 
societal risks as they emerge 

• Covers the use but also the core design of a 
service, from its terms and conditions, to its 
algorithmic systems and optimisation choices 
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Dissemination of illegal 
content 

Negative effects for 
fundamental rights, including 
freedom of expression, data 
protection, privacy 

Negative effects on other 
societal concerns: public 
health, security, civic 
discourse, electoral processes, 
mental and physical well­
being, children 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Measures may include: 

•➔• Adapting content moderation or 
,l. 

■+-• recommender systems 

Q Targeted measures to limit display 

of advertisements 

A Reinforcing internal processes or 

e-e supervision 

• -It, Cooperating with trusted flaggers 

~ Cooperating through Codes of 

,_..,.. Conduct and Crisis Protocols 

r:urQp!f;otn I· 
Commission • 
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Ensuring accountability 

• At least once a year 

• Performed by organisations which : 
• Are independent from the very large 

online platform audited 
• Have proven expertise: risk 

management, technical competence 
and capability 

• Scope: 
• All due diligence obligations -

including risk management measures 
• Commitments taken under Codes of 

Conduct and Crisis protocols 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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• Public reporting on the risk 
assessments, mitigation measures, 
audits 

• Specialised scrutiny for the evolution 
of risks: data access for vetted 
researchers 

• Specialised scrutiny on particular 
issues: public ad repositories 

European I 
Commission • 
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' . -~~ 

Crisis response mechanism: fast response & targeted 
risk management 

• Extraordinary circumstances 
w ith a ser ious threat to public 
security or public health. • The platform identifies and 

applies 'specific, effective and 
proportionate measures' 

• COM monitors the measures 

• Regu latory dialogue • VLOPs report to COM on the 
measures and evolution of the 
crisis 

• COM reports to the Board, and, 
on a yearly basis, to the EP and 
Council 

'· :'.-., : .. -... :-,'.~,.· ..... " . , .. , . . ,. 
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' . -~~ 

Recommender systems 

User agenc-y 

Scrutiny & accountability 
•· Independent audits 

• Transparency reporting 

• Data access for researchers 

Due diligen·ce,for very large platforms and search 
engines 
• Risk management--obljgations 

• 1\11 online platforms: 
• meaningful information to users on the general 

parameters used for recommending content 

• Very large online'platforms: 
• choice of at least one option which is not based on 

profiling 
'· :'.·., : __ ,_::·,'.~,.· ..... " . , .. , . . ,. 
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gence 
ligations for 

platforms 
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Advertising 

User agency 

Scrutiny & accciuritability 
• Ads repositorres 
• Independent audits 
• Transparency reporting 
• Data access for researchers 

Ban on .certarn-types of targeting 

Due diligence for very large platforms and s:earch 
engines 

• R1sk management obligations 

• Transparency when presenting ads on online 
platforms: prominent markings,_ identity ofth-e 
advertiser; explain -why the user is targeted & ho -
parameters can be -changed 

• Prominent ftlarkings for sponsored content '(e.g,. 
~ • luencer advertorials) 

<':,<:~>- ..... " . ' .. ' 
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Tackling disinformation: adaptive co­
regulation 

User agency 

r--~~~,._ ...... ~~~,... .... ,.~~~w-~~~,._ ...... ~~~-.... ,.~~~w-~~~,._ ...... ~~~-.... ,.~~~w-~~~,._ ...... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .. w~~~ ......... ~~~-.... ,.~~~ .... 

Public research: data access 

Svpervised risk management 

Accouhtability of platforms: ttudits, 
transparency reporting, ad repositories, risk 
management 

• Regular cyde fo-r large platforms and se-arch engines 
• 'Fast crisis response 
• Accor:npanied by the regJ1lator~ guidelines and be,st 

prattmes & regulat ory ct1atogue 

1gence 
obligations for 
platforms 

• More,:Cb-flt~xt, irtforrflatio-n and choices for 
the information they see online 

ser 
empowerment 

Cross-platform phenomena and adaptive 
framework 

• Recommender systems 

• Advertfsing 

• Due process in content moderation 
• CJarfty of what is permitted and what 1s not Otl' a give 

• Fdr thbse publishihg wnteht: redress 

F6r th6sei flagging cohtehti informatloi'i 

. , .. , . . ,. 
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• Codes of cpnduct 
• Crisis proto,cols 
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Adoption of the DSA & OMA 

Commission 
proposals 

GA on DSA 
and DMA in 
Council 

EP adopts 
position on 
DMA 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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EP adopts 
position on 
DSA 

Trilogues 
start on both 
files 

Political 
agreement 
DMA 

Political 
agreement 
DSA 

Agreement 
by EP and 
Council 

Start of 
application 

European I 
Commission • 
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Our work is only starting 
EU2022_CZ@ 
:f1lEU2Cln._cz 

Minister @MfkuiasBek and @EP_President signed the 
long-awaited Digital Ma.rkets Act .BI. 

The new legislation defines clear rules for large online 
platforms and will create a fairer space for new players 
in digital markets. 

#EU2022CZ #DM.A 

4: 13 PM • Sep 14, 2022 - Tw.itfer Wat; App 
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Building capability within the Commission & 
Member States 

Secondary legislation 

And we start! 

European Centre for Algorithmic Transparency 

The European Centre for Algorithmic Transparency (EC/ff) is committed to 

improved understanding and proper regulation of algorithmic systems. 

Algorithm!: systems c'elem,lne m"my aspects of awr onliM experience, for example, a mrn;lc 
streaming app ma1• cise algorithms to suggest son~Js er bands to its usern. Wilh tr1e ever-irn::r"asiRg 

societal impact of online pl?.tlcrrns such as social networks, oniine marketplaces. and search 
engir,es, lt1ere ls an urgent need for public cversight of the processes ~t the core of their business, 
This includes !n particular how tt.ese platforms :.,nd searcn engines moderate eontent am1 t1ow 

t!1ey curate information for their users. 
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Redacted 
' • 

Redact~-~-_] 

~~~) 
,_-. ":1'.~·>!~ European Union WW 

s otht~rwis~ noted the reuse of this presentation is authorlsed ,m<"kr th£: CC BY 4,0 license. for any usc~ or r t~produr.tion t>f e!ernents that are not owned by 
• n may need lo be :oought directiy from the n.~opective r ,ght holders 

~f,~~ 
' ~~ht<~,~ tl~tt~ ., ' ' , ~( ...... 
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From 'Borderline' to Mainstream: A changing international extremist landscape 

• Hypercharged by the Covid pandemic - we have seen the online threat landscape 
becoming increasingly hybridised: the boundaries between disinfonnationt conspiracy 
theoriesJ targeted hate, harassment and violent extremism have become ever blurred. 

• tv1obi!isation and threats of violence increasingly come frorn a broad church of 
actors, opportunistically building loose coalitions around crisis points, shared 
goals and common objectives. 

• fv1eanwhi!e! global lockdovvns have also catalysed a trend of 'post-organisational' 
violent extremism, where the influence or direction of activity by groups or organisations 
is ambiguous or loose. 

2 
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Blurred Borderlines: Post-organisational extremism dynamics 

@ In recent years terrorisn1 and violent extremism across the ideological spectrun1 

have been marked by a "post-organisational" trend WWW where the influence or 

direction of activity by particular groups or organisations is ambiguous or loose. 

• This is not a new phenomenon" The notions of 1'leaderless resistance)S and 
1'leaderless jihad)S were first discussed decades ago by extremist ideologues such 

as white-supren1acist Louis Bean1 Jr. and al-Qaeda ideologue Abu Musab al-SurL 

@ However post-organisational dynamics have accelerated with the pandemics 

especially fo!!owing the mass de-platforming of various actors in January 2021 l 

leading to a new crop of individuals leaving mainstrearn platforms to join fringe 

social networking sites where violent extremist ecosystems thrive (Argentina et al) 

• Despite the fracturing and franchising of violent extremist moven1ents and the 

proliferation of decentralised on!ine extren1ist spaces 1 responses to terrorist content 

on!ine are still hampered by rigid organisational conceptions of the challenge. 

''.4 cor1fl uence of ideological affinities is [becorning] more powerful in inspiring and 
provoking violence than the hierarchical terrorist organizational structures of the past fJ 

l ______________________________________ Red a cte_d ______________________________________ 1 

3 
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Borderline Content: Conceptualising Post-Organisational Violent Extremism 
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• Post-organisational taxonomy developed by ISO to serve as a conceptual framework for moving beyond solely 
group-centred approaches to understanding violent extremist threats, whilst ensuring approaches remain robust, 
transparent and protective of fundamental freedoms. 

• Informed by analysis of content shared in post-organisational violent extremist on line spaces, and online 
material referenced in the conviction of terrorism offenders (from Christchurch attacker to ISIS foreign f ighters). 

Source: A Taxonomy for the Classification of Post-Organizational Violent Extremist and Terrorist Content, ISD for GIFCT, 2021 
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Borderline Content: Conceptualising Post-Organisational Violent Extremism 

• Contextualised approaches key to moving beyond overly narrow framing of online threats rooted solely in 
content removal of specific designated organizations, branded terrorist material, and violent content. 

• Tiered approaches: e.g. 'High risk' content flags when non-violent, non-proscribed content circulated by violent 
extremist communities, such as texts associated with the harmful 'Great Replacement' conspiracy theory. 

• Behaviour-sensitive moderation taking into account network dynamics: e.g. a user sharing both ideological and 
instructional material could represent a greater risk than someone sharing solely inspirational content. 

• Crucially, implementation will require approaches that are proactively conscious of fundamental rights and 
considers policy and product approaches that are more nuanced than the blanket removal of violating content. 

5 
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Evasion and Amplification: A new set of online violent extremist tactics 

Responding to social media company efforts to limit reach of terrorist groups1 extrernist 

actors deploy significant efforts to circumvent content moderation of on line platforms, 

• Content masking 
• overlaying legitimate branding from news sources onto its own images and videos 

• Text Disruption/Distortion 
® Broken text or slang phrases can evade autornated detection of specific trigger words 

• Signposting 
® Sharing links within posts or in comments which lead users to graphic imagery1 videos 

and propaganda stored on file-sharing sites or less restricted platforms 

• Co-ordinated Raids 
® Flooding comment sections of posts by public figures or organisations 

• Hashtag Hijacking 
® incorporating popular hashtags into posts so they wrn be seen by unwitting readers 

® Account Hijacking 
* Hacking other users' social media accounts to exploit their existing friends or followers 

and turn the accounts into propaganda hubs 

6 
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Borderline Content Algorithmic Amplification Case Study: YouTube 

* !SD study created 10 accounts presenting as men and boys with a spectrum of right wing 
ideo!ogica! interests, We found accounts tended to be served content based on who 
they foUowed, with 'mainstreani1 accounts unlikely to be recommended extreme content 

® But regardless of where they were on the ideo!ogica! spectrum, every sing!e account was 
recommended content promoting anti-trans 1 misogynistic and 'Manosphere' viewEL 

® Engaging with content featuring Jordan Peterson and Ben Shapiro served as a gateway 
into recomrnendations for a s!ew of anti-fen11nist misogynistic, and Manosphere content 

® Via this a 'blank accounf was recon1mended fashwave aesthetic content1 n1usic edits of 
Nazi soldiers, Hit!er fan videos and docs about seria! kJUers with female victims, 

* Quamative!y shows the significant over!ap between Manosphere and white supremacist 
on!ine subcultures, and the ro!e algorithms can play in fadntating user journeys, 

Redacted 
L--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·~·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-•-·-·-·-,-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·--·-·-·-·-·-·-·-·-·-·-·-·-·-·-

Source: Algorithms as a Weapon Against Women: How YouTube Lures Boys and Young Men into the 'Manosphere', ISD & Reset, 2022 7 
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Algorithmic Amplification Beyond Social Media: Amazon 

ISO research on Amazon's book sales platform illustrates how problems with algorithmic 
recommendation of borderline content extend beyond social media platforms. 

ISO research showed the platform was promoting dangerous conspiradst literature to users 
searching for book titles on thelr platform, serving to cross-propagate conspiracy theories, 
recommend hardline ideological tnaterial, and autoffipopulate harmful searches. 

At the core is an apparent failure to consider risks for when what a system designed to upsell 
customers on fitness equiprnent or gardening tools is unleashed on products espousing 
conspiracy theories➔ disinformation or extrernism. 

The question of banning books is highly contentious. But the problem of algorithmic 
amplification could be mitigated by turning recornmendations off on such productsr avoiding 
actively promoting harmful content and funnelling more money into the pockets of creators. 

a~~:ton •? a...~i~ 

E ~ l'~k~·tt'~ ~ fwsY~ ~t¢ 

•- $ ~;>>W(li•i>'t<' ,,__,.,,,,._ , ; -s'ktt"'1 ,~$t~~ 

',)!';;<;~wt ~~4~'1~l ., .:,i,id 4M't-i( 

Source: Recommended Reading: Amazon's algorithms, conspiracy theories and extremist literature, ISO, 2021 8 
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Implications for policy and practice 

The borderline is shifting - with the threat less explicitly 'group 1 based and increasingly 
intersecting with other information harms like conspiracy theories, Extrernists are also 
adopting an ever n1ore transnational perspective, This requiring a new generation of 
responses 1 which go beyond existing counter-extremisn1 policy paradign1s, This indudes: 

® Regu~ation: Consider hun1an-rights based approaches to soda! n1edia regulation which 
focus on systemic risk mitigation and transparency rather than content removal a!one 1 

recognising platform design issues which facrntate the growth of extren1ist movements, 

* ~ntervention: Develop the next generation of off!ine and on!ine interventions to address 
these looser movements and bringing people out of extren1ist ecosystems, 

* Prevention: Formulate programn1es 1 induding curricula and community initiatives1 

required to raise awareness of and build resilience against hybrid extren1ism threats. 
Greater efforts should be made to educate publics and develop critical thinking 1 including 
partnering with the private sector1 schools and universities 1 religious and youth 
organisations. 

® Coon:Hnatkin: Facilitate improved regional policy exchange 1 recognising the transnational 
nature of these threats, and consider lessons !earned from mechanisms developed for 
international collaboration to counter specific groups (e,g, Counter Daesh Coalition), 

9 
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From: 
Sent: 
To: 
CC: 

Subject: 

HOME-INTERNET-FORUM@ec.europa.eu [HOME-INTERNET-FORUM@ec.europa.eu] 

10/11/2022 1:20:23 PM 
HOME-INTERNET-FORUM@ec.europa.eu 

, !_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_ -·-···-·-···-·-···-·-·-· Redacted,_,_,_,_ -·-···~·-···-·- -·-· .. -·-···-·-···-·-·-·-·-·-· i@ec.eu ro pa. eu]; [__ _____ , _____ ,_,Redacted ··-·-···-·- _ __i 

L-·-···-·-···- --·-·-- -···-·Redacted ___ ,_,_,_ --·-·-- -···- -·-··· e>ec. eu ropa .~u ]; r~:~:~:~:~:~:~:~:~:~~~:~~t_e~_ - ··-·-···- __ ,_Jee. eu ropa ,e u ]; 
L--------------- Redacted ___________ , ,_,_,_J@ec.europa.eu ];L_,_,_,_,_,_,_,_,_, __ ,_,_,_ Redacted ·-·-·-···-·-···-·-···-·--·@ec,europa.eu ]; 
:,_ _____ , _______ , ________ ~_E!dacted ·-·-···-@ec.europa .eu]; HOME-N0TIFICAT10NS-D3@ec.europa.eu 

Attachments: 
[External] FLASH REPORT: EUIF Workshop on Algorithmic Amplification and Borderline Content - 29 September 2022 

Presentat ie EU lnternetforum def.pdf; EUIF - EOOH .pptx (public).pdf; DSA EUIF 29 Sept 2022.pdf; EUIF 

presentation_lSD.pdf; 20220929_EUIF _presentation_PEReN_v2.pdf; Romanian Intelligence Service - Presentation 
for EUIF Workshop on borderline content (Brussels 29.09.2022).pdf; GIFCT EUIF Algorithms.pdf; Trust Lab 
Presentation 9_29.pdf 

Dear participants to the EUIF workshop on algorithmic amplification and borderline content, 

Thank you very much for joining us in person and online and for contributing to a lively and fruitful discussion, Please, 

find hereby a flash report of the workshop and some of the PPT presentations in attachment. 

We look forward to seeing/e-seeing you in t he upcoming EUIF events. 

Kind regards 

The EUIF Team 

FLASH REPORT: EUIF Workshop on Algorithmic Amplification and Borderline Content 
29 September 2022 

Summary 

On 29 September the Commission organised an EUIF workshop to explore the possible negative effects of algorithmic 
amplification techniques on the user journey towards radicalisation and provide guidance to t ech companies on possible 
definitions and thresholds concerning the spread of borderline content. 

► Main takeaways 
Examples and description of borderline content shared by Member States, EU services and researchers reveal a 
combination of disinformation/ conspiracy theories and hate speech. 
Most common type of content identified by participants anti-establishment/anti- institut ions, anti-Jewish, anti­
trans, misogynistic, anti-migrants, racist, anti-COVID measures. 
Both safety by design measures and positive interventions need t o be adopted in order t o prevent the spread 
of borderline content via automated systems. 
Focus on content is not enough. Preventive measures must take into account behavioural patterns and 
propagation tactics used by malicious actors, including manipulation, and include digital and media literacy, 
critical thinking and democracy-st rengthening programs to foster resi lience. 

Definitions and taxonomies are essentials basics to build effective preventive measures. 
Other suggested technical so lutions were: downranking, demonetise, add friction to access. 
As regards government' s l ist s for content moderation, companies suggested they are not enough, as they may 
be politically biased and incomplete. Civil Society Organisations should be empowered to compile lists and build 
taxonomies. 
Challenges in connection with the use of non-cooperative platforms and Terrorist Operated Websites t o spread 
TVEC and borderline content leading to violence were discussed. 

► NextSteps 
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Outputs of the meeting will be gathered in a handbook/brochure to be used by tech companies as voluntary­
based guidance on content moderation of borderline content 

The deliverable will be built around content falling under the definition of hate speech supported by conspiracy 
theories and disinformation, which can lead towards violent extremist behavior. 

As agreed in the workshop, the ongoing EUIF study on algorithmic amplification will benefit from the 

contribution of experts involved in the workshop and from companies 
Preliminary results of the study will be shared at the beginning of 2023 and final results in Spring 2023. 

Upcoming EUIF meetings: 

o Technical Meeting on Violent Extremist and Terrorist Financing Activities Online on 12 October 

o Senior Official meeting on 16 November, 
o Ministerial meeting on 7 December 

In details 

State of play of actions taken by the EUIF and its members 

• EUIF study on the effects of the misuse of algorithmic amplification to spread TVEC and borderline content on 

the user journey has been launched. The methodology was presented. The study raised interest by Member 

States. 

• GIFCT updated about latest research by GNET of role of users agency in the functioning of recommender 

systems, the asset of the new GIFCT working groups for 2022 and the state of play of work on definitions and 
designations 

• TAT raised the importance of dedicating more attention to the role played by TOWs in the dissemination of 

TVEC and other content that may be more difficult to identify 

• Techniques used for the propagation of the content is another important element to analyse further, as well as 

the positive effects of designation as a way to legitimate and foster content moderation 

• Microsoft referred to the Christchurch Call Initiative on Algorithmic Outcomes, which is undertaking together 

with the U.S., New Zealand and Twitter. It will explore how privacy-enhancing technologies can help drive 

greater understanding of algorithmic outcomes. This pilot project will develop new software tools that can help 
facilitate more independent research on the impacts of user interactions with algorithmic systems. 

• Meta is working on a strategic network disruption protocol targeting abusive behavior and keep track of tactics 

used, with features that prevent reinstatement of malicious users on the platform 

• Google/YouTube has been working on definitions and thresholds regarding the use of borderline content to 

ensure de-ranking by its internal algorithmic systems 

Presentations by DG CNECT, DG JUST and EEAS 
• DG CNECT provided a complete overview of the provisions of the Digital Services Act concerning algorithmic 

transparency, obligations to carry out risks assessments and how the act is addressing disinformation 

Other policy initiatives addressing the spread of hate speech and disinformation: 

• Cooperation and empowering civil society, e.g. through the European Digital Media Observatory - EDMO 

• Cooperation with social media platforms: Code of Practice against Disinformation, Code of Conduct on Illegal 

Hate Speech. 

• The Creation of the European Observatory of Hate Speech {EOOH) by DG JUST 

• EEAS new instrument: Foreign Information Manipulation and Interference {FIMI) -shifting from the mere focus 
on content to looking at the behaviour of actors (foreign actors is the focus for EEAS), i.e. the manipulative 

tactics, techniques and procedures that are being used to distort public opinion and civic discourse 

Member States' perspectives 
Presentations were given by Netherlands, Italy, Spain, Romania and France (while the presentation prepared by Czech 

Republic could not be given due to technical problems) 
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Key takeaways from Member States presentations 
Examples of content shared by Member States included posts, pictures and memes, including humorous ones, 

targeting the Jewish community, migrants, feminism and reference to conspiracy theories on COVID crisis and 

the war against Ukraine 
A number of Member States referred to anti-establishment/elites movements and their use of platforms to 
incite violence during anti-COVID and anti-VAX protests - shift from COVID to pro-Russia narratives were also 
observed 

Reference to the Commission's PBC on anti-vax/anti-government movements to underline connections 

between new emerging forms of extremism and the growing use of borderline content 

The use of tactics to propagate borderline content were also explained, such as the use of influencers raising 

not only reactions, but also a high number of views and use of algorithmic amplification techniques, 

Member States also referred to the use of cryptocurrency linked to borderline content to avoid detection 

lack of groups designations is also a challenge for moderation and prevention of violence 

Two Member States presented technical means to detect content and carry out cross-platforms analysis 
Possible technical solutions and methodologies to audit algorithmic amplification systems and analyse 
propagation of borderline content without disclosing personal data were also presented 

Research/studies presented by ISD, Moonshot and UNOCT 
The Institute for Strategic Dialogue (ISO) presented a taxonomy of post-organisational violent extremism, and 
use of ideological, inspirational and instructional material 
The presentation highlighted a major change in the online threat picture, due to new forms of extremism, 
described as "post-ideological" 

ISO identified the misuse of algorithmic amplification as gateaway to more extremist content 

Moonshot presented a study that coded content to cluster it between violent extremist and borderline and 

confirmed that behavioural patterns affected the ranking 
Opportunistic attitudes and fluidity were observed among different types of hate speech 

Moonshot has been involved in positive intervention initiatives, such as the re-direct method to divert users' 

attention towards positive narratives 
Such tactics works but must be combined with preventive measures, especially security by design 

UNOCT presented a Research launch on Examining the Intersection Between Gaming and Extremism addressing 
dissemination of borderline content on gaming platforms also through misuse of algorithmic amplification 
techniques 

Useful links shared during the meeting 

On the European Observatory of Online Hate (DG JUST funded): https:j/eooh.ai/ 

On Microsoft new Initiative on algorithmic amplification: https://blogs<rnicrosoft.com/011-the-­

issues/2.022/09 /2.0/ ch ris tch u rch-ca 11-respo nsibl e-a i-on Ii ne-extr en1 ism/ 

On Meta's approach to research and transparency FORT to facilitates data sharing and the publication of independent 

research about Facebook's role in society, with the right privacy protections in place: https://forUb<corn/ 

On YouTube's cooperation with researchers b.E.P!i.J /researckyoutube/ 
UNOCT shared a link to the event to launch their study on videogaming Bit.ly/3qFmVnc 

! ____________________________________________________________________________________________________________ Redacted·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· ! 

FROM GIFCT 
The Contextuality of lone Wolf Algorithms: An Examination of (Non)Violent Extremism in the Cyber-Physical 

Space: https://gifc:Lorg/wp-con tent/ uploads/202.2./09/G I FCT-2.2.WG-Contextual itylntrns-1. l. pdf 

Methodologies to Evaluate Content Sharing Algorithms & Processes GIFCT Technical Approaches Working 

Group: https://gifcLo_rg/wp-conte11t/uplo2ds/2022/07 /GI FCT -22.WG--T A-Eva I uate-1. lo pdf 

Recommendation Algorithms and Extremist Content: A Review of Empirical Evidence GIFCT Transparency 

Working Group: https:lj gifct.org/wp-content/uploads/2022./0 7 /GI FCT-2.2WG-TR-Em pirical-1.1.pdf 
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Content-Sharing Algorithms, Processes, and Positive Interventions Working Group Part 1: Content-Sharing 
Algorithms & Processes: https://gifcto_rg/v✓p-content/uploads/202.1/07 /GIFCT-CAPll-202.Lpdf 

A range of GNET Insights that touch on the topic of Algorithmic Amplification and extremism: https://gnet­

research"org/.t.<;J_g/.9Jgorithm/ 
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- Ref. Ares(2022)80SS 115 • 22/11/2022 

EUROPEAN COMMISSION 

DRAFT AGENDA 

EU INTERNET FORUM 

MINISTERIAL MEETING 
hosted by ·-·-· -·-·-· -·-· _, .... -·-·-· -·-·-· -·-·-· -·-· -·-·-· -·-·-· -·-·-· ... 

COMMISSIONER! Redacted i 
1.--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-'"' 

7 DECEMBER 2022 
14:30-17:45 (CET) 

HYBRID MEETING 
IN PERSON VENUE : BERLA YMOl'f f BUILDING (SCHUl\tlAN ROOM), BRUSSELS 

INTERPRETATION: 

EN-FR-DE-ES-IT-CZ 

14:15-14:30 Family photo (for physical attendees) 

14:30-14:50 Opening remarks (public session) 

• i Redacted !/iuropean Commissioner for Home Affairs 
•-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·i 

,-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·. 
• l_Redacted.jMinister oflnterior of Czech Republic, EU Council Presidency 

14:50-16:10 First debate: Preventing anti Combating Chilli Sexual Abuse anti 
exploitation online 

• How can technologies detect child sexual abuse online in unencrypted and 
encrypted systems? 

o Introduction byi Redacted l staff data scientist at Thorn 
'-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·· 

o Presentations by companies 

• What is required for effective reporting to support identification of victims 
and investigations of child sexual abuse? 

o Introduction by i Redacted ._J European A1ultidisciplinary 
Pla(form Against Criminal Threats (EMPACT) 
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16:10-17:30 Second debate: Countering violent extremism and terrorism online 

• What is the current threat landscape, modus operandi and how terrorists and 
violent extremists misuse new technologies? 

o Introduction by Professorl_ _______ Redacted _____ __J King's College, London 

• How is the industry addressing borderline content and enhancing transparency of 
recommender systems? 

o Presentations by companies 

• What are the lessons learnt from the Bratislava attack? 

17:30-17:45 Closing remarks 

• i__ ____ Red_acted __ J European Commissioner for Home Affairs 
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From : L_·-···-·-·-·-·-·-·-···-·-···-·-·· Redacted ··-·-···-·-·-·-·-·-·-···-·-···-·-· iec. eu ro pa. e u] 
Sent: 1/9/2023 5:14:01 PM 
To: ve_home.d.3 (HOME) [home-internet-forum@ec.europa.eu] 

CC: L.-·-···-·--···-·· ·-········R.~~acted @ec.europa.eu ]; L. •.•.•.•. ~.!E!.a~!~~·-···· ._] 
~--·-·········-···-··· Redacted ·-·········-···-··· ___ :ec.eu ropa. eu 1:C:::= ..... ~~.!.£!e.d_·-···,mNNNJ ... ·-····· ....... . 
r ·-·······-·Redacted···········1ec. eu ropa. eu ];['··········-·-·······-········Redacieci················-·-·······-···1ec. e u ropa .eu] L_ ... Redacted .... .J .......... . 

L Redacted ·-·-·-·-·-·-·Jec. eu ro pa • e u ]; L-·-·-·-·-·-·-·-:=~= .. ~:=.'= .. -·-·-·-·-·-·-·~!~!'.~.t~~L-._·_·_·_ .. =~= .. ~:=.'= .. -·-·-·-·-·-·-·-·-·-iec. eu r o pa. eu] ~ Redacted i 
['-·-···············Reciacie<i······-············:ec.europa.eu] 

Subject: [External] FLASH REPORT: EU INTERNET FORUM (EUI F} MINISTERIAL MEETING· 7 December 2022 • 
Ares(2023)138069 

Attachments: imageOOl.png 

FLASH RE.{)QR:,T..;J~,V. 11:ffERJ'IBT FORU.M (EUIH .MINf.STER.lAL l'vIEETll'{G.:: 7 Dec<.lm°b.'r 2022 ·• Ares(2023\138069 (Please use this link only 
if you are an Ares user - Svp, utilisez ce lien exclusivement si vous etes un(e) utilisareur d' Ares) 

Dear EUIF Members, 

Thank you for participating in the EUIF Ministerial meeting that took place in hybrid form on 7 December 
2022. Please, find below a flash report of t he meeting. 

Kind Regards, 

The EUIF team 

D 
European Commission 
Directorate-General Migration and Home Affairs 
Directorate D: Internal Security 
Unit 03: Prevention of Radicalisation 

E: HOME-INTERNET-FORUM( lec,euro,2.,a.eu 

FLASH REPORT: EU INTERNET FORUM (EUIF) MINISTERIAL MEETING 
7 December 2022 

!·-·-·-·-·-·-·-· ·-·-·-·-·-·-, 
L..·-···········-Redacted ... _._ ..... _...ihosted the 8th EUIF Ministeria l meeting, which took place in hybrid format, in Brusse ls 
and online. 

Summary 

The objective of the meeting was to address the shared responsibility of stakeholders to ensure security on line. 
Various speakers and presenters provided insights on new t rends concerning criminal activities, the import ance 
of aligning chi ldren's rights with the digital environment and content moderation of terrorist, violent ext remist 
and borderline content on line. 

It was clear from the interventions that proactive outreach from tech companies to law enforcement agencies 
(LEAs) is crucial. Participants agreed on the added value of the EUIF to facil itate exchanges and the need for 
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further collaboration with industry to deliver on the shared responsibility of making the online space safe, 

especially for children. 

The first topical debate focused on the fight against child sexual abuse (CSA) and on keeping children safe 

online. Participants who took the floor reiterated their commitment to this effort and expressed support for the 

legislation to combat and prevent CSA, noting specifically the need for clear obligations on companies to detect, 

report and remove child sexual abuse online. A spotlight was drawn on possible tools to detect known and new 

(previously unseen) child sexual abuse material (CSAM) and grooming in unencrypted systems, and also their 

application in encrypted systems as well as reporting, and the important role it plays to help identify and 
safeguard children from abuse and disrupt sharing of CSAM. Participants discussed the importance of having 

detection mechanisms embedded also in a broader and encompassing response to CSA, that includes robust 

prevention mechanisms. Participants outlined the need for robust and standardised mechanisms and templates 
to report CSA and the specific critical information - i.e. the illegal content - that is required to make a report 

actionable. 

The second topical debate focused on emerging challenges when countering violent extremism and terrorism 

online. Participants agreed that violent extremist and borderline content is now proliferating on smaller 

platforms, which have limited resources or willingness to effectively moderate this content. Moreover, 

participants underlined the importance of addressing challenges posed by the increasing use of borderline 

content, including forms of misogynist, discriminating and dehumanising content, also known as harmful but 
legal content that comes close to infringing on the community guidelines of platforms or laws regulating online 

illegal content. Participants also discussed ways in which the industry should enhance transparency on the 

criteria followed by platforms to recommend targeted content to users through algorithms. The online 

dimension of the Bratislava terrorist attack was also discussed as an example of how the decentralisation of 
content dissemination can pose major difficulties to content moderation efforts by platforms and law 

enforcement agencies. 

Details 

In her opening remarks : _____________________ Redacted·-·-·-·-·-·-·-·-·-·-] spoke about the scourge of child sexual abuse. She 
highlighted the crucial role online service providers play in ensuring children are safe on their services and 

thanked them for their ongoing work to detect, report and remove child sexual abuse. She touched upon the 
ongoing negotiations on the proposal for a Regulation to prevent and combat child sexual abuse, noting the 

fundamental role of prevention in the proposal. The Commissioner called for support to reach an effective 

agreement on the proposal before summer of 2024. If this is not achieved, companies will no longer be able to 

take effective action to prevent, detect and report child sexual abuse. The proposal provides a balanced 
approach that safeguards all fundamental rights at stake. 

On terrorism and violent extremism online, the Commissioner referred to recent attacks in Bratislava and 

Sweden, which resulted from the spread of on line violent right wing extremist content targeting, among others, 

the Jewish and LGBTIQ communities and women. She expressed concerns for the increased presence of 
borderline content online and the challenges it brings about when it comes to content moderation. She also 

warned against the growing use of terrorist operated websites, manipulation techniques used by extremists and 

the need for more transparency on the threats related to the misuse of algorithmic amplification techniques. 

EU regulations concerning the on line space will mitigate part of the challenges ahead, but voluntary cooperation 

is crucial and must continue. 

l_ _______________________________ Redacted ______________________________ ___iu nde rl i ned the i m po rta nee of the work done in the EU Internet Forum 
and affirmed that Child Sex Abuse is a priority for Czech presidency. He highlighted the progress made on the 
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negotiations under the Czech presidency, including organising two technical workshop, one covering detection 

technologies and the other looking at age verification mechanisms.l_ _________ Redacted _______ __Jstressed the need to put 

pressure on MSs to focus on this issue and to implement the new regulation, and committed Czechia to continue 

supporting the discussions in the Council. He also referred to a new wave of propaganda and disinformation 

narratives in Europe, as well a rise of anti-Semitic and anti-Democratic movements, and that the terrorist attack 
in Bratislava was one of the consequences of the rising of these movements. Finally,i__ ________ Redacted _________ balled up 

on EU Internet Forum to deal with borderline content and help come up with ways to prevent the spread of this 

content. 

1. Detect child sexual abuse online 

The Commission emphasised the urgent need to adopt the Regulation to ensure that companies can do their 

part to prevent child sexual abuse, through measures that focus on child safety by design, also beyond the expiry 

of the interim derogation. Where necessary, there is a possibility to mandate companies to detect, report, block 

and remove child sexual abuse online . 
.--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·1 

!._ ___________________________________ Red_a cted -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·__!in it i ate d the discussion with a pre sen tat ion on existing tech no Io g i es 
to detect known and new or previously unseen child sexual abuse material and grooming in unencrypted 

systems, and also their application in encrypted systems. He provided a high-level explanation on the technical 

functioning of the different detection solutions and listed examples in practice, including information on Thorn's 

research efforts and existing services. 

His presentation was followed by interventions from company representatives on specific technologies utilised 

on their platforms and services. Companies elaborated on specificities related to detection of CSA in their 

services, the tools they make use of and the existing challenges. Participants agreed on the importance of 

comprehensive approaches that embed the detection of CSA also in a broader setting that is built on robust 
architecture guided by safety-by-design measures to prevent child sexual abuse from happening in the first 

place. A number of participating companies also commented on the need for enhanced education and 

awareness raising for child users and their caregivers on avoiding risky situations online and empowering 

children in particular to report to companies bad/suspect behaviours. 

Participants recognised that reporting these abuses in a manner that allows for identification of victims and 

accountability of perpetrators is instrumental. i Redacted i 
r·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·.1._. __________________________________________________________________________________________________________________________________________ 1""-·' 

L·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-Redacted ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·i 
explained what is required for effective reporting to support identification of victims and investigations of child 

sexual abuse, notably the fact that meta data alone without the content were insufficient to launch the 

investigations. EU Member States agreed on the necessity and importance of fighting child sexual abuse on line, 

and highlighted the importance of the proposed regulation and of clear obligations of service providers. 

Additionally, they pointed to the need for clear and consistent regulation as well as the importance of using Al 

to prevent such behaviours, and emphasised the importance of launching effective and coordinated 

investigations, which should remain a priority in the next years. There is a fundamental need for joint efforts, 

particularly in cooperation and communication, and it is essential to involve companies in all work to create 

good practices, asking for more EU funds for these projects. A number of participants also mentioned the 

importance of strengthening cooperation on this topic with neighbouring regions, such as the Western Balkans, 

to help build knowledge and capabilities of governments and competent national authorities including law 

enforcement, to set out an effective and global response to these crimes. 
Transparency reporting accompanying companies' efforts is another key consideration to raise accountability 

and ensure efficacy of measures taken by companies in this space. It also serves to share good practices and 

promotes better collaboration. 
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The Czech Republic informed about two workshops on technology and age verification under its Presidency, 

and Sweden confirmed that this will be a priority in their upcoming presidency, considering to include in the 
agenda the need for high-quality reporting to fight child sexual abuse. 

2. Countering violent extremism and terrorism online 

l_ ___________________ Redacted __________________ Jntroduced the session focusing on the online threat landscape and the challenges 
ahead, with particular reference to the increasing presence and spread of violent right wing extremist content 
online ever since the Christchurch attack in 2019. He highlighted three challenges: 1} The merging of online 

spaces that were previously used to spread conspiracy theories related to the COVID-19 pandemic that are now 

used to disseminate pro-Kremlin disinformation aimed at sowing mistrust in our societies and radicalise users 

mostly in Telegram 2) Increase in gender-based violence (which can include misogynist content/views that 

promote violence against women, such as within incels communities online and against the LGBTIQ+ 

community); 3) Effects of Twitter's decision of reinstating extremist accounts that were previously banned for 
promoting pro-nazi and fascist propaganda. 

[·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· Red_ a ct e d ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· i ad de d t hat i n 
the next year we will still have long-standing trends of domestic and transnational terrorism on line and offline. 

She acknowledged that nowadays we face a 'Pick and mix' of ideologies, as some extremists are not part of a 

specific organisation nor ideology. This new landscape brings up the need to focus on different kinds of online 

behaviour and content. Extremists no longer share only videos and photos, but also use PDFs, URLs, and audios 

to disseminate their manifestos (e.g the Bratislava manifesto). Countries face now a challenge on how to deal 

with borderline content, and that is the reason why there is a need to create handbooks and other materials 

that can help to provide definitions of grey areas. GIFCT informed they will provide clarity around these buckets. 

Representatives from the industry affirmed they have a zero tolerance approach regarding online extremism 

and reported about measures taken to prevent use of algorithmic amplification to spread not only TVEC but also 

borderline content. There was also reference to the joint collaboration between Microsoft, Twitter, NZ and USA 

in giving access to researchers to better understand algorithmic outcomes. Companies also presented their 

approaches to the moderation of harmful content that goes beyond requirements established by laws and that 

aims at keeping users safe from hateful and dehumanising content and reported on efforts to prevent terrorists 

and violent extremists from using virtual reality and new technologies to create immersive content that can lead 

towards radicalisation. 

3. lessons learnt from the Bratislava terrorist attack 

Europol reported on the spread of content shared by the perpetrator across different platforms after the attack 

and called for law enforcement agencies to update their detection capability and ensure swift collaboration with 

tech companies on data preservation and disclosure of information. 

The EU Counter Terrorist Coordinator outlined concerns about the spread of hate speech and borderline 

content and mentioned the progress made by establishing EU Regulations, such as the Terrorist Content Online 

regulation and the Digital Services Act, and the importance of ensuring their smooth implementation as strong 

preventive measures to the spread of illegal and harmful content. He also addressed the importance of 
increasing algorithmic transparency and improve coordination between platforms to avoid cross-platform 

dissemination of violent extremist content. Finally he pointed at the migration of extremist groups towards 

alternative tech platforms with less content moderation, strongly encouraging all the companies and GIFCT to 

engage with these platforms. 

A number of Member States expressed their concern reading the algorithmic amplification and called for more 

cooperation between authorities and companies. Member States also confirmed that borderline content 

represent a big concern and it should be a priority and should be addressed jointly. It was also underlined by 

Member States that extremists' strategies are shifting quickly and a fast approach is therefore needed, as well 
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as the urgent need to get ready for the metaverse and immersive technologies (any technology that extends 

reality or creates a new reality by leveraging the 360 space). Member States also highlighted the importance of 
safeguarding freedom of speech when dealing with borderline content. 
All the Members States welcomed the work done by the EU Internet Forum in providing instruments and 
guidelines for the prevention of online violent extremism and terrorism such as the Knowledge Package on 
violent right wing groups, symbols and manifestos, video-gaming and the Handbook on borderline content. 

The Under-Secretary-General at United Nations Office of Counter-Terrorism noted that UN is finalising the 
Global Terrorism Strategy Report for the 8 th review next June and called for Member States to cooperate with 

the UN in finding joint approaches and solutions. 

Conclusion 

l_ ___________________ ~~-~~~-t~-~----·-·-·-·-·-·-·-·-jconcluded by thanking all the participants for their interventions and engagement 
that allowed to go deeper on some of the challenges ahead and encouraged to continue joint efforts and 
collaboration. She also welcomed that the EUIF has also addressed this year other threats online and stressed 

that this work should continue. 

EU Internet Forum: Unified action needed in the fight against child abuse online and terrorist content online 
(europa.eu) 

EUIF brochure en. pdf ( europa.eu) 
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From: 
Sent: 

To: 
Subject : 

L __ -···-·-···-·-···-·--·-···-Redacted ... __ -···-·-···-·-···-·--·-jg>ec. europa . eu] 
9/2/2024 1:47:38 PM 

['.·--·-···-·-···-·-·-'~~~c_tif~'.~='.~'.~'.~'.~'.~='.~=)iktok.com]; HOME-NOTIF1CATIONS-D3@ec.europa.eu 
RE: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification 

Attachments: Concept Note_EUIF technical meet ing on TVE financing act ivitites online.pdf; Agenda_EUIF technical meeting on TVE 
Financing Activities Online.pdf 

Dead Redacted 1 ·-· -·-·-· -·-·-· -·-' _, 

Excellent, I will forward the email w ith more information to! Redacted :(w ith you in cc). Could you let me know if '-·-·-·-·-·-·-·-·-·-·-·-·-·-·-
- will join us in person or remotely? I am looping in my colleague from @HOM E NOTIFICATIONS D3 to follow-up 
accordingly. 

On another event, will you or a colleague be able to join us for the EUIF technical meeting on financing activities the day 
before (10 September)? We had a call on this w it h another colleague from your side before the summer and I think it 
would be greatly appreciated to have TikTok participate. I re-attach the invitation and would welcome registration at 
your earliest convenience. 

Best regards, 
[__Redacted_] 

From: L-·-·-···-·-···-·····-·· Redacted -···-···-·-·-·-·-···-·-·-'®t I kto k. com> 
Sent: Monday, September 2, 2024 3:07 PM 

To: f ·-·-···-·-·-·-···-· Redacted ·-·-···-·-·-·-···-·-·-·-·-·-.J@ec.eu ropa. eu> 
Subject: Re: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification 

And I just got a name - please send the event information to[_·---·-···-------~edacted .J@tiktok.com. Grateful if you could Cc 
me in on any communication as well. 

Thank you, 

1 Redacted ] 
·-·-·-·-·-·-·-·-·-·-·-' 

From: r---···-------·-----R-e-da-cteci" ------·---.... -.. -... -... -.. -... ~. !eC,europa.eu> 

Date: Mon, Sep 2, 2024, 2:25 PM 
Subject : RE: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification 

To: L. .... _. Redacted ·-·-·-----·-·-·-·-·-·---·_jtiktok.com> 

,-·-· -·-. -· -·-·-· -.. 
Dear[.Redacted i 

Thank you for your prompt reply despite all. It is great to hear that TikTok will join. I will continue sending the 
information to you unti l I receive the name of your colleague. 

Best regards, 

Redacted 
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From:[___ --·-·-- -···-·-···-· Redacted ···-·-···- --·-·-- -·-·-~i ktok. com> 
Sent: Monday, September 2, 2024 2:13 PM 

To: L_·-·-·-·-· Redacted ·-·-·-·-·-·-· @ec.europa.eu> 
Subject: Re: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification 

Thank you for your kind words, it is appreciated. 

We will attend the focus group but I still need to confirm our representative. As soon as I have a name, I will share with you. I 
am unfortunately not available on that date. 

Kind regards 

l,Redacted i 

From: L..·-·-···-·-·-·-·-·-·-···-·-···-·-···-·-Redacted-···-·-·-·-·-·-·-···-·-···-·-···-·-·-·-· lee. euro pa .eu > 

Date: Mon, Sep 2, 2024, 10:57 AM 

Subject: [External] FW: Invitation - EUIF informal focus group on algorithmic amplification 

To: 'T-· ._,_,Redacted 

Deaf Redacted! 

I am deeply sorry to have read about the passing away of your brother. My thoughts are w ith you and your family and 
please accept my sincere condolences .. 

I can hardly imagine how you must feel and how difficult it must be for you to focus on work in this current context. In 
t his, I am sorry to email with a request so shortly after your return . 

Following the summer break on top, I am sure you have a lot to catch-up on. To avoid that the below falls to the cracks, 
I kindly wanted to remind of the invitation to the informal focus group to start the work on the set of principles on 
algorithmic amplification. Will TikTok be able to join us? 

As mentioned earlier, especially with your latest changes to policies regarding visibility in the ForYouFeed, I think the 
participation of TikTok would be really valuable. 
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Please feel free to refer me to a colleague and/or get back at your speed. 

I am wishing you and your family a lot of strength during this time 

Best wishes, 

! ___ Redacted __ i 

From: HOME INTERNET FORUM <HOME-INTERNET-FORUM@ec.europa.eu> 

Sent: Wednesday, August 21, 2024 4:50 PM 

To: HOME INTERNET FORUM <HOME-INTERNET-FORUM@ec.europa.eu> 

Cc: [ ____________________________________________ Reda cted ____________________________________________ @ec. e u ro pa. e u > 
Subject: Invitation - EUIF informal focus group on algorithmic amplification 

Dear EUIF member, 

We hope this email finds you well rested after the summer. 

You are receiving this email because you have previously expressed interested in the EUIF work on algorithmic 

amplification. 

WHAT is planned? In the EUIF activities 2024, the EUIF announces to develop a set of principles for companies to 

address algorithmic amplification, including of borderline content on their platforms. We would like to commence this 

work with a small, informal 'focus group' of interested MS and companies to ensure buy-in and expertise from Forum's 

members and ensure that companies are willing and capable of adhering to this voluntary set of principles. 

HOW will we do it? The idea is to set up an informal 'focus group' which will develop a first draft set of principles which 

will then be shared with wider EUIF members for feedback. In an initial meeting, the focus group can exchange on key 
challenges and gather first ideas of which principles, steps and commitments are considered necessary and feasible to 

address the issue of algorithmic amplification which can contribute to the user's journey towards radicalisation. Based 
on this initial meeting, we will either convene a second informal meeting or circulate a draft document to continue fine 

tuning the set of principles before it is shared with all EUIF members for feedback. 
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WHEN & WHERE will we meet? 11 September, at 10:30 am, hybrid (Brussels). We take the opportunity to invite all 
attendees of the EUIF technical meeting on 10 September to attend this informal focus group meeting on 11 September 
in person. For those unable to travel to Brussels, we will provide a remote connection. 

WHO should attend? We aim to bring together EUIF Member States and companies to have an active exchange of ideas 

and build a robust set of principles. For you to assess who should participate in the meeting -but without pre-empting 
the work of the focus group- it is likely that we will develop high-level, political principles rather than diving into 

technical details. If you are joined by your engineers or technical experts or come equipped with an understanding of 

what is possible and what is harder to implement from a technical perspective, it would certainly be beneficial for the 

process. 

Please reply to this email and confirming or declining participation in the small focus group by 2 September, and if you 
are able to participate in person or remotely. 

We are looking forward to hearing from you. 

Kind regards, 

The EUIF team 

-: .. ii.'•'• 

European Commission 

Directorate-General Migration and Home Affairs 

Directorate D: Internal Security 

Unit D3: Prevention of Radicalisation 

E: HOME-INTERNET-FORUM@ec.europa.eu 
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From: 
Sent: 

! Red;cied··- -·-·---~----·--i i kto k. CO m] 
·-·iTf'iliins s:48:35 AM ·-·-···---·· 

To: HOME-INTERNET-FORUM@ec.europa.eu 
Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Quest ionnaire - DDL: 15 November 2024 -

Ares( 2024 )7942846 
Attachments: EUIF Quest ionnaire - Algorithmic Amplification_ TT response.pdf 

Good morning all, 

I hope you're well. 

With apologies for the delay, sharing our feedback on the questionnaire, in attachment. 
All the be&i, 

L Redacted. i 

f':."' 

I Redacted brussels 
i..·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-.i f -·-·-·-·-·-Redacted ! 

f-·-···-·-·-·-·-·-· Redacted : 

EU Transparency Register: i Redacte~ __ ...] 

From: HOME-INTERNET-FORUM@ec.europa.eu 
Date: Thu, Jan 16, 2025, 9:59 AM 
Subject: RE: [External] REMJNDER- Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 
2024 - Ares(2024)7942846 

To: '
1 
4 ___ --·-·--······-···-·Redacted _________ --·-·-- ..... }tktok.com> 

Dear I Redacted 1 
'-·-·-·-·-·- ➔ .J 

Happy new year to you too! 

By the end of this week is still okay, thank you for the information. 
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Kind regards, 

The EU.II<' team 

European CommJssion. 

Directorate-General Migration and Home Affairs 

Directorate D: Internal Secu1ity 

Unit D3: Prevention ofRadicalisation 

E: t[Otvffi.[NTERNET-FORUM(@.ec.europa.eu 

From: A ...... Redacted ___ .) <L Redacted ~tiktok.com> 
Sent: Thursday, January 16, 2025 9:47 AM 
To: HOME INTERNET FORUM <HOME-INTERNET-FORlJM@ec.europa.eu> 
Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 
2024 - Ares(2024)7942846 

Dear all, 

I hope you're well, and that you had a good winter break. 

I'm very sorry for the delay in getting the questionnaire back to you, I am just waiting on some final feedback and should be 
able to share it by the end of the week, if this is ok? 

Kind Regards, 

i Redacted ! 
i..·-·-·-·-·-·-·-·-·-' 
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Redacted 
l ...................................................................................................... i Brussels 

EU Transparency Register:L. .... Redacted ..... J 

I 
From: "HOME INTERNET FORUM''<home-internet-forum@ec.europa.eu> 

Date: Fri, Nov 8, 2024, 1:06 PM 

Subject: RE: [External] REMINDER- Informal Focus Group - Next Step~ Questionnaire - DDL: 15 November 
2024 - Ares(2024)7942846 

Cc: °["R.edacieci)witter.com"<[ •• Redacted itwitter.com>, 
"L. ..... Redacted ... Jgoogle.com"<[··· Red~S~~·-·····-igoogle.com>, "f=~~~~'!<:t~~ .. _.1fb.com"<L .... ~edacted ]fb.com> 

1············~ 
Dear ! Redacted idear all, 

L-·-·-·-·-·-· . 

Thank you for coordinating on this initiative already. 

We are happy to extended the deadline until I 5 January if this allows you to provide meaningfol and targeted answers to the 
questionnaire that go beyond infonnation available on your websites. 

We are looking forward to your interesting contributions and engagement in this important workstream. 

Kind regards, 

The EUIF team 

European Commission 
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Directorate-General Migration and Home Affairs 

Direc!orale D: In!emal Security 

Unit D3: Prevention of Radicalisation 

E: HOME-INTERNET-FORUM(akc.europa.eu 

. i Redacted :<r-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·! -• - , > From. '·-·--···~--·--·-~····-;r·' , _________ Redacted ______ !tiktok.com 
Sent: Thursday, November 7, 2024 5:50 PM 
To: HOME INTERNET FORUM <HOME-INTERNET-FORUM@ec.europa.eu> 
cc: r~--~--~--~--~~~~-~~ii~--~--~--~-"Jgoo gl e. com; [-·-·-Re-da.cied·-·-·1fb. com; L~~~~~Eii.~Jtwi tter. com 
Subject: Re: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 
2024 

Dear EUIF team, 

Thank you for looping me into this thread, and for your follow up email. 

I am also copying some of the other companies, as we have just had a chance to catch up on this initiative. Would it be possible 
to get an extension on the feedback period, until January? We are cunently juggling several pieces of work in the short lead up 
to the Christmas break, and will not be able to meet the 15th November deadline. 

Kind Regards, 

!_Redacted! 

-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·1 

l------~~-~-~~!~~------ i 
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: Redacted ~russels 
j-•••-•-•••-•-•-•-•-•-•-•••-•-•••-•-•••-•-•••-•••••••••-•-•••-•••••-•-•••-•••••••••••••••-•••••-••••••• I 

Tel· L._._._Rodactod ·-·-·-1 

---·-·-·-·-·-·-·-·-·-·. 
; ' 

EU Transparency Registe~ Redacted ! 
··-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-.1 

From: HOME-L'\JTERNET-FORUM@ec.europa.eu 

Date: Mon, Nov 4, 2024, 4:19 PM 

Subject: [External] REMINDER - Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 
2024 

To: "HOME-INTERNET-FORUM~ec.europa.eu"<HOME-lNTERl"\fET-FORUM@ec.europa.eu> 

Dear all, 

This is a small reminder for the EUIF questionnaire on algorithmic amplification. 

In case of questions please do not hesitate to reach out. 

We are looking forward to your replies. 

Kind regards, 

The EUIF team 

D 
European Commission 

Directorate-General Migration and Home AfJairs 
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Directorate D: Internal Security 

Unit D3: Prevention of Radicalisation 

E: HOME-INTERNET-FORUM(ii),ec.europa.eu 

From: HOME INTERNET FORUM 
Sent: Tuesday, October 15, 2024 9:38 AM 
To: HOME INTERNET FORUM <HOME-INTERNET-FORUM(a),ec.europa.eu> 
Subject: Informal Focus Group - Next Step - Questionnaire - DDL: 15 November 2024 

Dear participants, 

Thank you for your participation in the first meeting of the informal focus group on algorithmic amplification. 

As an outcome of the meeting, the group agreed to create an overview of measures taken by companies since 
the EUIF study on algorithmic amplification (July 2022) to prevent the spread of borderline, violent extremist 
and terrorist content online and inform about existing commitments under the Code of Conduct on Hate Speech 
and Code of Practice on Disinformation. This overview could serve as set of best practices to inspire and 
inform. 

If you are a company, we kindly ask you to fill in the attached questionnaire and send it back to us by 15 
November 2024. Please do not hesitate to reach out in case of questions. 

Based on this overview and own research, ISD can identify gaps and propose potential improvements for 
algorithmic recommender systems to fight illegal and harmful content online. 

We are looking forward to your replies. 
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Kind regards, 

The E UIF team 

n 
European Commission 

Directorate-General Migration and Home Affairs 

Directorate D: Internal Secmity 

Unit D3: Prevention ofRadic<'llisation 

E: HOME-INTERNET-FORUM(a),ec.europa.eu 
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Abstract 

The European Commission (DG HOME) commissioned this study for the European Union Internet 
Forum. The study examines the degree to which the five leading social media platforms in the EU, 
and in particular their recommender systems which proactively present content to users, 
algorithmically amplify terrorist and violent extremist content to online users. The study also 
examines the extent to which recommender systems amplify Borderline content, such as some forms 
of hate speech leading to violent extremism, disinformation and other forms of legal, but harmful 
content, that could lead to the creation of online filter bubbles, and recruitment and radicalisation of 
online users. The study analyses Facebook, lnstagram, TikTok, Twitter and YouTube, covering eight 
markets/languages in the EU. The study was conducted from July 2022 to May 2023. Prior to this 
Final Report, the team submitted an Inception Report and two Interim Reports that complement this 
report. 

Executive Summary 

The European Commission (DG HOME) commissioned this study, performed by Trust Lab in 
collaboration with Tremau and coordinated by Fincons Group, which examines the degree to which 
five leading social media platforms and their recommender systems1 amplify harmful Terrorist and 
Violent Extremist (TVE) content and "Borderlinen content2 to online users. 

The Report reflects the study of Facebook, lnstagram, TikTok, Twitter and YouTube, that operate in 
eight markets/languages, namely, Arabic, English, French, German, Italian, Polish, Russian and 
Spanish. The study looked at: (1) the extent to which a platform's recommender system 
algorithmically amplifies TVE and Borderline content to users, and the impact of the dissemination 
of such content on a user's journey to radicalisation; and (2) the extent to which a platform's 
recommender system leads to the creation of online "filter bubblesn3 and the impact on a user's 
adoption of violent extremist beliefs. 

This study was a collaboration between Trust Lab, Professor Theodoros Evgeniou, Professor of 
Decision Sciences and Technology Management at INSEAD, who researched the risk of radicalisation 
linked to the dissemination of TVE content, and Fincons Group which handled project coordination. 

1 Recommender systems, also known as content curation systems, are the systems that prioritise content or make personalised content 
recommendations to online users. A key component of the recommender system is its recommender algorithm that determines the 
content a user will be served. 
2 As noted by the EU Internet Forum In its Year in Review 2022: "Borderline content , also known as harmful, but legal content. is content 
that comes close to infringing on the community guidelines of social media platforms or laws regulating online illegal content. Some of 
the most common types of Borderline content identified in the EU are antl -establishrnentianti-institut ions, antisemitic, ant i-trans, 
misogynistic, anti-migrants, racist, or against COVID-19 measures.' 

•
3 "Filter bubble " refers to a homogeneous feed/recommended content. caused by the algorithmic amplification of certain content types 
on a given platform. The higher proportion of similar content, the deeper/larger the filter bubble. 

1 
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The European Commission's DG CONNECT has also been involved in the development of the study. 
The study was conducted from July 2022 to May 2023. 

The study methodology is novel and discussed in Section 3.2 of the Report. Internal proprietary 
platform data (including algorithms), data, bots and Application Programming lnterf ace (API) queries, 
which are common for this type of study, were not used. Trust Lab worked with human analysts to 
simulate motivated users intentionally seeking TVE content. The simulation was designed to ensure 
consistency and comparability across all platforms by the use of keyword lists, controlling for the 
amount of time exposed to each platform and repeating the experiments many times with different 
agents, thus increasing the likelihood of replicating the study's findings. 

To address the six tasks defined by the study's sponsors, the following metrics were used: 

• Findability: How easy is it to find harmful content, measured in the count of harmful posts 
during a one-hour interval? 

• Removal Rate: What is the amount/percentage of harmful content removed by the platform? 

• Removal Time: How much time did it take for harmful content to be removed by the platform? 

• User Sentiment What is the public (crowdsourced) perception of the appropriateness of 
harmful content, measured on a 5-point Likert scale? 

• Amplification (filter bubble size): What is the amount of Bad Topic (TVE-related content, but 
not necessarily harmful content), Bad Content (TVE content), and Borderline content in a 
user's feed, measured as a percentage of the first 30 posts in the feed? 

Trust Lab's analysis found significant amounts of TVE content across all t he major social media 
platforms as well as markets/languages. In addition, evidence of algorithmic amplification of TVE 
content on those platforms was also confirmed. The study ident ified significant differences in TYE­
related performance and behaviour across all platforms and markets. The study's key findings 
include the following: 

1. Evidence of amplification. The study validates the hypothesis that increased interaction with 
TVE content and Borderline content results in higher amplification of such content to users. All the 
platforms showed amplification of TVE-promoting content in their feeds. The percentage of TVE 
content in each platform's feed did not exceed 10% on average. Across all markets and platforms, 
the amplification of TVE content increased by 18% and Borderline content by 65%4

. Twitter showed 
the highest level of amplification, YouTube ranked the second highest in amplifying TVE content, 
while TikTok showed the least. Regarding country and languages, platforms show the most TVE 
amplification occurring for Polish and German and for content related to Left-Wing political affiliation 
and younger Age Groups. 

2. Findability Scores. Twitter had the highest findability scores of TVE content among the five 
platforms, and YouTube had the lowest findability score. Italian TVE content had the highest 

4 This is the average percentage change between the first and third (final) amplification measurements across 
all languages and platforms. See the methodology, Section 3.2, for more details. 
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findability score of all languages when measured across all platforms. Violent Left-Wing TVE content 
had a significantly higher Findability score than other TVE types. 

3. Removal Rates. More than 90% of the TVE content found by Trust Lab remained on the platforms 
by the end of the evaluation period 8 weeks later. TikTok removed more TVE content than the other 
platforms; Twitter and YouTube removed the least. Arabic TVE content was removed more frequently 
than the other languages, while Italian TVE content was removed less. 

4. Borderline Content. Repeated cycles of user interaction and evaluation suggest that the 
amplification of Borderline content grows over time and at a higher rate than TVE content. 

5. Variability across platforms and demographic blindspots. Each platform behaves 
differently in recommending TVE content with similar user features and behaviours. All platforms 
tended to recommend TVE at increasing rates as users interacted more with it, regardless of its TVE 
rating. left-Wing politically oriented recommendations were far less likely to be removed by 
platforms than other groups. TikTok had a significantly low rate of success in amplifying TVE content 
to users, while Twitter and YouTube had the highest, with the former recommending most to Right­
Wing and the latter recommending TVE content even to users with low rates of interaction. Ultimately, 
analysis based on user demographics and platform engagement data is still inconclusive to 
determine the full scope of how recommender algorithms operate on the back-end; more 
t ransparency and research is needed. 
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1 Objective of the Final Report 

The objective of this Final Report is to describe and document the work performed during this study 
and the outcomes of all completed Tasks. The report is extensively supported by examples from the 
measurement tasks, with case studies to showcase the role and effects of the algorithmic 
amplification and other visual aids. The majority of sections are supported by data visualisations in 
the form of charts, flowcharts, tables and other forms of data representation to present the results 
and tell the story in the most effective way. 

2 Introduction 
The existence of Terrorism and Violent Extremism (TVE) content online is one of the most concerning 
social media trends witnessed over recent years. This trend has been exacerbated by social media 
algorithms that provide curated experiences to users by recommending content that keeps users 
engaged with the platform for longer. The severity and amount of TVE is not contained to a few 
small corners of the internet. It is easily accessible on major online platforms and threatens personal 
health and safety, peaceful co-existence, and the well-being of all citizens5. Social media platforms 
are not always able to provide a safe online experience, and policies and enforcement practices can 
vary substantially across platforms. 

This project aims to inform the European Union Internet Forum (EUIF}'s work related to the tools and 
measures used by online platforms to moderate TVE content. Furthermore, this project will provide 
insights and analysis into the algorithmic amplification of TVE content on five leading social media 
platforms (Facebook, Twitter, YouTube. TikTok and lnstagram} across eight markets/languages 
(Arabic, English, French, German, Italian, Polish, Spanish and Russian). The overarching research 
question is how the five social media platforms compare in exposing motivated new users5 to TVE 
content In order to answer this question, we designed a research method that allows for inter-

5 https://cronf a.swan.ac.uk/Record/cronf a62902 
6 The term "New Users• refers to users who are intentionally looking for certain types of content. 
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platform comparisons and spans a broader range of platforms and languages than has typically 
been studied in the field of trust and safety research. 

Our approach is to critically review the metrics collected relating to how social media platforms' 
machine learning-based content delivery systems amplify TVE content. The comparison across 
markets and platforms enables the ranking of individual platforms based on their performance, 
among other factors, to understand which platform provides the highest exposure and amplification 
of TVE content. Subject matter experts and industry veterans provide these recommendations to the 
European Commission based on assessments of the risks posed by the dissemination of TVE content 
and the potential for radicalisation through algorithmic amplification. Our expertise in t rust and 
safety and online TVE and Borderline content shapes our guidance on content moderation. 

3 Approach 

3.1 Theoretical Framework 

The goal of the study is to simulate the behaviour of motivated new users to research how social 
media platforms respond to users who perform targeted searches for TVE content. Motivated new 
users are new users on a given platform who have a targeted interest in TVE content (based on, for 
example, real-world interaction with TVE concepts) and who are looking specifically for that type of 
content on the platform. 

The use of new accounts provides us with several advantages over using existing accounts. First, 
setting up accounts and pre-training them on 'benign' content would take a lot of time and resources 
that the current study scope doesn't allow for. Second, new accounts ensure that we have a more 
controlled research environment than we would have in the case of pre-existing accounts. In our 
current approach, we are aware of all the TVE-related content that agents find, and all the content 
that is recommended in the user feeds is captured and analysed. 

If we pre-trained all the accounts on benign content, we would not only have to account for these 
differences in our analyses, but we would also have a harder time untangling the effects of the 
recommender system because of the different pre-exposure any of the accounts might have had 
during this pre-training phase. Therefore, starting with new accounts provides a clean baseline for 
comparison; even if the business models of the platforms under study are different, all our research 
on the platform is starting from the same entry point. In order to provide a quantitative analysis, 
such a common baseline is necessary. 

Using new accounts also gives us the opportunity to test how quickly a recommender system will 
start recommending TVE content to these types of users. This information is relevant because the 
quicker the recommendation and amplification of TVE content occur, the more implications this has 
for mitigat ions on the platform's side. Thus, we are using the 'cold start' problem to our advantage 
here. 

3.1.1 Addressing Repiicability 
Since user behaviour is at the heart of this study, the concern about the replication of findings must 
be addressed. In recent years, we have seen that social science research into human behaviour has 
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faced issues with the replication of findings7
. This is because human behaviour is complex, and it is 

unwise and inaccurate to make generalisations from the results of a single study. 

Behavioural studies like these will always suffer from issues with replication, at least to a degree. In 
order to minimise the chance of introducing unwanted variance while at the same time keeping the 
behaviour under study within the realm of realistic (albeit extreme/targeted), we used the following 
constraints: 

• Using a consistent understanding of TVE across platforms: we have developed a set of policy 
definitions in accordance with the European Commission that covers a spectrum of TVE 
content and can be used cross-platform, enhancing the focus of our study. A consistent 
understanding is needed for this study, in part because platform-specific policies are 
inconsistent when compared to each other. 

• These definitions are thus heavily informed by the existing platform definitions for TVE 
content but go beyond what the platforms currently define as TVE to more adequately 
capture the extent to which Borderline content exists on these platforms. This means that we 
expect content might not be removed from the platform if it is not covered by the platform's 
definition of TVE or that platforms might miss it during enforcement. This provides us with 
an opportunity to highlight the limitations of the existing platform definitions and provide 
mitigation strategies to address them. 

Definition of TVE: Any media, including text, images. and videos, that promotes or glorifies 
terrorism or violent extremism or advocates for the use of violence to achieve political, ideological 
or religious goals. 

• This category includes content that is the most explicitly promoting or supporting terrorism 
or violent extremism and which contains explicit calls to action or direct incitement to 
violence. 

• The content contains explicit calls to action or statements of support for terrorism or violent 
extremism. 

• The content contains inflammatory or provocative language that could be perceived as 
supportive of terrorism or violent extremism. 

• The content contains images or videos that are clearly promoting or supporting terrorism or 
violent extremism. 

❖ Violent Right-Wing Extremism (VRWE) are acts of individuals or groups who use, incite, 
threaten with, legitimise or support violence and hatred to further their political or ideological 
goals, motivated by ideologies based on the rejection of democratic order and values as well 
as of fundamental rights, and centred on exclusionary nationalism, racism, xenophobia 
and/or related intolerance.8 

7https:/f arstechnic:a.(:om/sc! enc:ei2018!08/why .. do·only .. two .. thS rd~, .. of f amou~, ··socia! .. science .. resdts .. reolicate .. 
its .. ccrngticated/ 
8 The definition is provided by the DG HOME and incorporated into our methodology. 
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❖ Violent Left-Wing Extremism is a collective term for all efforts directed against the free 
democratic basic order that is based on treating the values of freedom and (social) equality 
as absolutes, especially as they are found in anarchist and communist ideas. 

❖ Regulation Addressing Dissemination of Terrorist Content Online (EU 2021/784) (TCO) 
provides information for EU Member State competent authorities on reporting terrorist 
content. The full language of TCO can be found in the Official Journal of the European 
Union 9. Under TCO, reasons for considering the material to be terrorist content are that such 
material: 

■ Incites others to commit terrorist offences, such as by glorifying terrorist acts, by 
advocating the commission of such offences; 

■ Solicits others to commit or to contribute to the commission of terrorist offences; 
■ Provides instruction on the making or use of explosives, firearms or other weapons, 

or noxious or hazardous substances, or on other specific methods or techniques for 
the purpose of committing or contributing to the commission of terrorist offences; or 

■ Constitutes a threat to commit a terrorist offence. 

Definition of Borderline content: This category includes content that is not explicitly promoting 
or supporting terrorism and violent extremism but which may contain language or ideas that could 
be leading towards pathways of radicalisation. The criteria for this category include: 

• content that is hard to identify as illegal or as related to violent extremism and radicalisation 
• content that, despite being legal. can harm and lead to violent extremist behaviour and 

radicalisation (such as disinformation, conspiracy theories, which can also lead towards 
dehumanisation) 

• tactics used to manipulate users and amplify Borderline content leading to violent extremism, 
such as algorithmic amplification techniques that profit from biases in content sharing 
algorithms.10 

❖ Having only native speakers performing searches: the underlying reasoning is that we want 
to understand language nuances in the platform's approaches to amplifying and/or 
moderating TVE and Borderline content and to get a better understanding of potential risk 
areas for specific languages. 

❖ Structuring the search tasks when it comes to keywords and search terms: We used a fixed 
set of 60 keywords, translated for each language. Keywords were derived from existing 
research and our own evaluation and internal testing. The 60 keywords we chose are related 
to common terrorism themes across all markets. 

This set is subdivided into three groups of 20 keywords for each type of TVE under study: 
o Violent Right -Wing Extremism (Local/National and Ideological) 
o Violent Left-Wing Extremism (Local/National and Ideological) 
o International TVE (Religiously motivated terrorism) 

9 Regulation (EU} 2021/784 of the European Parliament and of the European Council of 29 April 2021 on 
addressing the dissemination of terrorist content online, [2021], L l 72i79. 
10 This definition is taken from the EUIF Handbook on Borderline Content (2023). 
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Personas were assigned to one of three TVE types and only used their set of 20 keywords to 
provide a balance between being thorough and providing comprehensive coverage. Keywords 
were chosen according to Trust Lab's proprietary and representative selection criteria. Within 
this set of 20 keywords, there were a similar number of keywords for people, organisat ions, 
hashtags and slogans (or phrases). Agents were able to select keywords from within their 
set randomly but were not able to add new keywords. All keyword lists were translated by 
native speakers into terms that are culturally relevant in the local language11

. People's names 
were not t ranslated, but hashtags and slogans may have been changed slightly in order to 
fit better with a specific language's nuances. 

The keywords serve as a basis for the targeted searches. As such, this structure ensures that 
every search starts at the same place, with very few limitations with regard to how a user's 
journey subsequently unfolds after the initial search. Thus, we are recreating the 'rabbit hole' 
experience where a user might start with one video and end up exploring dif ferent videos. 

The underlying reasoning for this approach is that having the same list of keywords for each 
language improves comparisons across platforms and languages. Some keywords will 
unearth more content than others in certain languages or on certain platforms, and being 
able to report on these differences will add a valuable component to our study. This would 
not be possible if we were to have different sets of keywords for each language or platform. 
Having different sets of keywords would also limit our ability to interpret any findings for 
metrics such as findability. This is because we would not be able to tell whether a certain 
keyword is a culprit or if a certain platform simply performs better in terms of concealing 
TVE-related content f rom its users. 

11 The list of English keywords can be found in the Appendix, Section 6.2. 
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3.2 Methodology 

In this field of study, our methodology is comparatively unique. Instead of using bots or automated 
Applicat ion Programming Interface (API) queries, we use human agents (scouts) to simulate 'real' 
accounts. Their behaviour is designed to ensure consistency and comparability across platforms to 
enhance the likelihood of replication of the study's findings. 

Human agent-driven investigations present certain limitations and challenges that have to be taken 
into consideration, such as human error, bias, and high costs associated with the method. Yet, we 
believe the agent-centric approach for data collection is best suited for the task at hand. One reason 
is that platforms' terms of service do not allow programmatic (automated) searching. Another reason 
is that the study aims to find out how user behaviour influences the content that is recommended to 
them (and, consequently, how that content influences the user), and this would not be possible with 
an automated approach. Lastly, and most importantly, it is the absence of primary data from the 
platforms themselves that place major constraints on the field of Trust & Safety research. Without 
access to platform internal data (access to the full corpus on content and behaviours) or a 
representative stratified sample (also needs to be provided by the platforms due to access 
restrictions) or a waiver for platform terms of service (TOS) that don't allow for programmatic access 
and searching, the results will be limited. In our discussions with the platforms, this point was raised 
multiple times, but broader data access was not provided. As a good sign for future research, the 
EU's Digital Services Act introduces provisions that allow access to data to researchers of key 
platforms and requires very large online platforms to disclose key data on the functioning of 
algorithms, a step very much needed to increase transparency and accountability for user safety. 

The current approach is realistic yet constrained. In real life, people may not just use their accounts 
for searching for TVE content and might switch between different interests and topics, some of which 
are more innocent than others. A complete 'real life' approach would nevertheless introduce variance 
of a nature that would make it hard for our study to be replicable by others or to assess our results 
in a comprehensive manner. Therefore, we have chosen this approach while keeping these trade-offs 
in mind for future research. 

Our study aims to understand how social media platforms' recommender systems algorithmically 
amplify TVE and Borderline content to users. Recommender systems, at their core. are algorithms 
that suggest relevant items to users - these could be products to buy, movies to watch, content to 
consume, and so on. Since there are many different recommender systems on different platforms, 
this could be an expansive endeavour. Some platforms recommend their users other accounts to 
follow/subscribe to, some plat forms recommend content the user should consume next ("You 
watched this video, here's another one you might like"), and most platforms have separate 'Explore' 
pages that are exclusively filled with recommended content 

To ensure comparability across platforms and to keep the scope concise, we have chosen to limit this 
study to the recommender systems that populate the home feed of users. Feeds exist on all the 
platforms under study, while other recommender systems can be unique to one or several platforms 
and would, as such, not make as good a basis for comparison. 

To compare platforms and markets directly, results need to be quantifiable, and metrics must be 
consistent across all platforms. To assess amplification, we have identified the following relevant 
metrics: 
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Metric Description 

Findability How many pieces of content a motivated user can f ind during a targeted search on 
he platform within a limited time window. This variable is a proxy for the amount of 

TVE content that is surfaceable on the platform. 

Filter Bubble A homogeneous feed/ recommended content caused by the algorithmic amplification 
of certain content types on a given platform. The higher proportion of similar 
::ontent. the deeper/larger the fi lter bubble. 

User Sentiment Crowdsourced severity ratings of the content surfaced. These ratings will be on a 
Likert scale of 1-512

. 

Removal Rate How much content that is surfaced is being removed by the platform w ithin a 8-
week time period. This is passive removal; agents are not to report pieces of content 
as this would influence the algorithm. 

Removal Time How long It takes for a piece of content to be removed by the platform within an 8 
weeks time period. This will be passive removal; agents are not to report pieces of 
::ontent as this would influence the algorithm. 

Findability is not the same as prevalence. We don't capture the total amount of content that agents 
come across, nor do we make any claims on how much TVE content actually exists on a platform. 
Findability is about how much content a person can find within a certain t ime frame. 

Amplification in the context of our study can thus be seen as the increase in the amount of TVE 
content over time and the relationship between init ial user searches and the amount of TVE content 
being recommended afterwards. Either one of these metrics indicates an amplification of TVE-related 
content. 

In our study, we have been using two metrics ("Bad Content" and "Bad Topic") to measure the depth 
of filter bubbles. Bad Topic is content that is related to TVE topics but could be neutral, promoting or 
negative. This includes harmful TVE as well as EDSA13 content about TVE. Bad Content is synonymous 
with TVE content and what is also referred to as promoting TVE. It is also a subset of Bad Topic. We 
capture this dist inction to evaluate whether the recommender systems recommend content to users 
based on the overall topic of TVE versus the actual content of the posts being consumed. 

For the Moderation metrics (Removal Rate and Removal Time), Trust Lab used patented technology 
"Kaptix", which monitors each found piece of content for removals. Kaptix is an internally developed 
tool used to monitor whether social media posts are live on the platform. 

3.2.1 Contributing Factors to Amplifying Harmfulness 
In order to better understand which factors (behavioural or contextual) contribute to amplifying 
potentially harmful content, we have tracked both content metadata (number of likes, shares, and 
comments as well as the number of followers of the posting account) and behavioural data from our 
agents. 

12 A graphic depiction of the values on the Likert scale is available in Figure 4.1.5 of the report 
13 Educational, Documentary, Scientific, Artist ic. 
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Agents were divided into High/Low interaction categories. Low Interaction agents only searched and 
watched content (for videos up to 5 minutes, regardless of video length), while High Interaction 
agents also liked and followed content. Agents did not comment or re-post/re-share the content The 
influence of human interaction and contextual data on the harmfulness risk that recommender 
systems pose will be discussed in more detail in Task 5. 

3.2.2 Process 
Agents were assigned one or more personas. Within each language, 30 personas were created. Each 
persona had an account on each of the five platforms under study. This means that for each 
language, there were 10 Right-Wing TVE, 10 Left-Wing TVE and 10 International TYE agents, with 5 
High Interaction and 5 Low Interaction agents per TVE Type. Agents were instructed to perform three 
Search Tasks and three Evaluation Tasks for each account This allowed us to study the changes to 
the search results and feed recommendations over time. 

All tasks were performed on mobile devices. 

• Search Task: The Search Task started from a seeded keyword search. Agents were either in 
the Low or High interact ion group and interacted with the content as per instructions. Agents 
were not allowed to add self-made keywords to searches. Agents were allowed also to 
browse their feeds to search for, interact with and capture TYE content according to the 
Interaction Type they were assigned to. Each Search Task was limited to one hour. We chose 
a one hour cutoff to ensure consistency among agents and due to resource constraints. 

• Evaluation Task: The Evaluation Task started one day after the Search Task. This was to 
give the recommender systems enough time to update their recommendations. Agents were 
instructed not to interact with any content but to capture each post in their feed up to the 
first 30 posts. 

• Repetition: Both Search and Evaluation Tasks happened 3 times to collect 3 data points for 
more accurate measurement and monitoring. 

Tobie 5.2.2 •• Nurnber of personas pe; !ang:-.:age 

ITVE-tvoe \ Interaction tvoe Low Interaction Hiah Interaction 
National i Violent Right-Wing Extremism (20 5 personas 5 personas 
kevwords) 
International Terrorism (20 keywords) 5 personas .5 personas 
Other I Violent Left-Wino Extremism (20 keywords) 5 oersonas 5 oersonas 

With 8 languages and 30 personas per language, that means that we have 240 personas in total. 
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3.3 Quality 

Results from the Search Tasks and Evaluation Tasks were subjected to a Quality Assurance Process 
to ensure that the content found and captured was indeed TVE content. For this work, we partnered 
with several international organisations that specialise in finding and analysing Trust and Safety­
related content, as well as individuals from academia who study and work in the field of Terrorism 
and Violent Extremism1~. 

First Level Review Search: Agent made an assessment of what is and is not TVE-related content. The 
agents have had policy training to make this distinction. Specialised QA agents 
reviewed 100% of the content. 

Evaluation: The agent performs a cursory labelling exercise on the web form. 100% 
of this sample is reviewed by specialised QA agents. 

Second Level Reviev-1 11. random sample of the complete dataset was used to analyse other metrics (not 
Findability) to control for the quality of the labelling performed by human raters. 
Due to the large amount of data that was collected and complexity of the labelling 
task, multiple rounds of labelling were necessary by qualified individuals on a 
smaller, cleaner sample. Based on the specifics of the data (amount of search 
stages. amount of platforms and languages under study), we arrived at a 
maximum sample of 7200. Since not all data combinations had 30 posts, the total 
sample size was 707 4. The data was ensured to have the following: 
Is the post related to TVE? (binary. based on average of rater's scale) 
Is the post promoting TVE? (binary, based on average of rater's scale) 
Is the post Borderline TVE content? (binary, based on average of rater's scale) 
Content Appropriateness score (scale, crowdsourced) 
Engagement Labelling (sourced from post data) 

To calculate the Findability scores, we used the complete set of content that was 
found during the Search phase. We relied on the first-level review to determine 
whether or not a piece of content was TVE. 

!Third Level Review Content from the original dataset that had already been reviewed by Trust Lab 
experts and third-party academia experts was also included in the stratified 
sample as described above. 

14 More details on the consulted experts can be found in the Appendix. Section 6.3. 
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4 Analysis 
Due to the large volume of content we captured through our work we have chosen a stratified 
sampling method for the analysis of our Filter Bubble metrics and Removal Metrics. Findability scores 
were calculated using the complete set of data that was found during the Search Stages rather than 
a sample. User Sentiment data was also calculated based on the stratified sample. 

4.1 Task 1 - Measuring the Dissemination of TVE Content 

4.1.1 Findability f\'1ain Highlights 
• Twitter has the highest Findability score of all platforms analysed. Since we don't 

know how specific characteristics of platforms (such as having an open API yes/no) influence 
moderation of content, we do not make assumptions on the potential impact of these 
characteristics on the amount of content we were able to find. 

• Arabic TVE has the lowest Findabillty score, while Italian has the highest. Finding 
TYE content through search appears to be easier in Italian, while it's harder in Arabic. There 
are a lot of confounding factors that could contribute to this finding, so we cannot make 
assumptions about the cause. 

• Left-Wing TVE has a higher Findabillty score than other TVE Types. This points 
towards a larger trend, where International and Right-Wing TVE content are more easily 
identifiable as extreme content, whereas Left-Wing TVE constitutes more variations across 
cultures and languages. 

4.1..2 Findability Findings 
Our analysis shows that Twitter has the highest Findability score (2.91) on the platform15 , while 
YouTube has the lowest (1.71) among the platforms we analysed. This means that Facebook and 
lnstagram, as well as TikTok, make up the middle on our scale. Findings for YouTube and Twitter are 
statistically significant (See Figure A.6.4.l}. 

Moving to languages. Arabic TVE has the lowest Findability score (1.23). while TVE in Italian language 
has the highest (2.78). This means that finding TYE content through search is easier in the Italian 
language, while it's harder in Arabic. Both of these findings are statistically significant. (See Figure 
A.6.4.2). 

For TYE Types, International TYE has the lowest Findability score (1.41), while Left-Wing TVE has the 
highest (3.01). That means that it's easier to find Left-Wing TVE, while it's harder to f ind International 
TVE by searching the platforms. These findings are statistically significant (See Figure A.6.4.3). 

Deer., Div~; Violent Lt?fi-Vi/ing Extr~mfst Content 
Since Violent Left-Wing Extremist content has a significantly higher Findability score than other TVE 
types, we wanted to explore this category of content in a bit more depth. The kind of content we find 

15 Examples can be found in the Appendix B. Section 6.6. 
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when we look for Violent Left-Wing Extremist content is mostly supportive of anti-capitalism, pro­
anarchism and pro-communism16. 

These f indings point towards a larger t rend. Terrorist and Violent Right-Wing Extremist (TVRWE) 
topics, such as neo-Nazism, anti-Semitism, racism and white supremacy, frequently attract the 
attention of policymakers and journalists, which causes social media platforms to invest in technical 
and human resources to reduce the harm of such material. On the other hand, Violent Left-Wing 
Extremist content encompasses a range of topics that have entered modern political, social and 
cultural spheres without causing the same level of concern. such as anti-capitalism, general 
statements about the failure of modern-day institutions and the desire to learn about other forms 
of governance, such as communism and anarchism. 

lJeep 1')Ale: i)ser En9c.r9err1ent /vtetrics 
In order to better understand how many people might have engaged with the TVE content that we 
surfaced, we performed an engagement analysis on four metrics: likes, comments, shares and the 
follower count of the accounts who posted the TVE content 

• TVE content on lnstagram and YouTube is shared much less widely than content on other 
platforms. Content on Twitter was shared more widely. (See Figure A.6.7.1) 

• TVE content on YouTube is liked more on average than other platforms. Facebook has the 
lowest number of likes for TVE content. (See Figure A.6.7.2) 

• TVE content on You Tube is commented on more on average than other platforms. Comments 
on lnstagram seem virtually non-existent. {See Figure A.6.7.3) 

• TVE content on YouTube comes from accounts with more followers on average than on any 
other platform examined. (See Figure A.6.7.4) 

• While YouTube has a low Findability score, the platform scores high on almost all 
engagement metrics, except for shares. This seems to indicate that the platform is in control 
of suppressing Bad Content from being found in search but that users have found other ways 
to access the content. (See Appendix, Section 6.7 for more details) 

• Facebook and lnstagram are generally at the bottom of the engagement charts. Especially 
lnstagram scores low, having no shares and no comments on average for TVE content. (See 
Section A.6.7) 

• Comparing the TVE vs non-TVE engagement averages shows that TVE content gets much 
lower engagement than non-TVE content, but these results are not statistically significant 
for most platforms. (See Appendix, Section A.6.7 for more details) 

• It should be noted that the differences in engagement between platforms could also be due 
to the user interfaces of the platforms. It could be argued that You Tube and lnstagram are 
less set up for sharing content than Twitter or TikTok, for instance. (See Appendix, Section 6.7 
for more details). 

4.1.3 Removal Metrics Main Insights 
• The platforms removed very few items during the t imespan we were tracking them, 

taking nearly a week or more to remove 50% of the content we tracked from the point we 
found it, resulting in TVE being shared heavily on some platforms like Facebook. 

16 Examples can be found in the Appendix, Section 6.6.2. 
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• Twitter removes the least amount of TVE content. 

• Arabic language TVE content is removed more often than other types of TVE 
content, while Italian TVE content is removed less. 

• Terrorist and Violent Left-Wing Extremist content is also removed less than other 
types of TVE content. 

• Findability and Removal Rate are related to each other: the less likely it is that TVE content 
is removed, the more likely it is that we can find it It is, therefore, not surprising that 
the findings in this section resemble the findings from the Findability section. 
Twitter removes the least amount of TVE content, and Arabic TVE content is actioned and 
removed more, while Italian TVE content is removed less, and Left-Wing TVE content is also 
removed less, than other types of TVE content. 

• Combining these insights seems to indicate that platforms tend to dedicate less 
effort to removing terrorist and Violent Left-Wing Extremist content and Violent 
Extremist and terrorist content in Italian language and instead focus more on 
removing violent Extremist and terrorist content in Arabic language, International 
and Right-Wing TVE content. Since platforms still remove less than a third of the content 
marked as TVE Promoting, this seems to point towards inconsistent content moderation 
policies, in particular, less pronounced policies and enforcement focus towards markets and 
topics that garner less attention from the general public. 

• YouTube scores low on Removal Rate, which is an interesting reversal case: The 
platform does comparatively well with suppressing TVE content in search without removing 
such content from the platform. See Section 4.2.2 for a deep dive into this. 

4. 1..4 Removal Metrics Findings 
Our analysis shows that TikTok removed more TVE content than other platforms ( 110/o of the content 
removed), while YouTube removed the least amount of content (3% of the content removed). Overall, 
platforms removed less than a third of the content marked as TVE promoting. These findings are 
statistically significant. (See Figure A.6.8.1}. 

Arabic language TYE content is more often removed than most other languages (10% of the content 
removed), while Italian language TVE content is less often removed than most other languages (3% 
of the content removed). These findings are statistically significant. (See Figure A.6.8.2). 

TVLW content is less often removed than other TVE types: only 4% of the time, compared to 7% 
(Right-Wing TVE} and 8% (International TVE). This finding is statistically significant. (See Figure 
A.6.8.3). 

The platforms removed very few items during the timespan we were tracking them, taking nearly a 
week or more to remove 50% of the content we tracked f ram the point we found it. All Removal Time 
metrics are anecdotal because of the small number of removals overall. At each interval, the 
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percentage represents the amount of content that was removed out of the total removed within an 
8-week period. (See Figure A.6 9.1 }. 

Generally, German language TVE content was removed more quickly, while Italian TVE content was 
removed more slowly than other languages we·ve studied. (See Figure A.6.9.2) TVLW content also 
seemed to be removed the slowest, while International TVE content seemed to be removed more 
quickly. (See Figure A.6.9.3). 

Deer; Divf?.: f?en1ova! f,,1etrics 
The low rates of removal by themselves do not tell a very satisfactory story, so a deeper analysis 
was conducted to look into the impact that this is causing based on the data that was collected. The 
focus of this analysis was to contrast removals with user engagement and to review in particular, 
the number of shares. Shares were chosen because this is a much more deliberate action that also 
highly impacts the dissemination of TVE content than other forms of engagement17

. It's worth noting 
that shares are most likely the least accurate for platforms like YouTube that have a significant 
presence on desktops because sharing can be just as easily done by copying the URL from the 
address bar. Also, sharing off-platform (for example, sharing a link on another social network) may 
not be trackable by the content owner. 

Of the content that was eventually removed from platforms within the study period, TikTok TVE 
content was disseminated the most, with 120 shares per TVE post on average (see Figure A.6.8.4). 
However. of the TVE that wasn't removed by platforms Facebook has the highest number of shares 
per post 341 followed by TikTok with 283 on average (see Figure A.6.8.5). 

The proportionally higher removal rates of TikTok contrasted with higher average number of shares 
suggests that TikTok TVE content is being consumed and spread at higher rates than other platforms. 
Thus, despite TikTok's higher performance on other metrics, it is struggling to keep up with its user 
base and high throughput even on high-harm content like TVE. This same trend appears in Borderline 
content except with higher shares counts (see Figure A.6.8.7). 

Looking at how different languages impact TVE content that wasn't removed. French and Italian have 
more shares on Facebook while other languages are more prevalent on TikTok (see Figure A.6.8.6). 
Borderline content in German language, however, sees more shares on Facebook which is the only 
language that changes between TVE and Borderline content (see Figure A.6.8.9). 

17 Ljungberg, J. et al, Uke~Share.and Follow:.A Conceptualisation. of.Social .. Buttons. on. the Web, July 2017. 
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4.1.5 User Sentiment Main Insights 

Figure 4.1.5 - Appropriateness· score 

Mild 
(<2,S) 

Moderate 
{2.5 .~ 3.S) 

Severe 
(>3.S} 

• Platforms are mostly similar in terms of severity of content based on user ratings, 
indicating that severe content is spread roughly equally across the platforms, Italian content 
is rated as the most severe. while German is rated as the least severe. Most differences 
between languages and their severity ratings are statistically significant. 

• TVE content in Italian is rated as the most severe, continuing a trend that seems 
to indicate that Italian language TVE content is largely going unnoticed by 
platforms. Other languages are also mostly statistically significantly different from each 
other, indicating that users of different languages have potential cultural differences when 
it comes to how harmful they judge TYE content to be. 

4.1.6 User Sentiment Findings 
Platforms are mostly similar in terms of how severe users rate their content, indicating that severe 
content is spread roughly equally across the platforms. (See Figure A.6.10.1). 

Italian language TYE content is rated as the most severe (98% rated as severe), while German 
language TYE content is rated as least severe (430/o rated as severe). Most differences between 
languages and their severity ratings are statistically significant. (See Figure A.6.10.2). 

Right-Wing TVE content is viewed as less severe by users than other TVE types (78% rated as severe), 
which is a statistically significant f inding. This is interesting and could be due to the fact that users 
are getting more used to seeing Right-Wing TYE content, but also to the fact that platforms are 
removing the more severe Right-Wing TYE content from their platforms more readily. (See Figure 
A.6.10.3). 

Severft'y Over T'frne 
Does searching for and interacting with TYE content influence the severity of the content that is 
subsequently found and recommended to users? A trend here could be an indication of amplification, 
not necessarily in the amount of content that a user sees, but in the harmfulness risk of the content 
that users engage with. 
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No clear trends emerge when looking at the severity ratings over time per platform. (See 
Figure A.6.10.4). 
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4.2 Task 2 - Measuring the Role and Effects of Automated Dissemination of TVE C<mtent 

4.2.l Filter Bubble ~vlain Insights 
• Taking all platforms, languages and TVE types together, there is an amplification 

of all content types over time. This amplification is only significant for Bad Topic and 
Borderline content, but not for Bad Content 

• All platforms show signs of amplification after the first Search phase, showing 
Bad Content In the user's home feeds, but platforms do not show any significant 
further amplification of Bad Content over time. On average, no more than 100/o of any 
feed consisted of Bad Content. 

• All languages show signs of amplification after the first Search phase, but only 
Italian shows significant further amplification of Bad Content over time. French 
does show a significant further amplification of Borderline and Bad Topic content over time. 

• All TVE Types show signs of amplification after the first Search phase, but none 
show significant further amplification of Bad Content over time. 

• Overall, these findings seem to indicate that although there seems to be an amplification of 
Bad Content in the feed after showing initial interest by a user, this is not significantly further 
amplified when the user continues to engage with said content. 

4.2.2 Filter Bubble Findings 
Taking all platforms, languages and TVE Types together, there is an amplification of all content types 
over time. For Bad Content, the main focus of our study, our amplification metric increased from 
4.4% to 5.2%, an increase of 17.50/o. Looking at Bad Topic, which includes TVE and non-harmful 
content related to TVE topics, we saw an increase from 6.9% to 9.6%, which is statistically significant 
( + 39.1 %). Additionally, we looked at Borderline Content, which amplified from 3.3% to 5.4% 
(+65.1%), which is also statistically significant. (See Figures A.6.11.1). 

lnstagram is the only platform that shows a significant amplification across the three stages for Bad 
Topic content ( + 118%), as well as Borderline content ( + 1500/o). None of the platforms show a 
significant further amount of amplification for Bad Content, although Facebook doubled the amount 
of recommended Bad Content between the First and Third stage. TikTok showed no increase, and 
YouTube had a negative amplification (-23%): all not statistically significant. (See Figures A. 6.ll.8a­
e). 

Italian and French are the only languages that show significant amplification of TVE related content 
over time. Italian is significant for Bad Content only ( + 365%). The French amplification is only 
signif icant for Bad Topic ( + 2930/o) and Borderline content ( +6850/o), not for Bad Content. Polish has 
the highest average percentage of Bad Content in the feed (11%), Arabic has the lowest (2%). (See 
Figures A.6. l l.9a-h). 

None of the TVE types show significant amplification over time. (See Figures A.6.11.lOa-c). 

Higher interaction with TVE content does result in a higher initial percentage of Bad Content in the 
feed (8% for High Interaction, 10/o for Low Interaction). (See Figure A.6.11.12). 
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Deep Dive: ,4o~v t'?fa~forrns F?ecfuce TVE Cor:i:er:i' 
When looking across the Findability and Filter Bubble metrics, we can compare how platforms choose 
to reduce the spread of TVE content. (see Figure A.6.11.13). 

• VouTube: has the lowest Findability score but a high average percentage of Bad Content in 
the feed. 

• TikTok: reflects the opposite trend, having a moderate Findability score and the lowest 
average percentage of Bad Content in the feed. 

• Twitter: has the highest Findability score and also the highest average percentage of Bad 
Content in the feed. 

• lnstagram: has a moderate Findability score paired with a moderate average percentage of 
Bad Content in the feed. 

• Facebook: has a moderate Findability score paired with a moderate average percentage of 
Bad Content in the feed. 

YouTube seems to have tighter filtering of search results, while TikTok has tighter filtering of the 
recommendations in the feed. Relatively speaking, Twitter has the most on both dimensions. 
Face book and Ins tag ram appear to have moderate amounts of filtering in both search and feed. 

These findings could be the result of YouTube's and Twitter's algorithms having stronger 
personalisation, combined with a tack of filtering. When platforms strongly personalise content based 
on past activity but lack adequate filtering of Bad Content, the filter bubble effect becomes most 
problematic TikTok's algorithm is known to have strong personalisation effects 18, but seems to have 
better filtering of TVE-related content than YouTube and Twitter. 

4.2.3 Borderline Content 
Special interest from the European Commission has been expressed with regard to the effect of the 
spread of certain types of Borderline content, such as disinformation and some forms of hate speech 
that can lead to radicalisation. This section will shine more light on how Borderline content plays into 
the analysis of the metrics that we calculated. It is content that does not meet the thresholds to be 
labelled as terrorist and violent extremist content, but that can still lead to violent extremism and 
radicalisation pathways. 

Arn;1f(.ficot1on of· Borcier!iru? Co11ter1t 
• Overall, Borderline content has the lowest init ial amplification of all TVE-related content 

types, but the percentage of Borderline content that is recommended to users has the highest 
amplification over time of all TVE-related content types. 

• lnstagram and Twitter are the only individual platforms that show a significant amplification 
in the amount of Borderline content that is recommended to users over time. lnstagram 
shows 3 times more Borderline content when comparing the First to the Third phase. 

• French is the only language that shows a significant amplification of the amount of 
Borderline content being recommended to users over time. 8 times more content is 
recommended to users in the Third phase compared to the First phase. 

• None of the TVE Types shows a significant amount of amplification for Borderline content. 

18 https:/Jv•N✓w,th?-au::u~dian.rnmLt echnplogyj_2Q2.2Loct/2 3/tLktok-rlse::a!_gorrthm-po1zu!Z1rity 
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(See Figures A.6.ll.8a-A.6.ll.10c). 

f?f?mDvoi qf l·3orderline (.'ontent 
• Overall, all platforms act similarly when removing searched or recommended Borderline 

content from their platforms. TikTok removed more searched content than YouTube and 
Twitter but did not remove any recommended content at all Since we are comparing all 
platforms based on the same definition of Borderline content, this gives us a clear picture of 
which platforms are allowing more Borderline content on their feeds. 

• Arabic Borderline content is removed more often during Search than most other platforms. 
None of the values for Evaluation are significant. 

• Borderline content that could lead to Violent Left-Wing Extremism is removed less often 
during Search than other TVE Types. None of the values for Evaluation are significant. 

• Removal Times for all TVE content and Borderline content are largely similar for all 
dimensions. 

(See Section 6.12 for figures). 
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4.3 Task 3 - Assess the Risk posed by the Automated Dissemination 

4.3.l Risk Assessrnent Main Insights 
• Amplification: What is the prevalence of TVE content in the platform's feed? Twitter 

was the platform with the highest level of amplification of Bad Content to the user, followed 
by YouTube, lnstagram and Facebook. TikTok had the lowest level of TVE content 
amplification or harmfulness. 

• Risk Ratings. We assigned a composite risk rating for each platform, based on an evaluation 
of three essential components: Findability, Amplification and User Sentiment The risk ratings 
for the platforms mostly followed the percentage of TVE content found in the feed because 
the feed is where the bulk of the TVE content consumption likely occurs. The risk rating was 
consistent with removal and engagement rates, and there were fairly big differences among 
the platforms on this risk metric. Twitter had the highest risk rating of the platforms; TikTok 
had the lowest risk rat ing. Facebook, lnstagram and YouTube had medium risk ratings. 

• The average percentage of TVE content in the feed did not exceed 10%, even for motivated 
users, and did not seem to increase above 10%, even under repeated user interactions with 
TVE content If platforms were only focusing on personalisation, this percentage would likely 
have been higher. This suggests that platforms either do not personalise much in general or 
that platforms limit personalisation, when TVE content, topic or Borderline content is 
detected. That said, when we compared the platforms on different dimensions, we observed 
clear differences among the platforms and further room for improvement, particularly for 
platforms such as Twitter with higher risk. 

Recommender systems (RSs) are increasingly being used to support decision-making and improve 
user experiences across a wide range of industries and applications. However, it is important to 
acknowledge and effectively manage both technical and non-technical risks in order to reap their 
benefits and promote user safety fully. As requested by the European Commission, this report 
provides a comprehensive overview of recommender systems and the technical and non-technical 
risks associated with recommender system algorithms and outlines a range of mitigation strategies 
to help reduce risks and ensure best practices for the recommender systems and those who use 
them. 

4.3.2 Content Moderation Background 
Content moderation, or the process of monitoring, reviewing, and controlling user-generated content 
on online platforms to ensure compliance with community guidelines, terms of service, or content 
policies, is a fundamental part of the internet's infrastructure and success. Content moderation 
involves identifying and removing inappropriate, harmful, or offensive content, as well as addressing 
violations of rules and regulations set by the platform or applicable laws. The way a plat form is 
designed and how users interact with it significantly influence the post ing and interact ion of user­
generated content, consequently impacting how companies perform content moderation on their 
services (Grimmelman, 2015). 

As discussed, platforms which rely on user-generated content often utilise recommender mechanics 
to deliver personalised content to users, deliberately surf acing tailored content most likely to keep 
the user engaged (O'Callaghan et al., 2014). Recommender systems have the potential to 
inadvertently recommend terrorist or extremist content to users who are not actively seeking such 
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material. This occurs because the algorithms prioritise user engagement without parallel automated 
objectionable content detection, allowing such terrorist or extremist content to be surfaced based on 
predicted engagement levels. Recent studies indicate that inadvertently exposing users to extremist 
content based on their expressed interest can lead to a reinforcement of extremist content in their 
feed; a consistent consumption of extremist content may contribute to a shift in their worldview 
(Edwards & Gribbon, 2013). Platforms face a challenging task in distinguishing between intentional 
bad actors and users who unintentionally engage in abusive behaviour. adding complexity to the 
moderation ecosystem. The following breakdown of prevalent filtering mechanisms and 
technological content moderation systems highlights the intricate balance between preserving the 
rights of users to freedom of expression and the challenging task of detecting and removing content 
in a scalable manner. 

Content .. Basecl Recornrnenciation Sy.sterns 
Content-based filtering is a technique used by online platforms, including user-generated content 
platforms like YouTube, to analyse a user's preferences and create a content engagement profile 
based on keywords and tags. This approach considers factors such as titles, descriptions, and tags to 
determine similarities and relevance when recommending videos, particularly for new or unseen 
content (Zhang, Lu & Jin, 2021). While content-based filtering offers scalability and independence 
f rom other users' data, it has limitations in the type of content it suggests to users. In the context of 
moderating terrorist content, platforms that rely heavily on content-based filtering pose challenges 
in effectively identifying and addressing such material. The focus on matching user preferences may 
overlook objectionable content that falls within the grey area of extremism. As the content becomes 
more extreme, the videos the system relies on for tags may begin to overlap between less extreme 
and more extreme content, making it less likely for a target audience to report such material to the 
platform. This increases the risks associated with content moderation and the potential for terrorist 
or extremist content to go undetected or unaddressed. 

Although platforms basically work with some combination of recommender and flagging sub­
systems, these can be brought together in different ways, sometimes without a clear demarcation 
between the two. Also, while these subsystems draw upon the basic recommendation algorithms 
and flagging approaches outlined here to optimise for the metrics specified in section 4.4.2, there 
are many variations of these algorithms and metrics. Also, the practical pressures of running a 
business (e.g., generating revenue and retaining users, keeping infrastructure and machine costs low 
as well as addressing user and customer complaints and escalations) implies that these systems 
have accumulated numerous optimisations as well as business rules, making them exceedingly 
complex. As a real-world example, please refer to the recently outsourced Twitter recommender 
system. 

Automated F/oqgmq System 
Automated detection systems utilise various techniques such as machine learning algorithms, near­
neighbour algorithms, fuzzy hashing models, and MD- 5 hashing models to identify harmful or 
platform-violating content, including both well-known and unknown terrorist and extremist material. 
These systems bring potentially illegal or policy-violating content to the attention of a team of 
content moderators, either directly employed by the platform or affiliated with a vendor company. 
Depending on the specific model employed, there are cases where reports are automatically closed 
if signals suggest the content is spam, does not violate the platform's Terms of Service, or has been 
previously reviewed by a content moderator. Automated detection systems play a crucial role in 
helping online platforms identify more severe content, initiating the cycle of moderation and policy 
enforcement on the platform. 
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lJser-fJt:J.~ed F!aqging .5vstern· 
User-based reporting systems rely on users to flag content that they believe violates an online 
platform's policies or is deemed objectionable. These reporting systems vary across platforms, often 
employing dedicated reporting forms or allowing users to directly flag content they find problematic 
while viewing it. User flags serve as a means for users to report content that may not have been 
detected by technical solutions. giving them a voice in the content moderation process. After users 
submit reports, the platform's team of content moderators reviews them and determines the 
appropriate actions to take regarding the reported content or offending user account Many large 
online platforms deprioritise these user reports in favour of automated detection, but will no longer 
be allowed to do so under the new European Union's Digital Services Act, which places emphasis on 
users' right to report and appeal content they find objectionable, including terrorist and extremist 
content 

4,3.3 Risks Assessment 

!-totiJ can r1fotforrn ofgori.thrns couse.ft'!ter bt.1bbtes? 
It1e.1em1..'.'.filt~L.011bbl!f is generally credited to J.ote..rn~LsK1i.Y.Ls.t .E!L.P.ati.SJ;J: circa 2010. In Pariser's 
influential book, The Filter Bubble (2011), it was predicted that individualised personalisation by 
algorithmic filtering would lead to intellectual isolation and social fragmentation. To increase user 
engagement, social media companies may connect users with ideas they are already likely to agree 
with, thus creating echo chambers of users with very similar beliefs. The concern is that 
recommender systems may influence users to engage in progressively narrower content domains 
and in directions they might not otherwise have pursued. The EU Counter-Terrorism Coordinator has 
argued that the amplification of legal but harmful content may be conducive to radicalisation and 
violence because it normalises it and exacerbates polarisation in society. 

The Global Partnership on Artificial Intelligence (GPAI) has also identified that recommender systems 
can amplify user bias related to TVE content, as follows: 

The key issue for recommender systems ... is that social media users are known to 
show small biases towards extreme content of various kinds, that act as another 
influence on the content items they engage with. For instance, they have a tendency 
to share political messages containing 'moral emotional expressions' (Brady et al., 
2017; Brady and van Savel, 2021), particularly negative ones (Crockett, 2017; Brady 
and van Bavel, 2021), messages that refer to a political 'out-group' (Rajthe et aL, 
2021), and messages that contain falsehoods (Vosoughi et al., 2018). If these biases 
persist while a user interacts with a recommender system, the system's repeated 
updates of its user model may lead the user towards messages containing increasing 
levels of negative political emotions, an increasing focus on political out-groups, and 
increasing amounts of misinformation - and potentially towards domains of violent 
extremism. Again, our earlier report (GPAI, 2021) presents these concerns and the 
studies that support them in detaiL19 

19 GPAI 2022, Transparency Mechanisms for Social Media Recommender Algorithms: From Proposals to Action. 
Tracking GPAl's Proposed Fact Finding Study in This Year's Regulatory Discussions. Report, November 2022. 
Global Partnership on Al. 
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Recently, the Global Internet Forum to Counter Terrorism commissioned a survey of the existing 
empirical literature on the issue of whether recommender systems promote extremist content and 
whether online users are "radicalising by algorithm".20 In the literature review, 10 of 15 studies 
demonstrated that recommender systems can promote extreme content. 

Can bt1rj actors f?X[Jfoit fJlatj·Orm a!gorit:hrn5? 

Terrorists could "game" flagging systems by experimenting and learning over time how to have their 
content bypass or circumvent either automated or manual flagging systems. According to certain 
researchers, the survival of certain TVE content on platforms relates to the way in which terrorist 
organisations have learned to modify their content to evade platform controls. Tactics include: 
breaking up text and using strange punctuation to evade platform tools that would search for 
keywords; blurring the terrorist organisation's branding or adding the platform's own video effects; 
mixing the terrorist organisation's material with content from real news outlets; adding the branding 
of mainstream news outlets over the top of the terrorist organisation's content; hijacking platform 
accounts; and posting tutorial videos to teach other terrorists how to do the same.21 

Terrorists could also employ fake engagement and fake profiles to promote their content, and if 
undetected by platforms, recommender systems could unwittingly further promote such content 
From gaming of views22 to crowdturfing and astroturfing23, there are a variety of technical 
approaches to gain (perceived) popularity on social media, which are already known to be leveraged 
by foreign actors to influence operations. For instance, in one study, the BBC has reported that a 
network of Facebook groups was used in an attempt to change perceptions related to the ongoing 
war in Ukraine.24 

In this section, we presented many possible risks that can cause the promotion of TVE content on 
platforms. While we do not have access to internal platform documentation to understand how each 
individual platform's algorithms and moderation systems work, we can assess risk based on 
externally observable metrics from this study. We do this in the next section. 

4.:3.4 Risk Metrics 
The previous sections described the various risks that recommender systems present, but without 
access to each platform's internal, proprietary algorithms and data, we were unable to quantify 
platform risk directly based on these factors. Instead, we evaluated the overall risk of each platform 
based on the data collected for this project, which could be observed outside- in. We considered three 
factors: 

20 Whittaker, J., Recommendation Systems and Extremism: What Do We Know? - Global Network on 
Extremism and Technology, Insights, 17 August 2022. https://gent- research.org/category/insights/). 
21 Corera, G., /5/5 'still evading detection on Facebook', report says, BBC News, 13 July 2020. 
See also Nimmo, B. and Hutchins, E., Phase-based Tactical Analysis of Online Operations (The Online 
Operations Kill Chain: A model to analyze, describe, compare, and disrupt threat activity from influence 
operations to cybercrime), Carnegie Endowment for fntemational Peace, March 16, 2023. 
22 The Flourishing Business of Fake YouTube Views. 
httos:/1www.nytimes.com/interactivei2018/08/11/technology/youtube-fake-view-sellers.html 
23 https://en.wikipedia.org/wikiiAstroturfing 
24 Putin's mysterious Facebook 'superfans' on a mission. https://www.bbc.com/newslblogs-trending-
61012398 
27 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC _ 006826 
738



• User Sentiment: This is a proxy for the severity of TYE content found 

• Findability: This is a proxy for the amount of TVE content that is surf aceable on the 
platforms 

• Amplification: This is a proxy for the prevalence of TVE content in the feed. 

We saw relatively minor differences in User Sentiment (see Figure A.6.10.1) among platforms. The 
platform with the highest level of Findability of TYE content (see Figure A.6.4.1) was Twitter. followed 
by Facebook, lnstagram, and TikTok. The platform with the lowest level of Findability was YouTube. 

Risk Out.come 
We have assigned a composite risk rating for each platform based on our evaluation of three 
component metrics: User Sentiment, Findability, and Amplification. The risk ratings below incorporate 
information from the TVE content found in the feed and search and is consistent with removal and 
engagement rates. 

Table 4.4.4 - Risk Rating per Platforms 

Youtube lnstagram Facebook TikTok 

Medium Medium Medium Lowest 

The data we collected is based on simulating motivated users looking for TVE content and does not 
represent the experience of an average user of the platform. We also did not have access to internal 
proprietary platform data, which would have been needed for comprehensive measurement. That 
said, as previously discussed in the introductory section, it made sense to simulate and study the 
motivated user scenario. Also, the consistency observed for different metrics, such as feed 
prevalence, removal rates and engagement rates, suggests that the data is not an outlier. 

The next section presents possible mitigation measures to consider, both based on observed data as 
well as conceptual risk factors discussed in previous sections. 

4.3.5 Mitigation Strategies 
There are a few different ways in which platforms can counter filter bubbles: 

28 

• By effectively detecting terrorist and extremist content, platforms can proactively filter such 

content from user feeds and search results. The Global Internet Forum to Counter 
Terrorism (GIFCT} is an Internet industry initiative to share prop,ietary information and 

technology for automated content moderat ion. As noted on the .GIFCT Wikip~J.i:1.P.-9~. GIFCT 
mainta.ins a databa.se of perceptual hashes of terrorism-related videos and images that a.re 
submitted by its members and which other members can voluntarily use to block the sarne 
material on their platforms. The material indexed includes images, videos and will be 
expanded to include URLs and textual data such as manifestos and other documents. 
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• Filter bubbles and echo chambers can be countered by having recommender systems 
explicitly optimise for content or opinion diversity. There is evidence suggesting that 
personalisation algorithms can enable exposure to "ideologically cross-cutting content" from 
outside self-selected echo chambers. (Flaxman et al., 2016). It has also been suggested that 
they can also be leveraged in improving the automated detection of radicalisation and for 
facilitat ing targeted counter-messaging interventions to combat radicalisation. (Schmitt et 
al., 2018).25 Recent literature has also suggested that algorithms can be the cure for 
algorithmic filter bubbles. 26 

• Platforms should ensure that the algorithms themselves don't have ideological bias. A recent 
Twitter stus;ly ("the most comprehensive audit of an algorithmic recommender system and 
its effects on political content") indicated that the political right enjoys higher amplification 
compared to the political left Our own data presented in previous sections also examines 
differences between Right- and Left-Wing TVE content both in terms of discoverability and 
moderation. Armed with such data, platforms can take a deeper look at their own algorithms 
and implement necessary mitigations. 

25 Wolfowicz, M., Weisburd, D and Hasisi, 8. (2021), Examining the Interactive Effects of the Filter Bubble and 
the Echo Chamber on Radicalization, Journal of Experimental Criminology (2023) 19:119- 141 at 136. 
https://doi.org/10.1007/sl 1292-021-09471-0 
26 Gao, C. et al., Counterfactual Interactive Recommender System (CIRS): Burst ing Filter Bubbles by 
Counterfactual Interactive Recommender System, Computing Research Repository (CoRR) in arXiv. 
abs/2204.01266 (2022). 
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4.4 Task 4 - Compare the Phenomenon Between Platforms Sharing the Same Business 
Model 

4.4.1 Comparison Between Platforms Main Insights 
• Among the platforms, Twitter surfaced and recommended the most TVE content to its users 

and performed below other platforms in terms of TVE content removal. 

~J Although YouTube's Findability score was the lowest among the platforms, its removal 
metrics suggested it has room to improve on removing TVE content that exists on the 
platform. YouTube generally scored higher than the other platforms on user engagement 
(e.g., likes, shares, comments, number of followers) with TVE content. This seems to indicate 
that You Tube was effective in suppressing TVE content from users in search but still enabled 
users to find TVE content through other means and interactions. 

• TikTok performed moderately when it came to the Findability of TVE content, but of all the 
platforms, it recommended the least amount of TVE content to users. This suggests t hat 
TikTok may f ilter its feed more tightly than its search, resulting in no significant amplification 
of TVE content in the feed. TikTok was generally slow to remove TVE content; TikTok took 
more than four weeks to remove the content we identified as TVE. TVE content that the 
platform didn't remove was shared twice as much as TVE content that the platform did 
remove. 

4.4.2 Platforms 
Of the platforms, Twitter surf aced and recommended the most TVE content to its users. Twitter was 
lower than other platforms when it came to TVE content removal. We note that this study was 
conducted during a period when significant governance, policy and safety process changes were 
occurring at Twitter. As such, Twitter's results may be significantly different compared to earlier in 
the year. 

YouTube has come under scrutiny during other research projects27 and has since made 
improvements. Although YouTube's Findability score is the lowest among the assessed platforms, its 
Removal metrics combined with YouTube's engagement metrics forTVE content suggest the platform 
still has room to improve on removing TVE content that already exists on the platform. 

In our study, You Tube recommended the most TVE content to its users; Twitter was second. It should 
be noted, however, that all the platforms had weak Removal rating scores, removing 100/o or less of 
the content we marked as TYE-related. 

YouTube generally scored higher than the other platforms on user engagement with TVE content 
This seems to indicate that YouTube is effective in suppressing TVE content from users in search. 
But, it still enables users to find TVE content through other means and interactions. 

27httos:i/www.technologyreview.com/2020/01/2 9/27 6000/a-study-of-youtube-comments-shows-how-its­
turning-people-onto-the-alt-right/ 

https:1/pclicvreview.info! a1t!cles/analys!si recomrnender-systems-and-ampl!fica tion-extrem!st-ccntent 
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4.4.3 Languages 
Italian TVE content is an interesting case with regard to many of the metrics considered. The 
Findability score for Italian TVE content was one of the highest, and removal metric scores were in 
the lowest category. Under the study, Italian users in the sample were also the ones who rated their 
TVE content as the most severe of all the languages. This suggests that Italy may not be a high­
priority market for platforms in terms of Italian-specif ic automated detection methods, Italian 
moderators, or other measures integral to a Trust and Safety enterprise. 

TVE content in Arabic has long generated special attention from the platforms' moderation teams. 
Its Findability score is the lowest Significantly, Arabic TVE content, especially International Arabic 
TVE content, is more often removed than content from other languages. Since the Paris attacks in 
2015, there has been more focus from policymakers and media outlets on social media platforms 
to police the spread of Internat ional TVE from Arabic-speaking countries and regions, which could 
explain this finding. 

4.4.4 TVE Type 
Left-Wing TVE content treatment stands out. It's easier to find Left-Wing TVE content on the different 
platforms, especially in the Italian language. Left-Wing TVE content is also the least often removed. 
Apparently, this type of TVE content is also not as readily on the radar of platforms, possibly because 
Left-Wing TVE content covers a broad spectrum of content that is not TVE related per se. 

This can be contrasted with Right-Wing and International TVE content, which receives more attention 
from policymakers and the media, thus incentivising social media platforms to create policies to 
moderate this type of content more readily. 

Overall, one conclusion may be that the public attent ion to certain types of TVE content, often related 
to current events, plays a large role in what content gets moderated on platforms. If this is true, one 
could argue that this is an insufficient way of moderating TVE-related social media content. The 
platforms could certainly do more to be more consistent in their moderation practices (see also Task 
3). 

4.4.5 Borderline Content 
When we look across the entire dataset, Borderline content appears to be amplified the most over 
time out of all the TVE-related content types that we've studied, even though Borderline content has 
the lowest amount of initial amplification. 

Zooming in on different dimensions, such as platform, language, or TVE type, this trend is less 
pronounced. For example, Borderline content does not appear to be significantly amplified over time 
on any platform except for lnstagram and Twitter. French is the only language where Borderline 
content was significantly amplified over time. Borderline content, potentially leading to terrorist and 
Violent Right-Wing Extremism, was not significantly amplified over time. 

Platforms act similarly when removing searched or recommended Borderline content from their 
platforms. TikTok removed more searched content than You Tube and Twitter but did not remove any 
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recommended Borderline content. Borderline content in the Arabic language is removed more often 
during Search than other platforms, but none of the values for Evaluation are significant 

Borderline content potentially leading to Violent Left-Wing Extremism is removed less often during 
Search than other TVE Types. None of the values for Evaluation are significant. These findings are 
similar to other TVE-related content, which seems to show that the policies of the platforms do not 
place special focus on Borderline content. 
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4.S Task S - Assessing the Risk of Radicalisatlon due to Algorithmic Amplification 

Assess the level of risk of radicalisation to violent extremist ideologies and terrorism 
linked to the voluntary or involuntary automated dissemination of terrorist and violent 
extremist content through the use of machine learning-based algorithms or less 
sophisticated techniques. 

45.1 Introduction 
We employed various methods to analyse the data from the experiment and build models to predict 
whether a given social media platform user's demographics and behaviour could relate to TVE 
content amplification. In this section, we explain our process of analysis, and key results and briefly 
conclude with some final insights and recommendations. 

Before proceeding, we note that machine learning processes are by nature exploratory (e.g., from 
selecting an appropriate way to organise the data, to setting up prediction problems and of course, 
to the selection of methods to use and the final analyses). Given the complexity of the data - and 
the problem - there was, naturally, significant exploration along the "machine learning pipeline" (from 
data structuring to final insights). We only discuss the processes, methods and results we found to 
be most appropriate. 

While there are consistent observations across the different approaches discussed, each also 
provides some specific insights. Overall, consistently across all approaches outlined below, the results 
indicate that there is some predictability about whether TVE content is presented to users (during the 
Observation phase - see below). 

As described in the previous sections, the experiment was carried out by having real agents 
impersonate generated user personas with different demographics (age, gender, country of origin 
and language), extreme political orientations (Violent Right-Wing Extremism, Violent Left-Wing 
Extremism, or apolitical/international extremism), and behaviours with TVE content (high interaction 
or low interaction). Over the course of three separate sessions (Search Stages 1, 2, and 3), users 
logged in and directly searched for and engaged with TVE content (the Interaction Phase) and, on a 
separate occasion, would log in again to observe the resulting content presented/recommended to 
them by a platform (the Observation Phase). The TVE content discovered in either phase was recorded 
(such as date, description, URL, etc.), its relation to TVE was rated by multiple experts (Borderline, 
promoting, or relating to TVE), and its popularity noted (account followers and the comments, likes, 
and shares for a given post). The raw data was organised into rows, with each row representing a 
particular post that was either found during the interaction or recommended during observation by 
a given persona on a given platform during a given session/login. 

We study the effects that demographics, deliberate TVE searches, and the temporal aspect of doing 
so over mult iple instances have on the platform algorithm's tendency to amplify such content. The 
process outlined below involves a preliminary exploratory analysis of the data using statistical 
descriptions and clustering by recorded content posts, followed by predictive modelling for TVE 
presence by session (login} for the Observation sessions - while using data also from the interaction 
sessions. Of course, if there is no (or weak) "signal" in the data, for example, for some platforms, one 
cannot make inferences reliably. Overall, the data did prove to be challenging to analyse. 
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Datu Prti/JGtcstion 

Data Cleaning 
The data from the experiment's implementation contained very few instances of missing data. For 
example, only 54 (0.76%} out of 7074 rows (selected content posts across all sessions) used for the 
analysis contained discrepancies that rendered them unusable. This small fraction allowed us to 
directly remove those observations without hindering the quality of the analysis. Different features 
included in the data set were useful for different sections of this report, but overall the f ea tu res kept 
for the analysis were the aforementioned demographic, behavioural and political data on the 
personas and the popularity and TVE ratings of the content they either found (Interaction phase) or 
were presented/recommended (Observation phase). 

Encoding 
Encoding is a process of converting data from one format to another. For example, it is used to 
convert categorical data (like gender or country) into numerical data so that it can be used in 
statistical models. There are many different types of encoding techniques, but two of the most 
common ones are ordinal encoding and one-hot encoding. 

• Ordinal encoding is a method of encoding categorical data where each category is assigned 
a unique numerical value. This encoding is especially useful for including information about 
the relative significance or order of categories with respect to each other. 

• One-hot encoding is a method of encoding categorical data where each category is 
represented by a binary column in the dataset For example, if we use the Gender feature, 
'male' could be labelled as {0,1} while 'female' as {1,0}. This technique is useful when there 
is no natural order or hierarchy among the categories, and each category is equally important 

The appropriate encoding method to use depends on the type of data. As we progressed through the 
analysis, we used different forms of encoding depending on the method implemented, which is 
mentioned in its relative section below. 

45.2 Analysis of Content Posts 

.Stat.istfco/ l)e.sr..r~r:;tfon 
We first performed exploratory analyses to determine the significance of each data feature collected 
and get an overview of each platform's frequency of TVE content dissemination. Once we have an 
overview description of the data, we can move to more complex analyses. 

We start with statistics, also considering the temporal nature of the three cumulative search stages. 
We f irst map the occurrence of TVE-scoring content (Borderlines, Promotes, and Relates to TVE) 
based on the given Search Stage, Platform, and Interaction Level during the Observation Phase, 
meaning the content that was recommended to the persona after a period of engagement (Figure 
4.5.2a). 

This initial analysis indicates the following observations: 
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• There is overall (but different across platforms) a higher rate of TVE in the final third 
observation stage than the first two stages. 

• There is a significant difference in the observed TVE content for Low-Interaction personas 
versus High-Interaction, but less so for YouTube. 
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~~1 TikTok appears to have overall very low TVE content, regardless of one's Interaction Level, 
with almost no instances of TVE content being present in the Observation Phase. 

Finally, we also noted from the coefficients of all three TVE score categories that Relates to TVE was 
an appropriate category that encapsulates the average score of Borderlines and Promotes TVE. We, 
therefore, focus on that metric. 
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To further explore potential relationships, we plotted two versions of groupings of our significant 
demographic features and the TVE score. These features' importance is shown below (Figure 4.52b; 
Figure 4.5.2c). 

L I :,,,.,..., ~ ..... ,,... . .. _ ..... (" 

Fjgure 4,5.2b .. Prevo!ence of r&ioted TVE across ploUOnns, grouped bv level o_{persona:5 jnteroction p&r :seorch stage 
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The results of these graphs display similar observations as the first statistical description (Figure 
4.5.2a), with TVE presence generally increasing as the sessions accumulate. Twitter seems to cater 
most to recommending Right-Wing users TVE content while (again) TikTok has little to no instances 
of TVE content Three observations can be made about the different platforms: 

• YouTube's TVE content does not depend as much on one's interaction level, as above, or 
political orientation. 

• As above, TikTok has overall little TVE, and while it displays relat ively (across stages) more 
TVE content in the init ial stage for High Interaction level personas and Left-Wing orientations, 
this is quickly hindered in subsequent phases. This could be indicative of a more robust 
internal system against TVE content amplification - but given the limited volume one cannot 
reliably make inferences about how the algorithms may work. 

• lnstagram and Facebook data are in agreement with the possibility that the platforms may 
have curtailing mechanisms against Right-Wing and International TVE content, but Violent 
Left-Wing Extremist users appear to "succeed» in gradually being presented with an 
increasing amount of TVE content over time. 

We take this exploratory analysis further by implementing a machine learning methodology, 
clustering, to look for more patterns that may exist within the data of each platform based on the 
content posts recommended to a given persona. 

Clustering by content f:Jost::_; 
K-means clustering is a type of unsupervised (meaning the computer is not given labelled data and 
must find any hidden patterns on its own} machine learning algorithm that is used to group similar 
data points into 'clusters'. The goal of k-means clustering is to partition a dataset into 'k' number of 
clusters. The algorithm works by randomly selecting points from the dataset as the initial cluster 
centres, then assigning all other data points to the nearest centroid based on its distance, and then 
iterating multiple times until conversion to clusters. We used ordinal encoding for this method and 
performed some feature engineering as described below to create the clusters of each individual 
social media platform by the content posts discovered during the Observation Phase of the study. 

f r;:,aturn en9ineerin9 
As data collected is not always immediately obvious as to its relevance to an analysis' goals, some 
features can be "engineered" out of the raw data. We employed feature engineering in four instances 
to make certain variables more relevant to the problem of finding commonalities between the 
personas' demographics and the TVE-scored content recommended to them: 
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1) The ages of personas were categorised by age groups (Young Adults s; 31, Middle Aged 32 -
51, and Older Adult > 51). The purpose here was to gauge if any age-related significance 
could offer generational insight into the issue. 

2) The personas' political leanings were combined with their levels of interaction with TVE 
content as risk for radicalisotion (for example, a high-interaction, Right-Wing persona would 
be "High Risk Right-Wingn). The rationale for this feature was to see if a platform's efforts 
were all-encompassing of TVE or biassed towards a particular group(s). 

3) We combined the four data points on a reported piece of content's level of user engagement 
as a popularity as the weighted sum of averages of likes (40%), comments (30%), shares 
(20%), and followers (10%) (P = r Likes"'0.4 + r Comments*0.3 + r Shares*0.2 + r 
Followers*O.l). Recommender algorithms not only take the user's engagement but also 
amplify more popular content, and we weighted the variables based on the likelihood of each 
interaction for the average user (i.e. people are more likely to like a post they see on their 
feed than share it). As clustering methods are sensitive when many features (dimensions) 
are used, creating this composite "score" helped reduce the data dimensionality. 

4) Finally, we made a feature for a content's proximity to TVE by summing together the scores 
of its Relates to, Promotes, and Borderlines TVE. These three scores are the averages 
between each expert's individual rating for the content. The purpose here was to analyse 
these scores separately, as well as whether they had more significance when combined. 

For this analysis, we structured the data as follows: we divided the data by each of the five platforms 
and looked at that of the Observation Phase and using eight features with -715 rows per platform, 
each representing a posted piece of content that was recorded. The features included were the four 
engineered f ea tu res (Age Group, Risk for Radicalisation, Popularity, and Proximity to TVE) as well as 
the persona's language, country, gender, and search stage. As clustering is known to be harder when 
the number of features is large, we limited the data only to the features above. We used the WCSS 
method outlined below to figure out the number of clusters naturally occurring within the data and 
then proceeded to use the "kmeans· R sof tware package to produce the k-means clustering models 
for each individual social media platform. 

We used the "within-cluster sum of squares" (WCSS) of the data as a method to determine how many 
natural clusters exist and found that number to be 4 for all five social media platforms. This means 
that the data points in each cluster are more like each other than they are to the data points in other 
clusters. 

The centres, or means, for each data feature, give us insights into what exactly is the commonality 
between the data of a cluster. Each platform had one cluster of data points with the greatest 
frequency of high-scoring TVE content. It is also important to note that the clusters themselves had 
a very high rate of overlap between them, which indicates that while we can take away some insights, 
clustering is not comprehensive enough to make any substantial conclusions. That said, while all five 
platforms performed similarly, there are some noticeable variables that stood out between the 
clusters: 
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2) YouTube was an outlier platform whose four clusters all leaned toward higher TVE-scoring 
content regardless of the other attributes of the clusters. Clustering of posts may not be an 
appropriate method for this platform/data. 

3) For the other platforms, the average Risk of Radicalisation for a persona was higher for those 
who had a High Level of interaction with TVE content and a Left-Wing political orientation, 
with a skew toward the Low-Interaction/ International Risk category. 

4) Twitter had the highest rate of TVE content for High-Interaction/ Right-Wing users. 
5) TikTok had (again) the lowest, almost no, instances of TVE content. 

Finally, TVE content was - perhaps not surprisingly - unpopular. 

Note that the results are consistent with the previous section. Some additional insights from this 
analysis are that Search Stage, Political Identity, Interaction Level. and Platform appeared to be 
relevant for TVE presence. 

4.5.3 Predictive Analyses of Sessions 
To see if the demographics (including political and interactive behaviours) of a persona are predictive 
features of the likelihood t heir "efforts" (during the Interaction phases) to view TVE content on a 
platform will be "rewarded" with more TVE recommendations is to look at these features as 
independent variables (the inputs, or 'X') and the TVE scores of content discovered during the 
Observation Phase as dependent variables (the outputs, or 'Y'). This means that the problem can be 
formulated as one of prediction or analysing the relationship between a dependent Y variable and 1 
or more X variables. 

For this phase of analysis, we ran different predictive machine learning methods analysing the 
different sessions (not individual posts) of the experiment. This is important because recommender 
algorithms learn by taking what the user engages with every time they use the platform to curate 
more accurate recommendations that fit the user's interests. As the personas search for TVE content 
on three different occasions (Interaction Phases) and intermittently log in to view recommended 
content (Observation Phases), our models below will try to predict the effect of persona 
demographics and cumulative login sessions on the TVE scores of recommended content in the 
Observation sessions. 

For accurate prediction, it is necessary to do processing of the data to weigh the features or 
determine which features are the most significant in affecting the outcome (the TVE score). We 
employ various methods to do this, with the goal of being able to use these weighted features to 
accurately predict future instances of TVE recommendation on a platform with machine learning 
algorithms. We completed two types of prediction problems: regression- where we use features 
from the Interaction Phase sessions to predict the amount of TVE content in the Observation Phase 
sessions-and classification-where instead we predict whether an Observation Phase stage session 
has TVE content or not. 

f>r'f2dfctfng th0 Arrsount qf TVE Content 
The five regression methods used- linear regression, support vector regression, random forest, 
decision tree and gradient boosting- are supervised learning models, meaning that they use both the 
input as well as see the output (in our case, the TVE scores) data to formulate predictive algorithms 
then. One-hot encoding was used for these methods. Although each method has its unique strengths 
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and weaknesses, they all share the goal of making accurate predictions and modelling relationships 
between variables. In particular: 

• Linear and support vector machine (SVM) regression are two approaches to fitting a line that 
best describes the relationship between predictive and target variables. For example, we can 
use linear regression to find the line that best describes the relationship between a user's 
age and gender and the TVE-related content they are recommended. With that line, we can 
make future predictions of a TVE score based on a given age and gender. 

• Decision tree is a way to make predictions by creating a tree- like model of decisions and 
their possible outcomes. At each separation of the tree, a decision is made based on a unique 
feature, and each branch represents a possible outcome based on the feature chosen. In this 
experiment, a decision tree is also useful because it can handle our categorical demographic 
features. 

• Random forest is a way to make predictions by creating many decision trees and then 
combining their predictions. Each decision tree is created by randomly selecting a subset of 
the features and a subset of the data points. 

• Gradient boosting is a machine learning technique that combines multiple decision trees to 
make accurate predictions about future events. It works by iteratively adding new trees to 
the model, with each new tree focusing on the examples that the previous trees got wrong. 
This approach allows the algorithm to learn from its mistakes and improve its accuracy 
across training iterations. 

We first tested these methods by trying out two different groupings of the variables; one group 
testing all demographic X variables, like for the k-means clustering, and the other using only the 
features that were the most significant from the clustering. 

After encoding the data, we fit it to a given model mentioned above and test for its predictive 
accuracy by looking at the R-squared value. R-squared is a measure of how well a regression model 
fits the data. Higher values indicate a better fit. It is calculated as the ratio of the explained variance 
to the total variance (which is the variability of a set of data points around its average value). It is 
useful for comparing different regression models. 

We grouped the X variables only by four features (search stage, political leaning, interaction level 
and platform), with the Y variable being related to the TVE score, which was representative of the 
averages of the other two types of TVE scores. Each method was performed on each platform. The 
result ing R-squared values are outlined below (Table 4.5.3a). 

J'abte 4.5,30 •• ,"t··squared values cf regression rnethods 

Decision tree 
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We further explored which features and values had a positive or negative impact on the TVE score 
(Figure 4.5.3a). The results confirm earlier analyses that suggested High Interaction and lat ter 
observation stages played the largest role in high-scoring TVE predictability (Figure 4.5.3b). The 
negative coefficients for 'platform Facebook' and 'platform TikTok' suggest that these platforms are 
associated with a decrease in the value of 'num_related_ TVE', which means, on average, TikTok and 
Facebook platforms have fewer related TVE content compared to the other platform types. 

Linear Regression Coefficients 
....... ............ ........... .. .......... ·····:· ··· ....... . 

Figure 4.5,3b - V./eights oJ dbi'f erent features us~d for linear regression 

Both linear regression and random forest performed the best with R-squared values that hint that 
there may be some degree of a relationship between the four input variables and predicting TVE 
score of recommended content across the five platforms. However, predicting the TVE score of a 
login session during t he Observation phase proved challenging - as the relatively low R-squared 
values also indicate. We therefore focused our analyses more on classifying whether an Observation 
Phase session/login had any TVE, hence on formulating and studying the relevant classification 
prediction problem, as discussed next 

I;Jf"l!dicting the Prt?.St:·nr.P oj; T\JE' (i1ntr.1n t 
As for the regression analysis above, we used a sample of 1534 observation phase sessions, where 
a session is an instance of a persona browsing on a particular platform during one of the three 
interaction or observation stages. We only kept interaction sessions that were eventually followed by 
an observation session - and of course, observation sessions that had some interaction sessions 
before. As mentioned above, we assess each platform separately since we expect their algorithms 
to behave differently. We skipped analysis on TikTok since, as noted above, we found that this 
platform does not have a measurable increase in suggested TVE content in response to user searches 
(Figure 4.5.2a). 

40 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT_HJC_006839 
751



For the classification data sample. most of the data points correspond to sessions without TVE 
content (only 253 sessions out of 1534 have some kind of TVE-scoring content). Since a binary 
classification algorithm can achieve high accuracy by just making a constant prediction on this data, 
we needed to address the unbalanced distribution of TVE vs non-TVE sessions. We balanced the data 
by randomly up-sampling (creating synthetic copies) of the TVE content 

We trained several classifiers to predict whether an observation phase session contained any TVE 
content based on information from preceding interaction phase sessions that are related to the target 
observation session. We used a combination of categorical (e.g., persona country, political affiliation, 
gender) and numeric features (persona age, number of related, promoting, or Borderline TVE posts) 
from the earlier interaction phase sessions for the prediction of TVE presence in the subsequent 
observation phase session. We randomly split the data for each platform into a training (80%) and 
test (20%) set and applied ordinal encoding to the categorical features. This procedure is repeated 
10 times; here, we report the results for a typical round. We implemented the classification methods 
using the Scikit- learn python package for machine learning and found that gradient-boosting tree­
based methods had the best performance in all cases. 

Table 4.5.3b ... Pra1lction accuracy (41tt> correct closs~/ied ... l being 100~}).for ch .. 1ssification 

"Random brest 0,807 0.925 0.925 0.922 

Using the gradient boosting method - which was, as noted above, the most accurate - we also 
determined for each of the platforms which data features were the most important for prediction of 
TVE presence in the observation phase sessions (Figure 4.5.30). The results indicate that largely 
consistent with the previous sections: 

• The relevance of each feature regarding TVE content presence predictability varies by 
platform; 

• High interaction in the Interaction Phase was predictive of the presence of TVE in the 
Observation phase for all platforms except for YouTube. 

• Age was an important factor for all four platforms. 

• Country, language and gender were also among the predictive factors, but as noted above, 
not similarly across platforms. 

4.5,4 Discussion 
First. we note that - perhaps not surprisingly - most of the content that was rated to be related to, 
promoting was almost entirely unpopular (meaning few likes, comments, shares, and followers). This 
may be simply because few people follow such content, or potentially the result of (recommender) 
algorithms effectively •supressing" this content - either scenario ls possible. Given t his, the popularity 
of content was not considered further in the final analyses discussed above. However, platforms do 
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not seem to fully suppress the exposure of users to such content when or after they come onto the 
platform, wilfully seeking it out. 

Second, there are several consistent across-methods insights. First, TVE overall increased after the 
second Observation Phase, which may be due to algorithms. Second, there are differences across 
platforms. For example, TikTok had very low TVE content overall. Third, the presence of TVE in the 
Observation stages was predictable based on several features, both persona characteristics and -
perhaps most important - the level of interactivity during the Interaction stages. 

Finally, moving on to potential recommendations for social media companies, the result s indicate 
that it may be important for platforms to look for the f ea tu res that are most driving the probability 
for their users to be exposed to TVE content On lnstagram and YouTube, for example, those factors 
may be Age Group and Risk of Radicalisation. Companies can consider these factors as a starting 
point to address the issue of TVE content online. 
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The5eJ1gvres sho~v the results cJ feature lrnportance ona!tses on ear.Jt p1atfor;n to 5'r?.e wh:ch var:vbles had the greot-est 
irrspoct on t.l1e accuracy- qf the models that predict t.he presence of JVE in l'he Observation Phase sessh,ns. 
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4.6.l Guidance on Content Moderation Ma!n Insights 
The report outlines two different types of models that influence online users and the content with 
which they interact: content flagging models and content recommender models. Based on the study, 
it appeared that the content flagging models used by platforms were lacking compared to the content 
recommender models. Even if the recommender systems were reasonably adequate at preventing 
the most severe TYE content from being shown to users in their feeds, the question remains as to 
why the TVE content is surf aceable on the platform to begin with. Significantly, the platforms 
removed less than 100/o of the content we marked as TYE-related, which indicates that the platforms 
need to improve their content flagging systems and policies. 

4.6.2 Systems 
TYE content moderation is unique to Trust & Safety efforts and platform specific. Companies 
operating online platforms have developed a variety of systems that aid in efforts to detect, remove, 
and punish content that violates a platform's Terms of Service and Community Guidelines. The 
systems that platforms rely on can be roughly distributed on two axes. manual-automated and 
proactive-reactive. Coupled together, there are four system-based approaches to content 
moderation: Proactive Manual, Reactive Manual, Proactive Automated, and Reactive Automated. 

fvfanuai Svsterns 
Manual systems require human intervention to identify and review potentially troubling material. 
Manual systems may rely on users to identify and report content, internal teams of employees who 
develop keywords or simple heuristics to identify and prioritise what content should be reviewed, and 
outsourced content moderators to review content 

Manual systems can be proactive or reactive in design. The key factor that distinguishes proactive 
manual systems from reactive manual systems is the extent to which review processes rely on user 
reporting (also known as "flagging" or "flags"). Proactive manual systems are not dependent upon 
users to find content for review. Instead, proactive manual systems rely on keyword searches of 
terms curated by company staff to find content related to targeted issues on a platform, for example, 
the use of a particular racial slur. 

Reliant upon User Flagging? 

Proactive Manual Systems No 

Reactive Manual Systems Yes 

As mentioned earlier, while not all manual systems prioritise the need for user flagging, they all 
require some degree of human intervention in the identification and review steps of Trust & Safety 
work. 
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T<.";b!e 4.6.2b •• Proar:t!irt:: vs Reactive f.Jfani.ii..JI Systetns 

Proactive­
Manual 
Systems 

R.e·actlve 
Manual 
ystems . 

Design keyword-based lists 
for scrubs and sweeps 

Establish simple rules. or 
heuristics, to send flagged 
ontent to moderators 

. Proactive fvtonual Systerns 

Review content identified Not a primary component of 
from keyword-based lists to proactive manual systems 
enact a range of options (e g., 
removal. age-restriction, 
suppressing discoverability, 
issuing penalties) 

Review content surfaced from Critical component of reactive 
employees' rules to so1t manual systems 
through user flags 

For Proactive Manual Systems, company employees and contractors do not wait for users to find and 
flag content for review. Instead, ostensibly violative content can be surfaced through proactive 
manual searches (commonly referred to as ·scrubs" or "sweeps"), which can be challenging, time­
intensive, and ineffective in their reach. For example, proactive manual systems depend most 
frequently on the use of "keyword" matches where employees (or external entities, such as 3rd-party 
services entrusted by company staff) create and repeatedly modify lists of terms that are most 
troubling for a platform's staff. 

The keywords used at any given time are shaped by a multitude off actors, including, but not limited 
to. the virality of content, proactive risk mitigation efforts (e.g., leading up to the anniversary of a 
known violent attack), and confirmed words, slogans. or phrases that are employed by particular TVE 
actors. In the event a staff member is concerned about, say, the anniversary of a violent attack, the 
employee may proactively pull content using keywords related to this event From there, staff can 
review the material in question or send it to content moderators contracted by many platforms to 
conduct the majority of the moderation work. These keyword lists can be permanent (e.g., racial slurs, 
names of sanctioned individuals), curated for particular policy areas, or modified at time intervals 
most desirable for a platform's employees to add or remove terms. Keyword lists can also be used 
to automatically remove content that has a match with a term. 

Keywords are not the only method of proactive manual systems. although they are quite popular due 
to the low level of sophistication necessary, high speed of deployment, and explainability. Less 
commonly, platforms may also choose to proactively place any content uploaded or created by its 
users under review or may even choose to place all newly created accounts under review as well. 
Proactive review, in this instance, aims to empower company staff and their outside moderation 
teams to more aggressively filter problematic, illegal, or undesirable material before users can 
discover and consume such content It is important to note that there is no general monitoring 
obligation dictating the use of such systems. 

F?eactfve Manual Sy.sterns 
A reactive manual system is the traditional model of content moderation which leverages the wisdom 
and scope of crowds to surface bad content: user-reported content is sent for review by a company's 
staff or its outside moderators. There are several types of user flagging utilised in reactive manual 
systems. 
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In-Product Flagging 
In-product flagging is almost universally applied across social media platforms. This feature enables 
users to submit complaints of content or users for review or incorporation into rules-based systems. 
(For example, a rule could be set that anything flagged by a user for being TVE content can be given 
higher priority by content moderators or automatically removed.) 

Not all flags necessitate review by company employees or moderators. Platforms like Reddit rely on 
community-based flagging to "upvote" or "downvote" comments that other users make on Reddit 
forums. These vot ing choices are used as signals: for other users. "upvotes" and "downvotes" can 
signify the quality of a post; for moderators (volunteer ones or company employees and moderators), 
these community-based votes can help in conducting a review process of a user, post, or forum. 

Super User Flagging 
Although all users may have the opportunity to flag content, the downside is that the quality of 
flagged content can be highly variable; many users do not necessarily select the appropriate flagging 
reason or flag content that they simply do not want to see. Other users, however, can be highly 
accurate in the content they flag and/or are highly active participants on a platform. In these 
instances, platforms may seek to incentivise this subset of users to report content by categorising 
them to be "moderators: "trusted flaggers," or "super users." By differentiating the types of users, 
platforms can prioritise flags from super users over flags from the broader user base. 

U~,f:'t·Reputation Based 
This category is one that is in flux and is poorly discussed externally by platforms. Some companies 
incorporate user scores or trust scores to identify higher-risk users. Alternatively, users that have 
strong performance in identifying and reporting troubling content, irrespective of the level of activity 
they have on a given platform. can be seen as deserving a higher reputation than others. In this 
category, users who more regularly engage with a plat form, or engage in ways that are less 
anonymous, may be given more features or tools, for example, prioritised flagging (see above). 
blocking privileges, etc. The key difference between "super user flagging" and "user-reputation based" 
is that the former is generally a determination made by company staff or law or regulation {e.g., the 
Digital Services Act), and the latter is a holistic determination of a user's profile and general activity 
on the platform, not just the quality of the user's flags. 
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figure 4.6.2a - Reactive i/Jonuaf Systems 

lhis chart shows the several types of User Flagging used in Rea;;Uve Manual Systems 

It is rare, however, for companies to send al( flagged content for human review. Content might be 
flagged by users at rates or volumes that are cost-prohibitive for a company to review each one. 
Furthermore, flagged content also carries the risk of being imprecise; a user's personal determination 
that content is "spam" may not meet a company's own definit ion of this material. 

Flagged content is often t riaged through the use of rules, or heuristics, that company employees 
develop. These rules might prioritise or expedite human review of content flagged for more egregious 
policy violations (such as TVE content or child safety) over others, or for flagged content in some 
languages over others, depending on the linguistic skills of a reviewer workforce. Alternatively, a 
piece of content that has received many user flags may also be sent for review more urgently than 
content with only one or a handful of complaints. The range of rules at the disposal of a company is 
extensive, and a full inventory of the factors companies can use to develop rules is neither feasible 
due to a lack of transparency nor within the scope of this report. 

Reviewers are able to subsequently examine the content and ut ilise a range of actions, from 
approving the material. age-restricting the content, recommending that the content should not be 
monetised, removing the content from a platform's recommendation system, or removing the 
content entirely 

Discrete pieces of content are not the only items reviewed manually. User accounts, groups, or other 
ent ities on a platform can be reviewed by moderators as well. 
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Companies often tout dizzying numbers of removals, from millions to billions of pieces of content 
To conduct this scale of content moderation, companies must rely on automated systems. Automated 
systems enable companies to identify content more aggressively and on much larger scales than 
manual approaches. 

While manual systems emphasise the need for human intervention to identify and review potent ially 
troubling material, automated systems are focused on the design, deployment, and maintenance of 
machine learning (ML) models. The ML aids are primarily categorised through supervised and 
unsupervised ML models. 

Supervised ML 
Companies create detection algorithms for a range of content, from TVE content to child safety to 
illegal goods. These algorithms are 'trained" using the corpus of content that has already been 
reviewed by company staff, its content moderators, or through automated measures (e.g., auto­
removals). Supervised ML models are "supervised" because this training data is labelled through 
taxonomies developed by company staff to better refine the types to be detected by the ML model. 
Supervised ML models require significant human involvement in labelling the training data 
accurately. Human reviewers carefully categorise content based on established guidelines, ensuring 
the model's ability to distinguish between benign and extremist content 

For example, a company creating an algorithm to detect TVE content may engage in a labelling 
exercise in its historical corpus of removed TVE content to differentiate between particular actors, 
types of threats, or any number of desired markers that its staff sees fit The more granular the 
labels, the better the algorithm can differentiate the types of content that warrant review and the 
types that can be automatically rejected. 

Two advantages to supervised ML models are their precision and interpretability. Supervised models 
can be highly precise depending on the availability, depth, rigour, and accuracy of the labelled training 
data. Since these models are t rained on data that are labelled based on a taxonomy and classification 
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system, then model behaviours and outcomes can be interpreted by companies or outside bodies. At 
the same time, the models are limited in terms of the quant ity of data and the rigour of the labelling 
process. The labelling process requires human raters and can be quite expensive and even open to 
bias. Also, to be able to respond to new terrorist actors or TVE trends, supervised ML models might 
be slow to respond and requi re significant retraining and data relabelling. 

Unsupervised f1,i L 
Unsupervised ML models do not use labelled training data Instead, these models work by extracting 
patterns from unlabelled data, such as finding patterns through sets of images or text. Unsupervised 
ML models can also rely on techniques such as clustering to identify suspicious clusters that deviate 
from patterns the models find. 

Unsupervised ML systems excel in their scalabilit y and adaptability. Because there is no need to pre­
label training data, these systems can handle more and new types of data without teams of raters 
to work through the training corpus. Additionally, because unsupervised ML systems operate by 
finding their own patterns from data, they can identify emerging variations in TVE content without 
prior knowledge or labelled data. 
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Tools underpin the development and success of the systems discussed above. Internal tooling allows 
a company to develop, say, a rules-based automated system or to develop the range of manual 
review queues on which manual systems rely. The details of internal tooling for any specific company 
are considered proprietary and confidential information, which makes assessment difficult. 

External tools such as the ones developed by the Global Internet Forum to Combat Terrorism (GIFCT) 
are easier to assess. The GIFCT maintains a database of hashes -- essentially, digital fingerprints -­
of known terrorist content, which enables member companies to both contribute violations discovered 
on their respect ive platforms and run the hashes in the database against their own corpora. GIFCT's 
database has historically focused on TVE content belonging to. related to, or produced by 1515 and 
al-Qaeda, and their affiliates. Because the contents of the database have been narrowly defined, the 
database offers high quality when analysed through the prisms of precision, recall, and consistency. 
1515 and al- Qaeda have been closely tracked by subject matter experts and the organisations have 
clear markers of the content they produce, whether through iconography, media arms, or other 
indicators. 

The GIFCT taxonomy has expanded recently to better address other forms of TVE content The 
organisat ion's inclusion parameters now require that all hashes must be associated with one of the 
following: 1) the United Nations Security Council's Consolidated Sanctions list; 2) content that 
triggers the GIFCT's incident response protocol; and 3) content that is aligned with "behavioural 
inclusion parameters." As a result of the expansion, social media platforms can now share hashed 
content belonging to violent Right-Wing Extremist entities as long as the third prong of the GIFCT's 
taxonomy- behavioural inclusion parameters- are met. These parameters are: 1) The organisation 
cannot be a governmental entity; 2) There must be a violent extremist identifier (e.g., logo, code, 
iconography) to indicate affiliation with an organisation, group, movement, or ideology; 3) The 
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organisations must have a core hate-based ideology; and 4) The organisation must advocate for 
violence. 

The GIFCT tool is also quite scalable and relatively low-cost. Because hashes are a cheap method, 
companies can easily share content through the API that provides connectivity to the GIFCT hash 
database. 

Tech Against Terrorism (TAT) is another organisation working to combat online TVE content. TAT 
works independently and in tandem with GIFCT. Companies can choose to be members of both 
organisations, but in order to become a GIFCT member, one of the requi rements is that platforms 
complete a mentorship program with TAT. TAT maintains its own knowledge platform for members 
and also offers bespoke product solutions for platforms that resemble third-party services, which 
are discussed in the following section. 

Companies that are members of GIFCT or TAT are afforded immense discretion to choose how much 
they use these features, if at all. A company can use the GIFCT database, for example, only to pull 
hashes, only to contribute hashes or both. If a company uses the database to find similar material 
on their own platforms, the company has the capability to choose whether "hits" from the hash­
sharing database will lead to automatic removal, normal review, or expedited review. 

A smaller, more resource-constrained social media platform may use the GIFCT database to simply 
automatically block content it finds on its platform that matches a hash in the GIFCT database. In 
fact, the GIFCT database is particularly powerful for smaller platforms that may not have the 
f inancial or technical resources to build out a content abuse effort in the company's early stages. 

4.6.4 Third-party Services 
Third-party {3P) companies have become an integral part of content moderation over the past 
decade. These companies and the services they off er can aid the largest and smallest platforms 
a.like, from the development of detection algorithms to outsourced moderation teams to bespoke 
policy guidance and threat analysis. Unlike in-house solutions, where the cost of dealing with global 
abuse problems must be borne exclusively by a single company, 3P solutions allow the amortisation 
of technology costs, resulting in higher Return On Investment for pervasive abuse problems like TVE. 
Additionally, given the cross-platform nature of many abuse types, including TVE, complementary 
signals collected from many platforms result in a higher absolute performance than any one platform 
could achieve on its own. On the other hand, narrow yet impactful platform-specific abuse problems 
(such as gaming a particular bespoke feature) do not benefit from either of these advantages and 
are likely best handled in-house. 

While there are many 3P providers in the Trust & Safety space, the services generally fall within the 
following categories: 
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dark web to detect trends and specific coordinated threats that company staff should be 
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community guidelines. They do this with experience (e.g., former government or military 
experts identifying TVE content based on specialised knowledge) and/or off-platform signals 
(e.g., relat ionships with known bad actors or forums, etc). 

• Content/ User Filters: Some 3P services provide filtering software that can block certain 
types of images, text, or video when provided access to a stream of content or user data. 
These filters generally work on an abuse topic basis (e.g.,TVE, Spam, Hate Speech, etc), but 
some can also be generalised models. Some platforms may off er high quality yet narrow 
offerings, others offer 360 solutions with lower precision/recall. 

• Trust & Safety Platforms: Some 3P companies provide an entire content moderation 
platform, providing companies an alternative to building internal tools and systems. These 
platforms can be tailored to create review queues, establish rules-based detection and 
enforcement actions, incorporate outside classifiers, and frequently have wellness features. 

This space is rapidly evolving and, with the release of additional regulat ions, is likely to accelerate 
due to converging platform policies, obligatory t ransparency, and the standardisation of Trust and 
Safety requirements. 

4.6.5 Content Moderation Recommendations 
One of the best opportunities to improve TYE content moderation lies in creating more consistency 
in defining TVE across platforms at an example and policy playbook level. This standardisation will 
facilitate greater sharing of TVE or Borderline content in the social media ecosystem. Greater 
alignment also carries immense benefits in cost-savings to platforms as more consistent policies will 
ultimately aid 3P tools and services to meet the needs of multiple platforms simultaneously at a 
lower cost 

Platforms should leverage manual and automated systems that minimise the amount of content 
sent for human review by automating high-confidence TVE content. This can be done by leveraging 
external high-precision tools, such as the GIFCT hash-sharing database, and special flaggers, such 
as Trusted Flagger programs with NGOs or government agencies, due to the relatively low cost and 
time investment required to integrate these particular high-precision external TYE-fighting methods. 
Furthermore, platforms should rely on supervised ML systems that are trained on high-quality data 
from known violative samples to both scan on content upload (proactive automated systems) and 
after user flagging (reactive automated systems) as well. 

To more effectively address TYE content that implicates and spreads across multiple platforms, 
companies should seek greater opportunities to work with, and consult the services of, 3P service 
providers. These partners can provide platforms with the opportunity to minimise the number of 
raters or in-house employees needed to develop systems or review content In addition to cost 
savings, 3P service providers amortise R&D across many companies for industry-wide challenges. 
Given TVE's ever-changing nature-in terms of both threat actors and shifting government priorities­
and the broader social media ecosystem where this content circulates, 3P service providers maintain 
a unique vantage point compared to any one platform focused on the confines of their own services. 
When working with these 3P service providers, however, the platforms should exercise caution to 
identify 3P service providers that understand the potential biases, limitations, and risks that arise 
with outsourced detection algorithms and Trust & Safety processes and have the knowledge and 
experience to mitigate these risks. Another additional advantage of 3P service providers is their 
independence, which removes any perception of bias or internal conflict of interest that a platform 
may have. 
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5 Condusions and Recommendations 
In this study, it has been established that all platforms are amplifying TVE content, as well as 
Borderline content through their established personalisation algorithms and recommender systems. 
It has also been demonstrated by platforms like TikTok that this amplification can be significantly 
less pronounced, despite having similar levels of TVE Findability as other platforms. For this reason, 
more transparency, measurement and knowledge sharing with regard to recommender system 
algorithms affecting TVE content among platforms, potentially facilitated by an independent third 
party, could lay the foundation for positive changes. Th is same level of transparency and 
collaboration can also benefit TVE Findability of harmful content, as demonstrated by YouTube (see 
Figure A.6.11.13). In this context, the provisions of the EU's Digital Services Act related to 
transparency and data access will require platforms to disclose information related to their content 
moderation practices and the functioning of their algorithms, providing key insights. 

Platforms and academics should come together to further analyse the results of this study and 
propose additional mitigation measures to lessen the dissemination of TVE content. This large 
dataset, collected across the 5 social media platforms, 8 languages over a multi-month 
measurement time frame, has the potential to hold many more insights worth analysing, discussing 
and drawing new conclusions. In particular, it is important that academics, policymakers and social 
media platforms engage in earnest dialogue about policy, technical and regulatory implications of 
the findings, and what should be done to decrease the amplification of TVE content on social media. 
Trust Lab would be a keen participant in such efforts. 

The most important recommendation that we are making is that there need to be additional, 
comprehensive and more frequent measurement studies like this one in the future. This study was 
limited in scope due to constrained resources considering the large number of platforms and 
languages to cover. As a result, statistical significance often suffered, and more detailed data deep 
dives to answer important secondary questions about dependencies within the data set could only 
be partially covered. In addition, the study limited the results to aggregate statistics and larger-than­
desired confidence interval bands that didn't allow for an otherwise more differentiated analysis, 
ranking, or trend analysis. 

More frequent measurement would also increase accountability by platforms to make improvements. 
It's not possible to know if social media platforms are reducing the amount of TVE amplification 
without rigorous measurements that assess the impact of platform and regulatory efforts in this 
area. Platforms, in particular, have an opportunity to move the measurement needle by providing the 
necessary data through such means as direct access to their internal systems, which would greatly 
reduce the expense and t ime in collecting outside- in data. A portion of the metrics in this study were 
not statistically significant because of time and budget constraints, amplified by the need to collect 
the data outside- in in a semi-manual fashion to adhere to platforms' terms of service. Also, repeated 
studies have the added benefit of measuring new effects that play into the social media ecosystem. 
For example, generative Artificial Intelligence (Al) is an emerging factor that will impact social media 
in many ways (both positively and negatively). We have also seen significant reductions in resource 
allocation towards platform safety, as well as significant individual governance and policy changes 
(e.g., Twitter) that have no doubt impacted TVE content on social media. 

Differences in the type of TVE content has shown that the platforms are emphasising topics and 
content that media outlets and policymakers consider important. In doing so, platforms overlook or 
neglect certain other areas of interest (such as Left-Wing TVE content or Italian TVE content) and 
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focus most of their efforts on minimising the amount of International and Right-Wing TVE content 
that is being shown to users. Conversely, platforms are more effective when choosing to priorit ise 
certain areas or are pressured to do so by regulators or media. For instance, the amount of 
International TVE content in Arabic language that can be found on platforms is low, and it's more 
often removed than other types of content. 

The scope of this study did not include the assessment of how online amplification of TVE and 
Borderline content on social media platforms contributes to offline radicalisation among users. and 
the public in general. There are studies in this space looking at it from the perspective of the 
influencer rather than the victim28

. Further studies are necessary in the social science field to 
understand how exposure to such content via social media searches and feeds leads to changing of 
views and to radicalisation. 

The authors of this report wish to commend the European Commission and the European Union 
Internet Forum for their leadership in working proactively with partners to stop terrorists from using 
the Internet to radicalise, recruit and incite individuals to violence. Special thanks to the EU 
Directorate-General Migration and Home Affairs for developing this important project. We are 
grateful for the opportunity to work with al! of you and the five social media platforms on this project 
to protect EU citizens online. 

28 Thompson, R. (2011). Radicalization and the Use of Social Media. Journal of Strategic Security, 4(4), 167-
190. http:/fwww. jstqr.org/stablei26463917 
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6 AppencHx 

6.1 Project Team 

table A.6.1 - Project Tearn 1V!ernbers 

Name Profile Domain of Specialisation 
~nna Maria Expert 6+ years with International Organisations and 
CARPANI European Institutions. 
(Fincons) 120+ years in Project management 

rrom Expert !Trust & Safety for internet. organise event and 

SIEGEL ppeech. 

(Trust Lab} Content safety, privacy and security protections 
or most of Google's products including 
Nebsearch, YouTube, Play, Social Products, 
IAds, Payments. Cloud, Gmail and many others 

Ray Expert Director of Trust & Safety at Google for 15 
LIU vears. 

(Trust Lab} ~eading global policy and enforcement teams 
across different products, including Ads, 
~ublisher and Developer products. 

Peter Expert !Trust & Safety Manager at YouTube for 6+ 
DUDIC ivears. 

(Trust Lab) Expert knowledge of social media hate speech 
aw NetzDG and T&S policy verticals. 

Nicholas Expert Data Scientist, experienced in massive data 
MILLER analysis. 
{Trust Lab) Oversees key areas such as methodology, 

tooling, and data across global measurement 
orojects. 
Multi-national corporations' data problems. 

Fabienne Expert Consultant with a focus on human-centred 
MEUER innovation with clients ranging from Fortune 
(Trust Lab) 500 companies to start-ups. 

[7 + years in data and research work. 

Benji Expert Co-founder of Trust lab. 
LONEY 10+ years in Trust and Safety 
(Trust Lab) YouTube, TikTok and Reddit experience. 

Shankar Expert Co-founder of Trust Lab. 
PONNEKANTI Distinguished Engineer with 15+ years of 
{Trust Lab) ~xperience. 
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Task 2, rrrnava 
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Task 1, Off-site 
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rrask 2 
rrask 3 
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Task 3 
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Task 2 Bay Area) 

Task 3 
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ltl.mre Expert Graduate of Harvard Law School and has 5 
METWALLY ~ears of work experience in digital rights, 
(Trust Lab) >reedom of expression, and online safety work. 

Previously responsible for policy and 
~nforcement issues at YouTube related to 
Ioolitical extremism, counterterrorism, and 
graphic violence. 
IAmre has also published extensively on 
~echno!ogy and human rights issues in several 
academic law journals. 

Fara !SLAM Expert Cyber Safety and Research Analyst at Trust 
(Trust Lab) _ab. 

Accelerated Masters of Public Policy Candidate 
~t the University of Virginia with a keen 
interest in cyber ethics and responsible 
technology. Fara interned at TikTok as a Global 
Issue Policy Intern covering Harassment and 
Bullying on the platform, while exposing 
herself to the different verticals such as Violent 
Extremism, Graphic Content, and Integrity and 
lAuthenticity 

Theodoros Expert Chief Innovation Officer. 
EVGENIOU ~5+ years experience in Machine Learning. 
{Tremau) !Professor, INSEAD. 

Ian William Expert Trust & Safety / TVE Data Scientist and Policy 
CHRISTENSEN lAnalyst at Tremau. 

(Tremau) Bachelor thesis in environmental data analysis 
at Columbia University. 

Ra MOUR Expert 6.1 research at Tremau. 
(Tremau) Bachelor in Computation and Cognit ion from 

MIT. 

Xuqin WANG Expert 6.1 researcher at Tremau. 
(Tremau) Phd Student in Computer Vision at TUM. 
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G.2 Keywottfa 

These are the lists of keywords that were used during the Search Phases. These keywords were 
distributed in English and localised by native speakers for market appropriateness. 

Tobie A.6.la - !nternotforio! terrorisrn Oslornic t't?rrorf:;:rn - !SIS. al ... Qae<Ja one! !ts a_{Jiliotes) 

Keyword ype of keyword Comments 
lA.nwar al Awlaki Actor/Agent Leader in al-Qaeda 

~bu Yahya a!-Libi Actor/Agent High-ranking official within al-Qaeda 
lAbdu!!ah Azzam Actor/Agent reacher and mentor to Osama bin Laden, al-Qaeda related 

lA.yman al-Zawahiri Actor/Agent Prominent leader of a!-Qaeda 

Shehzad Tanweer Actor/Agent One of four al-Qaeda-related terrorists in London bombings 
Hizb ut-Tahrir Group/Org Terrorist group !inked to violent acts in multiple countries. 

lA.nsar al-Khilaf ah '.:iroup/Org Philippine-based militant group pledging allegiance to ISIS 

Y\maq Agency -.iroup/Org News outlet that is first point of publication for claims of 
responsibility for 1515 and al-Qaeda attacks 

Hezbol!ah '.:iroup/Org Lebanon-based terrorist group involved in numerous anti-US 
errorist attacks 

Muslim Brotherhooc Group/Org Debate on recognising this as foreign terrorist organisation (FTO). 
Minor links to violent tactics in prior years, but currently rejects 
he use of violence and seeks to be more involved in the 

mainstream political process. 

iSoldiers of the Phrase/Slogan Gunmen who have carried out terrorist attacks 
Caliphate 

How to do Jihad Phrase/Slogan The term "Jihad" here is used in extremism context, where 
terrorists recruit people for al-Qaeda and !SIS-related activities 

Killing Kuff ar Phrase/Slogan Extremist ideal of killing a disbeliever of al-Qaeda and 1515-
related ideology 

suicide bomber Phrase/Slogan When an individual sacrifices their life to commit a terrorist 
attack 

Dabiq Magazine Phrase/Slogan Online magazine used for al-Qaeda and 151S-re!ated recruitment 
and announcement 

l#is!amicterrorism Hashtags Terrorism related to al-Qaeda and 151S 

l#DespitetheDisbe!i Hashtags Refers to disbelievers of al-Qaeda and 151S-re!ated ideology 
~vers 
l#lslamicState Hashtags A name for al-Qaeda and 1515 
(#151S, #!SIL) 

l#caliphatestate Hashtags A name for al-Qaeda and 1515 
l#Beheadings Hashtags Signature method for al-Qaeda and !SIS-related terrorism. It 

refers to the removal of the head from the body. 

58 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC _ 006857 
769



Keyword Type of keyword Comments 

Richard Spencer Actor/Agent American neo-Nazi, antisemitic conspiracy theorist, and white 
supremacist. 

David Duke Actor/Agent American white supremacis~ antisemitic conspiracy theorist, far-
right politician, convicted felon, and former leader of the Ku Klux 
Klan. 

Nikolai Nerling Actor/Agent German Right-Wing Extremist, anti-Semite and Holocaust denier. 
Alias name is ·oer Vo!ks!ehrer'. 

David Lane ActoriAgent American domestic terrorist, white separatist, neo-Nazi, convicted 
felon, and important ideologist of white supremacy. 

Olena Semenyaka Actor/Agent Figurehead of the Azov movement and Ukrainian Nationalism 

Blood and Honour Group/Org International nee-Nazi/racist skinhead group started by British 
white supremacist 

IAtomwaff en Group/Org international far Right-Wing Extremist and neo-Nazi terrorist 
Division network 

Nordic Resistance Group/Org Pan-Nordic neo·Nazi movement in the Nordic countries and a 
Movement political party in Sweden 

Kolovrat Group/Org Far-right groups in a number of Slavic countries, mainly in Russia 
and Ukraine, use the Kolovrat in place of a swastika. It was also 
included in the emblem of the Russian Right-Wing radical 
movement Russian National Unity. 

Prussian Blue Group/Org Prussian Blue was an American white power music duo formed in 
early 2003 by their mother April Gaede, a member of the neo-
t\Jazi organization National Vanguard. Their music was described 
as racist and white supremacist, promoting neo-Nazi rhetoric 
such as Holocaust denial. 

rapefugees PhraseiSlogan Blend of words rape and refugee. 
Odinism PhraseJS!ogan ldeology of Germanic paganism 

1488 Phrase/Slogan White Supremacist Hate Symbol. More context: The first symbol 
is 14, which is shorthand for the '14 Words' slogan: 'We must 
secure the existence of our people and a future for white 
children.· The second is 88. which stands for "Heil Hitler· (H being 
the 8th letter of the alphabet). 

White power Phrase/Slogan Idea that is inspiring white supremacist killers around the world; 
~Keeler ationism promotion of white supremacy 
Diversity is a code Phrase/Slogan ·oiversity = White Genocide" is a white supremacist slogan 
word for white 
1oenocide 

l#whitegenocide Hashtagsf White supremacy Ideology that white supremacy is dying 

#refugeesnotwelco Hashtags White supremacy idea that refugees do not belong. 
me 
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#pegida Hashtags Patriotic Europeans Against the lslamicisation of the Occident. 
abbreviated Pegida, is a pan-European. anti- Islam, far-right 
political movement 

#istandwithrussia Hashtags Showcases alliance witt1 Russia 
l#whitelivesmatter Hashtags Promotion of white supremacy 
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Keyword Type of keyword 

Pierre Carette Actor/Agent 

Otelo Saraiva de Carvalho Actor/Agent 

~ndreas Baader Actor/Agent 

Gudrun Ensslin Actor/Agent 
Communist Combatant Cells (CCC) Group/Org 

!The Revolutionary People's Liberation Group/Org 
Party/Front 
Organisation Anarchist Action Group/Org 

International Revolutionary Front Group/Org 
Red Army Faction Group/Org 

Red Brigades Group/Org 

Lone actors Phrase/Slogan 

vVe shall force them to their knees Phrase/Slogan 

~xtreme anarcho-socialists Phrase/Slogan 

V\ntif ascist Phrase/Slogan 

Eat the rich PhraseiSlogan 

l#capitalistmedia Hashtags 

!#anarchism Hashtags 

l#pan-des troy er Hashtags 
l#antifa Hashtags 

l#acab Hashtags 
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Leader of radicalised Left-Wing group (Belgium) 

Leader of radicalised Left-Wing group (Portugal) -
deceased 
RAF terrorist 

RAF terrorist 
Belgian 
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Known radicalised Left-Wing group 

Known radicalised Left-Wing group 
Communist, anti-imperialist, and urban guerrilla 
group engaged in armed resistance against what 
they deemed to be a fascist state 

Militant Left-Wing organisation in Italy linked to 
violent acts 
Violent anarchist terrorists 

Antifa phrase 

Individuals that promote violence with anarchism 
A member of ANTIFA or anyone against facism 

ANTI FA slogan against capitalism 

Term to say that media only follows capitalist ideas 
and rejects anarchism 
Political philosophy and movement that is sceptical 
of all justifications for authority and seeks to abolish 
the institutions 
Associating violence with Marxism 

Left-Wing anti-fascist and anti-racist political 
movement in the United States 
Left-Wing acronym for All Coppers Are Bastards 
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G.3 External Experts 

Trust Lab partnered with a number of highly qualified EU and internal experts during the data 
collection and labelling phase of the project, to ensure exceptional data quality and integrity. 

For the data labelling process, we worked with academic TVEC experts who were also native speakers 
in one or several of the researched languages. As well as industry practitioners with experience in 
TVEC analysis and moderation, who were also proficient in the researched languages. Both groups 
(academic and industry), independent from each other, labelled the collected data according to our 
provided standards. 

Trust Lab Internally, Amre Metwally, a TVEC expert and lawyer who worked at YouTube and Clubhouse 
for many years, oversaw the quality process. He performed regular quality checks on the work done 
by external parties and routinely provided feedback to improve existing processes. 
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G.4 Task l: Findabitity Charts 

6.4.1 FindabH!ty per Plat.form 

3.5 
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::, 2.5 
0 
:t .... 
G) 
a. 
"' 'ii5 

t 
~ 1.5 
:0 
"' 'O 
C 
iI 

Twitter Facebook lnstagram TikTok YouTube 
Figure A.6.4 l 

The f1nd£1bifity Score Js thi'.f average arnount of cont.er~t o rnoiJvaUfd ttSl~r con find on a given piatjr.urn in a one-hour 
search period The t-tock lines in the bars represent 9c.,uJo confidence tntervats. 
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6-4.2 Findability per Language 
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FigureA.6.4-2 

The Findobilitv Score 15 the average amount aj: content o motivated i1ser can find in a gh,1en language in :.1 ane..f1our 
seorr:h pc!:riod. T!u~~ b!ack !it}P.S in th& bars repr@.:-:;i!:nt .9()(}h r.oq,'"fderlr.e intt?:vafr;. 

Arabic Engli&h French German Italian Polish Russian 

Spanish 0.0000 0.0115 0.6674 0.1624 0.0029 0.0348 

Russian 0.0000 0.0006 0.5919 0.6856 0.0002 0.0019 

Polish 0.0000 0.5823 0.0113 0.0003 0.1694 

Italian 0.0000 0.3710 0.0009 0.0000 

German 0.0000 0.0001 0.3426 

French 0.0000 0.0034 

English 0.0000 

Table A.6.4.2 

o!pha ::::: 0.006"25' (Bonjerroni correctlonfrorn 0.05) 
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6-4.3 Findability per TVE Tvpe 
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Figvre A.6-4.3 

'!'he F!ndabi!fty Score is the average amount of content a rnotivated aser can ftndfor each Tv'E tvpe in a one--hour search 
period Thi!: block !ine5 in th~ bars represent .909:f: (T>1?fid@nt P. ifltt?rvaf:s. 
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6-4.4 Findability per Language/ TVE Type 

5 -5 
0 
I ... 
~ 
fl) 

'ti, 
0 
~ 

~ 
~ 
"O 
C: 
u:: 

1 

Left Wing Right Wing 
figureA6A.4 

■ Arabic 
■ French 
D Italian 
■ Russian 

• English 
■ German 
■. Polish 
II Spanish 

International 

The Findabifity Score is thii avr::rage ornovnt of content a n1otJvated user can.fjndfcr the respective iar1guogt:: and TVE 
type in o one ... hour 5~:?etrch prrtriod. irie black lines in the l1ars r,?pre5ent 9og{) conf!denct: intervals. 
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G.S Task l: Examptes of Italian Violent Left-Wing Extremist Content 

To help illustrate some of the Violent Left-Wing Extremist content, here is an example of a relatively 
benign video on YouTube that supports anarchism: 

Image A.5,So 

The video title translates to "What if you were also an Anarchist?" and the bio of the user reads 
(translated using Google Translate): 

NAnyone who hears the term Anarchy thinks of chaos, disorder, violence. Family upbringing and 
society have inculcated a totally false and distorted view of Anarchy into people's minds. Try doing 
this kind of test and find out if, like me, you are an Anarchist# 
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• A rnor~ .. extceme.e>.<.ar:pple is below (warning: violent), where the poster of the Tweet has the 
name i Redacted i and includes the hashtag ACAB (All Cops are Bastards) accompanying 

,.a.nb.oto .. oI.uni,forrned police officers, one who is surrounded by fire. The name of the user 
i Redacted i or the hashtag alone, without any other signal, might indicate Borderline 
'content by indicating association, or at the very least affinity for, a Left-Wing organisation 
(Antifa) or a Left-Wing ideology (anti-police). However, with the image, the content, in the 
eyes of the outside expert. would constitute a violation for encouraging the use of violence: 

Redacted 

! i 
'-·-·-·-·-·-·-···-·-···-·-···-·-·-·-···-·-···-·-···-·-·-·-·-·-·-··•,., .•~v ....... ,.,s -w-·-···-·-···-·-···-·-·-·-···-·-···-·-···-·-·-·-·-·-·-···-·-···-·-···-·-·• 
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G.S Task l: Examptes Twitter Content 

Some examples of content that was discovered on Twitter. This section starts with Right-Wing 
(Borderline} content, then Left-Wing (Borderline) content, then concludes with International 
(Borderline) content. 

6.6.1 Violent Right-Wing Extrernisrn and Borderline Examples 

• Borderline anti- immigrant and anti- refugee rhetoric: 

Redacted 
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• "White lives matter" rhetoric from anti-immigrant voices in Europe: 

Redacted 

'·······························································7mv11t1n5.6:115 ······························································' 

• Praise for ; Redacted :and other leading figures and voices in the white supremacist 
movement'.'Tne··1:i"sers·6io.purports that the account is intended to be a parody. While many 
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platforms may have exceptions for satirical or comedic purposes in certain instances, they 
become difficult to enforce. One key reason is that discrete pieces of content often lack 
broader context, especially if platform review processes separate user- level review from 
content review. If so, then a reviewer simply looking at this screenshot would see clear praise 
for Richard Spencer based on the text If reviewers are able to see this piece of content along 
with the user bio that states it is a parody account, the analysis becomes more complicated. 

Redacted 

fn;rJge A6.5,lc 
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6.6.2 Violent Left-Wing Extremism and Borderline Examples 

72 

• Critiques of capitalism and capitalist structures (e.g., media): 

' ; 
i 
! 
; 

! 
! 
' ; ; 
; 
; 

i 
! 
; 

! 
; 

! 
; 
; 
; 
i 

Redacted 

... _,....,,.,,. . .., .. , ................. _,,., .. , .......................................................... ___ ........... -.. ._ ............................................................... _ ...... .. 
!rnage A.6.6.2a 
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• Violent Left-Wing Extremist content exemplified through anarchist rhetoric : 

Redacted 

• Anti-police commentary: 
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Redacted 

6.6.3 International Extremism and Borderline Examples 
Of the content related to lslamist TVE, it seemed to focus primarily on ISIS, Hezbollah, al-Qaeda, and 
Hizb-ut-Tahrir material. Examples include: 

• Accounts dedicated to Hizb-ut-Tahrir "branches" in specific count ries. The text says: 
·independence of the flag from the colonialists". 
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Redacted 

! ' '-•-•••-•-•-•-•-•-•-•••-•-•••-•-•••-•-•••-•••••••••-•-•••-•••••..,•~•.-s"'3~r• ...... .,.~ .. ,....,.,, •. _,_,_,_,_._,_,_ .• , •.•. _,_,_._,_ .•.•.•. _ ,_,_._,_,_._,_,_,_,_. • 

• Praise for al-Qaeda leaders: 

Redacted 
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• 1515-produced propaganda: 

f ! 

j ! 

Redacted 

i 

! 
! 
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G.1 Task l: User Engagement Charts ancl P-Values 

6.7.1 Average Number of Shares 

fJ) 
Qi 
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■ NonTVE ~ TYE 

lnstagram TikTok 

figure A.6.7.1 

Twitter YouTube 

This ch!.:rt shOViS the 0\1t:rage number of sh~res .for JVf and ncn··'i'VE: content on different plot;iorms. The block lines in the 
bnrs represent 90~'1; confidence intervals. Plote tl'ial the tnl'enu:.tion t:Jtarrs ofi vse a 10,i Sf..':ale :nsleod of o lineor scate.29 

29 Since the range of va!ues in these charts is very high, it would be difficult to visualise the bars that have lower values. Taking the 
logarithm makes the values closer in range on the log scale and hence easier to visualise the chart as a whole. Therefore, for the interaction 
charts, we are using log scales. 
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6-7.2 Average Number of Likes 
II NonTVE li! TVE 

Facebook lnstagrarn TikTok Twitter YouTube 
Figvrt? A.6,7.2 

This cheat _,;fto\~ls t.!u? G'-l!~rage nurnber r-j· likes for TVE one! non·· Tir'.E Ct)ntent on diffi;,re;~t pfatjOr:ns. Ti'u? hk;c:k iine:-s In the 
bars represent 90Cr{) corif!<}t~nce inl't:~rvals. f-jc,te that the lni.erort.ion charts t:U use c: fog 1i·i.'-ale insteod of o lineor $COie. 

6.7.3 Average Nurnber of Comments 
il NonTVE 
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~ TVE 

Facebook lnstagram likTok 

Figun?. A. 6.7.3 

Twitter YouTube 

This chart shews tht;: avt?ra{le :u..u?1ber t?f ccrnrnents for TVE and noo .. TVE content on diff{;,rent pfatfOr:ns. The black Hnes fn 
the hats rt;?present 90~~-ti cor)J':Jdenc~: interval$. f-Jol'f! thol' the Interaction charts otl use o log sccile instead of o !Jneor sc1:.•1ie. 
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6-7.4 Average Number of Followers 
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Figure A.6.7 4 

Twitter YouTube 

if;is chart shows the average number of.follo:.;vers for rvE. and non··JVE content on different p!a;;forms. ;J;e biack fines in 
t.he bars repntseot gor;.r, G?[1jidenc@ inte;-Yals. blot~? that the fnteroction r.hart.s oil use a Jag 5cafe Instead of o linear scale. 
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G.S Task l: Removal Rates for TVE Content 

6.8.1 Removal Rates per Platform 
20%·, 

~ 

TikTok Facebook lnstagram 

Figi;re A. 6.8 l 

Twitter YouTube 

This graph shov1s the percentage ef rvf content that v1os ren1oved on a given p{atf otrn, Ihe btack lines jn the b!Jts 
represent .90Cff1 r:oqtidP.nre Jote:vof.5. 

Facebook lnstagram TlkTok Twitter 

YouTube 0.0311 0.2628 0 .0000 0,7646 

Twitter 0.0497 0.3870 0 .0000 

TikTok 0.0062 0.0002 

lnstagram 0.2802 

Tob!e A.6.8 .. I 

olpho :~• 0.01 (Boriferroni rorrertionfrorn 005) 
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6-8.2 Removal Rates per Language 

15%1 

Arabic Russian German Spanish 
Figure A.6.8.2 

Polish English French Italian 

Thh;; grcq.:;h s!UJ\.~~:; the per:.:enta9e o.f TVE content that t-vcs ren1oved in a given lanr;ua9e. The biack lines in the bars 
represeni: 90qt; !.:onfjdence intervols 

Arabic English French German Italian Polish 

$pani$h 0.0957 0.2222 0.1053 o.5905 0.0490 0.2588 

Russian 0.2750 0.0618 0.0234 0.9472 0.0086 0.0766 

Polish 0.0053 0.9317 0.6224 0.0965 0.4042 

Italian 0.0003 0.4522 0.7349 0.0124 

German 0.2606 0.0791 0.0316 

f'ronch 0.0011 0.6825 

English 0.0039 

1Clb!e A,6.8.2 

?-values en Rernoval [?ates per L-:1ngvage 

o!pr?v = 0.00625 [Bonferroni correctionfrorn 0.05) 
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6-8.3 Removal Rates per TVE Type 

l 
E 
Q) 
a: 
w 
~ 

12% 

10% 

International Right Wing 
Figure A.6.8.3 

Left Wing 

This Q!U'f.Jh .s!10\v'S the ;;£:rcentaqe of TVE content that \•\.:~s re1noved per TV[ tr pe. The block lines in the bor:i represent 
siogo ccr~fidenr:e intervots. 
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Right Wing 

Lett Wing 

International Left Wing 

0.3610 

0.0000 

rabie A.6.8.3 

0.0001 

P··values on t?emovoi ,?ates per TVE Type 

aipha :z (J.017 (Bwnf@noni ccrrf:?r.tion fron1 0.05] 
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6-8.4 Average number of Shares associated with Removed TVE 

240; 

220+ 
200-1 

~ 180-1 
l'll 

vi 180-i 
140,; 

120; 

tOO·j 
80-i 
80~ 
40 ·! 

20 ·! 
o -i 

TikTok Facebook lnstagram 

Figura A.6Jl4 

YouTube 

This is th<? overoge nunib€.1t qt share:; ossociatt:><1 vlfth TVE content that wos eventually rernrr.1ed vi!thJn tht? period o.l t!U?. 
stvdy. Ihe bfr:u::k iines in thlJ bors rep.resent 901.Yb corifidence inter-Yais. 

Fac.ebook lnstagram Td<.Tok Twitter 

YauTube 0.3076 0,2006 0.1426 0.,0386 

1\tMter 0.5656 omoo 0.1352 

TikTl>-k. 0.1001 0,0781 

lnstagram 0.2784 

Table A. 6.8 4 

P-vofue.s on Average nv;rrberof 5har<1s vssoooted V·lith Rerrtov<:lt rvE 

alpha ==· 0.01 (Bon_fer;oni correction from 0.05) 
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6-8.5 Average number of Shares associated with TVE that wasn't Removed 
1,100--, 

1,000·j 

900-j 
800-i 

700~ 

ooo+ 
500~ 

4007 
300-I 

200.: 

100-i 
Q,l , 

Facebook TikTok Twitter lnstagram 
Figure A.6.8.5 

YouTube 

Tf1is i:.-; the: overage nurnber qf :;hares r.:ssor.lott:~d Vitith TVE r.ontent that Vi a:; not retnoverl during the rnonftoring t)P.:rffjd <.?f 
the studv. The block fines in !.he bars represent 90'?0 conflderu:e :ntervols. 

Fa~ebook lnstagram TikTok lwitter 

YouTube 0.1245 0.30f;O 0.0000 0.0000 

lwitt&r 0.1781 (10001 0.0-001 

TikTok 0.8029 0.0000 

tnstagram 0,1198 

Tabit? A.6,8 . .5 

olpht~ ::: O.Dl (Bor;_f,:.?rroni couecl'ionfrorn 0.05) 
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6-8.6 Average number of Shares associated with TVE that wasn't Removed broken do·.vn 
bytanguage 

10,000~··· 

LOO()} .... 

Il l 

0.01 
Fa.cebook 

ftljArabic ffl E,,gli>h 

TikTok 

ftll Fr'-"lOI\ 

Twitter lnstagram YouTube 

l@ f'oilsh ~ Russian 

This is the average nurnber qf shares associated Vlit:h rvE content that :..,,os net rernoved during the rnonltoring period v.f 
thi:~ stvdy broken down tJv p!atforrn on[! language. The black ifnes fn the har.:.~ re;:;res@nt goq,f; confidrinr:11 inrervais. 

6.8.7 Average number of Shares associated with Removed Borderline content 
4(Xh 

350~ 

300·i 

250; 

2oot ......................... . 

150-! 

TikTok Twitter Facebook lnstagram YouTube 

lhfs is the average nurnber of shores associated v1fth Borderline content that v:as evr:ntuaiiv removed v1it.h:n the period of 
the .'study. The t;lcck lines in the bots represent 9t>J1} cor1fideor.e intervoL·;, 
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F:aceoook lnsta9ram TI:kTok 'iwitter 

VooTube 0,1305 0.0000 ,Q.1387 (1.1215 

0,69'11 0.1194 0.4.868 

0,3310 0.1561 

tnstagram 0,1596 

Table A.6.B.7 

P··vaiues on Average n!Rnber qf 5hore:s a:ssoch..sted v1ith Ren1oved Borderline content 
o!pho = 0.01 (8onferron! rorre::tionfrorn 0.05) 

6-8.8 Average number of Shares associated v,1ith Borderline content that wasn't Removed 
3,000-, 

2,500-i ••···················· .............................................................................................................................................................................................................................. . 

2,000) 

1,500·1 

1,000+ 

500) 

Facebook TikTok Twitter lnstagram YouTube 
Figure A.6.8.8 

This is th{:: c:ve:roge nurr:ber of' .~rhores as.sorlated Vl!tn Borderline content ti1ot t-v~os not rt:~inoved dutin9 the :nonitor!ng 
penod o,f the study". The bfr.;u::h. iiries- in the bar::-; represent 90:M; corifidence intervals. 

Face.book ln-sta9f-am TlkTok Twitter 

Yt>ul\J~ 0.1)617 0.5.061 0 .0001 0.0149 

lwltter 0,1141 0.0302 0 .0083 

TlkTok 0,3682 0.000:2 

:lnst agram OJ.l861 

alphc! = O.Dl (8onf1:.~rroni couectionfrorn 0.05) 
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6-8.9 Average number of Shares associated with Borderline content that wasn't Removed 
broken down by language 

100,000 ,, "'""'"""' • """'"'""'"""' • ""' '""'"""' • """'"'""'"""' • """'"'"' ""' • """'"'""'"""'. "'""'"""'. "" """'"""'. """'"'""'"""'. """'"'" "'"'. """'"'""'"""'. """'"'""'"" .;:, .... , ... , ... , ................ , ... , ... , ................... , ................ , ... , ... , ................ , ... , ................ , ... , ... , ............ , ... , ............... , ... , ................ , ... , ... , ................ , .................. , ... , ... , ................ , ... , ... , ... . 
:r :.·.·.· ........... •.• ............ ·.·.·:;;;:.·.·.· ... _. ...... •.• ... _. .. _.,._·_·_·,._._._.,._._ ..................................................................................................................................................................................................................... . 

10,000J 
:.; ... 

1,000,~ 

o., 

0.0 1 
TikTok 

ll!IFrnneh 

Twitter 

ffi! Germw1 

Figure A.6.8.9 

lnstagram YouTube 

This is the average nurnber qf' 5/-iores assoriflted :,.vith Borderline content that t-vos not rernoved durin9 t.he :nonitoring 
p;;;tiod of th<? .:.-;tudy bntktn dffvir: by plr1ffhrrn nnd langva9;:;. Thi:? block ih1r.:s in tht?. bar.s U?pr&sent 90:}f: coq{idt?r:r:t~ 

intervals. 
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G.9 Task l: Removal Time 

6.9.1 Removal Tirne per Platform 
100% , 

O% L 

Oh 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 

• Facebook ill!!! lnstagram • TikTok ~ Twitter tw YouTube 
Figi;re A.6.9 l 

4w 8w 

111is chart shows hoiv tong ff tookfot e~ch plo~/arm to rernove the total amount of I\IE content. The tine graphs shov1 the 
cun~!.!lotive percentage, endinQ in 10(~~ ot the tcp right r.arnt?!: Thi5 chart do@s nut take into account anv TVE content that 

\¼'CiSn't rtrnoved 

6.9.2 Removal Time per Language 
100% 

O% L 

I 

&:-·---~~-~----- ~ ---yL-
~ - ~ = 

Oh 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w 8w 

1111111 Arabic ffill German • Italian m;i Polish ~ Russian ~"' Spanish 
Figurt? A.6.9.2 

thiS' ch~:Jrt' sho'-NS hovl long :t took for each languaQe to rernowB tt1e tolv! ornount of TVE content Tfte nne grophS' shovl ttie 
can1u!otive percentage, ending in 100£t6 at the top right corn~r, l his chart does net. take into account any IVE content that. 

\.t/050 't t&t<lOVf:rJ 
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6.9.3 Removal Time per TVE Type 
100%-: 

l 
E 

75%~ 
<ll 
a: 
c 
~ 50% -i 
if, 
(!) 
> .:, 

..!l! 
::, 
E 25% 1 
::, 

0 

Oh 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w aw 
m International mm Left Wing a National/ Right 

71,is· chorl' :;ho>-tvs how long 1t: took for t:"o;:,h T\lE Ty1pti1 to rernove the tot.of arruivnt of TiE content Hw· line graphs ::,}xr.;/ t.he 
curnulative percentage. ending in 10lf'71J ot t!?e top right corner, This chart does net take into account an}l TVf. content that 

wosn ·t removed 
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6.10 Task 1: User Sentiment Metrics 

6.10.1. Severity Ratings by Platform 
100% ·i 

60%f 

Facebook lnstagrarn Twitter TikTok YouTube 
FJgurt:: A.6 . .i0.1. 

Th1s chart shov;s the percentoge of rvE cont£1nt present on dijf erent plotjorrns that ViOS rated bf users as <'severe·". The 
b!ack lines tr, the bars reprl!sent 901t6 confidence intervals. 

90 

You'Tube 

Twitter 

TikTok 

lnstagram 

Facebook lnstagram TikTok Twitter 

0.0522 

0.3872 

0.2019 

0.4703 

0.2201 0.4963 0.2536 

0.9027 0.6548 

0.5803 

Tctbl~ A.610.l 

?-values on Severity Ratings per Plofforrn 
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6.10.2 Severity Ratings by Language 
100%, 

40% -j 

Italian Spanish Arabic Russian English French German 

F!gvre A.6.102 

Thi:; cho,t shf;v1s the perce1noge <.?f TV£ content present it} ditt~~rt:~nt fr'l'nguages tht;t ~vos roted f.--;y u.::;f.v·s os .c;ev2n?. Tiu? 
bivt:k lines in the t;c;:-s represent" 9fJf#.; corifu .. tence intervctls. 

Polish values are biased here because of the presence of bad actors in the dataset, which caused 
users to rate everything in the dataset as "severe". This problem was investigated and deemed not 
present for the other languages. 

Arabic English French German Italian Pollsh Russian 

Spanish 0.0001 0.0000 0.0000 0.0000 0.0573 0.0000 

Russian 0.1311 0.2206 0.0000 0.0000 0.0000 0.0000 

Polish 0.0000 0.0000 0.0000 0.0000 0.0124 

Italian 0.0000 0.0000 0.0000 0.0000 

German 0.0000 0.0000 0.0000 

French 0.0000 0.0003 

English 0.0088 

oipha " 0.00625 fBonferroni correction from 0.05) 
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6.10.3 Severity Rat ings by TVE Type 
100% · 

20% --

0% ·· 
International Left Wing 

r-·:gure A.6.103 

Right Wing 

This chcut. :.thOViS th(i perct?nt:::ge qf TV[ content. pte.~'=:€H1tfor rliffY?rent TllE Typt::s that \.VGS (Ott?.tl by !J$€f:; OS ·~"ii:~Vf.(rt:~". Thi:~ 
biar:k lines in 1:he bc:rs represent" 90% c:vrifu..tsnce intervofs. 

International Left Wing 

Right Wing 

Left Wing 

0.0074 

0.6996 

Table A.6.10.3 
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6.10.4 Severity Rat ings over Tirne per Platform 
ffl First tffl Socond ffllThird 

100%·; 

O> 

t 
0) 

CJ) 

rJ 60°/o 
-0 s 
~ 
llJ 

/:: 40% 
c 
'» 

~ 
0. 

0% 
Facebook lnstagram 1ikTok Twitter YouTube 

FffJU?'P. /J. 5.10.4 

This chart shows thP. pf??'Ci:?iitagt? of TVE r.or)tBnt rott?d o~c; •sevf??'<?~ Fir.'>t second Ot)d third st.a9es Ort? .~;ht;i,,v:: fOr ear:h 
.TJfo!jhrrn. Ihe tsiacX line:; i'r1 i'he L~ars represent' 90Cr0 confu..teru:e inl'Jrvals. 

P-values are not included for this chart due to the number of combinations and complexity of the 
comparison. 
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6.11 Task 2: Amplific:aticn Charts 

6.11.1. Amplification Across all P!atforrns 
12% ........................................................................................................................................................................................................................................ . 

i0% 

8%· 

6% .................................................. -.. ................ ,, .................................................................................................................................................................... -... 

4% 

2% 

0% · 

~~ .. --
;.;~~~.;;.H~~i.;:;_;;;m;;@iii,#Hiii.~::ii,iliiii,1riiti,m:i;ii,iliiii,4 m~~~i,'j};;;ii~.;ffim,;;;,m1:;;;;;m:» 

First Second 

Bad Topic 

Figure A.fi.11.la 

Third 

Borderline 

This gro;.ih illustrates the meon ;.ierwnic:ge of "Bad Topic" and "Borderline· content rewmmended in user feeds over time. 
The shaded area represents the 90% corifidence interval {alpha '" 005j 

12%· 

8% 

6%· 
~-,~ ........,li..~~°": •• ,. ~ ~ ~~~,..,,;m,,.,,, ... m..,mw~~~---~.•- ····'- · 

4%· ............. , ... , ... , ................ , ... , ..... f~~~•@fol?Wm~~ii,@foHilim'@~ii,Mt~i;~;;;~m;;;,:~~n;;;,;;;, ... , ............ , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ... . 

2% 

0%· 
First Second 

Bad Topic Bad Content 

Third 

T11is g:vph il!vstrot.es the rnec1n percentage of ,e8olt 70pic,: ond jcBad Content~ l'Ontenr reccrnrnended in v5er.[eeds- over 
tin?~. The shadt?d ot~a U!pre:; ent_<; the 909b CtHifldence interval (alpho ::::: 0.05} 
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6.1L2 Amplification Average Percent of Bad Content in Feed per Platform 
12% 1 

I 
10%·! 

' 
.E 
c 
<I) 

-~ 
0 
"O 
fll 

OJ 
1: 
~ 
&, 

0%·j 

Twitter YouTube lnstagram 
F':gure A.6.11.2 

Facebook 
.f 

TikTok 

This cf,arL sf:ow-s the averoge pen:entvge of Bad (TVEj Content ir; the feeds of tr!spective piatforrns. 1'he block f:nes. :n the 
bars represent 909,t; coqfidence intervals. 

Facebook lnstagram TlkTok 'Twitter 

YouTube 0.0522 0.2201 0.4963 0.2536 

Twitter 0.3872 0.0027 0.6548 

TikTok 0.2019 0,5803 

lnstagram 0.4703 

h7ble A.611.2 

P.··1/c!lues on Aff1plff ication /P./erage Percent' qf Bad Conl'ent in Feed per Plo{form 

alpha ~ 0.01 (Bortf'e:rronj cort1::ctit,n ftr1rn 0.0.5) 
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6.1L3 Amplification Average Percent of Bad Content in Feed per Language 

15%1 

Polish German Russian English Italian French Spanish Arabic 

lhis chort $hr.1v1s the avt::rc1ge percentcge o,.f Bad (T'VE) Cont.ent in the-feeds of respectfvt/ fonguage.s. The bietd{ lines ir! t,1u1~ 
bars rep;es2nt 904'~ confidence irnervois. 

Arabic English Fr&nch German Italian Polish Russian 

Spanish 0.1466 0.3265 0.9038 0.0097 0.5335 0.0000 0 .2809 

Russian 0.0118 0.9246 0.3343 0.1168 0.6438 0.0003 

Polish 0.0000 0.0002 0.0000 0 .0387 0.0001 

Italian 0.0381 0.7145 0.6132 0 .0440 

German 0.0001 0.0986 0.0126 

French 0.1146 0.3855 

English 0.0155 

Table A.6.11.3 

10.·i1oiues on AmplLficaticn Ai1erage Percentage of Bad Content in Feed per Language 

alpha .:;:, G.00625 (Bcnferror:i correction frorn 0.05) 
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6.11.4 Amplification Average Percent of Bad Content in Feed per TVE Type 

15%+ ·············································································································································································· 

-0 

~ 
u. 
,5 
C: 10% 
~ 
C: 
0 
(,) 

~ 
(0 

E 5% 
~ 
Q) 
a., 

0% 
Left Wing Right Wing International 

Fi9t1re .4.5.11.4 

This chart shows the average percent(!ge of Bad {TVE) content in the feeds af respective Tilt Types. Ihe block lines in the 
bars represent .9{}lf: coqfidenr.e fnt@:vof.5. 

Right Wing 

Left Wing 

International Left Wing 

0,1058 

0.0003 

T:MeA.6.11.4 

0.0442 

P-va{ues on Arnpt:fh::atfcn Average Pen.:enl' of Bad Contenl" in ,ceed per rVE Type 

alpha :: 0,017 (Bo(?ferronl cvrred.ionfrorn 0.05} 

6.11.5 Amplification Percentage Change for Bad Content per Content Type 

To better compare data across other dimensions (platform, language, etc), we will use the percent 
difference between the first and third stage's mean. We don't compare to zero state because the 
assumption is that a new account's feed will be empty or contain zero TVE related content 
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Borderline 

Bad Topic 

Bad Content 
! 
i 

~ .............................. }. 
-40% 0% 

; ······· .. •••••••••• ........... f 

40% 80% 120% 160% 

Percent Change of TYE in Feed 

This c!1arr shows tht?. percent.oge r.honi;e for the arnount <.~f 8ot:1 (TV£) Content. per Content Type in the ptotjorrn·s.teeds 
frorn the F1rst Stoge to the Third Evufuvtion Phose The bl!:tck line represents ttu? 909-t; confilienct?. intervols The red line 

rt~present.s the threshcld Jor ivht?ther a filter bubble is increasing or decreasing in size, 

6J. l.6 AmpUfication Percent Change for Bad Content per Platforrn 

Facebook 

lnstagram ... 

Twitter ,,,. 

TikTok 

YouTube 

-100% 100% 300% 500% 700% 

Percent Change of TYE in Feed 

T'hi~~ cl-u,.u1. sho~vs the 11)(:~rcentage dnn;ge for the ctrnovnt of Bad tT'VEi Conl'ent in th~~ p!a([vrrn ·s ,.feetts frarn the First St.ogf:~ 
to the l'hird Evaluation Phase. The bto.ck line represents the 90~'6 confidence :nt12rvals. The red line represents the 

threshold for whether a /ti ter bubble is increa.sinq or decreasing in sl1.e. 
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6.11.7 Amplification Percent Change for Bad Content per Language 

French 

Spanish 

German 

Arabic I 

Russian 

I' 
English 

Polish 
l ................................. , ............................................................................... [ ..................................... , ..................................................................................................................... : 
-200% 0% 200% 400% 600% 800% 1000% 1200% 

Percent Change of TYE in Feed 

Figure A.6.11.7 

This chart shov-1s the percentage chongejbr the ornount of Bad ( l'VE) Content per ic:nguogefrorn the First Stage to the 
Third Evaluation Pha.<;t?, Tht? blDck line repte.::;ent:.-; ths: 904b confidencf: interv,ils. The red line repre.:;r:~!1t5 thP. tht<?sho!dfor 

vA-;ether o filter l?ubble !:i iru::reasing or decrea:iiing in size. 

Italian is missing from the above chart because there did not exist any Bad Content in feeds for the 
first search stage within the sample. 

6J. l.8 AmpUfication per Platform 
Amplification on Facebook 

20% 

18%· 

-g 16%· 
<l> 
u., 14% 
.!: 
c g 

12"/.,. 

5 
0 

10%· 

0 8% 
c 
~ 6%· 
<l> 

Q., 4% 
······· ···~ 2"/o 

0%· 
First Second Third 

figure A.6.ll.80 

UIIBadTopic 
ill Sad Content 
UIIBorderllne 

!his graph illustrates the percentogf: of reco1n1-r;end~d content thr.:t is ·t,ad Cunteot"~ ··t;.ad Topir.~ and ··sorderilne~ on 
Faceboc,k for e-och stc1ge The black lines in the bi'1rs repn{(St:nt 90(jf.1 corifideru:_:e fr1tervals 
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20% · 
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16% ·•······························································· 

14% 

12%· ······························································ 

10% · 

2% 

First 

Amplification on lnstagram 

Second Third 

Figure A.6.l l' .8b 

Ill Bad Topic 
B Bad Content 

D Borderline 

This graph ilh1sl'ro!es the percentogt? of recommended content' ti?at· is "Bod Content~ "Bad Topic"'. and '·Bord2r!ine'• on 
insta9rarn for eoch stage. The t;tor.k fines ht the bors represent 90(}f; r:on.fidenr.e int.e1vof.:t 
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~ 
Q) 
a.. 

20%··· 

18%· 

16% 

14% 

12%· 

10% · 

6% 

:::, • • ···~········'··········· ················ 
i a~~~··· 

0% ·! . ,· '. ' 

First 

Amplification on TikTok 

..............__ -l... 
Second Third 

Ill Bad Topic 
I! Bad Content 
Ill Borderline 

Thh; graph illustrates the percentage of rer.ornrnended content that is "'Bad Content~ f(Bod Topic ··: and .ffBordt::r!ine" on 
Jik l(;J< for each st:oiie. Thl! /)lock fint?s in t:ru: tJors repres<:nt 904b confidence 1nu?r•.lO!s. 
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6.11.9 Amplification per Language 
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Arahit fc:u €f1Ch stogf:. The block !fnr;:s in tht? bars t'2pte.sent .909t r:oqf"!!i<?ncP. ir}tP.tiiOf.:s. 
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6.11.10 
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Amplification per TVE Type 

Amplification of Left Wing TVE 
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This graph illustrates the percentage of recommended LefHA/ing T✓E ccntenl' that is •aad Content~ "Bad Topic', and 
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Amplification of International TVE 
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Ill Bad Topic 
B Bad Content 

D Borderline 

This graph l lfwstrates t{?e percentage of recommended !ntetnot'ionoi TVE content tho'! is ,:Bod Content~ '~Bod /Opie):, and 
1·8-;;rderi.!ne''for each stage. Tht:--: bfcck Unes in the bar~ repre:sent 90i}f; coqfidenr.e intervob. 
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6.11.11 Amplification P-valu€s 

['Facebook'l Bad Topic 0.0352 0.0842 0.6875 

['Facebook' ] Bad Content 0.1041 0.2431 0.6317 

['Facebook' ] Borderline L=]127-8 0.65.3:8 ().0553 

{'lnstagram' l Bad Topic 0.5367 0.0225 0.0913 

{'l nstagram' } Bad Content 0.648'6 0.1071 0.2435 

{'l nstagram'] Borderline 0.7791 0.0447 0.0811 

l'Tik.Tok' J Bad To1>ic 0.1007 0.7371 0.1782 

['TikTok'J Bad Content (l.0826 1.0000 0.0826 

['T!kTok'J Borderline 0.563-4 0.5634 1.0000 

('Twitter' J Bad Topic 0.33S4 0.3)84 1.0000 

('Twitter' J Bad Content 0.1142 0 .72.Sfi 0.2156 

!'Tutitter'J Borderline 0.648-6 o.o:na 0.01.04 

['YouTlJbe'J Bad Topic 0.9701 0.3978 0.3799 

['YouTube'} Bad Content 0.4166 0.6976 

f'YouTube'J Borderline 0.6820 0.2008 0.5192 

P··valu2s on Amp{t('fcation Averoge Percf!nt by Content' 7~pe in f@€d pe:r Platforrn ever tirne 
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!'Arabic' ] Bad Topic 0.0963 

!'.Arable' J Bad Content 0,1988 

f.Arabic'J soraerline 0.3'141 
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f'lntemational'] Bad Topic 0,5541 

('International'] Bad C.ontent 0,4608 

I ' lntemational') Borderline 0,3139 

[ 'Left Wing•J Bad Topic 0.9868 

['Left Wing') Bad Content 0.9755 

['Left Wing'] Borderline OA823 

[ 'National ! Right'} Bad Topic 0.2485 

[ 'National / Right'} Sad content 0.72:82 

[ 'Natim1al f Right'} Borderline 0.6203 

Tabie A. 6.11.l le: 
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6.11.12 Interactivity and Amplification 
12%-

6%·•········································································································································································································ 

4% 

2%-

First Second Third 

;I High low Interaction 

Figure A.611.12 

This chart shcv . .<S the average percento9£: of Bad Conl'ent_fbr H!gh and Lo1v lnt~racUon over Urne. The shaded area 
repre:sents the 901.f- cant idenct: intervril. 

6.11.13 Findability and Amplification 
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Amplification 

Figure A.6..i. 1 .L'J 
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T!frs r.hort shotMS the cornparison of tht? F'i11dobil:ty score and the r.;veroge p!nr.entoge of Sad (oot.t?nt in the feetf (h21rt 
culled Arnplificotion). TikTok onri rouTi:be ore highlighted ir! rc?ci L'v controst tech investrnent in feed vs seorch 

6.11.14 Engagement Ratio and Amplification 

10!0 
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('Q 
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C: 2 lJJ 

0.2 ¢ TilffOk 

·0.00 0.01 0.02 0.00 0.,05 O.O'l ·0.011 0.00 

Amplification 

Figure A.611.14 

This chart sho\•VS the positive corre!otion of i.he engctgernent' and ornplification. ro nonnc:lise the engogernent, tJn 
engag~;;1c?nt ral'ic ~vos used v;hich is thf! median t?ngagernenl' {surn of the iikes, shtJres, con1n1ents. andfoficY./i?rs) of TVE 
contt?nt dii!id<?d by thf! n1edian t~ngaqt?tnt?r1t of non .. TVE cant{?flt.. Arn;i !~'"icatfoa f~; the averagt? p:nportiot1 of the.feed that 

cor1tains. TVE. 

{note the iog scale Jot the engagernent ratio) 
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6.11.15 Removal Rate and A111pUfication 
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6.12 Borderline Charts 

6.12.1. Removal Rates per Platform 
10%·, 

~ 

TikTok Facebook lnstagram YouTube Twitter 
Figure A 5.12. l 

This chart shov1s u1e percentage qf Borderline TVE content that v,as terno\,.ed by eoch plo.~forrn. The block lines in the bars 
represent .909iJ con_fkiP.oce fnte:voJ.:3. 
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YouTube 

'Twitter 

TikTok 

lnstagram 

Facebook lnstagram T1kTok Twitter 

0.6397 

0.4009 

0 .1604 

0.7283 

0.9144 0.0505 0.6846 

0,6201 0.0237 

0.0774 

Table A.6.12.1 

p .. valui::s on Rernovai Rates per Plr1f/vrrn {8::ndedine} 

alp!;a = (l () 1 (Bonferroni correction jrorn 0. 0.5.i 
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6.12.2 Removal Rate per Language 

15%1 

Arabic Spanish German Russian French Polish English 

This chart sho11./S the percentage of Borderline PIE c:ontent that V:lG.S rernovedfor each fonguoge. The black tines in the 
bors represent DO~~ r:onfidern:e intervois. 

Arabic English French German Italian Polish 

Spanish 0.0507 0.3527 0.3581 0.8964 0.1516 0.3207 

Russian 0.0226 0.7029 0.7601 0.6869 0.4226 0.7209 

Polish 0.0014 0.9431 0.9576 0,3679 0.5937 

Italian 0.0005 0.6862 0.5672 0.1741 

German 0.0281 0.3993 0.4095 

French 0.0023 0.9076 

English 0.0052 

Table A,6.12.2 

p .. values on ,?.emcvai t?ates per Language (Borderline) 

o ::': 0.00625 (8onjerroni correct}onfro;n 0.05j 
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6.12.3 Removal Rate per TVE Type 
8% · 

-0 

~ 
0 
E 
Cl) 

a: 
LIJ 

~ 

International Right Wing 
Figure A.6.12.3 

Left Wing 

Ihis chart shotvs lhe pf?rcentage of Borderline 7VE ccrnent that was re,novedfor eor:h 'TVE 11/p€. lh~ black lines in the 
bars rt?f.,n?st;,n;: 9016 confidence intervals. 
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International Left Wing 

0.9357 

0.0056 

TubieA.6123 
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p ... volues on Hernovc:f Rotes per TVE Type (BorderiJns) 
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6.12.4 Removal Time per Platform 
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m Facebook mm lnstagram m likTok ~ Twitter mw YouTube 

This; chort shoi,vs how tong :t: took ]hr eor,11 p!atforrn t.o rernove the total onu)tint of Borderhne TVE contl~nt. Tht:) hne 
graphs shov, the cvmu!ative percentage. ending In 1 ooriv at t11~ top right corr1er, H1fs chart does not toke into account ony 

Borderline Tl/[ content t:hot Viosn't re1noved. 

6.12.5 Removal Time per Language 
100%·r·· 

1 75%) 
<I) 

a: 

0% 

Oh 1h 2h 4h 7h 

lllllllll Arabic mil German 

12h 1d 

• Italian 
Figure A6.l2.5 

2d 

~ Polish 

4d 7d 2w 4w aw 
ml! Russian It,. Spanish 

This chort. show5 hoiv ivng it t:.1ok Jbr eot.:h htriguos;e i'o rerr,ove the totol a,T!(H..:nl' of Borderliru:.1 TVE c:or1tent. Ihe line 
graphs sho~v lhe cumtdative percentage., l?nding in 100:.Y<J at the top right' corr.tu: This du:JF't does not. take into account. o.nv 

Bordt;,rffrw·: !VE content that tAlD5n't ren1oved, 
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6.12.6 Removal Time per TVE Type 

100%·, 

Oh 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w aw 
• International mm Left Wing • National / Right 

Figure A.6.12.6 

This chart shov-ls hovt long ft look for each TVE 7vpe to remove the tt1ta! Off1ount of i3crderflne IVE content 7J-it? Une 
grc.ip/1.:; show th1~ cumv!ativtt percent.ogG.·t 1~nding in .l0CJ!"7b r;t the top right corner. This t.:hart does not tok:t into ocr.ount onv 

8!'!rc/erifne TVE content thnt t,vosrft re;novel1. 
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Introduction 

The EU Internet Forum's key objective is to work hand-in-hand with the industry, EU Member States. 
Europol and civil society to develop instruments to jointly prevent the dissemination of harmful content 
!eadin(J to oftline violence. 

The term 'borderl ine content' has become increasingly prominent in discussions about precesses of 
radicalisaton leading to violence. Tits catch-al.l term has become prevalent in dialogues convened 
by the EU Internet Forum (EUIF), the Global lntemet Forum to Counter Terrorism (GIFCT), and 
the Christchurch Call to Action. In these fora, governrnenl's, technology companies, and expert 
stakeholders l1ave implemented joint processes and deUverables to understand and develop concrete 
measures to counter terrorism and v!olent ext rentsm online. 

A common understanding en 'borderline content' in re!aton,r.o __ Q_rocesses. of _radicallsaton _and violent .. 
extrernist _ _content \s difficult to pinpoint as it is difficult to agree on general differences v/th respect to 
the treatment of illegal and legal (but potentally harmful) content. such as disinformation, conspiracy 
theories, and other types of content that 1s not tabeHed as violent extremist but can nonetheless 
contribute to a process of raclica lisar.ion towards violence. As regards those forrns of hate speech 
potentially leacling to vdent extremism that are Hlegal in EU Member States (for instance, content that 
incites racist and xenophobic violence and hatred), it :s important to underl.ine that they are not always 
identi fied as illegal by tech platforms, but rather identifiecl as 'grey zone' content, due to the use of 
coded language or to a lack of clari ty at their author/amplifier's intentions . 

.Against this bad<drop, this handbook aims at raising awareness about the need for making clearer Unks 
between hate speech and terrorist and violent extremist incidents or actvties. It has the sole purpose 
of providing non'"legally binding guidance on how to better understand and respond to borderline 
content that may lead to radicalisation and violent extremism. Its objective is to better understand 
the links between this content and violent extremism. It does not to provide guidance on the legality 
of such content under EU or national laws, for instance to counter racist, xenophobic, homophobt or 
misogynist violence and hatred. 

llie European Union and its Men,ber States are bound by the human rights obligations enshr!ned in 
the Charter of Fundamental RiQhts of the European Union (hereafter 'the Charter') and the European 
Conventon on Hurnan Rights (ECHR)l freedom of expression~, and :nforrnaton3 . In that context any 
measures at EU level addressing borderline content in relation to radicalisation and violent 
extremism need to be based on the fuU respect of fundamental and human rights. 

In that respect, regardino online content that is linked to ext.remlsrn and hate speech, any rneasures by 
platforms should be undertaken without unduly affect ng the freedom of expression and of information 
of recipients of the service, as enshrined in the Charter. 

TI1e handbook is the result of mult i-stakeholder exchanges withln the EUIF, in whid1 alt parts agreed 
on the need to provide support to tech companies on hovv to identify ancl limit the spread of 
borclerUne coment t.hat can lead to violent extremism ancl tl'!rrorism. AU the analysis and tnformat on 
contained in this handbook was provided by EU services and agencies. GIFCT, EU Member States, civil 
society organisations, as well as key external stakeholders and researchers with a strong expertise 
in t.his field. The fast part of the handbook is meant to prov:cle existing definitions and taxonomies 

l . :,s p::-r r,rtde 11 af the Charter of Fundame,1tal Rights on Freu;orn of r.xpri?ssion ,,nd d o,-matior, LlN.K 

2 Art,d c> l l of t1·1e C11arter of Fundame,1tal Rights of u,e Europea,1 Jn,on LINK 

3 A,Uc!e 5 of tl1r:· Charter of Ft.ndan-ii.'?lt.al flig!·1ts of lt'e European Un'Dn \JI~!~ 
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of borderlinf! content, with the important support of thf! Clobal Internet Forurn to Counter Terrorisrr: 
(sr:e J\nnex 11), and includr:s concrete examples of content that EU Member States, researchers and 
civil soclety organlsations have identified as potentially h::ading to vlolent extremism The si::cond part 
an1s at orovirJng information on EU legislative actions that may have an lrr:pact on the spread of 
borderline content related to TVEC and tech platforms' guidellnes and internal policies. In the last 
section, the handbook gathers recommendations provided by Member States, EU Services and 
society organisations on how to jointly lintt the spread of borderline content While some ddinitional 
framinr;:1 and conclusions from CilFCT are witlw1 the body of the handbook, CilFCT orovides further review 
and analysis of mernber cornpanir!s' capaclties and efforts to counter borderline content provided in Hlf! 
Annex. 

To faditate the use of ths handbook by tech comoarnes in their content 1T10deration efforts, a glossary 
is includr!d with brief descriptions, images and keywords assoclatr!d to each category of bordaline 
content identified in thi? handbook 

/1.s the EUIF observed how borderline content is used to lecitimate and nonT1alise finarmnr;:1 activities, 
this handbook also provides sorne guidance for tech companies on how to identify the misuse of 
their platforms for financial gains and provide recommendations on how to prevent the sale of 
merchandise promoting dangerously hateful and extremist ideologies. 

With the precious support of GIFCT and other members of the Forum, the EUIF will continue to 
explore ways and provide instrun1r!nts to prevent the sprt!ad of illecal and harmful content and 
bi::havlours. This handbook will be updated on a yi::arly basis. 

Introductory FrarT1inq by the Cilobal lntemet Forum to Counter Terrorism on its ContdJuton 4 

CIFCT is a non--prcfrl organlsation the rnlssion of prevent.inc terrorists and violent extrernlsts frorr: 
exploiting digital platforms. To further this aim in relation to 'borderline content', rather than calli111~ for a 
unified definition or crlteria of' actions against borderline content, CilFCT is calling fer a better contextual 
understandinc of the sub--catecories of policy areas that make up the terrn and what actions mlght be 
available fer tech c.orr:panies. C/ven that borderline rnntr!nt rn?f!ds 'borders,' and these bordas differ 
across platforms, political contexts, and 1~eographical contexts, trH? efficacy of any one company's 
approach to be uUised as a cross--platform exa1T1ple is limited. In turn, content that \s oenT1issible on 
one platforrr: may be flacged and addressed as prohibited or limited borderline on another. Therr!fore, 
it ls worth revii::wing \1✓here more alignment in policy and practices can ta:: pushi::d for when it co1,H?S to 
contentious borderlirn? content, and where policy maki::rs should continue to n::cognise protected speech 
and the values upheld in democratic countries. 

Ultimately, this CilFCT contribution to the EU Internet Forum discussion on borderline content airr:s 
to givi:: parameters to the term itself and provide better understanding of thi:: relevant online 
poliues and practices CilFCT 1T1ember companies are takin(J ln relaton to what 1T1ioht be consldered 
borderline content. 

4 GiFCT crn-1l1"it:,ulirn·1 to the EU lr·1t,cr·n1°t FmLnl Hanc.lboc,k o,·1 Brn"i.k,·.ir,e Co,·1tmt Ar·1y fc•edba.ck, quc·stic,1s, c,r CD7T7ff,l5 
ca11 be 2,·na,r2ci tc; ,er· 11@arct.mg ant:! ·n calieca·,qJcl.mq 
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hat is Borderline Content 
in relation to Terrorist 
and iolent Extremist Content? 

Definitions and approaches of borderline content 
in relation to violent extremism and radicalisation 

Main takeaways of EU!F discussions 

What emerged frorr: the exchanges and i:JCtvites held by the EU Internet. ForurT1 on borderline content, 
such as the workshop on algorithrnic amplification and borderllne content held on 29 Septernber 2022, ls 
that thf! t.voe of harmful content. that should be considaed as potf!ntially leading towards racllc.alisation 
consists 111 a combination of disinformation/conspiracy theories and forms of hateful content, 
whlch is not automatically identified by onllr1e platforms as illeoal or as ootent.ially conrLclve to vlolent 
ext.rr!rr:i:,t or terrorist acts. 

In the exchanges hr:ld durlng the EUIF workshop in Sr:ptember 2022, EU Member States and rnembr:rs of 
civil socety outlined a number of catecories and examples of' harmf'ul but lawful content. used by violent. 
ext.rr!rr:i:,ts and terrorlsts to spread their propacanda and radicallse users. 

As n::cards the speclflc nature of the borderline content leadin1~ to violent extn::rnism, most experts 
and poky rr:akers point at the followino clusters: anti--estat.Jshrr:ent/ant.Hnst.it.utons, antiserntc:5, ant.i­
LCiBTIO, misor.JVnlstic, ant--rnir;:ir,:mts, racist, anti--COVID measures. 

A number of EU Member States provided gulddines and examples of either borderline content or illegal 
hate speech that an:: not al-.,1✓ays linked to vioh::nt extremism and therf?fore can be difficult to identify 
The content was classlfiecl within the followino categories: 

• Grey zone antisemitic irr:aoerv and Holocaust denlal distortion 

• Grey-zone anti-migrants and lslamophobic content 

• Anti-LGBT!Q and misogynist content 

• Visual propacanda rt!garcllno non-proscribed extremist groups, 
usually right-wing h::anin(.] ones 

• Misleading and deceptive content related to the Ukrainian conflict, 
includin(J revisionist rhetoric and ant-- European/anti--West and ant-irTHTli(.]ration narratives 

• Anti-government/system content rnf!,,mt to incite violence 

.Antsem:t:c content can be illegal, when :t falls une:er the calegorisaton of ·using cle1Jradin~i. ciefEmatory Vv'orcls/exp:·esslons to na1-r1e certain 

'iDCial CJrDUps/:nr.1ivirJu;.cls [Jf.'lDl1]irll'j D( PE'rcei;c.0cJ to bf.'lDriCJ to ,;uch [J(DIJP5', wh:c.h also ;,,1pliE"i lrlf.' rjlr/lication and df.•,1i;.,I Df UHi.air, f.'VE'rilS 

i1T1prn·L°F1t to t!T 1;rour.1. Howeve,., as 2Y.pla,11°c the 1u·oc1uctic,1, suc!-1 c,x1t,cr·1t is not always easy lo c1c'l,cct. ar·ic qua, fv, r.1ue to the use· cif 

l21clics by anUs,crnilic users lo evade auto,-r1dic t:ielechYl arit:i 1·e,-r1ain 0,1 lhe gr,cv··zone between !legal rnnlu1l ant:i rnnlenl proleclet:i by 

frc.0er.1mn 01· -;pef.'CJ1. [\il',I whe,1 ,ti<; not ilbyJ, ;_nhE"'T1it.ic conl_c_,,·1, i-; sli!l [,armful Thf.' C.D'T1rrliiciim1 U'iE"i li1E' norHc.0 rJa!ly b,nr.1ir1cJ wmk,r1rJ 

r.1efr1itio1 of antis1°rnit.is1·1 of the lr·1t,cr·1atio1al Holocaust RaT121T1b1·a.1ce tilliarKc· (IHRI\ r.1c·f1nitic,1J as a practical gu,darKc· tool a.nr.1 ,c bas,s 

fo:· lls wrn·k to combat ar1ts2n1:lisrr1. 
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EU Mernber States also indicatf!cl the following: 

• Violent right wing extremists use and clisseminatr.' borderline contr:nt to promote thr:ir agenda, 
recruit new cadres and evade detect.ion and content moderation efforts. 

• Moreover, borderline content learJno to violent extrerT1ism is very diverse (images, videos, 
texts, gifs etc.) ancl is always adapted to the social, political ancl cultural conte.i<t of target users, 
often taking advantage of grievances and crisis Situations as a means to reinforce 
their messaoes. 

• Borderline content is not specific. to one onlinf! space ancl it usually spreads across platforms 
and spaces. 

• Borde1tne content also has a strong transnational dimension. 

As regards malicious actors spreading borderline content, the f\letherlands suggested Hlf!V can be clividecl 
into 4 different categories: 

• Politic.al violent movements 

• Violent movements acJainst. policy decsions 

• Violent. n1ovr!rr:ents against the so--c.allr!cl 'elite' 

• Copycats 

The rnost impactJul c.ategorv is the third category (violent movements aoainst the so--called 'elite·). 
Howf!Vf!r, within Hlis category, it iS important to rnakf! a distnct.ion between public disorder ancl ant.i­
institutonal violent extremism, \1✓ lllch causes long term rnncr:ms about a potential undermining of 
derr:ocracv and the escalation of' violence. 

It was also suggested by governrnent.s to make a distinction bf!tween influencers and material 
perpetrators and to look into the tactics used by intellectual online influencers activr: online, \1✓ho h::ad 
the cl\scussion (usin(J oersistent. narratives ,,1oainst the elites and institutions) and create social media 
strateQies to evade content moderation. When looklno into the activities of influencers, one 1T1ust not 
onlv look at how manv fcllowas thf!V have, but also at the amount of views of the content itself. The 
so-callee! 'Material perpetrators' are the usi::rs \1✓ho are publishing the content, while platforms are 
responsl1le for makrn;:i it vislJle. 

The usf! of borderline content. is among the categories of tactics used by violent extremists to 
evade moderation that wen:: identified by thi? Institute for Strategic Dialocue (ISD)'; in a paper funded 
by and produo::d for the Global Internet Forum to Counter Terrorism (GIFCT) website ttlecl 'A Taxonomy 
for the Uassifo:.:ation of Post--Clrc]i:misah.mal Volent Extremist r3..( Terrorist Content': 

• Use of confidential communication platforms 

• Use of n::stricted chats, i.e. satellites, regional, etc. 

• Use of' soohisticated tools for account anonymization 

• Use of fake news and borderline content. to avoid to be pursur!cl 

• Use of borderlirn? content to fund ti::rrorist groups 

t-) J Davev, fv1. Cornerfnrd, _j Ciuhl, \N. f:1aldet, C Cnl!:ver, .A kixonorT1vfor t.he Ciossif1coffon qf Po'.;f-OrQoniso!iono/ Violent Ext.rernist &, Tt:?rrorist. Content, 
t~:Jtps //www : sc11J lobal.o:-g/1/~p_-_r,Q:J!,f:'JJt/~~IJ loads/ 2022/01/A -ta>: o:·10:nv--for-the--cla.ss if~c:a ti on -of -·post --orga 17 i sat: 0:·1a :--t_e:Tor:st -·con tent.pelf 
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The EUIF is also cledcatn,;;; efforts to further explore the use of borderline coment t.o raise f unds for 
violent extrentst groups online. The nature of violent extremist and terrorist financing has changed 
in recent years, with Europa! noting a dear upsurge in different financing activities oniine. These 
a.ctvltes can take the fcrm of crowdfundlng and fundraising campaigns, the sale of merchandise as 
well as infiuencer activit ies, such as paicl quest on and answer sessions or Uvestreams with income 
fron, advertisement. Merchandise often takes the form of clothing. artc!es, je-.,ve!lery, bags, stickers and 
buttons as well. as mugs. A key challenge in address:ng tits type of financing is that this content often 
does not cross the threshold to be considered as illegal. Many act v!tles deliberately fali under the 
approach of ·extreme normalisation·. -,vhere actors avoid explieit!y i!!egal activit es and language to circumvent 
the removal of the content or the disabling of access to it by the interrnediary servlce. This also carries the 
danger that regul.ar users buy items w:thout understand!ng the context and the political and 1deological 
siqniflcance of the item. Then::'by unitedly promoting dan~;erously hateful and extremist ideologies. 

Despite being below the threshold of illegality, these activit ies generate financial profits, account 
for legal defence. finance lifestyles of extrem!sts, and directlv finance propaganda efforts leading 
to radicalisation and recruitment and in extreme cases serve to finance attacks and direct. acton 
aga1nst perceived enemies. Detecting and addresslng these activit ies with explicit economic purpose is 
important to curb the financial profits of actors fuelling violent extremism and to minimise the risk of 
{stccl'lastic) violence and terrorism. 

Post organisational violent extremism and use of borderline content 

TI1e Institute for Strategic Dialogue OSD) shared witr1 tr1e EUIF a 'Taxonomy'7, whict1 refers to the use of 
borderline content with a conceptualisaton of post-organisational violent extremisrn. 

8 
SorderUne content: conceptuaUsing post--organisatiorml violent extremism 

,A.s shewn in the table. across the case studies reported by 15D in the report. they ident ified three broad 
categories for the classiflcat icm of content: 

• Instructional material, which contains guidance on operational aspects of terrorist and violent 
extremist actVty. This includes gu1dance on tl1e planning and perpet raron of at.tacks. as well as 
guides on combat drills, fi tness and non-violent activism sud1 as stcker campaigning. 

• Ideological material, which is des:gned ta speeifica!ly further a violent extremist or terrorist 
world v:ew. Tt1is includes key texts and lectures wt1ich provide the theoret ca! underpinning for 
a tenorist or violent extremist cause. and which provide explanat ion around why the world 1s a 
certain way. 

• Inspirational material. designed to reinforce a violent extremist er terrorist minrJ·set 
Tits includes a wide range of content which is designed to elicit a react on or response :n the 
radicalised rnind and material intended to provoke hatred towards a particular Qroup of people 
or pride and support for a particular cause. Notably, this cate(JOry of content is the lea.st wei! .. 
defined in the existing !terature. 

7 J Davey, M. C0merf0rd, J Gul: t Vi/. Bald et. C Cornver. A Tc1xonornv f Dr tt12 Clossiticrnbn of Po<::!.··Orr;an.1sat.,onal t1iolent Ex!r01:.1s t &· Terrorist Co ntent, 

b1~P-?~[/wv"-v .. ·.isdq:.v00.LGrQ~~yrrconlenL!unloa1·~:/2022.~QJ/A-taxonornv··fvt·U·ie•-tlass:flct:ltiG11-vf·po-st-vr0::;;1isationa~-tenor1st·contL>.1Lp~.[ 
8 Ibiden 
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Terrorgram 

ISO provided r:xamplr:s of content defined as part of the so-called 'Terrorgram', \1✓ lllch n::fr:rs to a 
network of Telegram public channels created by white supremacists and which became a hub for 
violent extrernlst activity. In !ls analvsis of the content spread wlthin Terrorgrarr:, 15D observed not only 
vlolent content produced by groups such as Atorr:waffen and The Base, but also, in a largf!St arnount, 
content Attng under the cate1~ory of 'non-group affiliated' and 'non-vioh::nt inspiratonal material', 
such as 

• Whlte supremaclst music and a vast-array of user-created memes which convey raclst, 
antisernltc and misogynist ideas or celebratf! extreme rlght iclecloguf!S. 

• A vast amount of cultural material, and material relating to sex, gender and the f amity, 
including historical photor;:iraphs, photographs of 'traditional' looklno beautif'ul women, and 
pictures of classical art, at times superimposed with insplrational slogans designr!d to reinforce 
a white supremacist world view. such as 'embrace tradition, reject modernity' (common 
features of fascist rhi::toric as identified by Umbi::rto Em) Importantly, such apparently innocuous 
imaces were shared in the context of communities which actvely advocate for extreme violence, 
illustrating thf! rolf! which non--violr!nt ccntent can play ln relnforcing a violent extremlst rnlnd-­
set, and su1~gest11g that such material could bi? an indicator ln u::rtain circumstanu::s of more 
conceminc actvlty w\thn a corrnr1unlty 

Examples of content indentified in 'Terrorgram' '
1 

9 lbie:en 
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GI FCT: defining borderline content in relation to 
violent extremism and processes of radicalisation 10 

The term 'borderllne content' is by its nature subjective, and most often used to denote a range of onl:ne 
policy or content areas that have overlap wt h terrorist and violent extremist activities. Ciiven the calls 
to build out processes that address borderline, it is irnprntant to provide a more nuanced underst:1.nd1ng 
to the types of content that fall under scope of 'borderline content'. If the parameters of borderline 
content can be better denned, stakeholders will be able to better ident ify what potential actons can and 
should be taken to rnit1gat.e the risk of online harms at the periphery of terrorist and violent ext remist 
exploitation on!ine. Bringing borderline content to the fore of multlstakeholder debar.es in and of itself 
highlights that. this sector has advanced significantly. 

Previously, cross··sect.or forums convened to h!ghli(Jht the most obvious examples of terrorist exploiT.ation 
on!ine. However, as efforts by GIFCT mernber companies 11 and tech companies wi l.!ing to come to the 
table have evolved, so too has a more nuanced discussion about. content that is harder to define, but 
seems within the realm of scrutiny for wider efforts to combat radicalising influences towards violence. 
Borderline content can t)e, and t1as been. conceived of in two ways 

• Academics and researchers t end to refer to borcledine content as content usually protected 
by free speech parameters in a. democrat ic environment but inappropriate in pubk forums 
i.e., 'borderline illegal', or '!awful but awful' 12 

• Tech cornpan1es tend to speak about borderl.ine content as content that brushes up against 
a platform's policies for violating content i.e., 'borderline violative' but is not clearly 
violating a policy.i3 Importantly, the literatun? on borderline content is overly reliant on tech 
platform definitions without a corresponding inquiry into how th1:.> t1:.>rm should be denned and 
what types of content would or should fa!! into scope.14 

These t.\.vo categor1satons for borderline content are related. It is broadly agreed that although borderline 
content is not always teehnicaHy illegal. it still has the pctental to cause harm. Subsequently, there is 
pressure for tech companies to better understand and take appropriate action on this type of content. 
whether that ls by removing it, taking other moderation act ions, or ensuring it does not receive undue 
algoritl1mic optimisat ion rea.ching rnass aucliences. While democratic governments have deemed that 
certain segments of speech should be legally protected through the creation cf legal frameworks, tech 
companies have recoqnized the harrns that can arise from speech that is legal but problematic and 
harmful in tile context of a particular public debate. Tech platforms tl1erefore often largely address any 
;borderline illegal' TVE content through the:r policies. 

lO G!FCT contrit>tHi,:n to the EU lnt,?£·riet Foru,n Hanr.1b,:;)k on 130.-derlir.e Content foilV i'rr•edhack. q1x•stions. or co,nrner.ts c,?.n bP. eri1ai!.:•d 
Lo Or Er:,1 5all'1,olf1 ~,.h'!'.~9If~l.-.9J.9 ;:!S]d Mice!ie livnl !:n!.rn![~~:if;:Jgf.J. 

l.1 G!FCT has a range nf led, company rn;,,rnbers that havr-: tD rear.,·1 a mernl)ership criterir. in order to fully in,egrate with GIFCT effr,rts. 
Fm· rnore CJ?1 G!FCT members!1ip and current rnernber.;; ser:•: !1tt5:/j_gifct orrJL[:'lemt,ersb!pj 

12 Heidt, A .. Border/!r.g soe-ecfi: ccug/11 ;n a f ree sr.•'!ect. iimbo?, 1,1l er1et Poiicy Re·iew: Journi:1l of e1ternel Regula.ron, l S October 2020 , 
hrtp5Jkir.•)cyrevir-:w. inf o/c.rticle,s/news/borderlinej;peech-cal!(Jht-rr ee-sr..eech-lirnbo/ 1510 

13 YouTube, The Four Rs qf {Xt?Spor;.;;.ibiitt.y. ,L}{;rt ::r Rols:;rg authorilat..1ve content ancJ r(lducfng botdt?r!ine cont:enf: arid harri1fi.1i rn js.h1ft1rt notion, 

YouTube Official 6:DQ. 3 Oetember 2019, t:ttm:1/oloq:Jout.ube/lnside·vot.itube!the-four·1s··of·resoonsib!Utv-<a:s~and·1wlL:ce/ (Yc<i.1T1.,bl!. 
2019): fv1ek1: G?ntent Sorderiine l'o !tle Comrnunity S!.andords. M€·ta Transpar;.,nq,· Center. March 2023, 
https.1/transoarencvJ b comkn-at-Jfea tures@.'11l[9,~c h-to··rankirdcont;?-nt-distr',bution-ouidelinf-S/content -t>orcerllne-to ·the·( o:nmur, 11,x: 
5[ar1da1dsf 

14 Mu1Tey, J., \A/I-Jal is 'borderline' conient: en YouTul.,.--e?, £:ig~ge \h/eb. 24 Sll:plernbcr 2021. t1J~tl.?.i~~~'.!Y:.~flfl.-?.flg~~{~:~~~✓-~!':i.~: );:Q9.[g~!~lr.l.?.:: 
Q;! f.TI:s'JJ!::QJJ:Y.Q~!!Yt s=t ~o/.-i.:.:7~f!!.t Betl, K, You Tube could 'break' shoring on borderf!nr? content to i!ghl mis'irJOrrnoUon. F.ng2.dget. 
17 Feb:ua;y 2022, tl;Jg)iwww.enqadc,et.corn/youtubc•·could·-break··sha;•i11J··on··bordcrline-conter1t.-·to-fi,Jl,'.·-misir,for:nat!on··201819354. 
b.ill1t GiE£:5plt:, T .. Peduc!Jc.;n l 8orrierlin£• contt.>nt I 5hadc.iwt'Junnlng~ Yaie-VJikirnedra 1nitictth1~1 on l'1terrnf1dfar:es & lnformctUo:1, 
20 Jul'{ 2022, am . .l--14 htlP5://@W.Vfll~.etµ/,5ite:;/(ief'ault/ f1l,~iYeiii.cer1terl§piclcwrnents/rer.1uc~fcrUsre;sayse1es_ju!2022.pdf. 
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To bet.er assess the state-of-play on how tech companies are addressing borderline TVEC. GIFCT 
outlined the primary online content and policy areas of its member companies that are most often 
associated with such content15 These policy areas are both often considered 'borderline illegal' ln 
different clrcurnstances ancl represent areas wtiere tech companies' polictes have had lo become mme 
robust in comparison with offi ine or real world legal guidance. These include: hate speech; anti--refugee 
sentiment; stereotypes and dehun,antsation; symbols/slogans and visual indicators associated with VE 
groups; rneme subcdture; misinformation; incitement to violence; anti-immigrant weaponry/instruct onal 
rnaterlal; violent, graphic, QO!Y content; populist ,heloric - nationalism; ant.i··governrnentiantH:=U; anti ­
ellte; and political satire. 

These sub-themes have come up :n ongoing conversat ions at the EU !nternet Forum, witltn GIFCT 
thernatc Work1ng Ciroups, 16 and within the Christchurch Call to act ion. These content policy areas 
have potential overlap or relations t.o t.errorist and violent extrem1st content and wider processes of 
radicalisation. Hov-jever, 1.hese topics exist far above and beyond the scope of terrorism and violent 
extremism in many wavs that have no relation to TVEC or processes of radicalisat ion .A.s a reminder. 
research has shown tme and t.ime again t.hat there !s no one causal factor to an individual radicalising 
towards violence. and many have argued that the passive consumptiOn of terrorist or vlo!ent extremist 
related materials plays a minor role in the overall process of radicaUsaton.17 For any measures affecting 
content rnoderatlon policies and legislation should consider human rights objectives in ensuring that 
act.ons taken are !egaL proportionate, and defenclat)le. 

Building off academic insights by the Global Network on Extremism and Technology (Gt'-lETl, borderline 
content types can be mapped onto the fol!ov.J!ng policy areas and TVE tacticsY3 

1$ See GiFCf Offic!;;,: Wet,.;ite on Mc-ri·,t,erst,:p: http3 f/gifcLcrairnee-nbe1shipf 

l.f:i Set GiF(T Offic'.'li Web;;it1; on Workng GrOUf)5: riru-,~JLgjfSJ,rd WiiK'ill1~ill,q[![&f 

l 7 K:;•nrnr•v, M., Bevond the 1rnet,1et: ;'-1eUs, Tr:xhne, ore the l.irniuJtJons qf Or;fil1e Art.Ubas f or lslomlst Te:ronsts. Terror:,zrn a:1d PoUt:cal 
'-/'.cience 22, no.2, 2010. pp. 177-97.; Reyr1oicb. S.C. and 1'-·LM. Hafez. Social NE.1t...,...,ork Ancivsis of Gerrnon Foreign .cighLers· m svr:o end !roq. 
Terru:fs:n and PnHt;:::al V1o!er:ce 31, :104. 2017, pp. Ebl--86.: R1efJf.•r, D.~ L FrischUch, and G. Bente, Deortng ~v'i!'h the Oar.f( Sid:?· The Effel·ts 
of !7igl1t···1Ving Extrem.rst and t.slarnisr. ExuY-:rn/st Pr,Jµagcu1do f ro;n a Socio{ tdenor,, Pt?;spectiv2, Media, \Afar & (;::nftict 13, no 3. 2019, pp. 
28-()--99.: L::korny. M., Let's pluv CJ virfet..; QOi':Jf:: JH--,ad! prLJpagand:1 f:; the t-VOdd of i?ie<.:tronit: en{erin!m'11ent, Stucil.:--s in Connic.t & lerroris;r: 
42, ncA, 20.19, PfJ 383--406 

18 M1:Guffiet ~<.. Aopipng Syste;r;otic Content f--1oderalicnf0r Ext.rernist Deterrence. GNET !:1sights, 2 Novernber 2021, 
l ,ttps:i.Jgr1et-rescarch.c,gi202lll lj 02japp;•,0g-->Y>lemdi:-content-rnoderatio1,-·for--extren,,st-cetL><renc€{ 
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Borderline Content Sub-Theme Policies 
and Use in TVE and Non-TVE Cases19 

80rderline Content Type TVE Tattles + Content Types Non~JVE Uses or Content 
(Policy Category) 

,. \1folent Content, 
Gfaphk Conte'!lt, .~or.e 

• w~ap9r1rv ½ 
Instructional Mat-enal 

Symbols + Slogans 
and Visual Indicators 
Associated with VE Groups 

Meme :Subcli.lt.Jfe 

Incitement to Violence 

• Some forms :of hate 
leading vioi,ent 
extremism 

• Bullying, Hat:a~!?.ment, 
ilnd Threats 

Anti-Refugee} 
Immigrant Sentiment 

:Stc.r,eotyp.e.s aod. 
Dehumanisation 

Mis- and 
Disinformation 

P,6pdtist RhetQric ­
Natfonalistrt 

• Anti-Government} 
Anti-EU 

• Anti··Elite 

Putitical Satire 

'P,ornotiorratKJ 
extrern~m fo 
tleQtfiptibns, 
y(otence. ,;JJ'IQ 

~r1tll;'.atJ0rt of v101~u 
'e,~U®.S to-aiid 

t ,#PR 1tr(ieoji~,f BXtren1ist. 
e q !ine' 

Using whislle symbols, emojis, and coded 
language to 2vade moderation !?!forts to 
ren,ain on a platform and Signal tike-rninded 
users 

.X:maling a sE>nse :of c,Jlectfve identl1y and 
tr1te°l'nc.lfgrou0 cohesMn t.htoGgM 's1:!Cret' 
h1es,ga_g1bg ooly .ai·1 1i'-1-gfot,p it; a•~1l!<ire of, 
.:E\Y¥1iil9' rnodemflotyp'ei::-a)Js~Jf Js. cl 'j~:e:" or 
l rm:iugl·1 ttw r:oofoslon of vlsuar m~dla. 

Pronmting or inspiring attacks and 
in11:T1idatinq onl.ine audiences in advanr.e of 
intended oft1ine action 

,. • • i , ''(: \t . ' . ·Rwmol,on ol· ,,an>.rtJased bc•,tefs, 1de0109,es-,. 
a11d. tlisctk,1it.~tro1;t Fac~ltatrng sfapegoat111g 
?.lnd fctlse attfibut1on. of .sctdE(taf !lhL 
Er11pP,1.\,~rmgsyrr1patfi!;:;erg W!ftl.(l1l'Sgull)ecJ 
w.rmf:l ofsnpafimfti/ 

Provide$ scapego;;; t for societal ilb, 
solidifying an in··group and 2nipowerinq 
sympa.thisers to feel superior to oulgmups 

Solkfln6 lhe c;1~rt$grml$m t01v:ard's a d;;tlned 
.~wt+gt,tJpta:g~tedb{'lVS gtpDp,, <1JloV.t1ng 
for corn:~,!rdated demunr5atron of a pen;Eh.red 
·.enemy' 

'Provides false but appealin-:-Jly simplinc~d 
explanations within circi.11nstances that 
create fear and societal uncertaintv: oft.en 
solidif\'ing an outgros.,p or enemy ,if a TVE 
ideo!ogy 

.Seapte-Joa!.lng andsubJ:.,.gating partlcdar 
0utgttl\.1p~-Ck!enJ:1fyl.rlg\.yt10ls$:n.d ls .nor 
·Dftha:t.nator1a:! h1emii'il e111po.w;erfrl,? 
sp-pporte:r~ fo fe,ef ~lJperk,_t 

Scap;:,qoath~g and subjugating particular 
el:te outgroups erod:r:Q to.1st in due 
p1oc;;•ss to pron:ot;;• alternative means for 
ernpowen11ent or change 

t 1·<1ifo SB(1.se--0ti0Ilectfue°J'danilty aoci 
rntema ahesron,avold censorship 

,ry a.s a Joke· 

Jou,naUsmani;J reporting on:~iwatltit;$. 
acJ1lie co)"llfcctt,.1siirelt as .academ!&, 
r a:r1i:l edu-c:~1iQn~l $!11;r1na qf content 
(qr U~l purpos~ 

Academic research and identinr:at ion, news 
articles and reporting, as well ,:1s broader 
syrnbo1s, visual iconograplw, and ntirnedc 
indicators being used in non T\/E sE-ttings 

Cuttu1atly-tefova1t Mun""10Gr1rnessag1r19 and 
whin1unlt:abo.r1 .as.weffa~ o.tmM§lve j oking 
otJfslp~ pf TVE; t:pt1J/f.i(t:s 

Incitement to violence hi.>.ppens in a range of 
soe;o-pcJ!itical climates and scenarios that 
rnight violate a poky but are unrelated to 
TVE incidents or activities 

f3u!!y'fng, hamssme.nl::mnd ffi reats fiappen 
1n. a .r24gept ~otlo-p.o!itica! din:!ates and 
keh&rl:or. ffit1t n1lghf'v.1otate lpofa.if antl,lr{ 
g()rYJ'c: t'a~;;, be ill\:: • 'are Ufl{el~t~d tQ 
TVS inddents or actl 

C:riU::ai and even ov!?11ty antagonist ic 
dialogues around refugee ,md rnigrant 
scenarios terri to be part of wider normative 
poiitca! cbcourse bv political figures and 
are discussed openly on rnany mainstream 
rnedia oudets 

St~1~owp1ng b-a'S!.Jt ◊t'i.Pl;ot.~tad c.-ate.gO(i~l\ 
of p.eapie .&1U sf,;i)uniants1ng !t'iJ19,,il9& 
h,:;pp·ens :i'1 a range of :::;p1J0:-polrttee)l d(1•nales> 
and scenaflos that rnfqht wolz.te a polrci but 
are umcl:ate:d to TVE Tnr.i<l1,'l1ts .or acth!ities 

Mis and disinformation is spread w ideiy 
bv non T\/E actors, far above and beyond 
processes of raC:icallsation, ofr_;;,n spd!!ng into 
mainstream d,$COUrse, espOU$ed by poli tical 
fgures. and mainstream media . 

L&gal rr\b.ln~!le!~m r1anon~tl~r11 and ~:,pufisrn, 
a!w fuS:11IDttld ~Ji.d e~.QU"Sl!d .bV bo.th trlhg& 
and rr@i(;;str~a:m po'Utrca! ~ntitlt% 

Vo,ce legitimate frustrations with socio · 
po:ilical and economic situations under free 
speech rnotections 

Mvmon.1kl;;k tfr-<lw :citt~nti.qn tq Pf.llitl<,;ia.l 
siwa.n6,is - v6ti1is., E£edioi1s, 1fo1;11cia1t g&tf'Eit 

This table quotes and builds off of the work originally presented in a GNET insight by McGuffies (2021) ;w 

19 Tt1is tabie quctes and builds off ct' tre \o/o,k o,lgin«llv presented iil a GNET insiqr,t by McGuffies ~202.l.J. This 1s "' G,FCT cont1ibuUon t.n the 
EU lnt,~m::'I. Fc-rurn Handb,,ok o:18ord~'rl ,.1e c,,ntent. GIITT contr'but!-:.n to the:- EU int,:mr.-t r-,,rurn Handb-:,ok m Bordr.rlin,? Cm,,~r.t. Any 
fee(jt;ac:<. que<~t:ons, or cornments ta'l b~ ;;,rna= e-j to Dr E1in S.illtni.il'l 1¥.t::1<,~_gjf.~.U;irn and Micalie fiaJnt ml~#.lill(~.9i.ffgtL9-

20 Table provic!':d by GIFCr. t;uilci'nQ off of n,e work orig;n;;.Uy pre,ented n GNF.T fnsiQhl t.1·11<,is MrGuffie (2021) !,lliK 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

THE H;\NDBCOK OF SORDERLiNE CONTENT l 3 
IN RELATiON TO ViOLENT EXTREMISM 

TT _HJC_007545 
843



Researchers and practitioners in this field continue to see tt'ie adversarial shift that when targeted 
policies increase on definable terrorist and viol.ent extremist content (TVEC), bad actors decrease overt 
v:ol.ating speech on that platform and replace it with 'borderline violative· content to evade moderat:on. 
Terrorists and violent extremists are aware of platform polic!es that rnay decrease their ability to 
disseminate part icular forms of content. Accorclingly, these actors often !,nowingly produce content 
that comes close to, but does not violate. existing platform poliC:es i e., 'borderline violative content'. 
The Global Network on Extren,isrn and Technology (GNET) has produced a number of lns:ghts that 
demonstrate how borderl.ine content can function as a strategy that sorne TVE enti ties employ to evade 
detecton or restrictions in online spaces. 

1. Borderline content allov,1s for the ·sohening· and rnainstreamlng of ext rernlst beliefs to avoid 
censorsh p and moderation.21 

2. Populist rac\ally and ethnically motivated extremist groups operat onalise borderline content 
on soc!al media to dilute their message and pursue increased recrutrnent of 'non-aligne1i' 
individuals_2i 

Experts acknowledge i t is necessary to prov\de parameters to the term.23 Given r.he adversarial nature 
of terrorism and violent extremism on!ine. lt is important to acknowledge that borderline content likely 
will not be accurately addressed by a static set of parameters. Content that is considered inappropriate 
or borderline changes in different political. cultural, and temporal contexts, which must be taken int<) 
account when atternpt ng to take actions on tits type of content. 24 

EUIF review of Analysis 
and definitions of Dehumanisation 

In her studv called 'Heroes and Scapegoats', researcher and da ta. analyst Lisa KaaU ident.i fi(~S targeted 
toxic I.anguage, dehumanisation and conspiracy tr1eories as means to create conceptions about groups 
of people as enemies: threatening, malicious and of lesser value. These conceptions may serve to justify 
contempt, discriminar.ion and violence.2s 

,A.s observed by Kaati, the term 'hate speech' is often used to cover different forms of expressions that 
spread, !ncite. promote or justify hat.red, violence. and discrimination against. a perscn or group of persons 
(ancl, in this case it is illegal in F.U MernlJer States) However. wide most defi111tons of hate speech 
share some common elements, alternat ive terminology such as 'abusive language', 'toxic language', 
and 'dangerous speech have been introduced to either broaden or to narrow the definit ion. The term 
'clangerous speech' is used to describe communicat ion that !nsp!res violence and rhetor!cal techniques 
such as der1un"1;;1nisation. protection of an in-group, and trireats towards tj 1e purity of a group.26 

21 V..Jortf Y.8. and J. Lr-;,\vis, !vto!e Su;;n?rr;r;r:i:,;rn, Borderiin,? Cr;ntent and Gaps in Existing ,Yioderof.ion E(forl:3: GNET l:lsighLs. 6 P..prn 2021. 
http;;:/Jgnet-researcl1 orgi202l}04/05/rnale-s1.uremac,;;rn-borcierlin1?··c,:,r, ,,"r.t··2;1d-a,w;;·· ''1-ex;sting::rraderation··effortsl 

22 Pt cr.ort1. \~·., Turning Back i.o Bfc!og:sqd Fcacfsrn: A Cor:ler:1 Anat'{s1s of PtJ!.riofic .4!tetnative UK's Online DiscfJI ... Hse. 
GNET !nsighl~. 22 February 2021, 
h,tps//,'1net-res1?2rci1crqi202li0212.2/turninqj1ack· ,o··b",olo,,ised··racasrn·a·ccntent··C1J1aly{s··of:·Pi,triotic-aitematve-·uks·on[;ne·cliscourse/ 

23 Roye:·~. E, !J;e Role of User Agency in tl!G.' Alyoriihrnic Arn,oiijicolion of Terrorist anrf Violent Extrernist Content GNEl lni:lghts. 21 S1;.:ptcrr1b~r 
2022. ~1.!Jp~;f/c1:1et-researr.h.::;rq~02.2J09/?.l_lthe--:;.)le--of··t.:ser-c.ge:1::.y-in ... lhe-a\Gorithrnic ... ar:t,7llfication-nf- l.P.rr::.1ri~t-and--vid011l,.P.xtrr.:r:lst .. 
cMt;z,,gf 

24 J Dav1.:.v.;, M. Cornerfcrd, J Guhl, 'Ai. 2-aldet, C. Co:.liver. A raxoncrny f o: the Oassf;iication of Post··Orgonisoticroi V!o!ent Exf.rqrnist & Terrorist 
G'1-1l'enl. http5:/hvvv\t1.fsc~..,beLor.gfv,,.r.rc.cnter1tAmloadsI2022l01JA-taxonorny-fcr-the-ctasslfi1.t~tfon-of-l'OSl-craun:sat10na1-terror1st-content.1xJf 

25 L KaaU~ HercJes. ond Scopegoats. Right-wing extrem!sm in digital environ,r:E>nt, 2021 Eurcpea:1 Comn1!ssion':, Directorat,~-Gt:·:'l•~ral Justice 
a,·1d Corisumers. 

26 L r<.aat.i, Ni?roi?s andSr.opegcm!S !Ugl1t ... Vlfng !?XtremiSiTi lndlr;iUil enviranrnenl, 202.l European Cor:1:ni5sio:1's Dfrer.lor?1t.e--GenF.-:al .Justrce 
a:id Corisu,ners. 
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While providing examples and trf!nds on the usf! of toxic language by violent extremlsts, Kaati explains 
that thr: reason for uslng different temtnolo1les is the m:ed to differentiate illegal hate speech from 
h::gal expressions of hate or aggression toward certain groups, whih:: still acknowledging that the latter 
may also be harmful. 

In the context of preventon of terrorism and violent extrernisrr:, a key partner of the European 
Cornmisslon is the Christchurch Call to Acton's network Especially on borde1trn:: content leading to 
vlclent extrerr:ism, the EU Internet Forurr: has benefited from the cooperation with its network and have 
exchanged on a regular basls on best practc.es, definitions and policy work canif!d out on this subject 
matter. 27 

In 2022, the Christchurch CaH Advisory Network ((CAN)28 led work to understand Members' 
resoonses to dehumanising speech and discourse. As observed by C:C:AN and (J1ristchurch partners ln 
rr!cent mef!tings, terrorist attacks such as thf! onf! in Christchurch and Buffalo in 2022, as well as the 
!SIS 1~enocides of Yazidi people, wen:: all preceded by the dehumanisation of an outgroup. Dehumanising 
speech or lanq1acJe includes descd.1in(J a group based on a orotected attribute as blclogically subhurTli:m 
('cockroaches,' 'microbes; 'parasites; 'yellow ants'), mechanically inhurr:an ('logs,' 'packages,' 
'enemy morale'), or supanaturallv alien ('devils,' 'Satan,' 'demons'). Dehumanising discourse portravs 
a proti::cted group as polluting, despoiling or debilitating socii::ty or pn::senting a powerful menace or 
existential threat to society (q-J., conspiracy theories like the Cireat ReplamT1ent Theory). 

In March 2022, CLAN distrlbuted a requf!St for information to all rr:embers of thf! Christchurch Call, 
including tech companies and governments. Based on the n::plies, CC/',N sug1~ested measures to reduce 
the spread of dehumanlsing content online, as part of the Cali's corr:rr:itments. 

Accorcllng to CCAN, dehumanlsaton provides a valuable frarnework for policv for thf! following reasons 

• Dehumanisation is distinct from hate speech because it airns to lower an audienu::'s moral 
reflexes towards a particular grouo by rerr1ovrn;:i them from the human famlly 

• It is rr:ore readilv apparent and definable as conduct than concepts of disinformaton, hate 
spef!Ch or extremism on thf!ir own. 

• It provides a lasting framework that can respond to changi::s in discourse and targeted groups 
over time. It exolains how a rancJe of groups based on race, relir]ion CndurJno no reliolcm), oender, 
gender identity, disability and other protected i:Ittributf!S are dehumanised through hate speech 
and cumulativi:: discoursi::. 

From the responses received, members of the Call (except for Twitter) did not have explicit 
policies or responses to dehurnanislng spr!ech. Under half of the respondents had laws that could 
penalise dehumanising lan1~uagi:: or discourse provided it met specific thresholds in their leoislation. Of 
those examples, thi? burdi::n rernairn::d lan~elv with the community to bring for\1✓ard complaints, 

27 0115 Mav 2019, two 1,c,1,J1s to 1.he l1,ay afte" the te1TOris,_ attack ,x1 two 1·1Dsqu,cs ir, Chislchurch, 1!1°w Zeaiam1, which kil,ec1 SJ. rJeoplc· 
ant:! inj1x2c! 50, 1iEW Z2ai2T1d f'ri1T12 Min sl21· Jacinda Al'cern ac1e! f'rench er,csident E1T1'ni't'IUei Mauon brc;ughl logetr1er Heads or ~,late and 
Cirwf.•rcirnf.'nl and 1,,arJer,i fmn1 tr1e ll'd"IDiDlJV sf.'CJDr lo ;.,r.1opl ll,f.• Chislr.-hurch Cail, The Eumf.E'a,1 Cmnmi'.is,m1 l'il'.i bf.'f.•,1 an acl,vf.• pa,tner 
of 1.he cal! sirKe its cr,caton. Fie Chl·istchurch Cal. is r·1ow ,a co1·1rnur, tv of o</icr 12.C: 1pvc·r,·1rnff,ls, c,1, 1,c se1·v ce prov,dicrs, ar,d civ I society 
01·ganisatic;ns acting lD•Jetr1er lo el cnind,c termrist ant:! violent •cxt12n1 sl c,x1tff1t onk1e. 
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All respor1dr!nts had criminal laws that could penalise dehumanising language or discourse if 
it met the threshold in their legislation. However, CCAI\J observed great varlations in the thresholds. 
Some laws onlv apply to dlrect attacks on individuals online rather than direct or curnulativr.' attacks 
on gnJuo ldenttes. Dehumanisation thnJu(.Jh discourse, such as dislnformaton, may not meet the harm 
threshold. CC/\JJ thaefore asked that the Call create space to discuss policv responses and definitions 
for dr:hurnanlsing speech and discourse. This would eh::vate thi? perspective of terrorism victims and 
strengthen the prevention-focused efforts of the Call. 

The Call rnav wish to recognise: 

• The serial or systematic dehumanisation of an out-group identifo::d 011 the basis of a 
protected characti::ristic ls a form of vloleno::, an attribute of T\/EC and a driver of vlolence. 

• Port.rayln(.J groups thrnur]h curated inf'ormation as poHuting, despoiling or debilitating society 
or as an e.i<istental threat to socletv is a powaful form of dehurr:anlsaton. 

• Di::humanisation creates risk for targeted groups, society, and democracies. 
Levers for enforcerr:errt need to be caref'ully consldered ln any response. 

Rernrnrnff1dations from CLAN: 

• The burden of enforcement should not remain on targeted cornrnunites. 

• The response should protect communities (not only individuals) and cover cumulative harm 

• The response should prior:tse non-carceral approaches that are fit for purposr!. 

• Relevant decision-makers must have i::nough independence and srnpi:: to consider 
all cont.ributors to dehurnarnsaton. 

• Human rights diligence by civil soclet.\/ needs to be encouraged . 

.lb EU HTHflt.T FDf/UM 
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Categories of borderline content in relation 
to radicalisation and violent extremism 

Racist, anti~migrants and antisemitic content 

r 

ow apoca, arta µm.rt& 
m!l!twe, M&&M! 
agrasivitma, 

Mr!rr:ber States reportf!cl about the increase ln antl';r!rr:itic rnr!ssages and 
posts lclr:ntfied online and call eel for better moderation of this type of 
content, evr:n whr:n the content is ilh::gal hate spet::ch, but its illegality ls 
sometirT1es diffa:ult to assess or to relate tc violent extremism and terrorisrn 
Messages against both Jewish people and the state of Israel were detectf!cl, 
ofo::n with dehumanising, hateful messages supported by conspiracy theories 
against Jewlsh targi::ts. An example of disinformation narrative targeting 
.Jewish oecple \s the denial of the Holocaust or its so··called 'exagoeraticn· by 
Jewish run rn?Clia. Jewish people arr! often used as 'scapegoats' ancl blarr:ed 
for all major crisis, including the COVID-19 pancli::ntc and the war a1~ainst 
Ukra\rn::. /\ numbi::r of Member Stati::s pointed at Vkontakte as platform \1✓here 

many anti-Semitic oosts were identified. 

The use cf disinfonT1,:1tion and manipulation techniques 
is also popular among anti--rr:igram users. r~r!cently, 
disinformation against miorams was used to le1~itmisi:: 
violence and killin(J of' South American rr:\grants. fl. 
woman called Rorr:ana Didulo, who self-declared herself' 
as Our!en of Canada, put out a rr:essaoe to her over 
48,000 Teh::gram followers tell\rn~ them that 'illeoal 
1T1ir.wmts' tryrn;:i to cress the Urnted States to then enter 
into the country 'should be shot on slght'_:;: 

Humour is ofti::n used tiv violent extremists to dehuman\se or express hate against miorants, especially 
those of Muslims backornund, and political opponents. It makes the di::ti::ction and moderaton of such 
content by tech platforrr:s rr:ore challenoln(-J. 

29 lrna;Ie pmvic!ec by Rcrna,·1ian authmilies. 

/1.n EU MerT1ber State provided an analysis of 
systemically screened and cateoorized extrerT1e 
right-wing clairr:s, collected between 2019 
and 2020, and proves trH? movemi::nt's ability 
to rr:onitor and frame polltical and cfscursive 
opportunlt.ies and place \deas in online 
communities. The Member State infcrrn?CI about 
\nteractive formats such as mus\c, lifestyle, and 
video games that have the potential tc influence 

50 l:naf:)t=: frD:T1 Vee :nary.:.z.:,1e's article UNK Pie quote screen:J~ot frcxn Q.lvwn Ouee:1 HrYnana lTcjulo's Tele]ra:n. 
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youngr!r audiences in a negatve WE.ti/. These formats f!nsure vislbilitv at.tention--grabbing and 
entertainment-focused content, and become digital repertoires of contention for individuals or groups 
that oppose a public decision they consider unjust or threatening. Results show that lt is cornmon for 
toplcs selected by extremlst groups to be :n the orey zone of :llecal and lerJ:1I content. 

The Cerrnan project 'Control Propaganda Online: Developrr:ent of Crinlf! Prevention Tools to Curb 
Extremist Propacanda and Hatr.' Mr:ssa1~es 011 the Internet' funded by thr.' ELHSF provided the followini~ 
examoles of t.mrderl\ne content. spread by violent extrerr1ist.s to radicalise users. 

h?rf! are son7f! examples of posts agalnst migrants, Muslims ancl Jewish people iclentifiecl as borderline 
content in relation to violent r:xtrernisrn and radical\sation by German authorities. 

35 

: ~;.:·:,:':•:;:::· ~.;: ...• ~.:::::,:r\. -:·:·::':.~:::,::S·;;:.: : ,:• ,:~ ,.~ ~._.. ~-:• : 

I ~ }: :: . ·- _._:. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ! 

'Remove Kebab' is a slogan usr!cl in lslamophobic mr!rr:es online, which 
calls for deportation or even killino of Muslim people Its orlcin cornr:s 
frorn a Serbian rnusic video containino anti-Musllm propacanda clurlni~ the 
Yucoslavlan civil war. The slooan and the irr1age of solders playinc the 
accordion art! used in n1r!rr:es ancl in quotes on online profiles. Christchurch 
attacker, Brenton Tarrant. wrotr.' 'Kebab Rr:rnover' on the barrel of rifle 
as a rnessaoe to the extreme ri(.]ht-wino irnaoe board scene. 

German authorities also identifo::d the use of Echo/Echoing and triple 
brackets as an anti-Semitic meme. which consists :11 a word ta::lng 
between the three brackets branrJno what is between them as .Jewish. 
For example, the sentence 'You know (((whom))) I mean .. .' implies that the 
antisemitic author is speakinc of Jews. In the hereby examples, purely 
textual and a graphic variants of the meme are used. In thi? first one, 
the tnole oarenthesis is apolied within an antisemitic post on Twitter to 
denlgrate Ancela Merkel as a 'Jewish conspirator'. The example imace 
belo-vV also usi::s the anti-Serr1itic Happy Merchant rneme. 

33 lrna;1e pmvic!ec by Ger,nan autho(tes frn t,1e scorx' of c!,aft ,1,J this k,nCbc;ok. 

54 lrJicJe,1 

35 lbic~e:1 

36 lbie:en 
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Countryballs/Polcmdball are very widespread mernes mainly usr!d 
as form of political caricature. /J.s shown in thf! accornpanv:ng irnagf!S, 
the drawini~s consist on balls n::presenting different countrles with 
stylised faces. This kind of merT1e is often used to comment en current 
political events and does not neu!ssarilv have violent rlght-wing 
extremist refen::nces In this speciAc example, the ri1~ht wing extn::ntst 
group Junge /\ltemative ~~RW depicts thi? ne1~otations on tili? refuget? 
agreement between the Maghreb countries and Ciermany as a tU(J-·of­
war between 'Cermanyball· and 'Tunisiaball· over a cletcnated bomb 
\1✓ ith 'lslarnisrnus' wrltti::n on it In this casi::, Tunlsian rni1~rants are 
di::ceptfully denned as ti::rrorlsts. 

-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-, 

Redacted 

Border-line content targeting Jewisr1 people, Muslims 
ancl migr·ants can also be found represented in 
me1-chandising, often sold to raise money for terrcYists 
and violent extremists. 'ZOG' is the auonym fm 'Zionist 
Occupied c;ovemment'. It refer· to a far-r•ight conspiracy 
theory refecting the idea that the government is 
contmllecl by .Jews. 

Redacted 
'JWO' is the acronym for 'Jewish 'vVorld 01-cler', tr1e 
antisemitic version of the ~~evv Wodd Order· cor1spiracy tr e-or1>;Trcnmrr1g-manne--smg1e--wc.mcr·-·-·-·-·-·-·-·-·-·­
govermnent will be lead by Jewish people 

·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-\C) 

'NOW' is the acror1ym for '\Jew World Order' a 
cmspiracy theorv that argues that a shadmv elite is 
tl"ving to implement a totalita1•ian world government. R d t d 
Du1•ing the Covid-19 pancJerT1iC, the conspiracy themv e a C e 
~pined nevv supporters claiming that this 'wodd 
govemrnent' is achieved through a manuf acturecJ crisi$ 
vvith the intention to exert control over citizens. : 

; 
i·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-

Merchandise that includes tr1e following tern1s m slogans (not exhaustive) should be analvsed 
closelv to assess a lir1k to violent extremist icleologv or conspiracv U1eor·ies: 

• f,Jo white (Jui It 

• Save Bef!S net F(efugr!es 

S? lrJirJl'c1 

38 Source for the T:a1Jes: T 5qu::Tei:., C. ['lla.rt::1v, Pro/Jtfngftorn hate, ISD, 2022 p 14·-17 

39 Source for lhe :rnages. l Squl:n=.t, C. rv1artny, 1°roj]ting frorn hole, ISD. 2022 p. 14--17 
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Covid-19 crisis-related borderline content 

40 

i In a number of FU Member States, disinformation on vaccines 
! and the role played by governrnents in preventing the spread of 
i COVID·· 19 were disseminated by extremist groups to reinforce 
i their propaganda aga:nst public figures. governments, mainstream 
i media, as well as Jewish people and migrants, •,vho were often 

Red acted l blamed for the cr:sis. 

i Conspiracy theories clairru?d the vaccines were iJoing to kill an 
i ent ire generation, or that people were being enslaved and forced 
! to va.ccinate aga:nst their will 
i 

i In some cases, violence perpetrated in the West against 

L-·-·--·-···--·-·····-·-·-·-·-·--·-·-·-·-·-·-·-·-·-·-·-·---·-·---·J author1Ues was incited and glorified by violent extrernist on!ine. 

The Radicalisation Awareness Network (RAN)41 reported on how the COVID·-19 pandemic a.nd 
measures against 1ts spread and their impact on populations, created an opportunity for new dynamics 
of development of violent r!ght -·.,ving ext remism (\/RWE) Utlisation of trie 'corona-cris1s' became 
tvpical of var!ous forms of violent extrernisrn and terrorism in a global scope (;nclud!ng violent religious 
extremism). The specific threat of VRVvE is characterised by various forrns of violent behaviour (so·· 
called corona hate crimes, violent demonstrations and riots, discussions about terrorist attacks, etc.) and 
by the interconnection of VRWE with a broader spectrum of mass protests ever responses to the 
COVID·-19 pandemic and with mass propaganc!ist campaigns on new social media channels. 

The most important chall.enge connected 1...vith VRWE :n the EU durlng the corona-crisis is connected 
with mass violent demonstrations ancl unrest. With the aim to mobilise people on the streets. right­
wing extrem:sts/v1olent right-·wing extremists use the mass spreading of fake news and conspiracy 
narratives in combination with capita\islng on the frustration and depression of rnanv people (caused 
by the impact of anti-COVID measures on their daily lives). The core of the conspiracy narratives 
used remains relatvelv consistent. It ls adaptable to new trenijs and events in trie panijemic and the 
measures taken to prevent these narratives from sprearfn~]. These narrat ives are not typical only of 
RWE/VRWE, but are also spread -..,v:thin left-vving ::JXt.rerr11st a.nd religious extremist rnilieus. Still, the role of 
vlolem right-w:ng extremists in the EU is the strongest ln comparison with other variants of extremism 

Tl'le conspiracy na.rrat ives widespread :n the EU are connected with the spread of conspiracies on a more 
global scale 0ncluc!ing QAnon, wit.h origin in the United States). They are supported by ant i-EU actors. 
mostly by Russian governmental and pro-Kremlin forces, v/th the aim to underm ine the authority of the 
EU and its Member States. The most important RWF conspiracies related to COVID-19 (19) are: 

• COV!D-19 is a Chinese weapon aqainst the West. 

• COVID·-19 was created as a tool of global elites and the 'deep state' (represented by BJI Gates, 
George Soros, 'Brussels elite', etc.), or even the 'Jewish elite' widespread with the aim to 

- Earn money from masks42 and vaccinat ion (also the biQ pharmaceut ical industry 
should be involved in th:s conspiracy), 

- Eliminate the Western population (anc! to replace 'tracH:onal citizens' with migrants), 
or take control over free ci tizens (microchips in vaccinatiOn). 

• The use of the SG transmission towers narrative for the spread of COVID- .19 (20) can be 
added as a subsidiarv conspiracy. Am.i--pandemic measures are rnlsused by governments and by 
globalists to destroy small entrepreneurs and to create a dependent populatiorl 

40 Images provitir-:d hv 1,a!ian ,wthor!tie, for drafting 1.hfs handb,:x:k. 
4.1 European Cotrirniss1or1'5 RAN p~fH?r~ Qipita!i:5ing on cri!;fs. 202.l 

https.l[n::;rne .. <lffairs.ec.eumpaeu/systecn/fiies!2022·02/ran ca.i·,talisir:g cri;;,es i1G·.v vrwe r:·xoloit covic--19 par:d1crriic 082021 ,~: ;:idf 

42 Image pro,;idec by Rorrn,,nian autror!tie~. 
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How conspiracy theories, disinformation and dehumanisation can lead to violence 

The most important violr:nt rlght-wing ex.tn::mlst activities in the EU connected \1✓ ith the COVID-19 
pandemic were ln 2020 and 2CP1 and consisted in mass vlolent derr:onstrations and unrest oroarnsed 
by violent extremists with the intention of gaining media attention, mobilising their own supportr!rs 
and strengthening thf!ir political position. Speeches, mottos and arguments supporting violr!nce lnclucled 
elements of fake news and conspiracy narrativesi1' 

Violence olays a symbolic role :n the f'ollow:nc ways: 
4< ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-, 

• For violent extn::mists to shov,; how through violent 
activites they are able to recruit and radicalise 
common people who did not oreviously belonr;:1 to 
extremist ntlieus. 

• The capability to oroanlse vlolem actvltes 
strengthens the self-confidence off ar--nght 
militants. 

Redacted 
• For srn,H? youni~ people, videos with dashes are an 
insplration for s:r-nilar bi::havlour, 

• Senous threats towards politicians and experts 
who wae consiclerecl as responsible for governmental rr:easures (or who pubklv clefencled thf!Se 
measures) \1✓ere posted onllni?, including by pi::oph:: who did not belong to extn::mist milieus, but 
were successfully lnfluenced by narratives spread by violent extremists. 

Frcrn thf! perspective of vmr✓ E development the era of the corcna-nisls in 2020/2021 can bf! 
characti::rlsed by: 

• Specific hate crimes and violent mass protests related to COVID--19 and countermeasures. 

• Temporary dorr:inance of otha topics in some countries fer local vmr✓E scenes (BLM protests, 
clashes of violent right··wing extremists in Poland with opponents of the anti·aborton law, 
anti-poliu:: protests in France, etc). 

• Deeoenin(J of olobal interconnection of chats and webs with conspiracy narratives, fake news 
and hate speech with the potential to radicalise violent right··vving extremists and terrorists ln 
the future. 

MerT1ber States provided exarr:ples cf borderline content on C:OVID-19 used by violent extremists to 
radicalisf! and recruit new caclres. 

Varlous excerpts frnrn popular serles and films are regarded as 
oarticularly icornc 'cult mmT1ents' within the network culture and are 
also used as such in rnerr:es. Even wlthin the online subculture of the 
Alt-Right, these :conic f!xcerpts are often reused and manipulated to 
send extremist political messaoes and propaganda. Tile sample irnage 
is from the US sitcmr: Triendr:,' and shews one of the maln characters 
wearlnc a skull half mask, which refers tc actors cf the violent 
rioht--wlng f!xtrernist white power moven1r!nt Atomwaffendivision. 
Thi? caption of tile merra:: refers to extremist politlcal violence. Tile skull 
mask was also seen at recent violent protests and is a nod tc extremist 
undercJround meIT1e communlties. 

·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 4S _____ _ 

Redacted 

,:fJ Eumpea:1 CrYT1rnlss:r_m's FU\!'J repnrt, Copifoii.'.;inQ on Crises, .How Vl?tVEs Exploit !he CO'/l[)-} 9 PoncierT1ic ond Le'.;sons}or 1G/CVE 
t,Jps:ilhorn1c·-a.ffa.irs.ec.e1.11"opa.c•u/svst,c,T•/flies/2.C:2.2:·C:2.iran c,cDita.ising cr,ses how vrwc· e,.ploit. rn<iic1· l.9 r,anc.le1T1ic C:82.C:2.1 en.Def 

44 ln-iag,c provicec! bv Ron-iani2T1 aulhorili,cs. 

,::;•:~, l:"'na~]e prD'JicJec~ bv Cier:T:an aut.ho:;t;es fnr tr1e scope of t=:'.itabllsh:nr=; tr1i:; ha:1dbDok. 
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Other EU Member States observed the involvement of new actors, mainly with no previous links to the 
extremist spectrun1, in anti-vac(naticn and anti-COVID measures disinformation campaigns which led 
to v:dence. These actors can be l!nked to the new wave cf anti-constitutional extremism observed in 
several EU Member States active on several social rnedia platform ancl communication seNices. 

How rig__ht wing__extremist:s. use .. dis[nformol"ion. camppig_ns 

In the following table. the Radicalisation Awareness Network provides information on the major 
conspiracy theories developed and cHssern:nated by right wing extremists to sow mistrust. and, in some 
cases, incite r.o violence against democratc governments and institutions, mainstream rneclia, polit ical 
opponents, as weH as against the members of specific cultural and religious milieus and migrants. which 
are deceptively descr1bed as 'elites' or 'enemies'. 

Radrt11,,,atonAWa~sNt!tw:inr; CONCl lJS: ON PAF'fR 

RANII IMPACT OF CONSPIRACY NARRATIVFS ONV:Clf'JT RWF & l,'lf NARRATIVFS 

THE GREAT REPLACEMENT 

Civi l war; 
Poltit1satlon; 
Oivide aod c;onquer; 
Dehumanise; 
Sense of identity; 
Keep the "traditional " community; 
White ethoostate. 

Pcwpte who oxp4ri4nco, a seMe of 
loss/ grieved lndM duals; 
Working class; 
The supposf!d "elites'"'; 
CoM@rvetlves. 

"We are under att.!lck" ; 
"It i s now o r never''/ "'We have to 
defond oursel ves"; 
''Destnxtion of traditional family i :s 
feason for dedlne of EU populetlons"; 
"Immigrants are invaders"; 
"Mistrust of mainstream me.di&". 

Inft~ nc,ers / seff .. proclalmed polit ical 
figure$ / academjes, / joumali$t$; 
Terrorists / extr~mi sts; 
Religious leaders; 
Alternative media; 
Sodal media bots; 
Ac:celerationists. 

Frin,ge pl atform$: Gab, 4<:han, 8kun; 
Malnst~-'m platforms: TlkTok, 
Reddit, Whats.App, Telegram; 
Print m~ih: stlcke:ts nnd posters; 
l.iv,e,, st.rE.".t'ms i video 9ei1,H::>; 
Re.ii- life event.:;. 

Politic.."ll action: Ch.-1nge t he system 
fr0tn t he inr,tde / O'l<,\,fth,ow of 
government; 
Raise owereness / 1-)rOt(;:St ing; 
Promote con fhcL o f truth/ v io lence; 
Re<f·pil!ing. 

Page 4 o f 6 

QANON 

Defeat evil; 
To provide p,sy<:hotogktil <:omfort to 
their confusion in a complex worfd / 
understandi ng <:onfuslng reallty ; 
Restore an enchanted world; 
Trump presidency. 

Alt -r ight / patrio~; 
Ordinary people (mothers and fathers; 
men and women) ; 
People who bl'& wrf!stllng with the 
complexities of the world: searching 
for meaning. 

"The elite rullng Is the: "vii"/ 
" Everything you know is a lie"; 
"Good, ordinary people tire vi ctims"; 
"Your situation is the product of 
Intentioned plans by others"; 
"Your liberty is under threat"'. 

Q; 
Alternative media; 
l ndiv !duals d almlng to be "red· pitied'"; 
l nflucncors; 
&:ho chambers / every follower is a 
messenge,. 

L.ar99 $OCial media pla tforms; 
Fringe sodal medl-' platforms; 
Memes / live streams; 
Tho Dark Web. 

Sp read the message; 
Protest / riot ; 
Prep.'lre for ,.,foJence c.19ainst i m moral 
other / pn;pa,·e for· martjel law. 

,d6 fu:~lj':C'i~fl Cr:,:l:n 1i5;-::1r:·c; r~.'\M rc-p0r: , Cnr,dni: ;/no ()ti Cfi'\ !:5, f10til iiinvr,: r:~~f 1l0:l l,h ~> CO':/if) - J. 9 n,r:r!{?ii'?ir: ::nr! ! f.'5"~C,'JS } t) ,' f:/('1;7: 

h~llJ-:~.1/h;Jn 1c-cdr\~if:-.(.'( c1ucpa.-:•1 :/:::~••)li_': n/filc-~.•'?()22·0?.'J c:: 1 __ G::plla.Us11 :1_ ,+J :-j(":~,_h;}V.f _ Vf'.f/(•_..:-xiih) l t,_U-JVH!-19 . .JJ.~~, :;Jc.•1ni<. _ _()8?02.l __ C.1 tfJcif 
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The focus of the table is on QAnon and tJ-1e Great Replacement. It provides insights into the objectives/goals. 
the types of rnessage sent, the target audience, the platforms and media used to spread the messa~,es, anj 
the t1 pe of actions that violent extremists spreading these conspiracv theories are ca!l.lng foi. 

6-rJ.¥!.!.iJi.cation tact;cs used by violent extremists: the superspreader of borderline contery_~ 
leading_ to radicalisation and_ violent_ extremism 

Online actors responsible for the 1Nidespread distribution of harrnful content are often denned as 
superspreaders. Often v/clespreacl propaganda campaigns disserninat.ing malicious content are 
triggered by a small group of users. An example of supersprea.der activit ies is discussed in an 
artcle published by Canadian McGill University""} in Montreal, which refers to a report by the Center for 
Countering Digital Hate (CCDH), 'The Disinformation Dozen·. The report reveals how dozen misguided 
influencers spread most of the Anti-Vaccination Content on Social Media. Its main takeaway is 
that two·-thirds of anti··vaceine content shared or posted on Facebook ancl Twitter between Februarv l 
and March 16. 2021, can be attributed to just twelve individuals. Twelve. Let that sink in. 

Examples or the types of deceptive messages sent out t:iv these superspreaders inclucle clairning t.hat 
vaccines make wornen infertile or that they have killed more people than t.he disease itself. 

This modern anti-vaccinaton mcvernent is led by well-financed influencers who have accumulated a 
sizeable fol.lowing en social media platforms, w~iere, in sorne cases. fear spreads more easily than facts 
and nuance. Among thern are anti-vaccine activists, as well as alternat ve health entrepreneurs and 
physicians Some run multiple accounts across the d!ffr1rent platforms and often promote 'natural. health' 
and even seH natural supp!ernents, beauty products. pet supplies or books. 

Tactics used by anti-vax superspreaders 
Anti -vax superspreaders try to innovate their message and sometimes skirt platforms' ru!.es by using 
secret codes. For instance. instead of saying 'vaccine,' they may, in a video, hold up the V sign 
with their fingers and say, 'If you're around someone \-Vho has been' •··- hold up V sign -- 'you know, 
X might happen to you·. In other cases, they falsely link a famous person's death to the fact that the 
celebrity was vaccinated days or weeks earlier. Some of the influencers even use a strategv call.ed 'tried 
and true·. With this tactic, anti-vaccine influencers ttv r.o promote some sort of research and data to 
foster any narrative tr1ey have chosen. They do not seek a logic or scienUical evidence. but evidence 
that can just.ify their assumptions. 

Borderline groups 
The Italian anfr-vax. and anti-·green group 'borderline movernent'_,,6 called 'Guerrieri V _ V' (alive 
warriors), active online with the label 'V_V', was intercepted a.rid investigated by the Italian po lice 
en ontne p!atforrns such as Telegram. H1e group was accused of disseminating violent propaganda 
against political figures on social media platforms in a coordlnated manner. Violent attacks and 
language were used by the group aga inst people express:ng opinions in favour of the vaccinaton 
campaigns and 5G. Threats ancl aggressions were glorified ancl amplified on plat forms, espec:al!y 
on Telegran--;, but were not automaticaU.y removed by all platforms. because they d:d not meet the 
thresholds to be cons:dered harmful or illegal 

t17 .Jarrv Mas:--,;\ D-olt?n Mlsgufdecf fnfiur?ncer.'i Spread !,;Jost of' lhr! Anli .. Vcu:dnotlon G,atent (H1 .Socloi r1edia, Mr:GiU Univer1;itv. Mr,ntreal b\1:t&.it. 
w· .. vw.rncc;Ht c~ 1~sfc.,rticle.ls;ovic-l 9-health/dozcn··m1muided··inn:.1er:cer:;~read .. rr:ost-~~r~t: ... va::cinat!c:i .. content··sodal00rn1~d:a 

48 /..s aescrioi;;a tor the itaUan Ni!tkn.al Pol :cc. whiclo repOft~'() of violent extremist groups tl-!al lhey have labelit•d i!S boraer!inc beca1i;e tl-!cy 
are CJot proscribed nor bc11ned, 
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Thf! 'V_V' movement, was investigated by the Italian ~Jational Police for intruding in an onl!ne 
meeting held by thr: local publlc administration of Trieste on 'GoToMeeting' with irnages oft-shirts 
br.mlni~ the logo of 'V __ _v and other defamatory and pn::catory senti::nces with an anti-vax and anti-Covid 
measures orientation. A (Jrnup called 'Blocco Est Europa' (East Europe block) was also intercemed 
online by the Italian police on Telegram for sharing racist and violent contr!nt with messages referring 
to racial hate. J\ntisemitc messages and glorification of Hitler were intercepted, alm1~side hateful posts 
against public institutions and law enforcement and gendi::r-based hate spi::ech. Videos of suicidal and 
murdered women, especially younc ones were ldentlied. Traming on the use of' weapons were detected 
on the groups' online channels and profiles. Net all this content was treated as illegal or in relaton to 
violent extn::ntsm and tenmism 

Lastly, the f,JCiCl ISD, ln its report 'PrnfitnQ horn hate', provided examples of how borderline content 
rr!ferring to the COVID--19 pandernic and vacclnes was spreacl online to radicalise and raise money for 
violent extn::ntst groups. Here are some visual examples bi::arlng CO\/ID-19 disinformation 

r 

Pro-Kremlin borderline content 
5:'J 

Redacted 

Since the breakout of thf! war of aggression against Ukraine in 2022, 
violent e.i<tremist groups have been using the conflict to radicalisf! and 
recruit usi::rs online. J\s reported bv Member States, borderline conti::nt 
1T1ainly clisinforrr1ation, ls beino used by mo+(rernlin users f'or disruoting 
society ancl fostf!rinQ anti--Ukraine sentirnents. 

Sorni:: EU Member States have informed about thi? activities of so-called 
l1orderline· (Jrnups, often defined as 'anti-system· vlolent protesters and 
conspiracists with links to vlolent extrr!rr:i:,m, who werf! spreadinQ anti-­
vax ne::matves to incite violence acainst goverrnr:ents. Law enforcement 
agencies and experts revealed how these sarne groups are now 
disseminating pro-Kremlin disinformation propaganda often 

referenu! to xenophobic-racial content, to sow hate and 
violence against SPf!Cific targets (the EU, the Wr!st, NATO, Jewish people, 
Ukrainian mi1~rants). 

49 Source for the /na1Jes: T 5qu::Tei:., C. ['lla.rt::1v, Pro/Jtfngftorn hate, ISD, 2022 r.1. l.3 

~,C: lrna;1e pmvic!ec by Czech R,cpubl e's aulhmil es fol· the eslablish1-r1rnl c;f th s handbook. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC_007556 
854



Examples of deceptve content lclentJied bv Member States usuallv refer to the following allegations: 

• NATO (and EU) spread(s) propaganda 

• Russian invas\on is not an invasion 

• FLssia\ so--callecl ,,special opr!ration' is an act. of peace 

• Russia does not attack citir:s and civilians 

• Ukra\nians are fascists 

• Ukralne's oresldent is controlled by evil Zionists 

Fokes ond disinforrnotion by 'borderline groups' 

Sl 
·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-. 

Redacted 

fhe use off ake photos and videos, in which the either the 
~x\stmce of a \1✓ar is denied, m where Ukraine is described 
~s the in Tator of the conflict and blarT1ed for war crimes. In 
ilrse r··nrn 1"J:-mvincI irn··i.cIes nr·,--Rus,.;J:-1 u·er· ·•hirr: scenes r c ... c l.l. -· ·r L-. I • .,; • .c .,; ... i 'J \., -- --· L-. ~ -- ~ l. c . .. .. . --

por travinq Ukrainian victirr:s are fake. 
. ' -
' ; 

tonsp\racy theories and fakes wr:re identified on a number 
i,r·· 1·11 ·.,tf.cJ1·r1·1s ( ',LJ'·I··· ·-is· \fl.-·,r1t··.,kte Te· len1····1T1 r·1kTc1k F··-•·et·ic·, ··1 1, l ~, r u.. __ ,--· L ! c . h\., .u _ . 1 • --~ d , . .. , dL .. ..il ~ ... , 

bncl thev usuallv refer to: 

• Revisionist ideas d\sserninatecl to sow anti-West 
sentirT1ents 

• Disinforrr:ation and conspiracy theories about 
Ukrainian refugees 

• Main anti-European narratives: EU/NATO will drag 
us into the conftct. 

Easterri--Europf!Em EU Membr!r States reported of the activities of pro-f(rernlin inAuencers spreading 
disinformation about thr.' war of aggression a1~a\11st Ukraine. 

!ri_fluencers and dedicated websites identifled in the Czech Republic 

Redacted 

SJ. ln·iag,c pmvicer.1 bv !ta.liar, a.t/.hoO.ic•s for th1° 1°s1.a.b,ishrnE·r,t. of· this h,'FlCbwk. 

/\.n exarr:ple of a pro-Kremlin 
influencer actve \n the Czech 
F(epublic is ~~f!la Li:,kov,:J, self­
procla\med ambassador of sr:paratst 
Donetsk Peoole's Reoublic in the 
Czech Republic, who was identified 
for posting clisinforrr:ation about: 

• /\.lle1~ecl Ukra\nian fasc\sts. 

• EU and USJ\ actin(.J as nefarious 
entitif!S agalnst r~ussia. 

• Thr.' U~ ignm\ng the so-calh::d 
gi::nocide of Russian minority 
in Ukrame by the Ukri:Hlian 
Covernrnent.. 

~,2 lrna;1e fmrn Faceboc;k"s post pmvit:ied by Cz,cch Republic's d.1t,1rn ties for the 2stct,lun,enl or lhis har1et,ook 

t_1_~t.p~i://vv'\il/\N face book uxn/r.1roup_~~/pra tele.ruska. v.cr/pnsts/2 .1 .. -:if::,2f::/::,2 4 .-:i2(Yl-S.-:i4/:-\:o:T:(nt=:n t icJ = 2 l 36r.13::j6!.J 65 2oe27 

•,;5 l,,1acw fmm Facd.1DDk',; pD'.it. prov:CJer.1 by Czf.•ch F/q.11.J/ic's autr1rn,l.ic."i fDr th." f.',it.abiiirl'"IE'"·1, 01· this h,.nrJbr.nk 
h:Jps://wwv,' fa.cebook com/ta.c11::sc:o.orq/posts/31 l L'.89684318950 
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Examples of websites spreading pro-KremUn clisinformat.ion narratves in t.!1e Czech Republic, witch are 
potentially leading towards violent extremism are: 

Protiproud, with ccntent rel.ated to common dis1nfom-1aton narratives, such as: 

• The f~usstan invasion is an act of peacEi. 

• Ukra!ne is a boil which must be removed. 
S4 

Redacted 

Tadesco, which has spread fake nevJs about 
alleged US biolabs financed by US MoD on 
Ukraine. 

Former politicians are spreading narratives 
on alleged Ukra1nian fascists using banned 
phosphorus ammunition :n l<yiv The same 
politician circumvented the EU ban on Russia 
Today (RT) and shared prcH<remlin unverified 
inforrnaton corning frorn RT on social media 
platforms. 

Romanian authorities confirmed that 
borderl.ine content related to the Ukrainian 
conflict !dentified in Romania usually refers 
to revis1on1st rhetoric and anti·European/anF-

L._._,_·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-·-·-·-·-·-·-·-·-· , i n1rr1 i g ration narratives. 

Romanian authorit ies :dent tied a serles cf revisionist ideas spread by pro-Kremlin extremists, especiaHy 
on Fa.cebook, such as: 

• 'Ukra:ne is an artificial state'. 

• 'Lost territorles 1.ike Ukraine must be reannexed'. 

• 'Ukrainian migrants are il legal'. 

• 'EU and NATO have created the conflict and will clrag Eastern EU countries into it.'. 

'5<! 1,nage frocn Twit:r:·i's post prc,vidr:·d by Czech Repubk 's aut.'1;, ;-it,es for u,e establishment. of ths ha!'ldbook 
https:L[lwitler ::on:\iil,Jbo,nir vo;,1·~ ;;t 1s./l 497007 l 9988482857 4 
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Under the German Project ·control Propaganda Online: 
Development of Crime Prevention Tools to Curb Extremist 
Propaganda and Hate Messages on the Internet' online posts 
!inked to the war against Ukraine t.hat coulcl fall uncler U,e 
definition cf borderlinf? content were idE?nti fied. 

;\n example was provided which was shared on Telegram \n 
July 2022. Tt1e title of the post in German is: 'Der Krieg gegen 
Russ!and wird unter der Dusche entsclteden' (the war against 
Russia 'Nill be decided 'under the shower'). A text is added to 
the picture of the president of Baden-Wiitternberg region, MP 
Kretsct·1mann, reading: 'If you shower for two minutes insteacl 
cf eleven, you save 80 percent of the energy vou need for 
the shower.[. .. ] Now it really depends on everyone·. /i, comment reads: 'The Spatzlemao' (referring tc 
Spaetzle. a rJsh typical of Baden-Wt1rtternberg) - a comparison between Chinese dictator Mao and 
W:nfr:ecl Kret.schrnann. 

S5 

56 

Hate speech has two 'traveling companions' i 
-·· disinformation and media manipulation. ! 

Russia's war against Ukraine demonstrates 
tr1e deadly effect of hate speech, as it 
has served to dehurnanise the opponent, 
in this case the legitimate, elected 
government in Kyiv and the wider Ukrainian 
population. 

Redacted 
Once the foe is dehumanised, sold iers on 
the battlefield do not fight another person 
like you and rne, but rather a lower-ranking group. A EUvsDisinfo analysis carried out by 
U1e EU External Action Service (EEAS) in the EU shows how a one--time Russian president 
Dmitry Medvedev used Telegram to spread hate speech in the form of claims that 
'aH Ukrainians should be wiped from the face of the earth' . . l\nd apparently, it is not the 
first time that Mr Medvedev has riled the followers of this Telegram cl1annel amounting to 
incitement of violence and justification of war crimes. 

55 Image pr:;viced by German ;;ut1,or'Ues for the e;;LahHsl,rnent of th, handbook. 

'56 EUvsOisir.fo, Kremlin Hate 5peecl1 l,i,:",tes War c,1rr,e5 in Ukral11e. June 09. 2022 
https;,ll~L1Vsd:sinfo.eti/kremlin .. hc:te-5.;pepch-incites- 1Nar-cr:~ries- 1:l·ukr~inel 
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Si' 

r: 
WHEN WORDS Kill 
HATE SPRECH IN 
THE KREMLIN SPEAK 

•• Uijch I)( llk/a.ioe i$ !31>) , !Mie~ 1ma.r 
1rorn "Hlitarie Russia" 
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lffV'A-SIOll Of !JK!tAtHf 

, A Ukraln!&l natilln i1 an artifitis,l fdca 
• Uklainia111 ,,e ~si~l~ l!anlans 
• Ukr.!ne Ii led by •r,dltal$ ll'td llOO· Nuls • r;.llo 
~re " ..itnamen1t· et lliti Weit (OS, tlAiO, WI 

16 MAR. 

mA im~osn ;wnm, Jm~!,mL,ii''-,111111 
·•~;;1.r i.cM~ rnmrui tW mm ~ s}r fr; 

The ar!it.'t was pra!slag gen&tldc, 
e:iffing tai ams n:11rns.1ioo. llllmlc 
de:m~a l•Stalill The nm~e 
sivcad to R~aft ~,al~ W ~ 
t~r0tffl: nltdia .. 

t 

t7JUNE 
f :~0?2 

"Mak• thtn disa,11e.ar" 
mm,:1 • 
eaa only w till-jcmond as 
cncoor~fll ccndonillg aets 
of ~o~i!le against• Ukrainiam 

!lff.fTIH l{\)i,!,,lt~ 
rnn1rn roi t 
"Whal appetrc~ In lbc Pl~ of ~, 
Ukraine·, 111p11Rn1S 'an " 
e,ti1tential threat t~ !lie lb!s$i~ 
~~pll\, 8!!1lla~lll!l;11, R!!S!IM 
fangu~ and llns.iaa Civiliuti~•• 

This outburst represents the summation of a narrative of dehumanising and vilifying al! 
Ukra inians, equating them to Nazis and calling for their eradication in a manner that can only 
be described as genocidaL58 Language matters and v-,,ords spoken with such unbridle hatred can 
lead t o very real and very tragic consequences for the people in Ukraine. And those who dare to 
speak such words must be held to account in the sarr1e 1,1;ay as those who pull the trigger. 

EUvsDisinfo reminds users of how Russian state-controlled disinformation outlets have always 
used the 'Russophobia' argument to explain away any Western criticisms or counteractions, 
The pro-Kremlin disinformation ecosystem in 2022 revamped the #StopHatingRussians social 
media campaign, sl inging baseless accusations of Western at tempts to cancel Russian culture. 

~;7 f.'.Uv(;Di1;i1 :f :J, Krrir:-ih 1 Ht~lc• '~r:r.•:Y I : I: 1:::-llr-"i 'N2r Cr:r1:c·s :n Ukra:ar• .Ii :nr.-• n<:.J, ?O? ;, 

h,lj;5:/i<:1.,✓5( 1,5Jc1f,.,.,:,1 ,/kt:1 ;11!ri··h,c l.C"'5p~r.tl ,-!n::.! l.c-5- ,1,:;ir-c;-,·1 ,t.'c·'' 1 ·1J.r:,11 ,cl 

·:,13 [1.!•v~Oi:;i, ,fo. Kr:::-n,(;; , i l.;;1.c· ~,1.,,~r cl , ln::,lc-:; Wf!.1 C lr,,c-:, !; , U~1<:Jr1c, .Ju;,c 09, 2022 
h:.11.:s:/.o':.\1 :v:;: t:;l: 11'0.::•1 :/K:·er: !11: r ·I ~c~l<'-St i~c,rh-1: 1::-f l (' :>··•;,1ar-cr::·n~:•-::-1n .. 1 ixr,~inc•/ 
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The use of irony and memes 

,:.\lthough the l:mits of humour can be debated in many different ways and 
consequently it is difficult to find a consensus as to where those limits lie, 
the use of irony and mernes in the online dimension is nowadays matter 
of concern. Ttts can be explained with T.he fact that any meme can 
be exploited by entities or individuals interested in disseminating hate 
speech or extremist code messages that cannot easilv be labeU.ed as 
v:otem. ext.rem:st. 

Memes st1r up emotion and generate strornJ reactions. Usually, creators 
of rnernes use neologisms, metaphors, slogans and fixed phrasal 
expressions. A.bbreviat:ons as part of informal language are also 
employee! in merntc:S to convey rnE,aning in as Uttle words syrnbds as 
posslble.60 They encourage attention-grabbing over slow-burning 
systernatc, contextualised thinking. Nevertheless, borderline content and 
memes have been used by right-w ing extremists to mask the content. or 
the championing of some biases with ridiculous represE,ntaton n1e a:rn 
is to present their v:ews or ideology in a forrnat that eludes the poUcies/ 
rules irnposed by social media platforms. communication services and the 
legislative framework. They have promotng ideas through 'rnemes' that 
seem :noffensive bur. that in fac. spreads a xenophobic. homophobic. 
ethnic/religious intolerant ideas. 

A study led by ttle !taHan Police, discovered that usually these people use 
confidential cornmunicaTiOns platforms and rest ricted char.s (so--called 
satellites. regional, etc.) Moreover. they utilise sophisticated tools for 
account anonymisation, fake news and borderline content to avoid 
being pursued. 61 

Furthermore, research in Romania revealed that many memes are being created as 'jokes', 
but the images contain extremist beliefs and are aimed to spread hate speech. Usually encountered 
on lnstagrarn and Facebook. this type of content :s popular amcng teenagers and young adul.ts as tl'le 
following examples shows. 

Historical footage of armed forces combined with rac!st jokes 
is a popular Internet rneme arnong right ·-wing extremists, tJut 
obviously not al! rnernes with pictures of the army must be 
considered as right-w;ng extrernist. Tiiey must always be read in 
context. The use of these rnemes bv violent extrentsts is a subtle 
atternpt to provoke humour and shift a socially acceptable 
discourse towards extremist right wing contexts. The example 
image suggests that one soldier tells the other to toad his 
machine gun with Jew rnemes - a request among right-·wing trolls 
to flood tr1e current forum discussion with antsernitic jokes. 

SS Image prnvide,J by Romanian at.rt.hor,ties for th,? establishment of this i1am.ibo,:>k. 

60 S. Fubar2, J:.i, hu21, A Pragmatic Ana,vs:5 of the D:scou1"~ of Hu,·11ou1 and ,rony in 50lerted Meme, c>n Socia, Media. 
University of Pen Harco,;r, l,!~ 

61 n,,5 info1matio1 r.01,r:·s fr0<11 the pre"e1,at,on give'l by italv in tr.e £U inter~et Fon.m w;,r~ilop on bor,ir:-rhi, content i1ek: o'l 
29 Sept~.:rl:bcr 2022 in Brussels. 
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Borderline content linked to the Bratislava attack 

62 

r:' ~-*h-r»><¼:r~<e<:,f~. ' ~-·-·--,~·--·-" 
LEMMINGS ! ,,,, 
Au.rltlCi~ !jl,i:l.l'f-S ! 

. ~~ 

... ,..°"'~ 

A manifesto released by the perpetrator of the terrorist attack (shooting) 
carried out on a LCiBTIQ friendly bar in Bratislava, Slokav:a on 12 
Ocrnber 2022, vvas clisserninatecl across multiple onUne platforrns. While 
there is a clear terrorist and viol.ent extremist rnotive behind the attack, 
tactics 'Were used by the perpetrator to evade deteL1ion, Al.ongside 
violent extremist content, he also used bordedine content (especially in 
his manifest.cl and technical means to amp!if v the reach of his on!ine 
posts \1.Jithout being d£~tected 

The NGO Tech Against Terror:sm6' ' found how l.1nks to the manifesto 
were originally shared on Tw1ter by an account likely ownE'd by the 
perpetrator, leading to cop1es on six separate fi le sharing platforms, We 
have since 1clentified copies of the manifesto in rnultple other online 
spaces, 

The content posted by the perpetrator is defined by Tech Against 
Terrorism as 'heavily antisemitic. racist and horrophobic rhetoric'. In the 
context of antisemitism, Tech Against Terrorisrn points at content. 'that 
incites violence against what 1J1e user refers to as 'the jew machine,' 
which is a keyv;ord probably referring to the tech industr'/, The hashtags 
used in the perpetrator's tweet are: '#bratislava llt1atecr1me #~Jaybar 

#brat islava', Escalation of the posting and network analysis of tr1e manifesto was observed !n the 48 
hours after the attack, As explained in the introductlan, while the inctement to violence or hatred based 
on race. colour, religion. descent or natonal or ethnic orlgin is considered a crirnina: act in the EU (see 
EU framework decision on combatin~J certain forms of expressions of racism and xenophobia54), tech 
plat forms do not always have the inst ruments and policy in place to deady define and determine which 
antsernitic and racist content can lead to violence. 

Spread of content 

Tt1e Slovakian Council for Media Services published a report prov1ding an analysis of H1e propagaton 
cf tile content related to the cnline at tack, 1-\ccord!ng to trie report. from April 2021 to June 2021, 
the perpetrator tweeted exclusively ln Eng!isr1 and used coded language to post hateful content 
(consistnQ mostly of antisemitic and anti·Black narratives, wh1ch, in several cases would be !legal, 
but are not always ident ified in relaton to violent extremisrn ancl radicalisation), A few months later, 
on 17 November 2021. he rnentiOned 'forced vaccination· and suggested causing harm to the people 
implernent ng vaccination pok ies, Similar conspiratorial thinking was later rnentioned in his manifesto, 
witch he sriared during the day of the shooting. 

i ' 
! 

Redacted 
62 Image taken f1orri the manifesto of I.he perpetrator of ,tie Bral1:;lava terrorisl altiick 

63 https./Jwww,techa,,ainstb"rrorisrn,org/ 

64 Link lo the Et.ropean Cornrriission·s oflic,al µage LINK 
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Thf! attacker·s sernncl period of tweeting activity included hateful ancl extremlsts mernes, tweets uslng 
antsemitic ancl racist slurs, and positive comments about othr:r far-right terrorist attacks. 

From August 2022, more unamblguously hateful and violent content was posted aloncside pictures 
of himself ln front of thf! LGBTIO bar whae hf! would later carry out the attack and thf! house of the 
Slovak Prime Minister. AcrnrdinQ to his rnarlifesto ancl communication on 4c.han, these pictures may 
have been some sort of memorabilia of him plannlng the attack. While the content postr:d during this 
trr:e bewm as mainly antserT1itic and ant--Black hate speech, it exoandecl in September to include more 
anti-LGBT!Q content. 

Redacted 

f,Jews of the attack was quickly creeted with statements supporting far-right violent extremists and 
terrorist networks, particularly on Telegram, where in some instances the perpetrator w,fi described 
as a 'new Saint'. In sorne other online spaces popular arnonc far-right ext.rr!rr:ists, the responsf! was 
negative, with users qur:stoning the motive and opr:rational purpose of the attack. TAT analysis of 
content on the pemetrator's Twitter orofile since September :?022 showed f'requent references to neo­
f,Jazism, aloncside heavily antisemitic, racist and homophobic rhetoric. 

Shortly after the attack took placr:, Tech Against Terrorism identified 32 unique URl..s hosting the 
manifesto online, spread across 17 different platforms, catecorised as messaging, forum, and Ale­
sharing platforms 

As n::ported by Tech Against Terrorism, the manifesto was originally uploaded 011 six file-sharinQ 
platforms and linked on Twitter. In thi? manifosto, the author stated that they would ddiberately target 
file-sharing platforms: 'in case of' early failure of' my ooeraton, these words (Jet out to pecde'. It is 
highlv likelv that they bellevr!cl hostng the rr:anlfosto on flle--sharing platforms (such as Filemalc.orr:, 
Zippyshan::, Ales.safe.waifuhumer.dub, delegao.moe, Mecliafin:: ancl /\nonfiles) would ensure longevity 
and discoverability of the content. 

\:/:-:) lrna~1e fmrn Council fo:· Media Serv'ic:es and Reset, rhe Brotislovo Shooting. F-leport on the rote cf oniine plotforrns. p. 7 ~J_Ut; 
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[t.J.g Bratislava manifesto: borderline content and meme_~ 

TI1e manifesto sets out tile authm's goals, motvatlons. inspirations, attack planning, and personal 
identity. The document specilicaUy cites the perpetrators of several far- riQht terror1st attacks as 
inspirat ion. 

66 
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THER FUN LEMMING FACTS! 
" 

1\ntisenttic content shared by the attacker on page 9 of his 
manifesto, under the section n led l'1CCELERATE refers to key 
coded language such as ZOG, lemming theory: 'The onlv way 
to win, is to teai down this rotten System. Tear 1jown t~1e 
Z0G. Then, offer an alternat ive for the people, and these with 
brains will j urnp the Z0G ship before it sinks into the cold 
depths. First, you rnust understand the lemming theory. 
No one explains it better than the man wile created it, 
William Luther Pierce.' And calls for violence against Jev·/sri 
people: 'Whatever you dedicated to destroying ZOCi. r,Jot to 
attract the approval of average people -·· it doesn't matter. 
Wriat vou must do, ls weaken ZOG's hold on t he populace, 
by any means necessary.' 

On page :57 of his manifesto he refers to the so··called 'reality 
pill' claiming Take the real1tv p!ll. Instead of blackpills and 
whitepills, focus on reality. The blackpil! is th:nking that all is 
doomed; that ZOG has already won; [. .. ] The b!ackpiH is thinking 
that our Race w:l! never see vlctory. The whitepil! is thlnking 

that we personally, -..Mill see victory. The realty pH! 1s real1zing that our children will see vict ory. 
We, the people alive at this moment, wit! not l.ive to see the fruits of our work.' 

On page 43 of the rnanifesto, th(-? perpetrator refers to Russian policy and :ts far··right scene and t1ow 
Russia, accordin\J to him, managed to pass from Bolshevism to being a 'White paradise' 
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\t,~lSkcil, 
5(1,(~«. 

NPC 

I like X, do you? 

Human Also an NPC 

A.nd t1e goes on ret'erring to multiple well-known 
antisemitic myths claiming Jewish people a.re 
responsible for mass migration into Europe, for controlling 
governments. introducing the Covid-19 vaccine. promoting 
LGBTIQ rights, pornography, for controlling the media and 
the entertainment industry, social media networks (the 
docurn1?nt includes references to lnstagram. Twitter and 
TikTok spedically), the financial system. and for allegedly 
spreading ideologies such as Marxism and Progressivism. 

The Sl.ovaktan Council for Media SE!1-vices prcvided some e:x:amples of conrent glorJ'[ng the artack which 
i,; still available in ,;orne cases. on rnaJor ontne platforms The• C:ouncd reports al)Cllt cornn-1ents rnadr, IW 
TkTok users on news stories 1elati?d to ti"K' attack These rnrnrncnts praisEid thf:> attack. albet irrplictly, 
and :,hcwt~cl support for t.he attcH:kcr through the use of specfic sii]n':",, which would only be under,;tood 
by thci-:,p who are native to 4chan or Behan. 

GG knag(' :.ak,:-,, iio;n lh::• ·1,.:i:-1lk•;lo (li° lh: pcri,c:.:-at:,t 1>f Lh,:- [lr,;hl,'rc,; tc1 ,01i'.,l at:.aC:­

E,/ l,111<9r ,ak('n frocn u,,~ ,na:1,fi:-slo c.r th:' :.1c-1pc-,,c,tcr of :]1(' e,,,hl<tV<' lt'mJrisl ;;! ,a<_k. 
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Examples of comments: 

W strelec thr: shooter) 

W: which on these platforrr:s rr:eans 'win/winner' 

Sigma: a pseudo-sclentific construct of the hyper rnasculine alt-right dr:noting a particular type of male 
behavlcur (succer:,sf ul, highly independent, intell\centl. In effect, 'sir;:1mas' are an eouivalent of 'lone 
wolves·. J\s reported by the Slovakian Council, currently, the hyper rT1asculine alt-·rl(Jht, best reoresent.ed 
bv the likes of Andrew Tate, is obsessed the personality of Patrick Bateman frern thf! rnovif! 
J\merlcan Psyche which, accordlng tc the cornmunitv, best dr:scribes the qualities of 'sigmas'. 

In both cases, the content becorr:es illegal only after a careful analysis and ,:E,sesr:,ment. (considenng 
that one has the knowledge to do so). 

Thr: Slovakian Council for Media Services confirmed hew borderline content featuring emojis and 
slang represent;:, a f'orrnldable challencJe f'or beth reqilators and scual mech1 platforms As noted in a 
rr!pcrt t.iv the CouncJ released in cooperation with Peset, pre-ernptivf! content rnocleration systems are 
simply unablr: tc detect, and consequently rernovr.', such content which si1~nificantly contributr:s to the 
spread of harmful/illegal contr:nt onllne.''8 

Anti~LGBT!Q and anti~feminist content 

Analysis and research carried out by think tanks and f\JCiOs on violent extremists tarcetnc women and 
the LCBflQ cornrnunitv often rr!veal serlous cone.ans about violence glorified ancl called fer within online 
incel rnrrnr:unities, revr!aling an inc.rf!EE,e in online references to intlc.ting violence and using clegracling 
language a1~al11st women on dedicated incel forums. Moreovr:r, manifr:stos pcstr:d online by perpetrators 
cf the Buffalo and Bratislava attack contained misogynist languace and rr:er:,saces acJainst women and 
femlnisrn, as well as against LCBflQ people. 

Member States havr.' underlined the presence of incel symbols in violent r:xtrernist content, lncluding a 
'chad' (alpha 1T1ale) portraying Breivik (r:,ee lrnar;:1e in the f'ollowlnQ pacJes). The Radicalisaticn Awareness 
~Jf!twork (f~N~ Practitioners) has also organised f!ver-1t.s and provided rr:aterial to support practitioners 
working on PCVE on how to deal violr!nt extrernists within the lncel c.orr:rr:unit.v.m Since 2014, 
multiple public violent incidents (i.e., mass-shootings) have been tied to incels :11 the Unlted States and 
Canada. Elliot Rodoer, a)) year old man, murdered six people and inJured fourteen more ln Isla \/st.a, 
California, before killing hlmself. Br!fore hf! clif!cl, he postf!cl a long mEmJr!ste and several vicleos on 
YouTube detailino his hateful worlclview ancl mernbership to a nascent c.orr:munit.y of incels. Since then, 
dozr:ns more victims have br:en rnurdered bv self-proclalrned incels around the world.m 

In 2019 the perpetrator of the extremist riQht wine terrorist attack ln Halle, C1e1rr:any, on a synaoor;:1ue 
dr!finr!cl himself as incel ancl blamed low birth rat.es in the West en forr:inism. He also linkecl t.hi:, 
phenomenon tc mass irnmiqation, a clear n::fr:rence to the 'Great Replacerni::nt' consplracy theorv. 
Likewise, the rnard'er:,to released by the oerpet.rator cf the Hanau terrorist attack is riddled with 
conspiracist t.hinkinQ and rT1isocyny, wlth several paces ttled 'Topic Worr:en' The attacker hlQhlights his 
frustraton women, stating he had not been in a relatonship for the last 18 vears. 

68 Counc . f"o:- ['lle1.lia Services and Reset, The Bratisfovo ShootinQ. F?eport on the ro/2 of oniine p!otforrns l/NK 
bS Vd,co r2l22,s,cci by lhe R1lJ~ in 2021 hllp•;//www.youlube.ccrnlwdch?v"•sXIGZ/-·2'i8k. rnnclus!c;n pap,cr· by R/\J.J c&r,1 'The ir-icel phenomenon· 

nn 28 .iulv 202.1 t1tJps://r1n:"'ne-affa::-s.ec.eurcma eu/,c;~vsu.1n1/i1le:;/202 l -Oe/rr=Y1 en :ncel r.ih.:.i:-10(nt=:nD:1 202 J.GacrJ en nc~f 

70 The fncelosphere. Exposing porh~-vovs into !nee( cornrnunitfes ond the horrns t.hev pose to ,,,i/on1en and chfldren, Center for Counter::11J 
Digital Hde. 2022. 
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The outcomes of the RAN Communication and ~Jarratives (C&N) Working Ciroup meeting he!cl in June 
2021 on this subject revealed that the incel community is malnly present online on dedtated website. 
sucri as ince!s.:s, now incels.co. as 1..vell as on mainstream social rned:a Uke YouTube. Facebook and 
Twitter and less regulated platfmrns like 4chan and 8kun. Severa!. incel forurns and pages were banned, 
including a number of sub··Reddits, due to their harmful content. lncel forums are frequented throughout 
the EU, especially in Germany and country-spedic themes can be found in the narratives they use, such 
as the role of height and race. 

Ttle HAN working group identified three levels of violence within ince!s to which relevant keywords can be 
associated: 

• Personal violence: self-harm and su1cidal ldeation are common amongst lncel.s. For example, the 
ten, 1 LDAR, or 'Lay Down And Rot', ls frequently used on incel forums. Moreover, qettng self-
1,e!p or seeking mental health support are discouraged amongst incels. 

• Interpersonal. v1olence: incels are frequentlv encouraged to take others with them if they are 
going to tiarrn themselves, i.e. that if they commit an attack, tits should also riarrn other 
individuals. Moreover, wcrnen are harassed !:'N ince!s beth onllne and offiine. An example is 
'Chadfishing', wt1ere an ince! poses as a 'Chad' Ce. the stereotypical handsome alpha male, 
according to incels) to get a date with a \,vornan. but their true intention is to scorn and rnock trie 
woman. The 'Chads' they pose as are also taroeted by putting down harmful texts under their 
fake profile (Le. 'I'm a convict.eel child molester'). Thls way, :nce!s can prove that it is indeed only 
the looks t.hat rnatter for a woman that would still want to date such a person. 

• Societal violence: vlol.ence aimed at society through mass shootings, for example intended for 
attractive women. Within the ince! cornn-1unlty, these mass shooters are often idolised and seen 
as examples. Moreover, elements of gamification can be found on incel forums (i.e scoreboard 
ranking of perpetrators). 

TI1e RAN looked into the :ncel phenomenon from a Prevention and countering violent extrernisrn (PCVF.) 
perspective. It was confirmed that there are links between certain parts of the :ncel movement 
to (other) t ypes of extremism, therefore it is important to try to understand how these people are 
interacting online. 

71 

r 

~;\i,.,f~~~ 
~~&:t~~,e8 

Anti-LGBTIQ content posted by vlolent. 
extremists v-,1as observed by Member 
St:1tes. In Romanla. this type of content 
1s usuaUy created by ultras groups72 

and ultranationalists {individuals or 
organisations) and can be found not only 
on frnge plat forms. but also on major ones 
Uke Facebook and lnstacram Ti1ese types of 
messages are posted all year round, but see 
splkes in activity during June (Pride Month). 
Here are sorne visual exarnples of anti­
LCiBTIQ and misogynist content 

7.1 Images prov'.de(J by Romanian authr:iriUes fc, the e,lablisf,rnent of th'5 handbook. 
72 Ultra, are a type of asso(,af ;,r, football far,s w!,o a,r;, renowned for their far.af ,:,a[ SL!pport The r.e,rn o,!,~inated in Italy, but ,s used 

worlcw,de to desc~be predorninar.lly organisec fans or asso£:,ati◊n footbdl tearns. 
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Member Stat.es provided inforrnaton abour. the 
so-called Chad-Meme, which sterns from the :ncel 
subculture and is in some cases used in right wing 
extrernist milieus to glorJv perpetrators of terrorist 
att.acks (see Breivik's chad-meme in the image) 
The men,e represents an exaggeration of this masculine 
figure. The character depicted is cal.led Chad. 
Hls d!sproporticmate tJOcly strikes a humorous pose and 
gestures awkwardly. In Breivik's exarnole, the image is 
integrated by exp!.anation of the rEiasons why he should 
be considered as a winner. 

Merchandlse vd h slogans containing the term 
'Groomer' should be analysed closely to assess a link 

r-
The Chad Anders Brcivik 
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to discriminatory narratives against LGBT!Q and trans practitioners working ·.v!th dtldren. The term 
is used to justify hate. discriminaton and v!dence against the LGBTIO cornrrunity by claiming that 
members of the community pose a danger to children. It implies that contact w1th children can lead to 
these d1ildren 'becoming queer'. The term 1s also used in the context of cornparing hornosexuality to 
cltld abuse. Its uses can include: 

• • OK Groomer' 

• 'Hey, Groomer' Leave those kids alone!' 

• 'Stop giving groomers access to your children' 

73 

TI1e term 'roastie' is slanQ used by the incet community to target and cnsoarage sexually act ive women. 
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'Red pilling' rt:fers to tJ1e so-called realisation that men do nm. have powE'r or prlv:lege in soeietv. 
Contrary to thb , mf:'n are vulneral,le to l,e;ng expiated by wornen ;n social, 1:'conon1ie and ::,exual t('rrns. 

73 lrnagi:, pr:>vi0(~d bv G::•f't:.:i1; 2ul11or.l:c•; for u,c c~-tabii•;l inu.:-rJ of th:-:; t:art1.~bG(>~ 

7~ S.:)l;l ( C' fr_:.r 11:::- :ff:a(K'::. l ~.q1:1r:·c•tL ( fv12.1u·1v Pr~)f11mgfror1; ht,w, fSD. 2022 pp. 2'? .. 31 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

THE ,·J,\ND8CUK UI' 110RDtRUNE COl'fff:l'H 35 
IM l~[ ;_Af\OM TO '.J OLH·.JT f.:X-IHEfvT,M 

TT_HJC_007567 
865



Use_gl borderline and violent content within online incels communities 

Researchers75 from tl1e Center for Countering Digital Hate released a report in December 2022 call.ed 
The fncelosphere. Exposing pothwavs into ince! comrnunities and the harms thev pose to women end 
children, which is based on the colk'!ction of all posts from the most popular subforum of the incel forum 
incels.co, posted from l January 2021 to 7 July 2022, leacling t.o t.he creation of a dataset of 1,183,812 
posts. The outcomes of this woik revealecl an alarming high presence of harmful misogynist content 
and a strong link between incels and violent extremism. 

Authors of 1he fncelosphere report of a man being charged in Julv 2021 with illegal possession of a 
modified AR-15 type assault rifle with a suspected 'bump stock' attachment that ·,,vould allow for rapic! 
fire, and one count of attempting to cornrnit a hate crime relating to a plot to 'slaughter' women at an 
unnamed Ohio university, WhHst meda outlets stated only that the perpetrator 'had been actve on incel 
websites', members of the website under study suggested that he had posted on their site under the 
alias 'Oedipus' 

The dataset reveals that the ince! forurn consists of a small number of active mernbers with interest frorn 
a much larger number of visiting users. So-called power users (previously describecl as ·super spreaclers') 
in the incel forum share an average of 23 posts a day and spend around 8 hours a dav onl1ne. 

Forum posts reveal promotion of extreme hatred, rape. pedophilia and rnass shootings: 

r 

• Over a fifth of posts in t.he forum feature misogynist, racist, antisemitic or anti-LGBTIQ 
language, with 16% of posts featuring misogynist slurs. 

• Forum mernbers post about rape every 29 minutes. and examination of discussions of rape 
shows that 89% of posters are supportive 

• Posts mentioning incel mass murders increased by 59% between 2021 and 2022 

• Analysis of the ·tags' applied to discussion threads on the forum shows that over a third are 
tagged with topics orornoting expressions of anger or despair over members' lncel status. Just 
5.8% are tagged with topics promoting a rnore optimistic outlook.76 

r/lnt:elT~i!U' idh~ most linked to subreddict 
Top !O: ~ubraddiu by mnnbH af unique liuki 

Most I.inked sub-reddits ·,,vere 
also identified in the report 
(see table below). The report 
also ret'ers to a cl1annel callee! 
'Sluthate Creeps' which shows 
filmed videos of women and 
inter-racial couples in London 
with misogynist and racist 
comments. Comments to such 
v!cleos can read 'Blackcels I 
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Misogynist. am.isernit c and racist slurs encountered in the rnost. popular incels forum are listed :n the 
tables below. 
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Policy perspective: 
what are the current measures 
in place to prevent the spread 
of borderline content 

Legislative and voluntary approaches in the EU 

The EU has established a series of legislatve and non-legislative acr.ions to acldress the trireat posed by 
the use and spread of disinformation/misinformation and t1ate speech fer rnakious purposes. 

Voluntaiv agreements. cocles of conduct and pracr ees. as ·,,veil as legislat ive measures were taken :n 
the EU to reinforce the cooperat ion t)et\veen governments. civil socetv and online companies to curb the 
spread of illegal and harmful content. Hereby we will focus on the act ions taken at EU l.evel to prevent 
the disseminaton of harmful but !awful content that. can !ea.d to raclicatsatiOn and violent extrernisrn 

The voluntary/cooperative approach 

The EU lntemet Forurn 

The EU Internet Forurn (EUIF) launched tiv the Commission in December 2015, addresses the misuse of 
the internet for terrorist purposes through two main st.rands of action: 

• Reducing access!biUty tc terrorist content onUne 

• Increasing the vdurne of effect ve alternative narratives on!ine 

Enhancing the fight against ch:!cl sexual abuse online, was added to EUIF's area of activities in 2019. 

TI1e EUIF is instrumental in pushing forward a number of inTatives addressing the European Union 
and industry response to tenor:st attacks with an online dimension. On content moderation, the EU IF 
has taken a pragmatic approach in providing support to the industry on how to best identify content 
referring to fragmented. hard-to-define ideologies and legal but harmful content that can lead towards 
raclicalisat on. Arnong the actions taken so far in ttf s ccntext are: 

• The EUIF involvement in the creation of Europol's EU Internet F~eferra.! Unit. (EU IHU) which flags 
ancl refers terrorist. content onllne to on!ine platforms. 

• The establishment of t~1e EU Crlsis Protocol to respond to tl'lt? viral spread of terrorist and violent 
extremist content on\ine. 

• The development of a list: of violent right wing extremist groups, symbols, and manifestoes 
aimed at facilitating onl!ne content moderation for industry stak1?holders to respond to the 
challenges posed by Violent Rght-W1n~J Extrernisn, 's (VRWEi presence onl.ine. 
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Thf! EU lntemf!t Forurn has comrnltted since 2020 to look into the effects of algorithmic arnplif1cation of 
TVEC and borderline content on the usr:r journey towards radicallsation, 

Acticins taken: 

• Two workshops ancl a studv to understand the potential negative effects of the use of 
al1~orithmic amplification to spread TVEC ancl borderlim.' contmt 

• Ciuidance to tech companies on ldentfication of borderline content. and tactics used to spread it 
throur;:ih this handbook 

• HAN Stratcom workshop to find Stratcom solution to Hlf! risks posed bv the rnisuse of new tech 
and algorithmic systems 

• Cooperation w\th lnternational partners 

-- Co--lead of Christchurch Call workstream on algorlthrr:ic arnpliflcation and positive 
interventions 

-- Members of CilFCT workin(J croup on t.echnlcal approaches, whlch also addressed the impact 
of aloorlt.hnu: amplificaton spreadino borderline content 

The initiative of r:stablishing this handbook originates from the outcomes of the two workshops held in 
2021 and 2022 on the subject, as the automatr:d amplification of borderline content has been \dentfied 
as particularly problematic, due to the lack of clear ouidance on thresholds and definitions, wh\ch 1T1akes 
it hard for online platforrr:s to rr:oderate this content and prf!Vfflt it frorn belng recomrr:endecL 

The legislative approach 

The Eu Digital Services Act 

The Dlgital Services Act (DSAJ7"3 is a horizonl.ni instrurnent appllcable to prowJers of intermediary 
services offered ln the Europr!an Union. Seeking to create a safer dlgital space for all, thf! DSA sets rules 
on the content modi::raton practiu::s of online platforms, in particular the removal of ille1~al content, and 
their interaction \1✓ ith freedom of spi::ech. It also creati::s a stronoer public oversight of online platforms, in 
;;articular fer platforms that reach mere than J.CY'h of the EU\ populaton. 

Which providers are covered? 
Under the DSA the obl\gations of difforent online playi::rs match their role, s\ze and impact in thi? onl\rn::_, 
ecosystem: 

• Intermediary services offerlng network infrastructure: intf!rnet access providers, domaln name 
registrars, \nternet service providers, cloud services, messaging, marketplaces, or social networks. 

• Hosting services such as cloud and web hosting services, \ncludino also: 

-- Online platforms bringing together sellers and consumers such as onlinf! marketplaces, app 
stores, rnllab f!conomy platJorms and social fllf!clia platforrr:s. 

-Very large online platforms (VI..OPs and very large online search i::ncines (VI .. OSEs) pose 
;;articular risks \n the cfsserr:\naton of Hlegal content and socetal harms. Specific rules are 
foreseen for those VLOF>s ancl VLOSEs reaching rr:ore than 10% of 450 rnillion consumers in 
Europe, 

All onllr1e intermediaries offerin(J thelr servlces in the single market, whet.her they are established ln the 
EU er outslcle, will have to comply wit.h the new rules. Micro and srnall cornpanif!S will have obligations 
proportionate to their abllitv and size whlle f!nsuring they rernain accountable. In addition, even J rnlc.ro 
and small companies grow significantly, they would benefit from a tarceted exemption from a si::t of 
obliry1tions dunng a transitional 12--month penod. 

7f3 Link to the European Crnr11T1issio,-i's offll a, pag,c L,ll\lf< 
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How will citizens benefit from the DSA? 
The DSA will create a safer onUne experience for citizens to freely express their ideas, commun1cate 
and shop online, by reducing their exposure to ii.legal act:V!ties and dangerous goods and ensuring the 
protection of fundarnental rights. 

Some of the DS.A. obligations relevant. for the scope of this handbook include: 

• Effective safeguards for users, including the possibi!itv to challenge platforms' content 
moderation dec1sions based on new obligatory informat ion to users when their content gets 
removed or rest r:ctecL 

• Wide ranging transparency measures for online platforms. including better information on 
terms and conditions, as well as publicly available transparency reports on the alQorithms used 
for recommending content or products to users. 

• New obligations for the protection of minors on any plat form 1n the EU. 

• Obligations for verv large online platforms and search engines to prevent abuse of their 
systems by taking risk-based action. including oversight through independent audits of 
their risk management measures. Platforms must mitigate against risks such as disinformation 
or el.ection manipulation, cvber violence against women, or harms to minors onl.ine. 
These measures must be carefully balanced against restrictions of freedon, of expression. 
and are subject to independent audits. 

• New provisions to allow access to data to researchers of key plat forms, in order to scrutnise 
how platforms work and how onUne risks evolve;. 

• The liability rules for intermediaries have been reconfirmed and updated by the 
co-legislator, including a Europe-wide prohibition of Qeneralised monitoring obligat ions. 

The code of practice against d;sinformation 

Major online platforms. ernerging and specialised platforms, players in the advertising industry, 
f act··checkers. research anc! civi l sodety organ:satons delivered a strengthened Cocle of Practice an 
Dis:nfo1rnatlon following the Commission's Guidance of May 2021. 

The strengthened Code of Practice on Oisinformation79 has been signed and presented on the 16 
June 2022 by 34 signatories who have joined the rev:sion process of the 2018 Code. 

The new Code aims to achieve the objectives of the Cornrnission's Guidance presented in May 2021, by 
sett.ing a broader range of cornmitments and measures to counter online disinformation. 

Ttle 2022 Code of Practice ls the result of the work carried out by the s1gnat.ories. it is for the signatories 
to decide which commitments they sign up to and it is the:r responsibility to ensure the effectiveness 
of their cornrnitrnents' :rr1plementaton. The Code is not endorsed by the Commission, while 
the Commission set out its expectations in the Gu!clance and considers that, as a whole, 
the Code fulfils these expectatiOns. 

SlQnatones committed to take acton in severa.! dornains, such as; demonetising the dissemination 
of disinformat ion; ensurlnQ tl'le transparency of pol:ttal advertising; empowering users; enhancin~J 
the cooper at.ion with Fact-checkers; and providing researchers v/ th bet.er access to data. 

79 Link lo the Et..ropean Cornrriission·s oflic,al webste LIN!< 
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The code of conduct on countering illegal hate speech on line 

The Framework dr:clsion (200f3/913/JHA)80 of 28 I\Jovernber 2008 on combating cr:rtain forms and 
expressions of racisrr: and xenophobla is the le(Jislaton addressin(J iller;:1al hate speech ln the EU. 

To prevent and counter the sprr!ad of illegal hate speech online, ln Mav 2016, the Cornmission agret!d 
with Facebook. Microsoft, Twlttr:r and You Tube a 'Code of conduct on countering illegal hate speech 
cnline', as defined by the Framework Decislcm. 

Throughout 2018, lnst.agrarr:, Snapchat. and Dailyrnoton took part to thf! Codf! of Conduct Jeuxvideo. 
corn in January 2019, TikTok ln 2020 and Unkedin 202L In May and June 2022, n::spectivelv, Rakuten, 
Viber and Twltch announced their participation to the Code of Conduct. The irnplerr:errtation of the Code 
of' Conduct ls evaluated thrnur;:1h a regular mcnltoring exercise set up in collaboration with a network 
of organlsat.ions located ln the different. EU countries. A common rnethoclology is used to tf!st how the 
signatories are imph::menting the commitments. 

Under the Code of Conduct. on hate speech81 , the s:cnatory IT companies ccrnrnitted to the follo1vv:r1r;:1 
actv:tes which are relevant in light of disrupting econornlc activities that represent. or promote 
dani~erously hatf?ful and extrentst ldi::ologles or actors: 

• Rules or Communlty Guiddni::s clarifyinQ that they prohibit the promotion of inciterni::nt to 
violence and hateful conduct.. 

• lntensJv coopaat.ion between themselves and otha platforrr:s and social medla companies to 
i::nhance best practiu:: sharing 

The European Observatory of Online Hate Speech 

Thi? European Observatory of Online Hate82 is one of the most recent projects addressing online hate, 
supporti::d by the European Commission's Rights, Equality and Citizi::nship Pro1~ramme awardi::d by the 
Cornmisslcm (DC:i .Justice). The proJect is belng implemented by a ccnsortiurT1 cf 4 partners with a proven 
track rr!cord of successful irnplement.aton and lmpact.. The project is being brought to lift! with Tr-:xtgoin 
in the lead, and in coopi::ration with Dore To Be Cirey, !-fogeschool Utrecht and PO.JS. 

The consortium ls tasked with conductino a two-year investigation into and reporting on the 
fundamental nature of the dynamics of online hate, how hate manifests itself, the connections 
bi::tween the perpetrators and their influenu:: as well as disinformation strate1les. Tills invi::stigation 
\1✓ ill involve trH? collaborative development of a monitoring tool using cuttinQ i?dQe /\I tools developed 
by Textoa:n 83 The observatory is monitor:no 15 soclal med la platforms and prcvirJno early detection of 
hate spef!Ch/disinfcrrnaton fer all 24 European languaces ( + Arabic, FLssian, Turk sh and rr:ore). 

BC Link lD lh.0 t.UIDPl'ilri Co,,1rniS'i!D''i°S Dffic,ai Wl'[)'i'l.f.• l._l~JK 

81 ~v1ore ::1for:T:aUon 0:1 the Eu:-Dr.1ear·1 Co:1:rniss;on's \Vebs:ti::: !Jy,tps.//cmnmissio:1.eu:-or1.3..1::u/strateqy'·and-·polic'v~(Do:.icies/iustice·-a.:11.l­
fune:a1-r1enla~·-riqhts/con1baU:r1q-clisuin1i:1alior1/racisrn-and-xencphobic.J2u·-coe:e--i:.:one:ui:.:l--i:.:ounle:·inq-·il~eqal-·hale·-speei:.:h--online en 

B2 tv'lnrt=: :,1forn1at;nn D'l EOOH':; official \"/t=:bsite: htt.ps://eooh.eu/a.bout-us 

83 ~v1ore ::1for:TL3.Uon 0:1 Te:<t .,~1,ga::1 •Nebsite. JJttps.//v,'•N'vv.tex:toai:·1.co:1:/ 
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Applying definitions of borderline content in relation 
to violent extremism into policy guidelines 

The EUIF sei.ected examples of EUIF tech companies' guidelines and terms of services. of 
unacceptable harmful content anrJ dis!nformaton. Such efforts airn at preventing tJ-1e spreac! not only 
of illegal content. but also of 'harmful but iawfu!' content that can lead to violent behaviour. For the 
scope of this handbook, we have selected t.he content addressed in tJ1e guiClelines that can lead to 
radicalisaton and violent extremist behaviour. By providing these examples, the European Commission 
(EUIF) does not lntend to endorse these companies' content moderation pract ices. but rather to share 
examples of best practices in defining of borderline content leading to violent extremism and 
inform about companies' activities en U1at front FurtJ-1er reference and analysis of tech companies' 
internal extst !ng policies is also provided by GlFCT, in relation to GIFCT member plat forms, in .Annex. 

Discord's advanced community management 

Discord guidance to content moderation includes reference to most common hateful slurs and 
expressions that should be moderated by the platform and it is divided into two groups: 

1. Racist Terms 
• Jap: Used during World War II when the Japanese. were in interrnrent camps in the US. this tem1 
was a derogatory way US citizens referred to Japanese people ancl is heavily considered an 
ethnic slur against Japanese people; 

• Gypsy/Gypped: Both to refer to 'Gypsy' the people, and to be robbed/conned in the form of 
-~Jypped', this is a. tern, spedically used as an ethnic slur against the Rornan1 people. \Nhi!e it is 
used :n legal contexts, the words have slow!v been brought out of use due t.c its cornrnon use as 
a slur historically_ 

• Chink/Ching Chong: Chink has been hlstorical!y used as a slur against people of Chinese 
descent, and sornetirnes even Asian decent widely, with dtng chong mocking the language of 
the Chlnese which is commonly used alongside chink. 

• Triple Parentheses, also known as (((echo))): Tits is a very uncommon but recently used 
syrnbo! to denote someone of Jewish origin, typically in a way to target or harass them. Th is 
symbol is used to single Jewish people out by communities and places a t.arget on their bad, for 
their religion or ethnicity, ancl should not be tolerated. 

2, LGBTIQ Specific Slurs 
• Dyke/lesbo: A term originated as a slur against more masculine-presenting lesbian women, 
this term has been reappropriatecl by its community into being a common slang term to refer 
to lesbian women. While sorre people would not mind being caliE?d a dyke. it should be made 
a.ware of l ts possible nerJative downsides for people who rnay be uncomfortab l.e with the term. 

• Thing: Specinca!lv in refen~nce to pronouns. the use of 'tltng' inst t~ad of a user's preferred 
pronouns. used to usually mock a user's preferred way of expresslng the1r genijer identity, ls 
commonly used as a way to !nvalidate or rntnimalise transienby people. 

• Fag/Faggot/Homo: All terms used to refer to gay people, and all heavy slurs with the 1ntention 
of belittling and attacking them. These words are also commonly used in the real world when 
they are attacked. and should not be taken lightly. 
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• Trap: A term that originated frorn anime, this word is in rr!fr!rence to men who dress as females 
and look female-presenting, and heterosr:xual people into having an attraction to them. 
This \1✓ord has been used out of its original contexts as a slur to transgender people, as if their 
existence is to or 'trick' peoole around them. ~~ct everyone finds ths tenT1 offensive. It 
should be evaluated as to whether it deserves moderation on a case-by--casf! basis. 

While some of thr:se terms may be popular in certain spaces (such as gaminq), it is important to 
understand the history and weiQht behind them, and act accordinr;:1ly about their place in loncJ-·term server. 

Meta 

Meta does not accept any tyoe of decradinr;:1 and dehumanising speech in its platform The platform 
dr!finf!S attacks as violent or dr!hurnanising speech, harmful stereotypes, staternents of inferlority, 
expn::ssions of contempt, disgust or dismissal, cursing and calls for exclusion or segn::gaton. Moreover, 
any tyoe of harmful stereotypes, which Meta defines as dehumanisin(J comparisons that have historically 
br!en used to attack. intimidate, or exclude specific croups, and that are often linkf!d with oflline violenu!, 
are prohibitf!d. 

Meta also prohibits the us,,1oe cf slurs that are intended to attack oecple on the basis of their 
characteristics. However, the social media recognise that people sorT1etimes share content that 
includes slurs or someone else's hate SPf!ech to rnndernn it or raise awareness. In other cases, speech, 
including slurs that might otherwise violate their standards can be used self-referentially or in an 
erT1powerin(.J way Their policies are desir;:1ned to allow room for these types of speech, but de require 
people to dearly indicate their intent If the ntention is unclear, the content may be rerr:oved. 

Furthermore, Meta has a policy on not allowing posts that taroet a person or group cf people 
(including all r;:1rcuos except these who are considered non-protected (Jroups described as havino carried 
cut violent crimes or sexual offenses or represent no less than half cf a group) on the basis of' their 
aforernentioned protectf!d characteristic(s) or irr:rr:igraton status with: 

• Violent speech or support in 'Nritten or visual form. 

• DehurT1anisino soeech or imacery in the f'onT1 cf corT1p,:msons, generalizations, or unqu,,1Hied 
behavioural statements Cn written or visual form) to or about 

• Animals that an:: culturally perceived as intellectually or physically inferior or filth, bacteria, 
disease and feces 

• Sexual predator or ether criminals (including but net limited to 'thieves,' 'bank robbers,' or sa{no 
'All [protected characteristic or quasi--protectf!d characteristic] are 'criminals'). 

• Statements di::nying existence. 

• Mocking the concept, events or victirT1s of' hate crimes even if no real person is deoicted in an imar;:1e. 

Designated dehumanising comparlsons, generalisations, or brf1avicural statements (in written or visual 
form) that include: 

• Black people and apes or aoe--like creatures or f'arrr: equiprT1ent. 

• Caricatures of Black people in the fcrrn of blackface. 

• Jewish people and rats and Jewish people running the world or control lino major institutions 
such as media networks, the econorT1y or the oovernmerrt 

• Dr!n1;ing or distorting inforrr:aticn about thf! Holocaust. 

• Muslim people and pigs or Muslim person and sexual relations with goats or pigs. 

• Women as housi::hold objects or referring tc women as property or 'objects'. 

• Transcender er non-binary people refened to as 'it'. 

• Dalits, scheduled castf! or 'lower caste· people as menial labouras. 
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Other st.atr!ments of inferioritv, which are defo1r!d as: 

• Expn::ssions about being less than adequate, including but not limited to: worthless, useless. 

• Expressions about bein(J better/worse than another protected charact.enstic, includin(.J but not 
lirr:ited to: 'I believe that rT1ales are superior to ferr:ales'. 

• Expressions about deviating from the norm, including but not lirnltf!d to: freaks, abnorrr:al. 

• Expressions of contempt (in written or visual form), which we define as: self-admission to 
intolerance on the basls cf a protected characterlstics, includinQ but not lirr:ited to: horr:ophoblc, 
islarnophcbic, racist. 

Cursing, except certain gender-based cursing in a romantic bn::ak-up context, defined as: 

• Ref'errln(.J to the t.cJJr]et. as (Jenitalia or anus, lncluding but not lnHed t.c: cunt, click, asshole. 

• Profane terms or phrases wit.h the intent tc insult inc.ludinQ but net lirr:ited to: fuck, bit.ch, 
mctherfucki::r. 

• Terms or phrases calling for engagement. in sexual activitv, or contact with genitalia, anus, feces 
or urine, including but not limited to: suck my click, kiss rr:v ass, eat shit.. 

Conti::nt that describes or ni::gatvely targets people \Mith slurs, where slurs are ddini::d as words that are 
inherently offensive and used as insultinr;:i labels for the above cJ1aracterlstics. 

Misinformation 

One of the main targets of Mi::ta to tackh:: misinformation is spottini~ fake accounts. Part cf Meta's 
stratecy is also to investgate and take down covert frneir;:in and dmT1est.ic influence operations that rely 
en fake acrnunts. Ova the past three years, Met.a has ren1ovr!d ever 100 networks of coordinated 
inauthentic behaviour (CIB) from thi::ir platform and kept thi? public informed about their efforts 
through en their monthly CIB reports. Mi::ta has also been also cracking down on deu::ptive behaviour 
and found that one of the best oractces to fi(Jht this behaviour is by disrupting the economic 
incentives structure behind lt. In that rt!gard, the cornpanv have built tearns and svstems to cletect and 
enforce against inauthi::ntc bi::haviour tactics bi::hind a lot of dickbait. Part of their strategy is also using 
artificial intellici::nce to help them detect fraud and enforu:: policii::s against inauthentic spam accounts. 

SinC.t! rr:isinforrr:at.icn can also be shared bv people ln good faith, Mf!ta have built a clobal network cf 
more than 80 independent fact-checkers, who n::view content in more than 50 lancuages. When a 
content reviewer rates srn111::thini~ as false, the distribution is automatic reduced and consequently 
fewer people see it. Likewise, it adds a waming label wlt.h rr:ore information for anyone who sees it. 
Moreover, thf! platform notifies thf! person who postecl it ancl reduC.t!S the ck;tributicn of pages, groups, 
and domains who repi::ati::dly share misinformation. 

When the rJsinforrnation is topics like COVID-19 and vacclnes and content. that is intended to suporess 
voting, the rnntent ls immediately removed. On Facebock and lnstacram, thf! rnnwanv started showing 
educational pop--ups connecting people tc information f rorr: official sources linked tc thf! topic they 
\Manted to address - for example \Mith COVID, Russian's invasion cf Ukraini?, or even in SOITH? eh::ctions in 
countries such as Brazil or Kenya. 
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Zoom community guidelines 

To ensure that content considered abusive is removed, Zoom Trust & Safety team indudes lawyr:rs and 
engineers, as well as data science, security, privacy, orocluct., and various other technical experts. 'When 
a report. of abuse iS Sf!nt, thf! team receive and evaluate the violatons reportf!d frorr: the client, and 
rr!rr:ove it if considaed abusive. 

Zoom defines hateful conduct as a behaviour that promotes violence ,:l(.Jciinst er directly attacks or 
threatens other Pf!oplf! based on rau!, f!t.hniclt.y, natonal origin, caste, Sf!xual orientation, gender, gender 
identity, religious affiliation, age, clisabiHy, or serlous disease, prohibiting anv promotion of hateful 
conducts. Equally, users are not allowed to use their user name, display name or profile information to 
abuse or threaten anyone Accounts that do so may be oermanently suspended [vloreover, organisations 
that prorr:ote violence against, threaten, or harass ether people on the basis of race, ethnicit.y, national 
origin, caste, sexual orir!ntation, genda, gencler iclenUy, religious affiliation, age, disability, or serious 
disease an:: not allowed on the platform 

Moreover, Zoom does not allow hateful n1a.r;:iery, which includes locJos, syrT1bols, or irT1acJes whose 
purpose is tc promote hcst.ilitv and rr:ake against others basr!d en their race, f!thniclt.y, national origin, 
caste, si::xual orientation, gender, 1~ender identity, rdigious affiliation, age, disability, or si::rious disease. 

The platform qualifies hateful imagery the following: 

• Symbols historically asscclatf!d with hate groups (e.g., the Nazi swastika). 

• Images depicting othi::rs as less than human, or altered to include hateful symbols 
(e.(.]., alterrn;:i n1a.r;:ies of incliwJuals to include anirr:alistc features). 

• lrr:ages altered tc include hatf!ful symbols or referr!nces to a rnass rnurder that targeted a 
rxoti::cted cateoory (e.(.]., manipulating images of individuals to include yellow Star of David 
badges, ill reference to the Holocaust). 

Youtube 

YouTube does net allow contf!nt that encourages dangerous or illegal activitif!S that risk Sf!rious physical 
harm or death, nm cement that intend to praise, promoti?, or aid violent criminal on~anisations. Thi::se 
mwmisations are not allowed tc use YouTube f'or any purpose, incluclrn;:i recruitment. Likewise, content 
prorncting violence or hat.reel content. that prorr:otes violence against individuals or groups based en anv 
cf thf! following attributes, is not allowed and will be removed: 

• Caste 

• Disability 

• Ethnicitv 

• Gender Identity and Expression 

• f,Jationality 

• F(aet? 

• Immigration Status 

• Religion 

• Sex/Cjender 

• Sexual Orientation 

• Victims of a major violent. event and their kin 

• Veteran Stat.us 
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Suggested guidelines 
In the following sectons, inputs received by Member States and Civil Socier.y to support actons by 
tech companies and other stakeholders in curbing the spread of borderline content are presented. This 
QUidance is a cd!ectcn of inputs received by EUIF stakeholders. 

Definitions, taxonomies 
and content moderation 

Focus on tactics and behaviour 

Common best practices recommended relate to the need of algorithmic transparency ancl. mere in 
general to tl1e need to focus not only on content. but. a!so on rnanipula.tion tactics L6ed to amplJy t s 
spread and to manipulate users. 

Recent consultations with EUIF members led to the following considerations on how to tJest develop 
actons and measures. 

Both safety by design measures and positive interventions need to be adopted in order to prevent 
the spread of borderline content via automated systems 

As highlighted throughout. this handbook and in the rneet.ings held so fai by the EU Internet Forurn, 
governments and the industry's focus on content ls not enough and can brlng about rnajor challenges 
that could be partly overcome through the estabtishrnent of common definitions, better complaint anc! 
redress mechanisms in case of removals and the ne(~cl t.o preserve the fundamental right to freedom of 
speech. 

Therefore, preventive measures sr1ould take into account behavioural patterns and propagation 
tac.tics usecl by malicious actors, including manipulation, and inclucle digital and media !teracy, critical 
thinking and democracy-strengthening programs to foster resilience. 

Taxonomies 

EUIF members also agreed that an atternpt should be made to reach an agreernent on some definitions 
and taxonomies on borderl.ine content leading to violent ex.tremism. which are essential basics to buiid 
effective measures. 

Civil Society Organisations should be empowered to compile lists of slurs, symbols, images, 
memes (and other forms of harmful online material) for content moderation that cornp!ernent ancl 
build on the efforts of national authorities. 

Tt1is t1anclbook is a first attempt to provide the basis for the rn'!aton of sucl1 taxonomies thanks to U1e 
support of CilFCT a.nd at.her civil society organisations involvecl. 
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Avoid content moderation circumvention 

In its recommendat ion developed fm tech platforms in Mitigating Content Moderation Circumvention1
M 

on its Knowledge Sharing Platform, Tecr1 .1-\ga1nst Terrorism raised a point on nuances in extremist 
content.. Therefore, the NtjO advises to: 

• 'Improve human reviewers' understanding of trends in terrorist and violent extremist use 
of the internet, induding communication. Special1st knowledge is required to account for the 
nuances in extrent st content and reduce the likelihood of false posit.1ves and false negat ives. 
Contextual nuances such as cultural and political specificity, coded language, humoui, satire. 
and irony are currently better judged by humans with specialist knowledge on a topic. laniJuage, 
cultural, or political situation. Th:s includes understanding new and emerging violent extremist 
Qroups, and of local context ' 

• ' Introduce a t ime Hrnit on the validity of join links for private and encrypted servers and channels, 
to aHow users to benefit from them whilst reducing terrorist and viol.ent extremist actors' 
capacity to easily store and share them. TI1ough the use of private and enc1ypted servlces should 
be upheld. platforrr s can strengtr1en metadata and behavioural analysis of unencrypted 
metadata, including names and pl,otos of groups, geograpl,ic location, and member traffic 

• 'Develop existing content moderation practices beyond word and hashtag bans, and 
invest ,n advanced automated content moderation tools to better identi fy lexical variat ions and 
deliberate misspellings of banned keywords and phrases. This includes broadening the scope 
of words and phrases banned, as well as including identifying commonly replaced letters for 
numbers, common slight misspellings, and using plural versions of words. However. Tech Against 
Terrorism recommends proceecling 1...vith cauton when broadening the scope of banned key words 
and phrases so as to not. cornpronllse freedom of expression.' 

• As regards the use that tech companies can make of the Knowledge Shar:ng Pl.atform provided 
by TAT. the recommendation 1s to regularly update the keywords and imagery Ustng to catch 
new indicators. Platforms can find T/\T's list on the K5P. 

84 The TAT full brief is av;;,i:able o,i the Tech Agair,st Te,m isrn's K11owleege Sha1ing Plalfor:-n !,clNn 
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~_t;gndards and suo..2.ort to tech platforfJJ..?._ 

GIFCT-linked Tools to Support Tech Companies in Countering Terrorist and Violent Extremist Content 

There are a range of plat.forrrs, particularly srna!ler or lesser resourced platforms, that may encounter 
more challenges when implementing measures ancl standards t.o lintt the spread of borclerllne content in 
retat on to violent extremism ThE? following table established by G!FCT provides an overview of existing and 
developing tools and practices that tech p!atforrns can use as support to their content moderation efforts. 

Effort Description 

GIFCT's Hash 
Sharing Database 

G,IFCT & 
Ea{illtY;,,sf 
Ter rorist 
Cla:ssifiers 

Meta's Hash 
Matcher Actioner 

) i:gsaw iind Te,:h 
A9;;,,inst T~rrQrism"$ 
moderation tool 

Tech Against 
Terrorism's I CAP 

Gff{T's Hash-Sharing Database enables G!FCT member companies to quickly identify, 
and share sfgnals, of terrorist and violent extremist acrfvity in a secure, efficient 
and privacy-protecting manner. Known as perceptual hashes, a hash is a numerical 
representation of original content (v:cleo, irnage, PDF, or URL) that cannot be easily 
reverse-engineered to recreate the content. These hashes are added to the database 
w!t.h a series of labels corresponding to the Ci lFCf database taxonomfl5 w help other 
mernbers understand what content co:respoml::; to the hash, including content tvpe, 
terror1st entty that produced the content, and its behavioural elements. A G:FCT member 
can then select a hash to see if it identifies and matches to visually similar content on 
their platform. 

Facull¥ b?.& begun wort.with GJFCr to wJden access t0 formrism mod:e.r.attor foo!Jrg 
for:smatl~rcbntent ltosMr;i platforrn,s t◊ provide a ~el1v~1v rr:ot;I~llhal facflitt;t_es 
small platfonris' cJ.ccess m terrot ism .c!;;tss1nci!JUontnodeh; at no <:ost. Thli\i.Hff offer 
iwnaU onitriepta:tforrng-wha arB me:mber.s- of GJt:n frer3 arcos.s era %Jlt0 of advancer.I 
Al mc~e!s t!'!Qt d1:;W.1lorec.t ov1:;r lJ1~,pA$.t fo1t.: ve$~ tQ clii\~st y Da?$h ~'Id aHla.ed~ 
propagarida[n rndtiple: formats wrth ei ceptionalty h1gh perforrnanrn_Llf, 

Meta has made avanable a free open source software toot it has developed that can 
help pl.atforrns identify cc:pies of images or videos and take action against them en 
masse.87 Hasher-Matcher-Act/oner (HMA) can be ac:opted by a range of companies to 
he:p them stop the spread of terrorist content on their platforms, particularly of potential 
use for smaller companies lacking rescurces.88 HMA builds on Meta's previous open 
source irnage and video matching sofcware, and can be used \Jr any type of violating 
content including to counter terrorist anci v:olent extremist content. 

Being :q~v,el()pecl t?y G<;iqgle'$''tes~tl!ch <i!:'1i.1JJE)v'ii\9Pfrliiti.t unit, } i'l;JS~liV,in pi3,rtne,r::,hip, 
with T@th,_:l\!Ja!'rlSt f error!srri and 1.,;ith supptirtflnm,GlfCTJr,is ton.lah:rS''tD h0!p,hur.twt1 
rnod!?..ratnrs m.irJ5,e decls!nns on rnntent f1ar;med as dangar.ow:s a:ud Hl~gat Te.sting and 
devefopment v,4'.i continue throughout 2t)23.&t 

The Terrorist Content Analytics Platform (TCAP) seeks to disrupt terrorist use of the 
internet bv facilitatir1G the quick and accurate removal of terrorist content.so It does 
this by alerting terrorrst content to tech cornpanres when found on their p:atfom,s. 
A tearn tracking terrorist migration across a varietv of tech platforms tlag URL.s 
containing terrorist content to tt,e TCAP TCAP sends alerts to tech platforms about 
terrorist content found on the:r srtes and checks the status of URl.s to determine when 
content is removed 

85 5"'e the 2022 GIFCT Annucd lianspare~cv Re,JOrt for cetc1ilec descr,ption of the ctar'·ent Hash Stiaring Database taxonomy, pp. 22··56, 
t1Uf.q./Jqif ct or r:iJ::?&11-cnnten lfuplca1.1s/2.02 2J l 2JG IFCT-Tr~uis~rency-Rr:-ptXt -2022.p~Jf 

86 Drev•1, T .. riow Lerrodsts are r:apftatising on the co:;;t. of Ai, TP.c.!'1 UI<, l6 .Janu .. , ry 202.3. 
tttps.liw•u\v.techuk.orqfresourceln2ts::•c2G23-facu~tv-16fan2.3.ht:nl 

87 Cegg, Nick, fvfeta Launches New Content ,'Yfodeirolicn 10Cf as it Takes Choi: of Counter Terrorfsrn NGO, Meta Ne\vsrcorn, 
13 Decernbe1 2022, htmsj/l';boutfb.com/news/2022fl 2./rneta-launches-nev,·content·rnoderation·tooli 

88 Facebr,:::k/Thma,Exchan,;p, Ho5hf.>r .. :r.otci,er··octioner, Git.Hub. 
https:/iyi th1;i:J.cornifacei:Jook/Tr r~atl:xct'o1r1ye:itree/mainlhasl·,er-;11atchw-act!one:r 

89 CrfGrJ!e, C.f Googie develops free Le;rc,rfsm,..rnorJerotfon too!.for :S,'Tir.ilfe; :vel,sites, ,'\rs Technica: 3 January 207.3, 
https./larstechnica.ccrn}rech·po[;r..,j/2023/Q,1Jqoogle.-;;evr,•1Qps:··frr,•e··tr,•rroris1;1-ri1rn:ieration·to:Ji••for··srnatlr:r·web5les/ 

90 TC~P was de,;efoped by Tech t,.ga,,1sl Terro1isrr,. Fo1 ,nore information on the "ICAP: hllps;!Avww.terrorisrr.an¾'1.ics.orgl 

48 EU INTERNET FORUM 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC_007580 
878



Comparativelv. larger or higher risk cornpanif!S rr:ay be better able to build rnorf! nuanced internal 
processes as well as having better capacities to create scaled partnerships for fact checking or trusti::d 
flagging. The type of enforcement method ancl action available to a tech platform is also cli::pendent 
en the platform type Platforrr:s that do net rely on aloorit.hrr:s to curate a user\ experience through 
surfaces likf! a 'newsfeed' or ·search results', are unlikdv to utilisf! act.ions that reduce visibility either 
thrnu1~h dowmanking or n::moving content from recommendations. Further, platforms that do not contain 
user-gi::neratecl content 'Nould be less content-focussed in n::moval or deh::tion policies Accordingly, 
while some tech platfonT1s are able tc utilise a wide rancJe of enforcement. rT1ethods for borderline 
content cthas are cons trainee! because of the nature of the f!nforcement options available. Thus, when 
consiclerlng how tech platforms are identifying and actioning bordi::rline content, it is important to 
acknowledge that there wm not be a one-size-fits-au approach or ability. 

Demonetisation 

Another important aspect that must be ki::pt ln mine! when developing measures against the spread cf 
hanT1ful t.mrderl\ne content. is the lnneasin(J use cf platforms for econornc and activities airr:ed at raisrn;:i 
money for violent extrernist. groups. During Hlf! EUIF workshop on Violent Extremist and Terrorist 
Financing Online participants aorer!cl en a serif!S of rt!corr:menclaticns to tech companies tc: 

• Develop, lmpiement and enforce robust terms of services (ToS) or Community Guidelines 
orohl,it.inc rr1alic\.1us actors and oroarnsatons. brands/labels, rnarketolaces or online stores that 
encage ln activitv with financial oa:ns that prornote, supports or glorify dangerous clisinforrr:aticn. 
hate spet::ch, racist content, and 1~encler-basi::d violence and hate. 

• Consider off-platform behaviour when assessing the user behaviour, lncludrn;:i external web 
profiles of sellers to judce whether they are likely funding hate groups and extremists, and 
adopt measures tc f!nable the verification and assessment of the landing/destination paoe 
of outlinks to onllrn? ston::s and crowdfunding websites, also using internal crawlers to identify 
those outlinks. 

• Partner with CSOs to be up-to-date on terms associated with hateful and extremist 
ideologies. Consider, abbreviatons ancl codr!cl terms in automated and rnanual content 
moderation. 

• Consider the meaning of content in the wider context to assess l it promotes dancercus 
hateful or violent extrernist ideology or activity. 

• Do not allow ads and sponsorships on search terms, content, users and activitii::s that an:: related 
tc dancJemusly hateful, extrerr:ist ideolo(Jies and conspiracy theories. 

• .l\vold actively recommending products, content, sites and users that fall ln the above listed 
cateoorv. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

THE HMflf3DOI< OF [30!~DEl'<l.!NE co~nnn 49 
If! REU•.Timl TO \/,DI.UH EXTRE!v115M 

TT _HJC_007581 
879



Risk assessments 

As hi(JhliQhted by Member States in the EUIF workshop on borderline content in Septerrt1er 2022, 
Sf!Vf!ral challenges er-1countt?rf!d in the identification and definition of borderline contH7t, and f!Speciallv 
disinforrnation, are linkecl tc the assessment of the intention. Recardinc clisinfmrr:ation, for instance, 
it is in some cases difficult to distinguish betwem falsr.> information spread with malicious intent and 
misinformed op\nions. 

Challenges arr! also linkf!d to finding the right balance between protecting users from rr:akious content 
h::ading to violenu:: and the funclami::ntal right to freedom of spi::ech and expn::ssion. 

Arnone the strategic objectives identified by Italy and other EU Member 5tates91 as key actions to curb 
the sprr!ad of borderline contH7t, especiallv dlsinforrnation, leading to violr!nt extremisrn arr!: 

• The Importance of carrying out risk assessments of the conti::nt to vi::rify if the information 
is false and intentionally misleading The risk assessment orocess IT1ust be based on specific 
indicators concerning the assr!ssn1r!nt of the kincl of information, the sourCt!S, the consequenCt!S 
of the disserr:ination of such content 

• The natun:: of the threat posed by harmful but lawful conti::nt that can radicalise users requires 
an approach at international level that must take into account the needed balance between 
prcrnotinQ users' safety and prr!servinQ thf!ir fundamental right to frr!edom of speech. 

• All stakeholders involved in the EU!F and other international fora must make full use of tools 
thi::y have at disposal to face the threat that borderline content may posi:: to our democratic 
values and to users safety 

-- Thf! EU Internet Forum and the Global Internet Forum to Counter Terrorism will 
continue to work tocether to establish such instruments and guarantee support to tech 
companies, especiallv small ones, also with the aid of Europol's Internet Referral Urnt and 
Tech Aoainst Terrrnisrn. 

• EU Mr!rr:ber States should continue to refer to the EU internet Referral Unit in Europcl to 
ensure coordination and rnoperaton between each other and with tech companies affected by 
the dissemination of hanT1f'ul content. 

Mernber States are well aware of thf! challenges encountered bv platforms in the rnoderation of 
borderline content, bi::cause of the need to safoouard fundamental rights, espi::cially freedom of speech, 
and because of' the difficulty in reacJ1inQ acJreements on corr:rr:on definitions. 
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Mitigation measures: 
the role of recommender systems 

i\ccordini~ to EUIF Member Statr:s, tech companies should focus tilelr preventivr: measun::s on rnaking 
the internet. users, especially young ones, more resilient towards t.mrderline content. leading to vlclent 
ext.rerr:lsm, not necessanly through rerT1cvals, but also by limiting its spread and vlsibillty 

In order to promote better media resilii::nce among young people, which remain the rnost vulnerable 
croup, the Netherlands suogested fer online platforms to work more on the prevention of' 

• Active recruitment on alt tech platfrnrr:s, which more often there appears tc be an overlap of' 
different. therr:es, and the rabbit hole effect. 

• Addressing algorithmic amplification. oni:: of tile most irnportant enabling mechanisrns of the 
massive disseminatinr;:1 of borderline content 

As sucgest.r!d by EU Member St.ates, tech rnrnpanies should focus en thosf! systems that enable the 
spread of border! lne content, such as recommender systems/content sharing algorithms rather than 
en remcvinr;:1 the (borclerllr1e) content ltself. 

It is yet still unclr!ar how these algorithrns work and their effect on thf! radic.alisation prcn?ss, due t.c a 

lack of transparency n::garding the way thi::y function Thi? ~~ethi::rlands suggested the following points of 
focus for future work: 

• The Digital Services Act will provide vetted researchas acCt!SS to algorithrr:s of VLOPS (Very 
Large Online Plat.forn1s). Therefore, it ls very irnport.ant to have enough skilled researchers to 
unravel these algorithms and to havi:: a shared research agenda at the European levd. 

• Transparency of alcorithms is key, but not the only rr:easure to tackle algcmthmic ampHicaton 
-- rnore measures are needr!d. 

• Mi::mber States and the Commission can also focus on creating technical interventions 
(tor;:1ether with tech companies) which restraln the rJssernnaton of borderline content: 

-- Creatno (pause) buttons on social 1T1edia platforms that rr:ake lt. harder to copy and 
disseminate ('retwf!et') borderline content. 

-Adding mon:: warnings to remind interni::t users of thi::lr inti::met policies regarding postini~ 
and creating extreme content. 

Policy efforts rn?f!ds t.c be stepped up to tackle the role of aloorithms in the radicalisation process. 

The Czech Reput.Jc sum.iested lt ls important to continue the discussion at EU level on disinfmrr:ation 
and prcpacanda, as well as the topic of alcorithmic amplification, which facilitates the disserT1inaticn of' 
this content The Czech r~epublic rernrnrnends tc turn these discussions into a genuine effort to draw 
practical consequenu::s on the subject, building on existing initiativi::s such as: a strengthened Code of 
Practice on Disinformation or the EU ban on RT, Sputnik and several other 1T1edia outlets. 

The Czech F{epubk believes in a consr!nsus en the serlcu:irlf!SS of ths issue and in the effort to jointly 
And an effective solution that would strengthen the resilience and security of European states 
acJalnst. the influence operations of agr.Jressors. 

While thae is a need t.c ensure that alcmithmic. amplJicaticn tf!chnlques arr! not used tc spread TVEC 
and borderline conti::nt leading to radicalisation, multi-stakeholder fora have also looked :mo ways in 
\1✓ lllch n::commender systems can be used to promote the dlsseminaton of alternative and posltve 
narratives that can shift users attention away from harmful content. In the context. of counter na1-ratives, 
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EUIF has established the Civil Society Empowerment Programme (CSEP)92 under whict1 Civil 
Society Organisations are recelv1ng founds to implement counter narrative campaigns. Through CSEP, 
the EU ls committed to capacity buil.ding. training, partnering civil. society organisations with internet and 
social rr1e1ta. companies, and supportnq carnpalgns designed to read'1 vulnerable !nd!vtduals and tt1ose 
at risk of ra.dicatsation ancl recruitment by extremists. Such instruments are crucial rn avoid polarisation 
and build resilience among online users agalnst malicious contem. 

The EU .Fundamental Rights Agftnq~on_bias _in _algorithms 

Algonthrns can be used for ranking content or to detect and flag hate speech. When J comes 
to the use of algorithms to prevent the spread of offensive speech. a report rel.eased by the EU 
Fundamental Rights /.1.gency (FRA) in 2022 confirms the very real danQer of biased algorithms that may 
lead to discriminatory out.comes against protected groups. The report shovvs, on the one hand, that 
the development of bias in algorithms over time, through feeclback loops, risks reinforcing or creating 
discriminatory practices that affect vulnerable groups disproportionately. Srnall differences and biases 
may amplify over tme, if no rni tiQation actions are taken. 

rnA also observed how offensive and hate speech detection algorithms, basecl on advanced machine 
learning methodologies and natural. language processing (NI..P). still strongly rely on certain terrns 
and words and contain a variety of biases. Given the sheer rr1aQnitude of on!ine content, major onl1ne 
platforms have considerably increased their efforts t.o automatically detect or ·predict' potentaI online 
hatred, and have developed tools to do t!1is. However, such tools can produce biased results for 
several reasons.9~ 

Most notably. the level of hatred associated with different identity terrns (i.e. words indicating ~]roup 
identities. such a.s Muslim, refugee or Jew) varies considerably across the data and models that form 
the basis of the tools. For exarnple, sentences using the term 'Jew' in English-language rnod1?ls lead to 
a rnuch greater increase in the predicted level of offensiveness than the term 'Christian'. This leads to 
differences with respect to the predictions of offensive speech for different groups. Those differences 
can also lead to ·wrong predictions and classifications. 

For tr1e development of the report produced by FR;\ several algorithn,s for offmsive speech detect on 
were specifically developed, based on different rnethcdolog:es and for different languages - Engl:sh, 
German and ita.Han .... and subsequently tested for bias. The outcornes sho\w that some terms lead 
considerably more often to predict!ons of text as being offensive. For example, in Engl.ish, the use of 
terms alluding t o 'Muslrrl'.'gay' or 'Jew' often lead to predictions of generally non-offensive text 
phrases as being offensive. In tr1e Cierman--language algorithms developed for this report, the terms 
'Muslim', 'foreigner' and 'Roma' most often lead to precktions of text as being offensive despite being 
non-offensive. ln the ltat:an-language algorithms, tr1e terms 'tvluslirns', ';.\fricans', 'Jews·. •foreigners·. 
'Roma· and 'Nigerians' tr igger overly strong predictions in relat ion to offensiveness. 

On the 0J1er hand. terms not usually linked to hate speech may be disproportionally often rnissed. 
People expressing hate speech can easily avoid being detected through simple changing of 
words that may be more easil.y flagged. One cf the reasons for these results is that these terms 
are strongly linked to online hatred captured in the 'training data' (text datasets including examples of 
hatred) used for creating the algorithms. 

Therefore, FRA recommends assessirnJ potential disproportionate 'overpolicing' of certain groups. 
and to carry out assessments of outputs (algorithmic predictions) with respect to tr1e composTon of the 
target groups_'.?4 

'32 Reforerice Unk: 
http::;'}Lhc-rne-e.ff ~irs.ec.eurDpa etiJ'nel.t.,vmkslradir.aiis~! tion-i-=1.warene:-ss-qetwork-ranir.f vil -so:i:tlv-emQQ~Nermenl -:Jroq_@rnrru~ en. 

S3 lbir.:eri,, page 13 

94 EU Func:a,·nental Rights Agen£:', (FP..4). B:as i!l Algcdh:T1s. Artificial i'ltel!ig;:>nce and Discrirn,,1atio;1, ·.renna 2022, page l2 
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Thf! difft?rf!nces ln bias in algorithms found in this project differ not only across languages but also across 
tile tools and mr:tilcdolcgies used. Some A! models are based on al1~mlthms that were developed for 
gr:neral languagr: detection and prediction tasks based 011 large bodies of tr:xt. Suell 'pre-developed' 
models are needed for soeech det.ecton aloorlt.hms in IT1,:my cases. The research f'ound that bias 
differed depending on which tools were used. 

This means that bias is already embr:dded in predeveloped general-purpose language models, 
which are often developed by larce cornoarnes wlth access to vast amounts cf data and corr:puting 
power. Assr!ssing and documenting bias in such pre·df!'vf!lcpr!d rnoclels is challenging in thf! absence cf 
full documentation and available tests for identifying bias in such tools. In addition, datasets are oftr:n 
difficult tc obtain. This is partly because M.P researchers are overly cautious and avoid sharing data, 
often because they lack knowledge of data protection rules.95 

FF\A highlights thf! rn?f!d to strive for more language diversity in NLP tools, and calls upon the EU 
and its Member Statr:s to rnnsider building a repository of data for bias testing in Nl..P. Such a repository, 
in conf'onT1it.y with data protection rules, could contain data in all EU lanouages to enable biases t.estn(.J 
on a continuous basis_,,,: 

In its 2020 report 'Getting the future right',97 FRA also highlighted the m:ed for further studies of 
ootential clisrnmlnaton resultin(.J frmr: the use of Al systems Some professionals FRA interviewed for 
this reoort underscored that results frmT1 corr:plex machine leamin(.J alcJorithrTis are often very difficult. 
to understand and f!xplaln. This leacls to the conclusion that further rr!search to better understand and 
explain such results ('explainable Al') could also help to bi::tter detect cliscriminaton when using Al.'1'3 

The FRJ\ recorr:mends that Article 40 of the EU Digital Services Act, which allows for researchers to 
access data from verv largf! online platforms ancl verv large online Sf!arch engines, be usr!d to the f!xtent. 
possible, to allow access to data needed for bias and discrimination rdated n::search on 0111\ne 
platforms' conduct.9

"J 

FRA is contnulng to work on unclerst.ancllng and analvsing fundamental rights rf!lated rlsks of using 
algorithms and Al.1°0 At the san7f! time, FRA is investigating ouestions llnked tc online content 
moderation with respect to addn::ssinc hate spet::ch in a fundamental rights rnmpliant manner.1°1 

New ways of communication through online platfonTis requlre hur;:ie efforts tc protect the freedorr: of 
expression ancl information, as enshrined ln Article 11 of the EU Chart.er for Fundan1r!ntal f~ights, 102 and 
the need to fight hate spef!Ch that is not prot.ectf!cl by f rr!e speech ancl may intaferf! with the enjoyment 
of other fundamental ricilts 

95 li:1iCe,T,. r.1ag1° 17 

96 lbic!ecn, pa;12 14 

c_r7 EI..J ~tY1c~a:T1ental Rr/1t.:; /\~]Fncv. (jeU.inq the future riQh!. -- An.i//ciol int.e!ligence ondfundornenro/ riqht.s, 2020 Ui:H5 
9B lrJicJe:T:, pa~]F 20 

99 lbic1c•7, 

lC:C: See fo, 2k,·nr:il2 the proj,cct Assessinq h!qh··r·!sk artificU intd gff1ce Eumpean Un on Aqecicv frn Fl.w1da,·n2nlal R!qhts (,curo,.1c,.rn1 

.1 C.1 ~-::ee On!;ne cnnt.ent :T:mjeraJion --- hara.ss:T:e,1t r1ate sneecr1 ancl (:,1clten1ent 1Dl v:ole:1ce acp:ns1 specific qroup_~~ I F.uronea.n I..J:1ion Ane:1cv for 
Func.lan1en1.al Ri,Jht.s leumpa.E•ul 

102 .A,Ucie ll •• f'r,cedon, of expression a,·1d !,·1fm,-r1dion I Europeac1 Lhioc1 AQfflC\' for F·uncla,-rrentd Riqhts (rnmpa.euJ 
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Policy recommendations 

When it cornes to the irnplernentation of poky int.erventons to prevent the spread of borderl ine content. 
it is imponant to ta!,e into account. ancl T.o avoid possible implications U1at. such measures could have on 
fundamental rights. 

TI1e EU Fundamental Rqhts Agency (FRA) t1as delivered and developed projects focussinq on the 
dissemination of ontne hatred against specific targets, such as rninGrlties, religious groups, and the 
LGBTIQ community. A.s regards borderlirn.~ content in relation to raclica!isat.ion and violent extremism, 
FRA underl ines the importance of considering limitat1ons that may be imposed on mitigating actions, as 
they may not exceed those provided for in Article 10(2) of the European Charter of Human Rights 
(ECHR), without prE'jud ce to any restrictions which Cornmunity cornpetlton l,1w rnav impose on Member 
States' right to introduce the licensing arrangements referred to in Article 10(1) of t.he ECHH103 

In relation to hate speech onlinel0 •
1
. wit ch has been addressed extensively !n this handbook, t is crucial 

to note that 'freedom of expression constitutes one of the essential foundat ons of [a dernccratic] 
society, om~ of the basic conditions for its progress and for the dt~veloprnent. of every man. Subject 
to paragraph 2 of Article 1. 0 [ of the European Convention on Human Rights). it is applicable not only 
to 'information' or 'ideas' that are favourably received or regardecl as inoffensive or as a matter of 
indifference. but also to t~1ose that offend, shock or dist urb the State or any sec1cr of the population. 
Such are the demands of that pluralism, tolerance and broad m;ndedness without which there is no 
'democratic society' This rneans, amongst other things, that every 'formality', ·condtion', 'restriction' or 
'penalty' imposed in this sphere must be proportionate to the legtimate airn pursued.' ics In addition, 
' .. .tolerance and respect for the equal dignity of all human beings const itute the foundations of a 
democratic, pluralistic societv. That being so, as a. ma tter of principle it. may be considered necessary in 
certain democratc societies to sanct ion or even prevent all forms of expression which spread, 
incite, promote or justify hatred based on intolerance ... , provided that any 'forrnali t.ies', 'conditions', 
'restrictions· er 'penaltes· irnposed are proportionate to the legitimate aim pursued.'106 As shewn in the 
case studies prest~nted in this handbook, subtle forms of hate speech that are not openly inciting to 
violence nor bear clear !inks to violent extremisrTi are being disseminated onl.ine. 

1.03 See f\rtl.::te 11 .. Frt:edorn of expn.:'S5ion t;,;10 !:)forrnation i European Un!on f\ge-ncv for Functarnental FUghts t.!NK 
104 The ca$e law cif the F.urnpean C,:;urt of Human R',ghts (EO.HR) apploes w!t.h an over/,ew provided ;n the ECtHR fa,:t r,!leet. 

0n Hate spcecr LINI~ 

W 5 F.Cli·!R, HanrJys!de v. the Un'.te<J K,ngclcrn judgrn,int r,f 7 De,ember .l 976, § 49 

l06 ECtHR, E:i:,ai<a,i v. Tu,kev judgn,ent of 5 j v[y 2006. § 55 

:,4 EU INTERNET FORUM 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC_007586 
884



An irnportant part of this handbook is dedicated to f!xisting regulations and cornpanles' internal policies 
that rnay havr: miti1~ating effects in the spread of borderline content leading to vlolent extremism and 
tenmism. In this context, the Institute for Strategic Dialo1~ue in the 2022 EUIF workshop on al1~orithmic 
arr:plificaton and borderline content, has underlined how responses and mit(Jaton measures must take 
int.a account thf! fact that the borderline content is shifting ···· the threat lf!SS expkitly 'group' 
basr:d and inrn::as1111Jy lntersecting with other information harms like conspiracy theories. Extremists 
are also adopting an ever more transnational perspective. These factors, according to ISD, requlres 
a new oeneration of responses, which go beyond exlstn(.J counter-extremism policy pararJgms. Thls 
includes: 

• Regulation: Consider hur77an-rights based approaches to social media n::gulation which focus 
on systerT1ic nsk mitigation and transparency rather than content rerT1r.wal alone, recor;:1nislnc 
olatform desicn issues which facilitate the crowth of extrerT1ist. rTKNements 

• intervention: Develop the next genaation of online and online intf!rventions to address these 
looser rnovements and bringing people out of extremist ecosystems. 

• Prevention: Forrr:ulate pror.irammes, lncludinr;:1 curricula and corr:rr:unity lnitiatves, required to 
raise awareness of and build resllience against hybrld e.i<tremlsrn H1rr!ats. Creater efforts should 
be made to educate publics and develop critical thinkinc, includ\111~ partnering with the private 
sector, schools and universities, rdi1lous and youth organisations. 

• Coordination: Facilitate irn;;roved reclonal poky exchange, recocnisin(.J the transnational nature 
of these threats, and consider lessons learned from rn?chanlsms developed for international 
collaboration to counter specific groups (e.g. Counter Daesh Coalition). 

CCDH Policy Recommendations on preventing the spread 
of violent misogynist content 

In the context of oreventnc the spread of misogynist content leaclinr;:1 to oender··based violent. 
extrr!rr:i:,m, the Cent.rf! for Countf!ring Dlgital Hate has developed a frarn?work of action called 'the ST/\J( 
Frame\1✓ork' for legislative desi1~n The idea bi::hind the framework is that all recomr77ended interventions 
will bi? enhanced and embedded J supported by a robust re1~ulatorv frarnework. CCDH has desigrn::d the 
STAR framework to support (Jlobal efforts to rer;:1ulate social 1T1edia and search engine companies, and 
ensure consistr!ncy, effectiveness and connectedness for global problems, like lncels and ctrlf!r forms of 
violent extremisrn. 

The STAR framework has four key components: 

• Safety by Design 

• Transparency of Alcorithms, Rules Enforcement and Economics 

• /1.ccountabillt.y to Independent and DerT10cratc Bodies 

• Hesponsibility of Technologv Cornpanif!S and thf!ir Senior Executives 

J\nd it includi::s: 

• Transoarency and enforcement of a platforrr: or search enr;:]ir1e's rules with easy complaint 
pathwavs and responsiveness: and 

•Independent/ democratic accountability structures with real world consequences for both the 
companies and the sen\.1r executives in order to sustainably change corporate behaviour 
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Conclusion 

The informaton, analysis and guidance gatr1ered in this handbook confirm that the estab!isr1rnent of 
dear standard definitions and measures to Un,it the spread of borderline content in relation to 
violent extrern:st is challenging clue to the different business models and formats of online platforms, as 
we!! as the need for preventing any breach of fundamental rights, such as freedom of speech. 

Nevertheless this handbook 1ntends to provide the basis to reach a common ground of understanding of 
the type of content and tactics that violent extremists and terrorists are using to evade detection and 
to increase the reach of their propaganda campaigns and narratives. 

Borderline content and tactics in the context of the handbook can be summarised as such: 

• Content that is hard to identify as illegal or as related to violent extremism and radicalisation. 

• Content that, despite being legal, can harrn and lead to violent extremist. behaviour ancl 
radtalisation (such as disinformation, conspiracv theories. ·,,vhicr1 can also k:ad towards 
dehumanisation). 

• Tactics used to manipulate users and amplify l:lorcler!ine content leading to violent extremism. 
such as algorthrnic amplification techniques that profit from biases in content sharing algorithms. 

TI1e involuntary spread of borderline content leading to v!o!ent extrerrlisrn by online plat forrr:s' 
recommender systems has also been ident ified as important element for the scope of tt1is handbook. 

Information en borderline content provided by Member States and Ovit Society Organisations has 
r1igr1lighted the predominance of the following categories of either illegal content, 1.,vtt ch can be 
challenging to detect as such, or legal but harmfui content: 

• Content tt1at targets migrants and specific religious groups, suct1 as t11e Jev,/isl1 community and 
Muslim people. 

• Anti-LGBT!Q and misogynist content. 

• Conspiracy theories and misinformation concerning the war of aggression against Ukraine 
and the COVID-19 panijemic (including vaccination campaigns). 

• Anti-government/system content meant to incite violence. 

Recomrnenclat.ions to on!ine com1tanies sµgqest. the __ need __ For: 

• More and better transparency and risk assessment processes. 1..vhich w!!I be facilitated -..r✓i th 

the implementation of the DSA in the EU, and access to data to trusted researchers. 

• Better means to ident ify hate speech ancl !ink it to violent extremism. 

• Better content moderation r.::tetics that go beyond removal and that foe.us on deranking 
and demonetising legal but harn, ful content that can lea1j towards violent extremist and 
terrorist acts. 

• Bettf:"ir rneasures to avoid algorithm biases that can !eac! to tl1e autornatecl spreac! of l1ate 
speech and legal but harmful content rei.ated to violent extremism and radicalisation. 

Stakeholders agree on the need to address gaps and challenges encountered by tech companies. 
especially small ones, and governments !n establisltng common definitions ancl in assessing when 
thresholds in t l,e breach of terms of services and cornrnunitv guidelines are met 
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Thf! EUIF, (jlFCT, and other stakf!rmlders involved ln this work, have provided a serif!S of f!xarnplf!S and 
measures that have been taken so far by both the tech industry and EU Member States to support 
the development of futun:: practices that should be discussed and lr'nplementi::d in the EUIF and other 
relevant rnulti-r:,takeholder networks and f'ora. The EUIF intends to keep this handbook up--to-date, as a 
means t.c continue supporting tech cornpanif!S in addressing challenges related to rnntr!nt rr:odaation. 

A conclusive note by Glf CT 

/\s dialogues about borderLne content continue between governments, tech companies, and experts, 
lt ls im;;ortant to understand the framino of' the term, the pokies and practices beino advanced 
bv technoloov corr:panies, how t:;:.~::vernment guldance and regulation plavs a role, and where 
multistakehclder partnerships rernain cruciaL 

Framing: The term 'borderline content' is both subjective and manifold. It denotes a range of online 
policy or content areas that may have overlap with terrorlst and violent extremist content or conduct, 
processes of radicalisation or activitit?S but are largely legal speech wlthin dernocratc frarneworks. 
Knowlng that the term is used as an umbrella for a varlety of sub-theme policy areas, it is important 
to understand that binary broad stroke statements demandin~i a particular action for all 'borderline 
content' is not possible. As such, understanding the r,:mge of sub--therr:es and related online po!lcies 
around those sub-thernes is necessary. 

Policles and Practces of Tech Companles: Lookino at the sub-themes that make up TVE borderline 
content i:l.cross C:ilFCT member company polices, it is dear that lots is alreadv taking place in terms of 
rnoderaton and rernxlial actons as cutlimxl in this pap1;?r. The more sub--thernes relatt? to r1;?al world 
harm, the more likely clear remedial actions can and should be taken by tech companles. Overarclllngly, 
the more broadly a sub-theme aligned v/th controversial opinlons or 'lawful but awful' speech, the 
rr:ore speech was protected. In many cases tech cornpanles are a!ready golng above and beyond dear 
legal guidance ln taking act.ions on content Locking at the range of tools available to take act.ion on 
content, larger companies will continue to have more human and tooling resources to take nuanced 
approaches to borderline content. 

Covernrnent Guidance by CIFCT: The rncrt? governments can defim? the TVEC rdated harrn areas thev 
are most concerned about, and the more this can tie to legal frameworks, the easier it ls to encourage 
actions by tech companies 111 a principled mannec Even in cases where content is not removed but is 
downranked or demonetised by tech companies, there need to be principled po!lcies behind the ,:1ctions 
that are definable, defendable, and scalable. Covernments should look to reflect. on the sub-themes 
related to borderline content to better prioritse and scrutinise policy areas that are most directly tied 
to real world harm and eistino offline policies. 

Partnerships and Multstah?holder Efforts: CIFCT was founded with a rnulti stakeholder approach to 
lts gov1;?rnance and its work Having diverse stakeholdt?rs working together is not just nlce to have. It 
is paramount for success. Partnerships and multistakeholder efforts will continue to be crucial in (1) 

ensuring corr:panies wlth tess human or tooling capacities understand what adversaria! shifts took like, 
and are given the networks and tooling needt?d to develop crcss--platJorrn solutions. Countering 
terrorism and vlolent e>itremism online, including understanding the borderline content that might 
contrlbute to processes of radicalisation, relies on cross-sector collaboration to be effective. 
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I Annex I 

Handbook1s Glossary 

Antisemitic slurs and terms 

«-<,• 
• • * ••!t:i!" f, ·~•··•·••·~• 

~~~:?~~!~-~~~-~ 
~~: 

Antisemitic imagery: Holocaust denial and distortion •··· !s a discourse ancl propaganda that at.tempt 
to deny the historical real ity and the extent of the exte1rnination of the Jews by the Nazis - a belief 
that the Holocaust did not happen or was great ly exaggerated. Moreover, it is an intent:onal effort to 
excuse or minirn!se the !mpact. of the Holocaust or !ts principal elements, rn!nimising the nurnber of the 
victims ofthe Holocaust in contradtt ion to reliable sources and blamlng the Jews for causing tJ.'1e1r own 
genoclde. 

lntemotionof Nofocoust Rememt:mnce AWonce (!NRA) non-legally binding working definition of 
antisemitism CndudingJ_ts exarnptesl: 'Antisemilisrn is a certain percepton of Jews, which may be 
expressed as hatred toward Jews. Rhetorical and physical manifestations of antisemit ism are directed 
toward Jewish or non-Jewish 1ndividual.s andior their property, toward Jewish community institutions and 
religious facilities' w, 

ZOG: is the acronyrn for 'Zionist Occup:ed Government'. It refers to a far -r ight conspiracy theory reflecting 
tl1e idea that the government !s controlled by Jews. 

JWO: is the acronym for 'Jewish World Order', the antisemitic version of the New World Order conspiracy 
theory, claiming that the single 'NOrld government wilt be lead by Jewish people. 

NOW: is the acronym for 'New World Order' a conspiracy theory that argues triat a shadow elite is t rying 
to implement a totalitarian world government. 

Some of this propaganda is supported by the dissemination of imagery as the example be!ow shows: 

Rothschild(s): Tl1e Rothschild famHy 1s a wealthy Ashkenai Jewish family cnginal!y from Frankfurt That 
rose to prominence with Mayer fa.rnschel Rothschild (1744--1812), v .. ho established his banking business 
in t.he 1760s. The Hot.hschild family has frequently been U1e subject of conspiracy theories, many of 
whlch riave antisemit ic or!gins 

Jewish Agenda: It is a consplracy theory that claims that a malevolent, usually global Jewish circle, 
referred to as International Jewry, conspires for world domination. 

107 V-Jh~¼t.is antisernitfsrn? 1 IHRA.tholocaustrernernbra~1ee.corn! 
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Anti-migrants and lslamophobic slurs and terms 

Countryba.Us/Pola.ndball: Thesr: are very wldr:srxead rnr:mes mainly used as form of political 
caricature. It consists ln dr,,1VN1gs on balls represerrtino different countries with stylised faces. This kind of' 
meme is oflf!n usecl to comment on current political events and does not necessarily havf! violr!nt right-­
wing ext.rt!rr:ist referenu!s. 

Superspreaders: Online actors responsible for the widespread distd.1utmn of harmful content. 

Online subculture of the Alt-Right: The alt-right is an abbreviation of altemativf! right whlch is a far­
ri1~ht, white nationalist movement with a lan~ely online community. 

Anti-migrants and lslamophobic content: The ,,mt\--rT1ior,mt's discourse ls the opposition to 
irrn1tgrants or immigration in genr!ral, belng characterised bv or expressino opposition to or hostility 
toward immi1~rants. As for the islamophobia, lt is the fr:ar of, hatred of, or pn::judice agalnst the religion 
of Islam or Muslims in 1~ern::ral, especially whi::n seen as a geopolitical force or a source of ti::rrmlsm. Thi? 
use of cl\sinformation, rnarnoulaton technlques and sharing memes have also been popular arnono anti­
ntgrant f!xtremists, as the follows: 

Dehumanising Speech: Speech or language that labels a group based on a proti::cted attribute as 
biologically SLJ1human ('cockroaches,' 'microbes,' 'parasltes,' 'yellow ants'), rr:echarncally inhuman ('logs,' 
'packages,· 'r!ner:1v morale'), or supematurallv alien ('clevils,· 'Satan,· 'demons'). 

Anti-LGBT!Q and im:els-related slurs and terms 

LDAR, or 'lay Down And Rot': self-harrn and suicidal f rt!quentlv used on incel fcrurns. 

Roastie: It's a slang terrr: used by the lncel\ corrnr1unlty to target and disparage 
se.i<ually active women. 

Groomer: It's a slang term used in the antH.GE-lTIQ communities to refer to an adult who wants to 
exploit or abuse irT1pressionable children, either sexuallv or otherwise, tyolcally by buildinr;:i trust and an 
erT1otional connection with thern 

Roastie: Slang used by the incel rnmmunlty to targi::t and disparage sexuallv activi:: women 
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Dyke/lesbo: A term origlnated as a slur against mere masculine--presenting lr!sbian women, this tam 
has bem reapprnpriatr:d by its community into being a common slarn~ tr:rm to refer to lesbian \1✓ or77en. 

While some peoplr.' may not mind being referred to \1✓ ith this tam, stakr:holdas should be aware that the 
tenT1 can also u111y neoative connotations and rr:any people rr:ay be 1.mcomfortable w\th the term. 

Thing: Specifically ln reference to pronouns, the use of 'thing' instead of a user·s preferred promuns. It is 
used to usually mock a user's preferred way of r:xpress\ng their gender identity It is commonly used as a 
way to invaklate or minimalise t.rans/enby people 

Fag/Faggot/Homo: All terms used t.o refer to gay people, and all heavv slurs with the intention of 
br.'littling and attacking this group. These words are also commonly used in the real world homophobic 
attacks, both verbal and physical. These terms should not be taken lightly 

Trap: A term that originatr!d from anlme. This word ls in refr!renn? to rnen who dress as womr!n and are 
feminine-pn::senting, and 'trap' heterosexual people \nto having an attraction to them. This word has 
been used out of \ts original contexts as a slur to transgender people, as J their existence is to 'trap' or 
'trick' people around them f\Jot everyone finds term offens\ve. It should be evaluated as to whether it 
deserves moderation on a case-by--c.asf! basis. 

Sigma: a pseudo-suent.ific construct of the hyoer 1T1,:1scul ine alt--ri(Jht denotin(J a particular type of rr:ale 
behav\our (successful, hi(Jhly independent., int.elllgent) In effect, 'siomas· are an equivalent. of 'lone 
wolves'. /\s reported bv the Slovakian Council, currently, the hvper masculine alt.--right, bf!St represented 
by the likes of Andre\1✓ Tate, is obsessed with the personality of Patrick Bateman from thi? movii? 
/\.me(can Psycho wh\ch, accorchlc to the cornmurnty, best desrnbes the qualities of 'sicmas' 

Anti-feminist: It's thf! opposition to some or all forrns of femlnism, opposing t.o particular policy 
proposals for \1✓ or77en's rights and has sometimes bet::n an element of vioh::nt far-right extremist acts. 

Misogyny: Misogyny is hatred of. contempt fer, or orejurJce acainst women. It ls a fmrr: of sex\sm that is 
used to keep won1r!n at a lower social status than men, thus rr:aintainlng the social roles of patriarchy. 

Anti-LGBTIQ: It is the movement that opposes to l..GBTIO lecal r\Qhts, particularly to c\v\l unions or 
oartnersl'li;Js, l..C:iBTIO oarentinr;:1 and adopt.ion, 1T1ilitary service, access to assisted reproductive techrmlqJY, 
and i:KCf!SS to Sf!X reassigrnr:ent surgerv and hormone replacemr!nt therapy fer transgender individuals. 

lnce!s: Are members of a group of people (mi::n) on the internet who are unabh:: to find sexual 
oartners despite want.inc them, and who express hate towards oeople whom they blame for this, 
especiallv women. 

Red pilling: Ti::rrn used to descrb:: the so-called realisation that mm do not have power or rxivih::ge 
in society. Contrary to this, men are vulnerable to beinQ explrnted by worr:en in social, economic and 
sexual terms. 

Black pill: Theory alleQinQ that the ability of an individual to i::stablish romantic relationsll\ps is 
di::ti::rmirn::d by appearanu:: and therefore 1~ern::tcs. It is also used in the context of thinkinQ that all is 
dornT1ed; that ZOCi has already won and that the\r race wlll never see victory 

White pill: Word usi::d to stress their confidi::nce in their race v\ctory over others. 

Chad: Terrr: used to designate 1T1en who are mesumed to be sexually deslrable and therefore popular 
arr:ongst wornen. 
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Racist slurs 

Jap: Used during World War II when the Japanese 'vVi?re in internment camps in the US, this term was a 
derory1tory way US citizens referred to Jaoanese people and is heavily considered an ethnic slur acainst 
Jaoanese pecde 

Gypsy/Gypped: Both to refer to 'Gypsy' thi:: people, and to be robbi::d/conned in thi:: form of 'cyppi::d', this 
is a term specifically used as an ethnic slur a1~ainst the Romani people. While it ls used in le1~al contexts, 
the words have slowly been brought out of' use due to its corrnr1on use as a slur historically 

Chink/Ching Chong: Clllnk has bet::n historically usi::d as a slur against people of Chinesi:: descent, and 
sometimes evi::n J\sian deu::nt widely, \1✓ ith ching chonc rnocking the langua1~e of the Chirn::se which ls 
comrT10nly used alonr.Jside chlnk. 

Triple Parentheses, also known as (((echo))): This ls a Vf!ry uncommon but recently used syrnbol t.o 

denoti? someone of Jewish ori1ln, typlcally in a way to target or harass them This syrnbol is used to 
sin(Jle .Jewlsh people out by corrnr:unities and places a target on their back f'or thelr reliclcm or ethnlcity, 
and should not bf! tolerated. 

Curry: Often used ln an offensive way against Indian community. 

Noodlewhore: The word used by lncels to refer to an Asian woman. 

Kike: It is an i::thnic slur for a Jew. 

Noodle: Term used to insult Southeast J\sian comrT11.mities. 

Currycel: Name used to refer to an Southeast Asian incel. 

Monkey: Term used by incels to mock and discriminate African oeople. 

Sheboon: It is a racist term for an African American woman. Combination cf 'She' ancl 'Baboon'. 

Ape: It is an offonsive term usi::d by extrernists to describe a non-white person. 

Sand Nigger: Ethnic slur used against black people, espr!ciallv African Americans. 

Spic: It ls an ethnic slur term used to referring to people from Latin J\rni::rlca. 

Paki: Term used to refer to a person horn Pakistan. Can be used as an lnsult 

Negroid: Slur term referring to an African person. 

Negro: In certaln contexts, it can be used as an lnsult ac,:nist f\J(can comrT11.mities. 

Abo: Cltlt!nsive slang usr!cl as a disparacinc terrn for an Australian Aborigine. 

Mongoloid: /\. derqJatory term fer a mentally challenr;:1ed person. Thls used to be used to denote people 
with Down's Syndrorr:e, and now is Just oenerally derncatory. 

Faggot: Often shorti::ned to fa1~, is a usually pejorativi:: term used to refer to gav men. 

Fag hag: It is used acainst women that they clairT1 like to be to assoclated with androphilic men. 

Tranny: It ls an offensive ancl derogatory slur for a transcender individual. 

Trannie: It ls an offenslve and derocJatory slur for a transcender individual. 

Queen: It is the slur used agalnst a hornosexual man who dof!S not have thf! stt?rf!otvped charac.terlstc.s 
of a man. 
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Dyke: Slur term used against lr!sbian women. It ls often used by homophobic women. 

Fairy: Tr.>rrn used in an offensive way to men that incels consider less mascullne than thr.>m 

Lesbo: Pr!jorative term to refer to a homosr!xual worr:an. 

Sodomite: An offensive term used to describe a homosexual man. 

Nancy: Term to discrirT1inate a homosexual IT1,:m, considerin(J hirr: an effeminate man. 

Poof: /\ derogatory term used to describe a homosexual man. 

Pansy: Term can be used as a horr:oohoblc insult which sur;:1cJests a lack of' manliness. 

Poofter: It is one of most pf!jorative words in /\ustrallan English. The phrasf! 'poofter-bashing' arose 
during the 1950s and 1970s during organised hate crlmes against homosexuals in Australia. It is an 
offensive term whlch conslders cay men as femlnine. 

Fudgepacker: Slang and derogatory term to label a rr:ale homosr!xual. 

Genderbender: It is used in a vernacular bv incels way to refer to a person 'Nho dresses up and presents 
therTiselves in a way that defies societal expectations of their cender, especially as the opposlte sex. 

Foid: lncels use this terrr: when callinQ another person an ass, assholf!, or very stupid. 

Landwhale: A landwhale is a pejorative term for an overweir;:1ht worr:an that ls corr:monly emoloyed ln 
various online forurr:s (especlally those c.onneclr!cl to the rnanosphere ---- online space wherf! inc.f!ls are 
actve). 

Femoid: It is a derogatory term used in the incel corrnr:unity to refer to a woman Terrn.1ld' corr:es 
frorr: the contraction of the word 'female' and 'andrrncJ' (robot), to emphasize the alleoedly icy nature 
of women. 

Ho: Used by the incel community to discrirT1inate women. 

Thot: Thol is a dff1igrativf! slang tam used against women, originally defo1r!cl as an acronym of 'That 
hoe over thr.>re' but now gr.>nerally used as a synonym for hoe or slut, espr.>cially in the manosphere. 

Hag: The term is corrnr:only used by incels to desrnbe what they conslder as a hysterical or ur;:1ly women 
in posltons of power. 

Goblina.: A racist insult that claims that other ethnicities are an undesirable and unnatural rau:_, that 
grows in damp and dirty places. 

Gold digger: A person whose romantic pursuit of, rf!lationship with, or marriage to a wealthy person is 
primarily or solely motivated by a desire for money This term is often used in some forums to ridicule 
worr:en in r;:1eneraL 

Cum dumpster: Often used to labf!l a sexually active wornen as a pervertf!cl or prontscuous person. 

Skank: It is often used by incels aoainst \1✓omen and when usr.>d in this contr.>xt, can be similar to 
prostitute. 

Slag: In slanQ, slag is an insult.inc terrn for a contemptible person. When used agalnst worr:en, it can be 
equivah::nt to slut. 
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I nnex II 

GIFCT Review and Analysis of Tech Company 
Efforts to Counter Borderline Content 

Brlnging borderline contr:nt to the fore of multistaki::holder di::bates in and of itsdf highlights that 
this sector has advanced sir;:1nificantly Previously, cross--sect.or forurr:s convened to hiohl\Qht. the most 
obvious examples of terrorist exploitation online. However, as efforts by CilFCT member companies 
and tech rnmpanies willino to corne to the table have evolved, so too has a more nuanced discussion 
about conti::nt that is harder to deAne but seems within thi? realm of scrutiny for wider efforts to combat 
radicalisinQ influences towards violence. 

This CIFCT rnntributon to thf! EU lntemf!t Forurn cli:,cussion on bordaline content rr!views the types of 
content that fall under scope of 'borderline content', and what feasible actions on content looks like in 
real ti::rrns for tech companles. GIFCT revie\m?d policies and actions taken by its 22 rnemta::r companies 
for this analysls. 

G!FCT: Variations in Tech Approaches to Borderline Content 

Above and beyond lllecal content., technolor;:IY companies are oft.en tasked with developin(J platform 
guidelines and policies for users that cktate what content and actions arr! acceptable on their platJorrn 
Thi? capacity for a platform to develop nuanced policies or tooling to facilitate policy actions depends 
r;;reatly on four thinr;;s: 

• The hurr:an resources wlth subject rr:atter expertise that a platforrr: is able to lwe. 

• The enginr!ering and toolinQ support a platform is ablf! to give to a harm type. 

• The awarern::ss or prevalence of a certain harm type on the platform. 

• The external oressures by (JoveIT1ment, mech1 and uvil society pressuring a company 
to priorit/if! focus on a certain online harm issuf!. 

Most 1~lobal technolo1~y companies, depi::nding on the tools and user experlence a platform offers, have 
to think through onllr1e par,:1rr:eters for acceotable behaviour and consequences f'or users if they cross 
those lines. Thls is not dissimilar to how national and lnternational governrm!nts think through leoal 
frameworks for citizens. However, givi::n the scale and olobal nature of online users and content, then:: 
\1✓ ill always be trade-offs between human and technical resources in relation to which policy 
areas demand prioritisation. There are hi(Jh prevalence violatno activities with relatvely low real 
world harm risks (like non--scarr: related spam) ancl there arr! low prevalence violatnQ activities with hioh 
risk for n::al world harm (ljke terrorist and vlolent extremist exploitation) 

Even ln cases where one corr:pany owns rr:any different olatf'orms, these platforms rncht. have rJfferent 
policv linf!S arouncl the topics that make up 'borderline content'. Thi:, is because the surf aces a platform 
provlcles, stated purpose of Hlf! platform, and visibility of harms signal on each platform may differ. 
Having different degrees of variation for policy actions taken on borderline content is neither inherently 
good nor bad. Some platforrr:s, f'or exarr:ple, 1T1ioht have a much lower threshold for removin(J violent or 
craphic contf!nt because the platJorrn is meant to cater to more professlonal networking. Whereas other 
platforrr:s rr:iQht protect wicler spr!ech ancl exprf!Ssion, knowing that their platJorrn is used by activists, 
journalists, and manlnalised cornmunltes who share a rangi:: of socio-politically and contextually 
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Sf!nsitive content Other platforms rnlght have fewr!r c.ontent--focussed policies because the platform 
archltecture prioritises user privacy, giving less contr:nt-visibility to moderators, such as in end-to-end­
encrypted spaces. 

Reviewing G!FCT Member Companies Policies and Actions 

CilFCT reviewed lts 22 CilFCT merT1ber companies' oolicies ,,1oainst the 14 sub--therr:es identified as 
making up borderline content in relaton to TVEC As rr:entioned in the bocly of thls handbook, the 
borderllne content sub-thernr.' pokir:s identifo::d by GIFCT included the followini~, notably mapplni~ hm1✓ 
each theme could manifost in relation to terrorism and violent extn::ntsm but also in non-TVEC relati::d 
ways online: 

L Violent content, graphic rnntr!nt, gore 

2. Weaoomy and inst.ructcnal rr:aterial 

3. Svrr:bols, slogans and visual indicators associated with violent extrernlst groups 

4. Mi::me subculture 

5. lnciternr!nt to violr!nce 

6. Hate speech 

7. Bullyinc, harassment, and threats 

8. Anti-Refugee or antHmmigrant sentiment 

9. Stereotypes and dehurr:anisation 

10. Mis- ancl dlsinforrnation 

11. Popullst rhetoric and wider natonailsrT1 

12. Anti -govr!mmenl and/or anti- EU sentiments 

13. Anti-Elltism 

14. Political satre 

It is one thing to have policies around a type of conti::nt, and another to develop tools for potential 
enforcement actions. The ranee of ,,1etcns taken by tech companies listed here were drawn horn the 
TSPA enfcrcernent methods. 
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Enforcement Actions of Tech Companies in Moderation Efforts 

Enforcement Action Definition 

Content Deletion 

Banning 

Temporary Suspension 

feature Blocking 

Reducing Visibility 

laheJtiog 

Demonetization 

Removing content that vio1ates a platform's policy. Most common action taken 
bv platforms. 

'Perir.tner t ren16v33l ~r. b!Qding of a us.er or accqunt frorn t/:le p!,'ltform. 1',,12),y 
tndud@ b;;mn1ng any nl3tv ilCtmlnrs tliat the U:tf:'r- ctt t:e'r,1pt5 w trf.!riltt! or o:ses to 
access the platform. Conterttfrorn b0f'ore ar1 a:cc-o.urit iS bat,ned may Stil l be. 
ll'tSib la or may be· removed as pa it.of the ban.· 

'lc1enUcal to banning but lasts only for either a specified period of Ume or 
unti l the user completes certain specified actions, after \Nhich account is 
automatically rein-;tated.' May he used as a precursor to pen-nanent ban. 

'&lcompasses any restth::tlbn .of acc'es:$ ro 'tert.ain featt.lf.es .cf a 'pl!ad\1im Ms.ed 
op pre:vJ'.ous anro.r.:spf a l.JSBf,)Jff:hGr t0rnpora(!yo'(partnan1?r1lly. f1!ghtrnyolye 
removing acce~s Jo fBat1,1resif1athad be_~ry rniSLJ~ed .if1 the past. Qr tQ feat1,1ras 
that\ vouk1 be con-.iideri,qd h gher rKi<.' or more d!fncutttc moderat'e, !:;uch <ctS !Ive 
streaming. Allows users to remain active on (he 11latform. wl1ile ri1it1i rt-1iS!ng 
potent1al h'arm from tb£'i:ract!or6.' 

·Refers to steps tnat reduce how often and how prominently a piece of content 
or an account is viewed. Tr1ese st.eps are most often used on platforms 
in which the product itself guides and curates a user's experience with 
algorithms. This may incl.ud0 removing the user/content from features sud1 
as recornrnenciations or trendinq stories; c!ownranking the user's or content's 
position :n search results or feeds; and auto .. cotlapsing comments on threaded 
posts.' 

' ll1volve;;. anac11fng a rnessage to a, G~~r'tw ijlete ofcon1;e1,G to J:fo,.,v,1tJe 
tnforrnat!mJfo the v1.ewe.r. The:s:e labetscan:.bet rsed fo 'inforrr:tthe vtew.euJ.F anv 
cancems' or or trnp:.Jrt-anVnf:;n:rrr&tJo.n.relevantlo tGe co.nt.G'nt o rtQµ!c; discJ.-1ssed ' 

'Prevents users from earnfng income and specifically applies to platforms 
where users can ean1 money from their content, usually through advert ising. 
Demonetization is often apolied to content that is allowed on the platform, 
but whrcr: iS controversial or whic/I advertisers may not wiSri to sponsor or be 
directly associated wfth',lls 

The contents of this table and quotes are taken from the TSPA mapping for Enforcement Methods and Actions 

{see bibliography}. 

lrnportardy, wh!!e aH GIFCT member companies. and tech platforms more broadly, can c!raw from tile 
same list of enforcement methods ancl actions, H,e specific actons utilised are constrained by the 
characteristics of a particular tt'!ch platform and resources. 

l08 foble pr:::videci by GIFCT as contdJUt,on to the EU !nter,iet Forum Ha:,.::Jbook en Bord<crline Content. Any feedback. q,iestior,;, or co,nrnents 
ca:i be e,na,,e1j to er:,J=hfc;t.ci,j a:id nfcal:e@gJct.o,g 
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How robust and nuanced the response to these po!icv areas are depends on the previously tst.ed four·· 
point criteria and availability of, human resourcing. engineering and toollng support awareness of harm 
types. and external pressures from other sectors. There are both proactive and reactive hun1an and 
tooling resources that. can be employed to review and act on the content making up bcrderl.ine content 
sub themes. The more the content related to a policy topic can be clearly cleflnecl and is clearly harrnful. 
particularly relating to real world harms. the more likely proactive tools and resources can be easily 
deployed without the fear of over censorship. 

Smaller ancl less resourced platforms will be lirnit.ed in their abili!y to unclertake enforcement act.ions 
that require rnore nuanced moderation or technical expertise. Further, these smaller platforms may 
be unable to proact ively contribute to tr1e policy debates on what types of content should be moderated 
and mav be more like!v to follow the lead of tr1e1r larger, more estahl!shed counterparts. 

Reviewing Company Policies and Actions 

GlFCT reviewed ts 22 GIFCT member companies' policies a.gainsr. the 14 sub··thernes identified and in 
relation to potential moderation actions outl!necl above; however, two adclit.ional categories were added 
to provide greater nuance to our comparison. Pol iC:es tl1at listed mult iple potential rnetl,ods or actions 
were categorised as 'action tyoe unspecified' Further, a 'ccmtinQent' action was added for borclerline 
content subcategories that required multple signals v-Jithin a particular content type. 

Borderline content types and enforcement action taken by GIFCT member 
platforms 

109 

•cootin9e11t 

!ffi ·Action Type• 
Un$peci/led 

!!ID Reclucir~;;i Visibllity • 
Removal from 
Rooommondations/frc 
rn:llng 

mt Feawre Blo<".Jdng 

!ffi Labeling 

~ Temporary Suspension 

@j Bonning 

mi ReduCi!¾I V-1,<;iMi!y . 
Dowwanl<ing 

ti Content 
Rt}rm>vali0efe1,wi 

The table established by G!FC"f shows where and how GIFCT member companies currently take action against lVE 
related bordeirtine content sub··themes. Heferenoes to borderline content types and enforcement actions were 
gathered from publicly available T<l'rms of Service, User Guideiine!i, ctnd public: statements 1m1de by ,compcmie:s. 

LtY:i T.:~b\e prS"/it.k.'i.l by GIFCT a.·:. r(i: 1l.!:l~Jt:o r v-.1 ll ;~~ EU ;: 1L~~1t1(' i. Fn::J: t: Ha: f.lbook r;:1 : 1301! lt"•:f: K' (01 :lr:-1 :l. /:tr1y fec:dbac~. q 1~-~l:tJ1 :•;, or co:1 ::n(': us 
can Ix:.• ,~.na:~cc lo c•r·:"'11:l1g·(d.0:·q and :l=·t:ai'.c•-:,\q'.ic:Lo:·:;1 

66 UJ INTH NET FORUM 
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In analysing where current tech companies have policies and take actions, tt·1ere are some areas of wider 
agreement and some areas with large varlation. Varlations occur both ln ·where pokies exist and what 
act:ons are applicable in those policy areas. The analysis provided six prin,ary conclusions from the data. 

l. The more content ties to real-world harm, the more likely removals and remedial 
actions are prevalent. 
Broadly speak!ng. ana!vs1s showed that the more a borderline content policy area had d!rect 
Unks or associatons with real world r)arrn or off-·line Violence, the more likely t was tr1at 
policies existed on a. platform to take some form of rerneclial acuon against the content or user 
behaviour. Tits indudes areas of incitement to violence. violent content, graphic content and 
gore. Relatedly but to a lesser extent con,panies converged on pokies for rernediat:on on sale 
cf weaponrv, instructional rnateria!, and rnis!nformat on tied to real worlcl violence. 

2. Policies where offline legislation and legal guidance is available correlates with where 
online policies have developed. 
The United Natons ~1as a Strateqy and Plan of Action on Hate Speech,110 while the European 
Union has undertaken a number of efforts to act against hate speechlll both online and ofl-line. 
Incitement to violence is a!so Intimately linked to hate speech frameworks. as the combination 
of these two elements may make such speech Hlegal unijer ;.\rtide 20, paragraph 2 of the 
International Covenant on Civil and Po!tical R!ghts (iCCPR) 1.1.2 Accordingly, when ~Jovernment 
and intergovernmental bodies create strong legal or academic frameworks for addressing 
specific types of speech offHne content, tech plat forms are ab!e to follow their lead and create 
pokies that acton these specific types of borderline TVE content cnline. By following the lead of 
internatcnal bodies triat have access to greater resources, tech companies can ac1 on borderline 
TVEC while ensuring t.hat. human rights considerations are emphasised. fa.dditona.llv a number of 
subcategorles sud-, as anti-refugee sentiment. harmful content, stereotypes and dehumanisation 
were subsurned under broader hate speech or graphic content policies for some platforms 

3. Misinformation is difficult to define and action. 
Half of GIFCT's companies hacl established policies on misinformation. Some of tJ1ese policies 
stipulated that they would only actvate on elect on-related rnislnforrnation, wh!!e others scugllt 
to address misinformation rnore broadly. Given that cateQorising inforrr1ation as ntsinformation 
is often contextually-dependent. and there is no agrtied upon met.hod for defining or definition 
of rnisinforrnat.ion, some tech platforms may be hesitant to proact vely create policies er rnav 
choose to deal with it through alternative measures. 

4. Content removal is the most likely tool for remedial actions. 
Tech plat.foims were more likely to remove rn delete content and ban users tJ1an other types of 
enforcement actions. These tvvo enforcernent types are broadly appUcablE~ across a variety of 
ted-1 plat.form types and are accessibl.e to large and small companies alike, which renders tt1ern 
a first choice for teci-1 platforms seeking to address borderline TVEC. Temporary suspension of 
user accounts, as t.he precursor to banning, is also broadly utilised. Bans and content removals 
also have a cross-platform impact, wt1en content ls removed from one plat form it is unable to be 
shared or !inked across to ether plat fon·ns. However other ripes of rnitlqation, su(ti as visibility 
reductions, may isolate the 1rnpact. to a single tech platform as individuals can still share cont.ent 
to other plat:forrns where they are not downranked. 

110 Uiited Natioris. United Nations 5trate9y and Plcn of Actic,n on Hate 5peed1. May 2019. 
https:Lfwww.un.o,gi_enfgeriocidepreventior.icoc,.1rnerits.i;:,dvi:;;ir:9:anc-mobililing/Actio'1 vlan on h::,te _spe1.:'Cr. .. EN.p;:lf 

111 European Co;r:rnissfcn. Stop Ha!.e: The i..ega! md Potily frornP.'.AJOrl< ht !he EU, Eu:opean Cornrnfss1on Gffo::id \Nebs:te, 2021. 
https:l/-:ornm:,sion.eurf1fJ!:teu/sttaleQv-anctpol'cy/pol£c1c·,@s:tice--ar:c1-·fundan1ental-riqht.~irnmhatt£n9.:.discrimination/r,:tcis:n·ani:: ·· 
xencpl1ol>'ai~omba'.i:1g·hat0~~p'1'ech··.ond.,h2,te·crin:e '1':1 

L1 2 United Nations Human RigJ,ts Otiic(, cf u·,e High Cnrnm,ssir:,ner. intr,;r;oi.ionai Cov«nont on Civil and Poii!:!wf Ri;}hts. United Nation, CHCSR 
Official :;;t,,, 16 Dr:·cecnber 1966, 
l ,ttps:Lfwww.ohd 1r.orgienii115trur11enls··rnechanis,nst,istrucne,its)intern.,Uon",l··cov1ma:-it-civii··anc·-political--rjqht, 
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S, Nuanced enforcement is primarily only viable for large, well-resourced platforms. 
More complex and nuanced enforcernr:nt actions, including feature blocking and variations 
of reducing vist1ility, were less utilised by companies. Thi::se were mainly i::rnployi::d by larger, 
creater resourced corr:panies To note, that nuanced enforcement tools need both the toolin(J as 
Wf!ll as thf! hurnan rescurCt! to review incoming contf!nt picked up by tooling. 

6. Some borderline content areas are widely protected by democratic: principles on speech 
All CilFCT members protected broad user rights to be critical of political structures, govermT1ents 
or elitf!s, in line with understandings cf protected free spr!ech in democratic environrnff1t.s. 
Types of rnntent that are heavily context dependent or ill-ddined, includinQ I,H::rne subculture or 
the usage of symbols, slo1~ans, and visual indicators associated with violent extrentst or non­
violent. extremist groups were also less likely to be i:JCtioned without. some indication of context 
Mr!rr:es in particular are incredibly context--SPf!Cific and rapidly evolve, which makes thf!Se visual 
indicators hard to reculate .. GIFCT rni::rnbers revi1?\1✓ed all had high levds of protection for speech 
\1✓here ch::ar rnnnections to harm was not apparent. 

As discussed within the v/da handbcok, it will rnnt.inuf! to be important for covanment.s, tech 
cornpanif!S, and experts tc come to acreement.s and understanding about the framing cf borderline 
content. This includes non-tech company stakeholders ensuring they better understand the pokii::s 
and practices already in place by a Vi:JJiety of tech platforms as well as for tech cornoarnes to better 
understand how international governrm!nt guidance and rr!gulat.ion is evolving t.c have an effect in this 
space. Mult.istakeholder partnerships and forums will remain critical t.c ensure this understandinQ and 
continued knowledge sharin1J 

f;fl EU HTHflt.T FDf/UM 
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Sponsored by the European Commission, DG Home Unit 

Tom Siegel I CEO & co-founder - TrusU .. ab 

Peter Dudic I Director Public Sector Europe -TrusU.ab 

Theos Evgeniou I CIO-Tremau, Professor- lNSEAD 
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The Study .. 
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Study Goal .. 

To Inform the EU Internet Forum with Measurements on the role 

and effects of the use of Algorithmic Amplification to spread 

Terrorist and Violent Extremist and Borderline Content on social 

media platforms, across EU Member States. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC_019292 
906



Project Sponsor .. 

European 
Commission 

The European Commission DG Home Unit Directorate 

Migration and Home Affairs. 
Security Directorate at EU Prevention of Radicalization 

Unit. 

Yolanda Gallego-Casilda Grau 

Head of Unit Prevention of radicalisation 

Trustlab ~ TREMAU 

Tom Siegel 
Peter Dudic 
Xiaolin Zhuo 
Nick Miller 

Fabienne Meijer 
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Scope of Study .. 

5 40 
Weeks 8 

Platforms Languages 

TW!TTER YOUTUBE 
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Key findings .. 

Amplification 
1
• Confirmed 

TVE Amplification wos confirmed on 
GIi platfotTns. All recornmend TVE 
content after users engafJeo And 
the filter bubble increoses vvith 
continued interaction. 

limited follow-up 
4

• Removal 
If Platforms don't catch TVE 
content irnmediotely, they me 
unlikely to rernove it prooctively at 
a loter point in tirne 

Platform Experiences 
2

• Differ 

Stark clifferences between 
platform behavior, with Twitter 
and Italian often on the higher 
end, ond TikTok and Arabic on 
the lovver end of exposure ond 
mnpliticotion rnetrics 

Absence Of Direct Data 
5• Access Is Burdensome 

Without direct data occess to 
ploHorrns, dota collection is o tirne 
ond resource intensive process, 
with more lirnited insights 
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Platforms Respond to 
3

• Scrutiny 

Platf orrns do better when they 
fcice increased public scruttny 
such GS RifJht vvtng TV[ 
Language, etc 
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Motiv-ated New Users~ 
Human Agents I Random Personas 

Characteristics 

• New to the platform 

mW' Interest in TVE content 

t1lw' Knowledgeable about TVE 

!W Searching only for TVE 
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Restrictions 

ifr Keyword list 

iii" Interactivity: Low/ High 

@Jr TVE Type: Left / Right / Int. 

• Time limited search 
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• easurement Scope~ 

Any media, including text, images, 
and videos, that promotes or 
glorifies terrorism or violent 

extremism, or advocates for the 
use of violence to achieve pol itical , 

ideological, or rel igious goals. 
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KEYWORD UST (60 !TEMS) J 
LOCAUSED TO TARGET LANGUAGE 

LEFT WING ITEMS 
(20 ITEMS) 
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Datasets~ 

@) 
Interaction Dataset 

C@H~~tion 
The sessions and the TVE 
content found by agents 

@) Findability Dataset 

Analysis 
Cleaned copy of 

Interaction Dataset 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

@) 
Evaluation Dataset 

The content of the profi le's feed 
after each session 

t, 

@) Sample Dataset 

Random uniform sampling of 
content across both datasets, 

cleaned and labeled 

TT_HJC_019299 
913



TVE Labeling .. 
Categorizing content 

Qsearch EEi Platform 
Feed 

Datasets 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT_HJC_019300 
914



Key Takeaways and 
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Key Metrics: 
Dissemination of TVE content~ 

Q 

Findability Action Rate 

How much TVE How much TVE 
content can a content is 
motivated actor actioned by the 
find in a one hour platform? 
session? 
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Time to User 
Action Sentiment 
How long does it What is the user 
take a platform to perception 
label or remove regarding such 
such content? content? 
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TVE Content Findability .. 
Most TVE Content was found on Twitter, and in Italian . 

3,5 

3.0 

2.5 

~ 
2.0 15 

<U 
"O 

1.5 C: 
iI 

1.0 

0.5 

0,0 
Twitter Facebook lnstagram TikTok: YouTube 
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TVE Content Findability .. 
The least TVE Content was found in Arabic, and on Youtube. 

25 

>-= 2,0 

! 
C 1,$ rr.: 

LO 

Italian English 
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TVE Content Removal Rate® 
Arabic language TVE content was proactively removed at the 

highest rate. 

~ 
(ti 

tr. 
a; 
~ 
E 
Q) 

tr. 

Arabic Russian German Spanish Polish English French Italian 
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TVE Content Removal Rate® 
TVE content on TikTok was proactively removed at the highest rate. 

15 
~ 
E 
© a: 

TikTok Facebook tnstagram Twitter YouTube 
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Key Metrics. 
Automated Dissemination of TVE 

m 
Amplification [ Bad Content ] 
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Content Amplification. 
Content ln Polish language, on Twitter and Left Wing lVE get 
amplified the most Amplification reaches up to 11%. 

Polish German Russian English Italian 
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Content Amplification. 
Content ln Polish language, on Twitter and Left Wing lVE get 
amplified the most Amplification reaches up to 10%. 
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Borderline Content Amplification .. 
Borderline content amplification patterns are is similar to TVE Content, with Polish, 
German, V@utube and Left Wing TVE Content !eadlng. 

13% 

12% Average Borderline Amplification 
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Borderline Content Amplification .. 
Borderline content amplification patterns are is similar to TVE Content, with Polish, 
German¥ Youtube and Left Wing TVE Content leading. 
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Other interesting insight® 
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.. .. 
lnteract1v1ty® 
Interaction impacts arnp!iflcatlon 

Higher interaction 
with content results in 
content amplification 
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Recommendations~ 
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Study Recommendations$ 

Platforms need 
1• to do more 

A lot more work needs to be 
done to reduce the spread of 
TVE content. Examples and data 
from this study can help. 

Improved Data access for 
4• scientific research 

Wlth dlrect access to platforrn 
data ond rnore tlrne ond 
budget, deeper ond rnore 
relioble lnslghts ore posslble_ 

Need for Additional Data 
2

• deep dives & analysis 

Platforms, researchers and 
the Commlsslon should 
come together to assess thls 
dataset more depth, 

Borderline Content needs 
5

• more attention 
Rlsk and lmpoct need to be 
bettor understood ond 
guardrails defined, to llrnlt lts 
lmpact and contrlbutlons. 
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Importance of continued 
3

• measurement 

6. 

To offectlvely reduce TVE ln 
social medla, lt needs to be 
continuously meosured by 
lndependont 3rd parties. 

Recommend Monitoring 
and Prevention 
IT rnay be posslble to predict 
ond prevent or lrriprove the 
lrnpact on speclflc 
r;roups/ content/ context 
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Deep Dive Analysis® 
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~ TREMAU 

Some Key Questions 

□ Can platforms predict what/who/why is amplified 
(and manage it preemptively)? 

□ Can we understand the dynamics of amplification? 
□ Can we develop tools for these? 

*Beware of Causaily 
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Dynamics of Amplification 
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Dynamics of Amplification 
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~ TREMAU 

Deep Dive Analysis: Methodology 

e 1534 11Sessions11

: both interaction and observation sessions 
e 253 have have TVE (we balanced the data via weighting) 
e Assesses each platform separately 

Split data in 80% training and 20% testing; 10-fold 
Used various applicable machine learning methods: 
► Support Vector Machines; Trees, Random Forests, 

Gradient Boosting 
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~ TREMAU 

Some Features (Engineered) 

o Age group 
o "Risk of radicalization,, (interaction X Content Type) 
o Content Popularity (likes, Comments, Shares, Followers 
o "Proximity,, to TVE (relates to, promotes, borderline scores) 
+ Persona1s 
o Language 
o Country 
o Gender 
o Search Stage 
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Predictability of TVE Exposure "'+ 

Features to Monitor 
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Predictability of TVE Exposure + 
Features to Monitor 
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Predictability of TVE Exposure 
Features to Monitor 
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~ TREMAU 

Some Key Questions 

□ Can platforms predict what/who/why is amplified 

(and manage it preemptively)? YES 
□ Can we understand the dynamics of amplification? 

□ Can we develop tools for these? YES 

*Beware of Causaily 
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Redacted 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

tilrl) TREMAU 

TT_HJC_019327 
941



Reports. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT _HJC_019328 
942



 

 

 

 

 

 

 

 

 

Exhibit 40 

 

943



CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT_HJC_019518 
944



Abstract 

The European Commission (DG HOME) commissioned this study for the European Union Internet 
Forum. The study examines the degree to which the five leading social media platforms in the EU, 
and in particular their recommender systems which proactively present content to users, 
algorithmically amplify terrorist and violent extremist content to online users. The study also 
examines the extent to which recommender systems amplify Borderline content, such as some forms 
of hate speech leading to violent extremism, disinformation and other forms of legal, but harmful 
content, that could lead to the creation of online filter bubbles, and recruitment and radicalisation of 
online users. The study analyses Facebook, lnstagram, TikTok, Twitter and YouTube, covering eight 
markets/languages in the EU. The study was conducted from July 2022 to May 2023. Prior to this 
Final Report, the team submitted an Inception Report and two Interim Reports that complement this 
report. 

Executive Summary 

The European Commission (DG HOME) commissioned this study, performed by Trust Lab in 
collaboration with Tremau and coordinated by Fincons Group, which examines the degree to which 
five leading social media platforms and their recommender systems1 amplify harmful Terrorist and 
Violent Extremist (TVE) content and "Borderlinen content2 to online users. 

The Report reflects the study of Facebook, lnstagram, TikTok, Twitter and YouTube, that operate in 
eight markets/languages, namely, Arabic, English, French, German, Italian, Polish, Russian and 
Spanish. The study looked at: (1) the extent to which a platform's recommender system 
algorithmically amplifies TVE and Borderline content to users, and the impact of the dissemination 
of such content on a user's journey to radicalisation; and (2) the extent to which a platform's 
recommender system leads to the creation of online "filter bubblesn3 and the impact on a user's 
adoption of violent extremist beliefs. 

This study was a collaboration between Trust Lab, Professor Theodoros Evgeniou, Professor of 
Decision Sciences and Technology Management at INSEAD, who researched the risk of radicalisation 
linked to the dissemination of TVE content, and Fincons Group which handled project coordination. 

1 Recommender systems, also known as content curation systems, are the systems that prioritise content or make personalised content 
recommendations to online users. A key component of the recommender system is its recommender algorithm that determines the 
content a user will be served. 
2 As noted by the EU Internet Forum In its Year in Review 2022: "Borderline content , also known as harmful, but legal content. is content 
that comes close to infringing on the community guidelines of social media platforms or laws regulating online illegal content. Some of 
the most common types of Borderline content identified in the EU are antl -establishrnentianti-institut ions, antisemitic, ant i-trans, 
misogynistic, anti-migrants, racist, or against COVID-19 measures.' 

•
3 "Filter bubble " refers to a homogeneous feed/recommended content. caused by the algorithmic amplification of certain content types 
on a given platform. The higher proportion of similar content, the deeper/larger the filter bubble. 
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The European Commission's DG CONNECT has also been involved in the development of the study. 
The study was conducted from July 2022 to May 2023. 

The study methodology is novel and discussed in Section 3.2 of the Report. Internal proprietary 
platform data (including algorithms), data, bots and Application Programming lnterf ace (API) queries, 
which are common for this type of study, were not used. Trust Lab worked with human analysts to 
simulate motivated users intentionally seeking TVE content. The simulation was designed to ensure 
consistency and comparability across all platforms by the use of keyword lists, controlling for the 
amount of time exposed to each platform and repeating the experiments many times with different 
agents, thus increasing the likelihood of replicating the study's findings. 

To address the six tasks defined by the study's sponsors, the following metrics were used: 

• Findability: How easy is it to find harmful content, measured in the count of harmful posts 
during a one-hour interval? 

• Removal Rate: What is the amount/percentage of harmful content removed by the platform? 

• Removal Time: How much time did it take for harmful content to be removed by the platform? 

• User Sentiment What is the public (crowdsourced) perception of the appropriateness of 
harmful content, measured on a 5-point Likert scale? 

• Amplification (filter bubble size): What is the amount of Bad Topic (TVE-related content, but 
not necessarily harmful content), Bad Content (TVE content), and Borderline content in a 
user's feed, measured as a percentage of the first 30 posts in the feed? 

Trust Lab's analysis found significant amounts of TVE content across all t he major social media 
platforms as well as markets/languages. In addition, evidence of algorithmic amplification of TVE 
content on those platforms was also confirmed. The study ident ified significant differences in TYE­
related performance and behaviour across all platforms and markets. The study's key findings 
include the following: 

1. Evidence of amplification. The study validates the hypothesis that increased interaction with 
TVE content and Borderline content results in higher amplification of such content to users. All the 
platforms showed amplification of TVE-promoting content in their feeds. The percentage of TVE 
content in each platform's feed did not exceed 10% on average. Across all markets and platforms, 
the amplification of TVE content increased by 18% and Borderline content by 65%4

. Twitter showed 
the highest level of amplification, YouTube ranked the second highest in amplifying TVE content, 
while TikTok showed the least. Regarding country and languages, platforms show the most TVE 
amplification occurring for Polish and German and for content related to Left-Wing political affiliation 
and younger Age Groups. 

2. Findability Scores. Twitter had the highest findability scores of TVE content among the five 
platforms, and YouTube had the lowest findability score. Italian TVE content had the highest 

4 This is the average percentage change between the first and third (final) amplification measurements across 
all languages and platforms. See the methodology, Section 3.2, for more details. 
2 
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findability score of all languages when measured across all platforms. Violent Left-Wing TVE content 
had a significantly higher Findability score than other TVE types. 

3. Removal Rates. More than 90% of the TVE content found by Trust Lab remained on the platforms 
by the end of the evaluation period 8 weeks later. TikTok removed more TVE content than the other 
platforms; Twitter and YouTube removed the least. Arabic TVE content was removed more frequently 
than the other languages, while Italian TVE content was removed less. 

4. Borderline Content. Repeated cycles of user interaction and evaluation suggest that the 
amplification of Borderline content grows over time and at a higher rate than TVE content. 

5. Variability across platforms and demographic blindspots. Each platform behaves 
differently in recommending TVE content with similar user features and behaviours. All platforms 
tended to recommend TVE at increasing rates as users interacted more with it, regardless of its TVE 
rating. left-Wing politically oriented recommendations were far less likely to be removed by 
platforms than other groups. TikTok had a significantly low rate of success in amplifying TVE content 
to users, while Twitter and YouTube had the highest, with the former recommending most to Right­
Wing and the latter recommending TVE content even to users with low rates of interaction. Ultimately, 
analysis based on user demographics and platform engagement data is still inconclusive to 
determine the full scope of how recommender algorithms operate on the back-end; more 
t ransparency and research is needed. 
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1 Objective of the Final Report 

The objective of this Final Report is to describe and document the work performed during this study 
and the outcomes of all completed Tasks. The report is extensively supported by examples from the 
measurement tasks, with case studies to showcase the role and effects of the algorithmic 
amplification and other visual aids. The majority of sections are supported by data visualisations in 
the form of charts, flowcharts, tables and other forms of data representation to present the results 
and tell the story in the most effective way. 

2 Introduction 
The existence of Terrorism and Violent Extremism (TVE) content online is one of the most concerning 
social media trends witnessed over recent years. This trend has been exacerbated by social media 
algorithms that provide curated experiences to users by recommending content that keeps users 
engaged with the platform for longer. The severity and amount of TVE is not contained to a few 
small corners of the internet. It is easily accessible on major online platforms and threatens personal 
health and safety, peaceful co-existence, and the well-being of all citizens5. Social media platforms 
are not always able to provide a safe online experience, and policies and enforcement practices can 
vary substantially across platforms. 

This project aims to inform the European Union Internet Forum (EUIF}'s work related to the tools and 
measures used by online platforms to moderate TVE content. Furthermore, this project will provide 
insights and analysis into the algorithmic amplification of TVE content on five leading social media 
platforms (Facebook, Twitter, YouTube. TikTok and lnstagram} across eight markets/languages 
(Arabic, English, French, German, Italian, Polish, Spanish and Russian). The overarching research 
question is how the five social media platforms compare in exposing motivated new users5 to TVE 
content In order to answer this question, we designed a research method that allows for inter-

5 https://cronf a.swan.ac.uk/Record/cronf a62902 
6 The term "New Users• refers to users who are intentionally looking for certain types of content. 
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platform comparisons and spans a broader range of platforms and languages than has typically 
been studied in the field of trust and safety research. 

Our approach is to critically review the metrics collected relating to how social media platforms' 
machine learning-based content delivery systems amplify TVE content. The comparison across 
markets and platforms enables the ranking of individual platforms based on their performance, 
among other factors, to understand which platform provides the highest exposure and amplification 
of TVE content. Subject matter experts and industry veterans provide these recommendations to the 
European Commission based on assessments of the risks posed by the dissemination of TVE content 
and the potential for radicalisation through algorithmic amplification. Our expertise in t rust and 
safety and online TVE and Borderline content shapes our guidance on content moderation. 

3 Approach 

3.1 Theoretical Framework 

The goal of the study is to simulate the behaviour of motivated new users to research how social 
media platforms respond to users who perform targeted searches for TVE content. Motivated new 
users are new users on a given platform who have a targeted interest in TVE content (based on, for 
example, real-world interaction with TVE concepts) and who are looking specifically for that type of 
content on the platform. 

The use of new accounts provides us with several advantages over using existing accounts. First, 
setting up accounts and pre-training them on 'benign' content would take a lot of time and resources 
that the current study scope doesn't allow for. Second, new accounts ensure that we have a more 
controlled research environment than we would have in the case of pre-existing accounts. In our 
current approach, we are aware of all the TVE-related content that agents find, and all the content 
that is recommended in the user feeds is captured and analysed. 

If we pre-trained all the accounts on benign content, we would not only have to account for these 
differences in our analyses, but we would also have a harder time untangling the effects of the 
recommender system because of the different pre-exposure any of the accounts might have had 
during this pre-training phase. Therefore, starting with new accounts provides a clean baseline for 
comparison; even if the business models of the platforms under study are different, all our research 
on the platform is starting from the same entry point. In order to provide a quantitative analysis, 
such a common baseline is necessary. 

Using new accounts also gives us the opportunity to test how quickly a recommender system will 
start recommending TVE content to these types of users. This information is relevant because the 
quicker the recommendation and amplification of TVE content occur, the more implications this has 
for mitigat ions on the platform's side. Thus, we are using the 'cold start' problem to our advantage 
here. 

3.1.1 Addressing Repiicability 
Since user behaviour is at the heart of this study, the concern about the replication of findings must 
be addressed. In recent years, we have seen that social science research into human behaviour has 
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faced issues with the replication of findings7
. This is because human behaviour is complex, and it is 

unwise and inaccurate to make generalisations from the results of a single study. 

Behavioural studies like these will always suffer from issues with replication, at least to a degree. In 
order to minimise the chance of introducing unwanted variance while at the same time keeping the 
behaviour under study within the realm of realistic (albeit extreme/targeted), we used the following 
constraints: 

• Using a consistent understanding of TVE across platforms: we have developed a set of policy 
definitions in accordance with the European Commission that covers a spectrum of TVE 
content and can be used cross-platform, enhancing the focus of our study. A consistent 
understanding is needed for this study, in part because platform-specific policies are 
inconsistent when compared to each other. 

• These definitions are thus heavily informed by the existing platform definitions for TVE 
content but go beyond what the platforms currently define as TVE to more adequately 
capture the extent to which Borderline content exists on these platforms. This means that we 
expect content might not be removed from the platform if it is not covered by the platform's 
definition of TVE or that platforms might miss it during enforcement. This provides us with 
an opportunity to highlight the limitations of the existing platform definitions and provide 
mitigation strategies to address them. 

Definition of TVE: Any media, including text, images. and videos, that promotes or glorifies 
terrorism or violent extremism or advocates for the use of violence to achieve political, ideological 
or religious goals. 

• This category includes content that is the most explicitly promoting or supporting terrorism 
or violent extremism and which contains explicit calls to action or direct incitement to 
violence. 

• The content contains explicit calls to action or statements of support for terrorism or violent 
extremism. 

• The content contains inflammatory or provocative language that could be perceived as 
supportive of terrorism or violent extremism. 

• The content contains images or videos that are clearly promoting or supporting terrorism or 
violent extremism. 

❖ Violent Right-Wing Extremism (VRWE) are acts of individuals or groups who use, incite, 
threaten with, legitimise or support violence and hatred to further their political or ideological 
goals, motivated by ideologies based on the rejection of democratic order and values as well 
as of fundamental rights, and centred on exclusionary nationalism, racism, xenophobia 
and/or related intolerance.8 

7https:/f arstechnic:a.(:om/sc! enc:ei2018!08/why .. do·only .. two .. thS rd~, .. of f amou~, ··socia! .. science .. resdts .. reolicate .. 
its .. ccrngticated/ 
8 The definition is provided by the DG HOME and incorporated into our methodology. 
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❖ Violent Left-Wing Extremism is a collective term for all efforts directed against the free 
democratic basic order that is based on treating the values of freedom and (social) equality 
as absolutes, especially as they are found in anarchist and communist ideas. 

❖ Regulation Addressing Dissemination of Terrorist Content Online (EU 2021/784) (TCO) 
provides information for EU Member State competent authorities on reporting terrorist 
content. The full language of TCO can be found in the Official Journal of the European 
Union 9. Under TCO, reasons for considering the material to be terrorist content are that such 
material: 

■ Incites others to commit terrorist offences, such as by glorifying terrorist acts, by 
advocating the commission of such offences; 

■ Solicits others to commit or to contribute to the commission of terrorist offences; 
■ Provides instruction on the making or use of explosives, firearms or other weapons, 

or noxious or hazardous substances, or on other specific methods or techniques for 
the purpose of committing or contributing to the commission of terrorist offences; or 

■ Constitutes a threat to commit a terrorist offence. 

Definition of Borderline content: This category includes content that is not explicitly promoting 
or supporting terrorism and violent extremism but which may contain language or ideas that could 
be leading towards pathways of radicalisation. The criteria for this category include: 

• content that is hard to identify as illegal or as related to violent extremism and radicalisation 
• content that, despite being legal. can harm and lead to violent extremist behaviour and 

radicalisation (such as disinformation, conspiracy theories, which can also lead towards 
dehumanisation) 

• tactics used to manipulate users and amplify Borderline content leading to violent extremism, 
such as algorithmic amplification techniques that profit from biases in content sharing 
algorithms.10 

❖ Having only native speakers performing searches: the underlying reasoning is that we want 
to understand language nuances in the platform's approaches to amplifying and/or 
moderating TVE and Borderline content and to get a better understanding of potential risk 
areas for specific languages. 

❖ Structuring the search tasks when it comes to keywords and search terms: We used a fixed 
set of 60 keywords, translated for each language. Keywords were derived from existing 
research and our own evaluation and internal testing. The 60 keywords we chose are related 
to common terrorism themes across all markets. 

This set is subdivided into three groups of 20 keywords for each type of TVE under study: 
o Violent Right -Wing Extremism (Local/National and Ideological) 
o Violent Left-Wing Extremism (Local/National and Ideological) 
o International TVE (Religiously motivated terrorism) 

9 Regulation (EU} 2021/784 of the European Parliament and of the European Council of 29 April 2021 on 
addressing the dissemination of terrorist content online, [2021], L l 72i79. 
10 This definition is taken from the EUIF Handbook on Borderline Content (2023). 
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Personas were assigned to one of three TVE types and only used their set of 20 keywords to 
provide a balance between being thorough and providing comprehensive coverage. Keywords 
were chosen according to Trust Lab's proprietary and representative selection criteria. Within 
this set of 20 keywords, there were a similar number of keywords for people, organisat ions, 
hashtags and slogans (or phrases). Agents were able to select keywords from within their 
set randomly but were not able to add new keywords. All keyword lists were translated by 
native speakers into terms that are culturally relevant in the local language11

. People's names 
were not t ranslated, but hashtags and slogans may have been changed slightly in order to 
fit better with a specific language's nuances. 

The keywords serve as a basis for the targeted searches. As such, this structure ensures that 
every search starts at the same place, with very few limitations with regard to how a user's 
journey subsequently unfolds after the initial search. Thus, we are recreating the 'rabbit hole' 
experience where a user might start with one video and end up exploring dif ferent videos. 

The underlying reasoning for this approach is that having the same list of keywords for each 
language improves comparisons across platforms and languages. Some keywords will 
unearth more content than others in certain languages or on certain platforms, and being 
able to report on these differences will add a valuable component to our study. This would 
not be possible if we were to have different sets of keywords for each language or platform. 
Having different sets of keywords would also limit our ability to interpret any findings for 
metrics such as findability. This is because we would not be able to tell whether a certain 
keyword is a culprit or if a certain platform simply performs better in terms of concealing 
TVE-related content f rom its users. 

11 The list of English keywords can be found in the Appendix, Section 6.2. 
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3.2 Methodology 

In this field of study, our methodology is comparatively unique. Instead of using bots or automated 
Applicat ion Programming Interface (API) queries, we use human agents (scouts) to simulate 'real' 
accounts. Their behaviour is designed to ensure consistency and comparability across platforms to 
enhance the likelihood of replication of the study's findings. 

Human agent-driven investigations present certain limitations and challenges that have to be taken 
into consideration, such as human error, bias, and high costs associated with the method. Yet, we 
believe the agent-centric approach for data collection is best suited for the task at hand. One reason 
is that platforms' terms of service do not allow programmatic (automated) searching. Another reason 
is that the study aims to find out how user behaviour influences the content that is recommended to 
them (and, consequently, how that content influences the user), and this would not be possible with 
an automated approach. Lastly, and most importantly, it is the absence of primary data from the 
platforms themselves that place major constraints on the field of Trust & Safety research. Without 
access to platform internal data (access to the full corpus on content and behaviours) or a 
representative stratified sample (also needs to be provided by the platforms due to access 
restrictions) or a waiver for platform terms of service (TOS) that don't allow for programmatic access 
and searching, the results will be limited. In our discussions with the platforms, this point was raised 
multiple times, but broader data access was not provided. As a good sign for future research, the 
EU's Digital Services Act introduces provisions that allow access to data to researchers of key 
platforms and requires very large online platforms to disclose key data on the functioning of 
algorithms, a step very much needed to increase transparency and accountability for user safety. 

The current approach is realistic yet constrained. In real life, people may not just use their accounts 
for searching for TVE content and might switch between different interests and topics, some of which 
are more innocent than others. A complete 'real life' approach would nevertheless introduce variance 
of a nature that would make it hard for our study to be replicable by others or to assess our results 
in a comprehensive manner. Therefore, we have chosen this approach while keeping these trade-offs 
in mind for future research. 

Our study aims to understand how social media platforms' recommender systems algorithmically 
amplify TVE and Borderline content to users. Recommender systems, at their core. are algorithms 
that suggest relevant items to users - these could be products to buy, movies to watch, content to 
consume, and so on. Since there are many different recommender systems on different platforms, 
this could be an expansive endeavour. Some platforms recommend their users other accounts to 
follow/subscribe to, some plat forms recommend content the user should consume next ("You 
watched this video, here's another one you might like"), and most platforms have separate 'Explore' 
pages that are exclusively filled with recommended content 

To ensure comparability across platforms and to keep the scope concise, we have chosen to limit this 
study to the recommender systems that populate the home feed of users. Feeds exist on all the 
platforms under study, while other recommender systems can be unique to one or several platforms 
and would, as such, not make as good a basis for comparison. 

To compare platforms and markets directly, results need to be quantifiable, and metrics must be 
consistent across all platforms. To assess amplification, we have identified the following relevant 
metrics: 
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Metric Description 

Findability How many pieces of content a motivated user can f ind during a targeted search on 
he platform within a limited time window. This variable is a proxy for the amount of 

TVE content that is surfaceable on the platform. 

Filter Bubble A homogeneous feed/ recommended content caused by the algorithmic amplification 
of certain content types on a given platform. The higher proportion of similar 
::ontent. the deeper/larger the fi lter bubble. 

User Sentiment Crowdsourced severity ratings of the content surfaced. These ratings will be on a 
Likert scale of 1-512

. 

Removal Rate How much content that is surfaced is being removed by the platform w ithin a 8-
week time period. This is passive removal; agents are not to report pieces of content 
as this would influence the algorithm. 

Removal Time How long It takes for a piece of content to be removed by the platform within an 8 
weeks time period. This will be passive removal; agents are not to report pieces of 
::ontent as this would influence the algorithm. 

Findability is not the same as prevalence. We don't capture the total amount of content that agents 
come across, nor do we make any claims on how much TVE content actually exists on a platform. 
Findability is about how much content a person can find within a certain t ime frame. 

Amplification in the context of our study can thus be seen as the increase in the amount of TVE 
content over time and the relationship between init ial user searches and the amount of TVE content 
being recommended afterwards. Either one of these metrics indicates an amplification of TVE-related 
content. 

In our study, we have been using two metrics ("Bad Content" and "Bad Topic") to measure the depth 
of filter bubbles. Bad Topic is content that is related to TVE topics but could be neutral, promoting or 
negative. This includes harmful TVE as well as EDSA13 content about TVE. Bad Content is synonymous 
with TVE content and what is also referred to as promoting TVE. It is also a subset of Bad Topic. We 
capture this dist inction to evaluate whether the recommender systems recommend content to users 
based on the overall topic of TVE versus the actual content of the posts being consumed. 

For the Moderation metrics (Removal Rate and Removal Time), Trust Lab used patented technology 
"Kaptix", which monitors each found piece of content for removals. Kaptix is an internally developed 
tool used to monitor whether social media posts are live on the platform. 

3.2.1 Contributing Factors to Amplifying Harmfulness 
In order to better understand which factors (behavioural or contextual) contribute to amplifying 
potentially harmful content, we have tracked both content metadata (number of likes, shares, and 
comments as well as the number of followers of the posting account) and behavioural data from our 
agents. 

12 A graphic depiction of the values on the Likert scale is available in Figure 4.1.5 of the report 
13 Educational, Documentary, Scientific, Artist ic. 
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Agents were divided into High/Low interaction categories. Low Interaction agents only searched and 
watched content (for videos up to 5 minutes, regardless of video length), while High Interaction 
agents also liked and followed content. Agents did not comment or re-post/re-share the content The 
influence of human interaction and contextual data on the harmfulness risk that recommender 
systems pose will be discussed in more detail in Task 5. 

3.2.2 Process 
Agents were assigned one or more personas. Within each language, 30 personas were created. Each 
persona had an account on each of the five platforms under study. This means that for each 
language, there were 10 Right-Wing TVE, 10 Left-Wing TVE and 10 International TYE agents, with 5 
High Interaction and 5 Low Interaction agents per TVE Type. Agents were instructed to perform three 
Search Tasks and three Evaluation Tasks for each account This allowed us to study the changes to 
the search results and feed recommendations over time. 

All tasks were performed on mobile devices. 

• Search Task: The Search Task started from a seeded keyword search. Agents were either in 
the Low or High interact ion group and interacted with the content as per instructions. Agents 
were not allowed to add self-made keywords to searches. Agents were allowed also to 
browse their feeds to search for, interact with and capture TYE content according to the 
Interaction Type they were assigned to. Each Search Task was limited to one hour. We chose 
a one hour cutoff to ensure consistency among agents and due to resource constraints. 

• Evaluation Task: The Evaluation Task started one day after the Search Task. This was to 
give the recommender systems enough time to update their recommendations. Agents were 
instructed not to interact with any content but to capture each post in their feed up to the 
first 30 posts. 

• Repetition: Both Search and Evaluation Tasks happened 3 times to collect 3 data points for 
more accurate measurement and monitoring. 

Tobie 5.2.2 •• Nurnber of personas pe; !ang:-.:age 

ITVE-tvoe \ Interaction tvoe Low Interaction Hiah Interaction 
National i Violent Right-Wing Extremism (20 5 personas 5 personas 
kevwords) 
International Terrorism (20 keywords) 5 personas .5 personas 
Other I Violent Left-Wino Extremism (20 keywords) 5 oersonas 5 oersonas 

With 8 languages and 30 personas per language, that means that we have 240 personas in total. 
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3.3 Quality 

Results from the Search Tasks and Evaluation Tasks were subjected to a Quality Assurance Process 
to ensure that the content found and captured was indeed TVE content. For this work, we partnered 
with several international organisations that specialise in finding and analysing Trust and Safety­
related content, as well as individuals from academia who study and work in the field of Terrorism 
and Violent Extremism1~. 

First Level Review Search: Agent made an assessment of what is and is not TVE-related content. The 
agents have had policy training to make this distinction. Specialised QA agents 
reviewed 100% of the content. 

Evaluation: The agent performs a cursory labelling exercise on the web form. 100% 
of this sample is reviewed by specialised QA agents. 

Second Level Reviev-1 11. random sample of the complete dataset was used to analyse other metrics (not 
Findability) to control for the quality of the labelling performed by human raters. 
Due to the large amount of data that was collected and complexity of the labelling 
task, multiple rounds of labelling were necessary by qualified individuals on a 
smaller, cleaner sample. Based on the specifics of the data (amount of search 
stages. amount of platforms and languages under study), we arrived at a 
maximum sample of 7200. Since not all data combinations had 30 posts, the total 
sample size was 707 4. The data was ensured to have the following: 
Is the post related to TVE? (binary. based on average of rater's scale) 
Is the post promoting TVE? (binary, based on average of rater's scale) 
Is the post Borderline TVE content? (binary, based on average of rater's scale) 
Content Appropriateness score (scale, crowdsourced) 
Engagement Labelling (sourced from post data) 

To calculate the Findability scores, we used the complete set of content that was 
found during the Search phase. We relied on the first-level review to determine 
whether or not a piece of content was TVE. 

!Third Level Review Content from the original dataset that had already been reviewed by Trust Lab 
experts and third-party academia experts was also included in the stratified 
sample as described above. 

14 More details on the consulted experts can be found in the Appendix. Section 6.3. 
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4 Analysis 
Due to the large volume of content we captured through our work we have chosen a stratified 
sampling method for the analysis of our Filter Bubble metrics and Removal Metrics. Findability scores 
were calculated using the complete set of data that was found during the Search Stages rather than 
a sample. User Sentiment data was also calculated based on the stratified sample. 

4.1 Task 1 - Measuring the Dissemination of TVE Content 

4.1.1 Findability f\'1ain Highlights 
• Twitter has the highest Findability score of all platforms analysed. Since we don't 

know how specific characteristics of platforms (such as having an open API yes/no) influence 
moderation of content, we do not make assumptions on the potential impact of these 
characteristics on the amount of content we were able to find. 

• Arabic TVE has the lowest Findabillty score, while Italian has the highest. Finding 
TYE content through search appears to be easier in Italian, while it's harder in Arabic. There 
are a lot of confounding factors that could contribute to this finding, so we cannot make 
assumptions about the cause. 

• Left-Wing TVE has a higher Findabillty score than other TVE Types. This points 
towards a larger trend, where International and Right-Wing TVE content are more easily 
identifiable as extreme content, whereas Left-Wing TVE constitutes more variations across 
cultures and languages. 

4.1..2 Findability Findings 
Our analysis shows that Twitter has the highest Findability score (2.91) on the platform15 , while 
YouTube has the lowest (1.71) among the platforms we analysed. This means that Facebook and 
lnstagram, as well as TikTok, make up the middle on our scale. Findings for YouTube and Twitter are 
statistically significant (See Figure A.6.4.l}. 

Moving to languages. Arabic TVE has the lowest Findability score (1.23). while TVE in Italian language 
has the highest (2.78). This means that finding TYE content through search is easier in the Italian 
language, while it's harder in Arabic. Both of these findings are statistically significant. (See Figure 
A.6.4.2). 

For TYE Types, International TYE has the lowest Findability score (1.41), while Left-Wing TVE has the 
highest (3.01). That means that it's easier to find Left-Wing TVE, while it's harder to f ind International 
TVE by searching the platforms. These findings are statistically significant (See Figure A.6.4.3). 

Deer., Div~; Violent Lt?fi-Vi/ing Extr~mfst Content 
Since Violent Left-Wing Extremist content has a significantly higher Findability score than other TVE 
types, we wanted to explore this category of content in a bit more depth. The kind of content we find 

15 Examples can be found in the Appendix B. Section 6.6. 
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when we look for Violent Left-Wing Extremist content is mostly supportive of anti-capitalism, pro­
anarchism and pro-communism16. 

These f indings point towards a larger t rend. Terrorist and Violent Right-Wing Extremist (TVRWE) 
topics, such as neo-Nazism, anti-Semitism, racism and white supremacy, frequently attract the 
attention of policymakers and journalists, which causes social media platforms to invest in technical 
and human resources to reduce the harm of such material. On the other hand, Violent Left-Wing 
Extremist content encompasses a range of topics that have entered modern political, social and 
cultural spheres without causing the same level of concern. such as anti-capitalism, general 
statements about the failure of modern-day institutions and the desire to learn about other forms 
of governance, such as communism and anarchism. 

lJeep 1')Ale: i)ser En9c.r9err1ent /vtetrics 
In order to better understand how many people might have engaged with the TVE content that we 
surfaced, we performed an engagement analysis on four metrics: likes, comments, shares and the 
follower count of the accounts who posted the TVE content 

• TVE content on lnstagram and YouTube is shared much less widely than content on other 
platforms. Content on Twitter was shared more widely. (See Figure A.6.7.1) 

• TVE content on YouTube is liked more on average than other platforms. Facebook has the 
lowest number of likes for TVE content. (See Figure A.6.7.2) 

• TVE content on You Tube is commented on more on average than other platforms. Comments 
on lnstagram seem virtually non-existent. {See Figure A.6.7.3) 

• TVE content on YouTube comes from accounts with more followers on average than on any 
other platform examined. (See Figure A.6.7.4) 

• While YouTube has a low Findability score, the platform scores high on almost all 
engagement metrics, except for shares. This seems to indicate that the platform is in control 
of suppressing Bad Content from being found in search but that users have found other ways 
to access the content. (See Appendix, Section 6.7 for more details) 

• Facebook and lnstagram are generally at the bottom of the engagement charts. Especially 
lnstagram scores low, having no shares and no comments on average for TVE content. (See 
Section A.6.7) 

• Comparing the TVE vs non-TVE engagement averages shows that TVE content gets much 
lower engagement than non-TVE content, but these results are not statistically significant 
for most platforms. (See Appendix, Section A.6.7 for more details) 

• It should be noted that the differences in engagement between platforms could also be due 
to the user interfaces of the platforms. It could be argued that You Tube and lnstagram are 
less set up for sharing content than Twitter or TikTok, for instance. (See Appendix, Section 6.7 
for more details). 

4.1.3 Removal Metrics Main Insights 
• The platforms removed very few items during the t imespan we were tracking them, 

taking nearly a week or more to remove 50% of the content we tracked from the point we 
found it, resulting in TVE being shared heavily on some platforms like Facebook. 

16 Examples can be found in the Appendix, Section 6.6.2. 
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• Twitter removes the least amount of TVE content. 

• Arabic language TVE content is removed more often than other types of TVE 
content, while Italian TVE content is removed less. 

• Terrorist and Violent Left-Wing Extremist content is also removed less than other 
types of TVE content. 

• Findability and Removal Rate are related to each other: the less likely it is that TVE content 
is removed, the more likely it is that we can find it It is, therefore, not surprising that 
the findings in this section resemble the findings from the Findability section. 
Twitter removes the least amount of TVE content, and Arabic TVE content is actioned and 
removed more, while Italian TVE content is removed less, and Left-Wing TVE content is also 
removed less, than other types of TVE content. 

• Combining these insights seems to indicate that platforms tend to dedicate less 
effort to removing terrorist and Violent Left-Wing Extremist content and Violent 
Extremist and terrorist content in Italian language and instead focus more on 
removing violent Extremist and terrorist content in Arabic language, International 
and Right-Wing TVE content. Since platforms still remove less than a third of the content 
marked as TVE Promoting, this seems to point towards inconsistent content moderation 
policies, in particular, less pronounced policies and enforcement focus towards markets and 
topics that garner less attention from the general public. 

• YouTube scores low on Removal Rate, which is an interesting reversal case: The 
platform does comparatively well with suppressing TVE content in search without removing 
such content from the platform. See Section 4.2.2 for a deep dive into this. 

4. 1..4 Removal Metrics Findings 
Our analysis shows that TikTok removed more TVE content than other platforms ( 110/o of the content 
removed), while YouTube removed the least amount of content (3% of the content removed). Overall, 
platforms removed less than a third of the content marked as TVE promoting. These findings are 
statistically significant. (See Figure A.6.8.1}. 

Arabic language TYE content is more often removed than most other languages (10% of the content 
removed), while Italian language TVE content is less often removed than most other languages (3% 
of the content removed). These findings are statistically significant. (See Figure A.6.8.2). 

TVLW content is less often removed than other TVE types: only 4% of the time, compared to 7% 
(Right-Wing TVE} and 8% (International TVE). This finding is statistically significant. (See Figure 
A.6.8.3). 

The platforms removed very few items during the timespan we were tracking them, taking nearly a 
week or more to remove 50% of the content we tracked f ram the point we found it. All Removal Time 
metrics are anecdotal because of the small number of removals overall. At each interval, the 
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percentage represents the amount of content that was removed out of the total removed within an 
8-week period. (See Figure A.6 9.1 }. 

Generally, German language TVE content was removed more quickly, while Italian TVE content was 
removed more slowly than other languages we·ve studied. (See Figure A.6.9.2) TVLW content also 
seemed to be removed the slowest, while International TVE content seemed to be removed more 
quickly. (See Figure A.6.9.3). 

Deer; Divf?.: f?en1ova! f,,1etrics 
The low rates of removal by themselves do not tell a very satisfactory story, so a deeper analysis 
was conducted to look into the impact that this is causing based on the data that was collected. The 
focus of this analysis was to contrast removals with user engagement and to review in particular, 
the number of shares. Shares were chosen because this is a much more deliberate action that also 
highly impacts the dissemination of TVE content than other forms of engagement17

. It's worth noting 
that shares are most likely the least accurate for platforms like YouTube that have a significant 
presence on desktops because sharing can be just as easily done by copying the URL from the 
address bar. Also, sharing off-platform (for example, sharing a link on another social network) may 
not be trackable by the content owner. 

Of the content that was eventually removed from platforms within the study period, TikTok TVE 
content was disseminated the most, with 120 shares per TVE post on average (see Figure A.6.8.4). 
However. of the TVE that wasn't removed by platforms Facebook has the highest number of shares 
per post 341 followed by TikTok with 283 on average (see Figure A.6.8.5). 

The proportionally higher removal rates of TikTok contrasted with higher average number of shares 
suggests that TikTok TVE content is being consumed and spread at higher rates than other platforms. 
Thus, despite TikTok's higher performance on other metrics, it is struggling to keep up with its user 
base and high throughput even on high-harm content like TVE. This same trend appears in Borderline 
content except with higher shares counts (see Figure A.6.8.7). 

Looking at how different languages impact TVE content that wasn't removed. French and Italian have 
more shares on Facebook while other languages are more prevalent on TikTok (see Figure A.6.8.6). 
Borderline content in German language, however, sees more shares on Facebook which is the only 
language that changes between TVE and Borderline content (see Figure A.6.8.9). 

17 Ljungberg, J. et al, Uke~Share.and Follow:.A Conceptualisation. of.Social .. Buttons. on. the Web, July 2017. 
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4.1.5 User Sentiment Main Insights 

Figure 4.1.5 - Appropriateness· score 

Mild 
(<2,S) 

Moderate 
{2.5 .~ 3.S) 

Severe 
(>3.S} 

• Platforms are mostly similar in terms of severity of content based on user ratings, 
indicating that severe content is spread roughly equally across the platforms, Italian content 
is rated as the most severe. while German is rated as the least severe. Most differences 
between languages and their severity ratings are statistically significant. 

• TVE content in Italian is rated as the most severe, continuing a trend that seems 
to indicate that Italian language TVE content is largely going unnoticed by 
platforms. Other languages are also mostly statistically significantly different from each 
other, indicating that users of different languages have potential cultural differences when 
it comes to how harmful they judge TYE content to be. 

4.1.6 User Sentiment Findings 
Platforms are mostly similar in terms of how severe users rate their content, indicating that severe 
content is spread roughly equally across the platforms. (See Figure A.6.10.1). 

Italian language TYE content is rated as the most severe (98% rated as severe), while German 
language TYE content is rated as least severe (430/o rated as severe). Most differences between 
languages and their severity ratings are statistically significant. (See Figure A.6.10.2). 

Right-Wing TVE content is viewed as less severe by users than other TVE types (78% rated as severe), 
which is a statistically significant f inding. This is interesting and could be due to the fact that users 
are getting more used to seeing Right-Wing TYE content, but also to the fact that platforms are 
removing the more severe Right-Wing TYE content from their platforms more readily. (See Figure 
A.6.10.3). 

Severft'y Over T'frne 
Does searching for and interacting with TYE content influence the severity of the content that is 
subsequently found and recommended to users? A trend here could be an indication of amplification, 
not necessarily in the amount of content that a user sees, but in the harmfulness risk of the content 
that users engage with. 
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No clear trends emerge when looking at the severity ratings over time per platform. (See 
Figure A.6.10.4). 
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4.2 Task 2 - Measuring the Role and Effects of Automated Dissemination of TVE C<mtent 

4.2.l Filter Bubble ~vlain Insights 
• Taking all platforms, languages and TVE types together, there is an amplification 

of all content types over time. This amplification is only significant for Bad Topic and 
Borderline content, but not for Bad Content 

• All platforms show signs of amplification after the first Search phase, showing 
Bad Content In the user's home feeds, but platforms do not show any significant 
further amplification of Bad Content over time. On average, no more than 100/o of any 
feed consisted of Bad Content. 

• All languages show signs of amplification after the first Search phase, but only 
Italian shows significant further amplification of Bad Content over time. French 
does show a significant further amplification of Borderline and Bad Topic content over time. 

• All TVE Types show signs of amplification after the first Search phase, but none 
show significant further amplification of Bad Content over time. 

• Overall, these findings seem to indicate that although there seems to be an amplification of 
Bad Content in the feed after showing initial interest by a user, this is not significantly further 
amplified when the user continues to engage with said content. 

4.2.2 Filter Bubble Findings 
Taking all platforms, languages and TVE Types together, there is an amplification of all content types 
over time. For Bad Content, the main focus of our study, our amplification metric increased from 
4.4% to 5.2%, an increase of 17.50/o. Looking at Bad Topic, which includes TVE and non-harmful 
content related to TVE topics, we saw an increase from 6.9% to 9.6%, which is statistically significant 
( + 39.1 %). Additionally, we looked at Borderline Content, which amplified from 3.3% to 5.4% 
(+65.1%), which is also statistically significant. (See Figures A.6.11.1). 

lnstagram is the only platform that shows a significant amplification across the three stages for Bad 
Topic content ( + 118%), as well as Borderline content ( + 1500/o). None of the platforms show a 
significant further amount of amplification for Bad Content, although Facebook doubled the amount 
of recommended Bad Content between the First and Third stage. TikTok showed no increase, and 
YouTube had a negative amplification (-23%): all not statistically significant. (See Figures A. 6.ll.8a­
e). 

Italian and French are the only languages that show significant amplification of TVE related content 
over time. Italian is significant for Bad Content only ( + 365%). The French amplification is only 
signif icant for Bad Topic ( + 2930/o) and Borderline content ( +6850/o), not for Bad Content. Polish has 
the highest average percentage of Bad Content in the feed (11%), Arabic has the lowest (2%). (See 
Figures A.6. l l.9a-h). 

None of the TVE types show significant amplification over time. (See Figures A.6.11.lOa-c). 

Higher interaction with TVE content does result in a higher initial percentage of Bad Content in the 
feed (8% for High Interaction, 10/o for Low Interaction). (See Figure A.6.11.12). 
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Deep Dive: ,4o~v t'?fa~forrns F?ecfuce TVE Cor:i:er:i' 
When looking across the Findability and Filter Bubble metrics, we can compare how platforms choose 
to reduce the spread of TVE content. (see Figure A.6.11.13). 

• VouTube: has the lowest Findability score but a high average percentage of Bad Content in 
the feed. 

• TikTok: reflects the opposite trend, having a moderate Findability score and the lowest 
average percentage of Bad Content in the feed. 

• Twitter: has the highest Findability score and also the highest average percentage of Bad 
Content in the feed. 

• lnstagram: has a moderate Findability score paired with a moderate average percentage of 
Bad Content in the feed. 

• Facebook: has a moderate Findability score paired with a moderate average percentage of 
Bad Content in the feed. 

YouTube seems to have tighter filtering of search results, while TikTok has tighter filtering of the 
recommendations in the feed. Relatively speaking, Twitter has the most on both dimensions. 
Face book and Ins tag ram appear to have moderate amounts of filtering in both search and feed. 

These findings could be the result of YouTube's and Twitter's algorithms having stronger 
personalisation, combined with a tack of filtering. When platforms strongly personalise content based 
on past activity but lack adequate filtering of Bad Content, the filter bubble effect becomes most 
problematic TikTok's algorithm is known to have strong personalisation effects 18, but seems to have 
better filtering of TVE-related content than YouTube and Twitter. 

4.2.3 Borderline Content 
Special interest from the European Commission has been expressed with regard to the effect of the 
spread of certain types of Borderline content, such as disinformation and some forms of hate speech 
that can lead to radicalisation. This section will shine more light on how Borderline content plays into 
the analysis of the metrics that we calculated. It is content that does not meet the thresholds to be 
labelled as terrorist and violent extremist content, but that can still lead to violent extremism and 
radicalisation pathways. 

Arn;1f(.ficot1on of· Borcier!iru? Co11ter1t 
• Overall, Borderline content has the lowest init ial amplification of all TVE-related content 

types, but the percentage of Borderline content that is recommended to users has the highest 
amplification over time of all TVE-related content types. 

• lnstagram and Twitter are the only individual platforms that show a significant amplification 
in the amount of Borderline content that is recommended to users over time. lnstagram 
shows 3 times more Borderline content when comparing the First to the Third phase. 

• French is the only language that shows a significant amplification of the amount of 
Borderline content being recommended to users over time. 8 times more content is 
recommended to users in the Third phase compared to the First phase. 

• None of the TVE Types shows a significant amount of amplification for Borderline content. 

18 https:/Jv•N✓w,th?-au::u~dian.rnmLt echnplogyj_2Q2.2Loct/2 3/tLktok-rlse::a!_gorrthm-po1zu!Z1rity 
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(See Figures A.6.ll.8a-A.6.ll.10c). 

f?f?mDvoi qf l·3orderline (.'ontent 
• Overall, all platforms act similarly when removing searched or recommended Borderline 

content from their platforms. TikTok removed more searched content than YouTube and 
Twitter but did not remove any recommended content at all Since we are comparing all 
platforms based on the same definition of Borderline content, this gives us a clear picture of 
which platforms are allowing more Borderline content on their feeds. 

• Arabic Borderline content is removed more often during Search than most other platforms. 
None of the values for Evaluation are significant. 

• Borderline content that could lead to Violent Left-Wing Extremism is removed less often 
during Search than other TVE Types. None of the values for Evaluation are significant. 

• Removal Times for all TVE content and Borderline content are largely similar for all 
dimensions. 

(See Section 6.12 for figures). 
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4.3 Task 3 - Assess the Risk posed by the Automated Dissemination 

4.3.l Risk Assessrnent Main Insights 
• Amplification: What is the prevalence of TVE content in the platform's feed? Twitter 

was the platform with the highest level of amplification of Bad Content to the user, followed 
by YouTube, lnstagram and Facebook. TikTok had the lowest level of TVE content 
amplification or harmfulness. 

• Risk Ratings. We assigned a composite risk rating for each platform, based on an evaluation 
of three essential components: Findability, Amplification and User Sentiment The risk ratings 
for the platforms mostly followed the percentage of TVE content found in the feed because 
the feed is where the bulk of the TVE content consumption likely occurs. The risk rating was 
consistent with removal and engagement rates, and there were fairly big differences among 
the platforms on this risk metric. Twitter had the highest risk rating of the platforms; TikTok 
had the lowest risk rat ing. Facebook, lnstagram and YouTube had medium risk ratings. 

• The average percentage of TVE content in the feed did not exceed 10%, even for motivated 
users, and did not seem to increase above 10%, even under repeated user interactions with 
TVE content If platforms were only focusing on personalisation, this percentage would likely 
have been higher. This suggests that platforms either do not personalise much in general or 
that platforms limit personalisation, when TVE content, topic or Borderline content is 
detected. That said, when we compared the platforms on different dimensions, we observed 
clear differences among the platforms and further room for improvement, particularly for 
platforms such as Twitter with higher risk. 

Recommender systems (RSs) are increasingly being used to support decision-making and improve 
user experiences across a wide range of industries and applications. However, it is important to 
acknowledge and effectively manage both technical and non-technical risks in order to reap their 
benefits and promote user safety fully. As requested by the European Commission, this report 
provides a comprehensive overview of recommender systems and the technical and non-technical 
risks associated with recommender system algorithms and outlines a range of mitigation strategies 
to help reduce risks and ensure best practices for the recommender systems and those who use 
them. 

4.3.2 Content Moderation Background 
Content moderation, or the process of monitoring, reviewing, and controlling user-generated content 
on online platforms to ensure compliance with community guidelines, terms of service, or content 
policies, is a fundamental part of the internet's infrastructure and success. Content moderation 
involves identifying and removing inappropriate, harmful, or offensive content, as well as addressing 
violations of rules and regulations set by the platform or applicable laws. The way a plat form is 
designed and how users interact with it significantly influence the post ing and interact ion of user­
generated content, consequently impacting how companies perform content moderation on their 
services (Grimmelman, 2015). 

As discussed, platforms which rely on user-generated content often utilise recommender mechanics 
to deliver personalised content to users, deliberately surf acing tailored content most likely to keep 
the user engaged (O'Callaghan et al., 2014). Recommender systems have the potential to 
inadvertently recommend terrorist or extremist content to users who are not actively seeking such 
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material. This occurs because the algorithms prioritise user engagement without parallel automated 
objectionable content detection, allowing such terrorist or extremist content to be surfaced based on 
predicted engagement levels. Recent studies indicate that inadvertently exposing users to extremist 
content based on their expressed interest can lead to a reinforcement of extremist content in their 
feed; a consistent consumption of extremist content may contribute to a shift in their worldview 
(Edwards & Gribbon, 2013). Platforms face a challenging task in distinguishing between intentional 
bad actors and users who unintentionally engage in abusive behaviour. adding complexity to the 
moderation ecosystem. The following breakdown of prevalent filtering mechanisms and 
technological content moderation systems highlights the intricate balance between preserving the 
rights of users to freedom of expression and the challenging task of detecting and removing content 
in a scalable manner. 

Content .. Basecl Recornrnenciation Sy.sterns 
Content-based filtering is a technique used by online platforms, including user-generated content 
platforms like YouTube, to analyse a user's preferences and create a content engagement profile 
based on keywords and tags. This approach considers factors such as titles, descriptions, and tags to 
determine similarities and relevance when recommending videos, particularly for new or unseen 
content (Zhang, Lu & Jin, 2021). While content-based filtering offers scalability and independence 
f rom other users' data, it has limitations in the type of content it suggests to users. In the context of 
moderating terrorist content, platforms that rely heavily on content-based filtering pose challenges 
in effectively identifying and addressing such material. The focus on matching user preferences may 
overlook objectionable content that falls within the grey area of extremism. As the content becomes 
more extreme, the videos the system relies on for tags may begin to overlap between less extreme 
and more extreme content, making it less likely for a target audience to report such material to the 
platform. This increases the risks associated with content moderation and the potential for terrorist 
or extremist content to go undetected or unaddressed. 

Although platforms basically work with some combination of recommender and flagging sub­
systems, these can be brought together in different ways, sometimes without a clear demarcation 
between the two. Also, while these subsystems draw upon the basic recommendation algorithms 
and flagging approaches outlined here to optimise for the metrics specified in section 4.4.2, there 
are many variations of these algorithms and metrics. Also, the practical pressures of running a 
business (e.g., generating revenue and retaining users, keeping infrastructure and machine costs low 
as well as addressing user and customer complaints and escalations) implies that these systems 
have accumulated numerous optimisations as well as business rules, making them exceedingly 
complex. As a real-world example, please refer to the recently outsourced Twitter recommender 
system. 

Automated F/oqgmq System 
Automated detection systems utilise various techniques such as machine learning algorithms, near­
neighbour algorithms, fuzzy hashing models, and MD- 5 hashing models to identify harmful or 
platform-violating content, including both well-known and unknown terrorist and extremist material. 
These systems bring potentially illegal or policy-violating content to the attention of a team of 
content moderators, either directly employed by the platform or affiliated with a vendor company. 
Depending on the specific model employed, there are cases where reports are automatically closed 
if signals suggest the content is spam, does not violate the platform's Terms of Service, or has been 
previously reviewed by a content moderator. Automated detection systems play a crucial role in 
helping online platforms identify more severe content, initiating the cycle of moderation and policy 
enforcement on the platform. 
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lJser-fJt:J.~ed F!aqging .5vstern· 
User-based reporting systems rely on users to flag content that they believe violates an online 
platform's policies or is deemed objectionable. These reporting systems vary across platforms, often 
employing dedicated reporting forms or allowing users to directly flag content they find problematic 
while viewing it. User flags serve as a means for users to report content that may not have been 
detected by technical solutions. giving them a voice in the content moderation process. After users 
submit reports, the platform's team of content moderators reviews them and determines the 
appropriate actions to take regarding the reported content or offending user account Many large 
online platforms deprioritise these user reports in favour of automated detection, but will no longer 
be allowed to do so under the new European Union's Digital Services Act, which places emphasis on 
users' right to report and appeal content they find objectionable, including terrorist and extremist 
content 

4,3.3 Risks Assessment 

!-totiJ can r1fotforrn ofgori.thrns couse.ft'!ter bt.1bbtes? 
It1e.1em1..'.'.filt~L.011bbl!f is generally credited to J.ote..rn~LsK1i.Y.Ls.t .E!L.P.ati.SJ;J: circa 2010. In Pariser's 
influential book, The Filter Bubble (2011), it was predicted that individualised personalisation by 
algorithmic filtering would lead to intellectual isolation and social fragmentation. To increase user 
engagement, social media companies may connect users with ideas they are already likely to agree 
with, thus creating echo chambers of users with very similar beliefs. The concern is that 
recommender systems may influence users to engage in progressively narrower content domains 
and in directions they might not otherwise have pursued. The EU Counter-Terrorism Coordinator has 
argued that the amplification of legal but harmful content may be conducive to radicalisation and 
violence because it normalises it and exacerbates polarisation in society. 

The Global Partnership on Artificial Intelligence (GPAI) has also identified that recommender systems 
can amplify user bias related to TVE content, as follows: 

The key issue for recommender systems ... is that social media users are known to 
show small biases towards extreme content of various kinds, that act as another 
influence on the content items they engage with. For instance, they have a tendency 
to share political messages containing 'moral emotional expressions' (Brady et al., 
2017; Brady and van Savel, 2021), particularly negative ones (Crockett, 2017; Brady 
and van Bavel, 2021), messages that refer to a political 'out-group' (Rajthe et aL, 
2021), and messages that contain falsehoods (Vosoughi et al., 2018). If these biases 
persist while a user interacts with a recommender system, the system's repeated 
updates of its user model may lead the user towards messages containing increasing 
levels of negative political emotions, an increasing focus on political out-groups, and 
increasing amounts of misinformation - and potentially towards domains of violent 
extremism. Again, our earlier report (GPAI, 2021) presents these concerns and the 
studies that support them in detaiL19 

19 GPAI 2022, Transparency Mechanisms for Social Media Recommender Algorithms: From Proposals to Action. 
Tracking GPAl's Proposed Fact Finding Study in This Year's Regulatory Discussions. Report, November 2022. 
Global Partnership on Al. 
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Recently, the Global Internet Forum to Counter Terrorism commissioned a survey of the existing 
empirical literature on the issue of whether recommender systems promote extremist content and 
whether online users are "radicalising by algorithm".20 In the literature review, 10 of 15 studies 
demonstrated that recommender systems can promote extreme content. 

Can bt1rj actors f?X[Jfoit fJlatj·Orm a!gorit:hrn5? 

Terrorists could "game" flagging systems by experimenting and learning over time how to have their 
content bypass or circumvent either automated or manual flagging systems. According to certain 
researchers, the survival of certain TVE content on platforms relates to the way in which terrorist 
organisations have learned to modify their content to evade platform controls. Tactics include: 
breaking up text and using strange punctuation to evade platform tools that would search for 
keywords; blurring the terrorist organisation's branding or adding the platform's own video effects; 
mixing the terrorist organisation's material with content from real news outlets; adding the branding 
of mainstream news outlets over the top of the terrorist organisation's content; hijacking platform 
accounts; and posting tutorial videos to teach other terrorists how to do the same.21 

Terrorists could also employ fake engagement and fake profiles to promote their content, and if 
undetected by platforms, recommender systems could unwittingly further promote such content 
From gaming of views22 to crowdturfing and astroturfing23, there are a variety of technical 
approaches to gain (perceived) popularity on social media, which are already known to be leveraged 
by foreign actors to influence operations. For instance, in one study, the BBC has reported that a 
network of Facebook groups was used in an attempt to change perceptions related to the ongoing 
war in Ukraine.24 

In this section, we presented many possible risks that can cause the promotion of TVE content on 
platforms. While we do not have access to internal platform documentation to understand how each 
individual platform's algorithms and moderation systems work, we can assess risk based on 
externally observable metrics from this study. We do this in the next section. 

4.:3.4 Risk Metrics 
The previous sections described the various risks that recommender systems present, but without 
access to each platform's internal, proprietary algorithms and data, we were unable to quantify 
platform risk directly based on these factors. Instead, we evaluated the overall risk of each platform 
based on the data collected for this project, which could be observed outside- in. We considered three 
factors: 

20 Whittaker, J., Recommendation Systems and Extremism: What Do We Know? - Global Network on 
Extremism and Technology, Insights, 17 August 2022. https://gent- research.org/category/insights/). 
21 Corera, G., /5/5 'still evading detection on Facebook', report says, BBC News, 13 July 2020. 
See also Nimmo, B. and Hutchins, E., Phase-based Tactical Analysis of Online Operations (The Online 
Operations Kill Chain: A model to analyze, describe, compare, and disrupt threat activity from influence 
operations to cybercrime), Carnegie Endowment for fntemational Peace, March 16, 2023. 
22 The Flourishing Business of Fake YouTube Views. 
httos:/1www.nytimes.com/interactivei2018/08/11/technology/youtube-fake-view-sellers.html 
23 https://en.wikipedia.org/wikiiAstroturfing 
24 Putin's mysterious Facebook 'superfans' on a mission. https://www.bbc.com/newslblogs-trending-
61012398 
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• User Sentiment: This is a proxy for the severity of TYE content found 

• Findability: This is a proxy for the amount of TVE content that is surf aceable on the 
platforms 

• Amplification: This is a proxy for the prevalence of TVE content in the feed. 

We saw relatively minor differences in User Sentiment (see Figure A.6.10.1) among platforms. The 
platform with the highest level of Findability of TYE content (see Figure A.6.4.1) was Twitter. followed 
by Facebook, lnstagram, and TikTok. The platform with the lowest level of Findability was YouTube. 

Risk Out.come 
We have assigned a composite risk rating for each platform based on our evaluation of three 
component metrics: User Sentiment, Findability, and Amplification. The risk ratings below incorporate 
information from the TVE content found in the feed and search and is consistent with removal and 
engagement rates. 

Table 4.4.4 - Risk Rating per Platforms 

Youtube lnstagram Facebook TikTok 

Medium Medium Medium Lowest 

The data we collected is based on simulating motivated users looking for TVE content and does not 
represent the experience of an average user of the platform. We also did not have access to internal 
proprietary platform data, which would have been needed for comprehensive measurement. That 
said, as previously discussed in the introductory section, it made sense to simulate and study the 
motivated user scenario. Also, the consistency observed for different metrics, such as feed 
prevalence, removal rates and engagement rates, suggests that the data is not an outlier. 

The next section presents possible mitigation measures to consider, both based on observed data as 
well as conceptual risk factors discussed in previous sections. 

4.3.5 Mitigation Strategies 
There are a few different ways in which platforms can counter filter bubbles: 

28 

• By effectively detecting terrorist and extremist content, platforms can proactively filter such 

content from user feeds and search results. The Global Internet Forum to Counter 
Terrorism (GIFCT} is an Internet industry initiative to share prop,ietary information and 

technology for automated content moderat ion. As noted on the .GIFCT Wikip~J.i:1.P.-9~. GIFCT 
mainta.ins a databa.se of perceptual hashes of terrorism-related videos and images that a.re 
submitted by its members and which other members can voluntarily use to block the sarne 
material on their platforms. The material indexed includes images, videos and will be 
expanded to include URLs and textual data such as manifestos and other documents. 
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• Filter bubbles and echo chambers can be countered by having recommender systems 
explicitly optimise for content or opinion diversity. There is evidence suggesting that 
personalisation algorithms can enable exposure to "ideologically cross-cutting content" from 
outside self-selected echo chambers. (Flaxman et al., 2016). It has also been suggested that 
they can also be leveraged in improving the automated detection of radicalisation and for 
facilitat ing targeted counter-messaging interventions to combat radicalisation. (Schmitt et 
al., 2018).25 Recent literature has also suggested that algorithms can be the cure for 
algorithmic filter bubbles. 26 

• Platforms should ensure that the algorithms themselves don't have ideological bias. A recent 
Twitter stus;ly ("the most comprehensive audit of an algorithmic recommender system and 
its effects on political content") indicated that the political right enjoys higher amplification 
compared to the political left Our own data presented in previous sections also examines 
differences between Right- and Left-Wing TVE content both in terms of discoverability and 
moderation. Armed with such data, platforms can take a deeper look at their own algorithms 
and implement necessary mitigations. 

25 Wolfowicz, M., Weisburd, D and Hasisi, 8. (2021), Examining the Interactive Effects of the Filter Bubble and 
the Echo Chamber on Radicalization, Journal of Experimental Criminology (2023) 19:119- 141 at 136. 
https://doi.org/10.1007/sl 1292-021-09471-0 
26 Gao, C. et al., Counterfactual Interactive Recommender System (CIRS): Burst ing Filter Bubbles by 
Counterfactual Interactive Recommender System, Computing Research Repository (CoRR) in arXiv. 
abs/2204.01266 (2022). 
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4.4 Task 4 - Compare the Phenomenon Between Platforms Sharing the Same Business 
Model 

4.4.1 Comparison Between Platforms Main Insights 
• Among the platforms, Twitter surfaced and recommended the most TVE content to its users 

and performed below other platforms in terms of TVE content removal. 

• Although YouTube's Findability score was the lowest among the platforms, its removal 
metrics suggested it has room to improve on removing TVE content that exists on the 
platform. YouTube generally scored higher than the other platforms on user engagement 
(e.g., likes, shares, comments, number of followers) with TVE content. This seems to indicate 
that You Tube was effective in suppressing TVE content from users in search but still enabled 
users to find TVE content through other means and interactions. 

• TikTok performed moderately when it came to the Findability of TVE content, but of all the 
platforms, it recommended the least amount of TVE content to users. This suggests t hat 
TikTok may f ilter its feed more tightly than its search, resulting in no significant amplification 
of TVE content in the feed. TikTok was generally slow to remove TVE content; TikTok took 
more than four weeks to remove the content we identified as TVE. TVE content that the 
platform didn't remove was shared twice as much as TVE content that the platform did 
remove. 

4.4.2 Platforms 
Of the platforms, Twitter surf aced and recommended the most TVE content to its users. Twitter was 
lower than other platforms when it came to TVE content removal. We note that this study was 
conducted during a period when significant governance, policy and safety process changes were 
occurring at Twitter. As such, Twitter's results may be significantly different compared to earlier in 
the year. 

YouTube has come under scrutiny during other research projects27 and has since made 
improvements. Although YouTube's Findability score is the lowest among the assessed platforms, its 
Removal metrics combined with YouTube's engagement metrics forTVE content suggest the platform 
still has room to improve on removing TVE content that already exists on the platform. 

In our study, You Tube recommended the most TVE content to its users; Twitter was second. It should 
be noted, however, that all the platforms had weak Removal rating scores, removing 100/o or less of 
the content we marked as TYE-related. 

YouTube generally scored higher than the other platforms on user engagement with TVE content 
This seems to indicate that YouTube is effective in suppressing TVE content from users in search. 
But, it still enables users to find TVE content through other means and interactions. 

27httos:i/www.technologyreview.com/2020/01/2 9/27 6000/a-study-of-youtube-comments-shows-how-its­
turning-people-onto-the-alt-right/ 

https:1/pclicvreview.info! a1t!cles/analys!si recomrnender-systems-and-ampl!fica tion-extrem!st-ccntent 
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4.4.3 Languages 
Italian TVE content is an interesting case with regard to many of the metrics considered. The 
Findability score for Italian TVE content was one of the highest, and removal metric scores were in 
the lowest category. Under the study, Italian users in the sample were also the ones who rated their 
TVE content as the most severe of all the languages. This suggests that Italy may not be a high­
priority market for platforms in terms of Italian-specif ic automated detection methods, Italian 
moderators, or other measures integral to a Trust and Safety enterprise. 

TVE content in Arabic has long generated special attention from the platforms' moderation teams. 
Its Findability score is the lowest Significantly, Arabic TVE content, especially International Arabic 
TVE content, is more often removed than content from other languages. Since the Paris attacks in 
2015, there has been more focus from policymakers and media outlets on social media platforms 
to police the spread of Internat ional TVE from Arabic-speaking countries and regions, which could 
explain this finding. 

4.4.4 TVE Type 
Left-Wing TVE content treatment stands out. It's easier to find Left-Wing TVE content on the different 
platforms, especially in the Italian language. Left-Wing TVE content is also the least often removed. 
Apparently, this type of TVE content is also not as readily on the radar of platforms, possibly because 
Left-Wing TVE content covers a broad spectrum of content that is not TVE related per se. 

This can be contrasted with Right-Wing and International TVE content, which receives more attention 
from policymakers and the media, thus incentivising social media platforms to create policies to 
moderate this type of content more readily. 

Overall, one conclusion may be that the public attent ion to certain types of TVE content, often related 
to current events, plays a large role in what content gets moderated on platforms. If this is true, one 
could argue that this is an insufficient way of moderating TVE-related social media content. The 
platforms could certainly do more to be more consistent in their moderation practices (see also Task 
3). 

4.4.5 Borderline Content 
When we look across the entire dataset, Borderline content appears to be amplified the most over 
time out of all the TVE-related content types that we've studied, even though Borderline content has 
the lowest amount of initial amplification. 

Zooming in on different dimensions, such as platform, language, or TVE type, this trend is less 
pronounced. For example, Borderline content does not appear to be significantly amplified over time 
on any platform except for lnstagram and Twitter. French is the only language where Borderline 
content was significantly amplified over time. Borderline content, potentially leading to terrorist and 
Violent Right-Wing Extremism, was not significantly amplified over time. 

Platforms act similarly when removing searched or recommended Borderline content from their 
platforms. TikTok removed more searched content than You Tube and Twitter but did not remove any 
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recommended Borderline content. Borderline content in the Arabic language is removed more often 
during Search than other platforms, but none of the values for Evaluation are significant 

Borderline content potentially leading to Violent Left-Wing Extremism is removed less often during 
Search than other TVE Types. None of the values for Evaluation are significant. These findings are 
similar to other TVE-related content, which seems to show that the policies of the platforms do not 
place special focus on Borderline content. 
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4.S Task S - Assessing the Risk of Radicalisatlon due to Algorithmic Amplification 

Assess the level of risk of radicalisation to violent extremist ideologies and terrorism 
linked to the voluntary or involuntary automated dissemination of terrorist and violent 
extremist content through the use of machine learning-based algorithms or less 
sophisticated techniques. 

45.1 Introduction 
We employed various methods to analyse the data from the experiment and build models to predict 
whether a given social media platform user's demographics and behaviour could relate to TVE 
content amplification. In this section, we explain our process of analysis, and key results and briefly 
conclude with some final insights and recommendations. 

Before proceeding, we note that machine learning processes are by nature exploratory (e.g., from 
selecting an appropriate way to organise the data, to setting up prediction problems and of course, 
to the selection of methods to use and the final analyses). Given the complexity of the data - and 
the problem - there was, naturally, significant exploration along the "machine learning pipeline" (from 
data structuring to final insights). We only discuss the processes, methods and results we found to 
be most appropriate. 

While there are consistent observations across the different approaches discussed, each also 
provides some specific insights. Overall, consistently across all approaches outlined below, the results 
indicate that there is some predictability about whether TVE content is presented to users (during the 
Observation phase - see below). 

As described in the previous sections, the experiment was carried out by having real agents 
impersonate generated user personas with different demographics (age, gender, country of origin 
and language), extreme political orientations (Violent Right-Wing Extremism, Violent Left-Wing 
Extremism, or apolitical/international extremism), and behaviours with TVE content (high interaction 
or low interaction). Over the course of three separate sessions (Search Stages 1, 2, and 3), users 
logged in and directly searched for and engaged with TVE content (the Interaction Phase) and, on a 
separate occasion, would log in again to observe the resulting content presented/recommended to 
them by a platform (the Observation Phase). The TVE content discovered in either phase was recorded 
(such as date, description, URL, etc.), its relation to TVE was rated by multiple experts (Borderline, 
promoting, or relating to TVE), and its popularity noted (account followers and the comments, likes, 
and shares for a given post). The raw data was organised into rows, with each row representing a 
particular post that was either found during the interaction or recommended during observation by 
a given persona on a given platform during a given session/login. 

We study the effects that demographics, deliberate TVE searches, and the temporal aspect of doing 
so over mult iple instances have on the platform algorithm's tendency to amplify such content. The 
process outlined below involves a preliminary exploratory analysis of the data using statistical 
descriptions and clustering by recorded content posts, followed by predictive modelling for TVE 
presence by session (login} for the Observation sessions - while using data also from the interaction 
sessions. Of course, if there is no (or weak) "signal" in the data, for example, for some platforms, one 
cannot make inferences reliably. Overall, the data did prove to be challenging to analyse. 
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Datu Prti/JGtcstion 

Data Cleaning 
The data from the experiment's implementation contained very few instances of missing data. For 
example, only 54 (0.76%} out of 7074 rows (selected content posts across all sessions) used for the 
analysis contained discrepancies that rendered them unusable. This small fraction allowed us to 
directly remove those observations without hindering the quality of the analysis. Different features 
included in the data set were useful for different sections of this report, but overall the f ea tu res kept 
for the analysis were the aforementioned demographic, behavioural and political data on the 
personas and the popularity and TVE ratings of the content they either found (Interaction phase) or 
were presented/recommended (Observation phase). 

Encoding 
Encoding is a process of converting data from one format to another. For example, it is used to 
convert categorical data (like gender or country) into numerical data so that it can be used in 
statistical models. There are many different types of encoding techniques, but two of the most 
common ones are ordinal encoding and one-hot encoding. 

• Ordinal encoding is a method of encoding categorical data where each category is assigned 
a unique numerical value. This encoding is especially useful for including information about 
the relative significance or order of categories with respect to each other. 

• One-hot encoding is a method of encoding categorical data where each category is 
represented by a binary column in the dataset For example, if we use the Gender feature, 
'male' could be labelled as {0,1} while 'female' as {1,0}. This technique is useful when there 
is no natural order or hierarchy among the categories, and each category is equally important 

The appropriate encoding method to use depends on the type of data. As we progressed through the 
analysis, we used different forms of encoding depending on the method implemented, which is 
mentioned in its relative section below. 

45.2 Analysis of Content Posts 

.Stat.istfco/ l)e.sr..r~r:;tfon 
We first performed exploratory analyses to determine the significance of each data feature collected 
and get an overview of each platform's frequency of TVE content dissemination. Once we have an 
overview description of the data, we can move to more complex analyses. 

We start with statistics, also considering the temporal nature of the three cumulative search stages. 
We f irst map the occurrence of TVE-scoring content (Borderlines, Promotes, and Relates to TVE) 
based on the given Search Stage, Platform, and Interaction Level during the Observation Phase, 
meaning the content that was recommended to the persona after a period of engagement (Figure 
4.5.2a). 

This initial analysis indicates the following observations: 
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• There is overall (but different across platforms) a higher rate of TVE in the final third 
observation stage than the first two stages. 
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• TikTok appears to have overall very low TVE content, regardless of one's Interaction Level, 
with almost no instances of TVE content being present in the Observation Phase. 

Finally, we also noted from the coefficients of all three TVE score categories that Relates to TVE was 
an appropriate category that encapsulates the average score of Borderlines and Promotes TVE. We, 
therefore, focus on that metric. 
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To further explore potential relationships, we plotted two versions of groupings of our significant 
demographic features and the TVE score. These features' importance is shown below (Figure 4.52b; 
Figure 4.5.2c). 

L I :,,,.,..., ~ ..... ,,... . .. _ ..... (" 

Fjgure 4,5.2b .. Prevo!ence of r&ioted TVE across ploUOnns, grouped bv level of persona:5 jnteroction p&r :seorch stage 
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The results of these graphs display similar observations as the first statistical description (Figure 
4.5.2a), with TVE presence generally increasing as the sessions accumulate. Twitter seems to cater 
most to recommending Right-Wing users TVE content while (again) TikTok has little to no instances 
of TVE content Three observations can be made about the different platforms: 

• YouTube's TVE content does not depend as much on one's interaction level, as above, or 
political orientation. 

• As above, TikTok has overall little TVE, and while it displays relat ively (across stages) more 
TVE content in the init ial stage for High Interaction level personas and Left-Wing orientations, 
this is quickly hindered in subsequent phases. This could be indicative of a more robust 
internal system against TVE content amplification - but given the limited volume one cannot 
reliably make inferences about how the algorithms may work. 

• lnstagram and Facebook data are in agreement with the possibility that the platforms may 
have curtailing mechanisms against Right-Wing and International TVE content, but Violent 
Left-Wing Extremist users appear to "succeed» in gradually being presented with an 
increasing amount of TVE content over time. 

We take this exploratory analysis further by implementing a machine learning methodology, 
clustering, to look for more patterns that may exist within the data of each platform based on the 
content posts recommended to a given persona. 

Clustering by content f:Jost::_; 
K-means clustering is a type of unsupervised (meaning the computer is not given labelled data and 
must find any hidden patterns on its own} machine learning algorithm that is used to group similar 
data points into 'clusters'. The goal of k-means clustering is to partition a dataset into 'k' number of 
clusters. The algorithm works by randomly selecting points from the dataset as the initial cluster 
centres, then assigning all other data points to the nearest centroid based on its distance, and then 
iterating multiple times until conversion to clusters. We used ordinal encoding for this method and 
performed some feature engineering as described below to create the clusters of each individual 
social media platform by the content posts discovered during the Observation Phase of the study. 

f r;:,aturn en9ineerin9 
As data collected is not always immediately obvious as to its relevance to an analysis' goals, some 
features can be "engineered" out of the raw data. We employed feature engineering in four instances 
to make certain variables more relevant to the problem of finding commonalities between the 
personas' demographics and the TVE-scored content recommended to them: 
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1) The ages of personas were categorised by age groups (Young Adults s; 31, Middle Aged 32 -
51, and Older Adult > 51). The purpose here was to gauge if any age-related significance 
could offer generational insight into the issue. 

2) The personas' political leanings were combined with their levels of interaction with TVE 
content as risk for radicalisotion (for example, a high-interaction, Right-Wing persona would 
be "High Risk Right-Wingn). The rationale for this feature was to see if a platform's efforts 
were all-encompassing of TVE or biassed towards a particular group(s). 

3) We combined the four data points on a reported piece of content's level of user engagement 
as a popularity as the weighted sum of averages of likes (40%), comments (30%), shares 
(20%), and followers (10%) (P = r Likes"'0.4 + r Comments*0.3 + r Shares*0.2 + r 
Followers*O.l). Recommender algorithms not only take the user's engagement but also 
amplify more popular content, and we weighted the variables based on the likelihood of each 
interaction for the average user (i.e. people are more likely to like a post they see on their 
feed than share it). As clustering methods are sensitive when many features (dimensions) 
are used, creating this composite "score" helped reduce the data dimensionality. 

4) Finally, we made a feature for a content's proximity to TVE by summing together the scores 
of its Relates to, Promotes, and Borderlines TVE. These three scores are the averages 
between each expert's individual rating for the content. The purpose here was to analyse 
these scores separately, as well as whether they had more significance when combined. 

For this analysis, we structured the data as follows: we divided the data by each of the five platforms 
and looked at that of the Observation Phase and using eight features with -715 rows per platform, 
each representing a posted piece of content that was recorded. The features included were the four 
engineered f ea tu res (Age Group, Risk for Radicalisation, Popularity, and Proximity to TVE) as well as 
the persona's language, country, gender, and search stage. As clustering is known to be harder when 
the number of features is large, we limited the data only to the features above. We used the WCSS 
method outlined below to figure out the number of clusters naturally occurring within the data and 
then proceeded to use the "kmeans· R sof tware package to produce the k-means clustering models 
for each individual social media platform. 

We used the "within-cluster sum of squares" (WCSS) of the data as a method to determine how many 
natural clusters exist and found that number to be 4 for all five social media platforms. This means 
that the data points in each cluster are more like each other than they are to the data points in other 
clusters. 

The centres, or means, for each data feature, give us insights into what exactly is the commonality 
between the data of a cluster. Each platform had one cluster of data points with the greatest 
frequency of high-scoring TVE content. It is also important to note that the clusters themselves had 
a very high rate of overlap between them, which indicates that while we can take away some insights, 
clustering is not comprehensive enough to make any substantial conclusions. That said, while all five 
platforms performed similarly, there are some noticeable variables that stood out between the 
clusters: 
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2) YouTube was an outlier platform whose four clusters all leaned toward higher TVE-scoring 
content regardless of the other attributes of the clusters. Clustering of posts may not be an 
appropriate method for this platform/data. 

3) For the other platforms, the average Risk of Radicalisation for a persona was higher for those 
who had a High Level of interaction with TVE content and a Left-Wing political orientation, 
with a skew toward the Low-Interaction/ International Risk category. 

4) Twitter had the highest rate of TVE content for High-Interaction/ Right-Wing users. 
5) TikTok had (again) the lowest, almost no, instances of TVE content. 

Finally, TVE content was - perhaps not surprisingly - unpopular. 

Note that the results are consistent with the previous section. Some additional insights from this 
analysis are that Search Stage, Political Identity, Interaction Level. and Platform appeared to be 
relevant for TVE presence. 

4.5.3 Predictive Analyses of Sessions 
To see if the demographics (including political and interactive behaviours) of a persona are predictive 
features of the likelihood t heir "efforts" (during the Interaction phases) to view TVE content on a 
platform will be "rewarded" with more TVE recommendations is to look at these features as 
independent variables (the inputs, or 'X') and the TVE scores of content discovered during the 
Observation Phase as dependent variables (the outputs, or 'Y'). This means that the problem can be 
formulated as one of prediction or analysing the relationship between a dependent Y variable and 1 
or more X variables. 

For this phase of analysis, we ran different predictive machine learning methods analysing the 
different sessions (not individual posts) of the experiment. This is important because recommender 
algorithms learn by taking what the user engages with every time they use the platform to curate 
more accurate recommendations that fit the user's interests. As the personas search for TVE content 
on three different occasions (Interaction Phases) and intermittently log in to view recommended 
content (Observation Phases), our models below will try to predict the effect of persona 
demographics and cumulative login sessions on the TVE scores of recommended content in the 
Observation sessions. 

For accurate prediction, it is necessary to do processing of the data to weigh the features or 
determine which features are the most significant in affecting the outcome (the TVE score). We 
employ various methods to do this, with the goal of being able to use these weighted features to 
accurately predict future instances of TVE recommendation on a platform with machine learning 
algorithms. We completed two types of prediction problems: regression- where we use features 
from the Interaction Phase sessions to predict the amount of TVE content in the Observation Phase 
sessions-and classification-where instead we predict whether an Observation Phase stage session 
has TVE content or not. 

f>r'f2dfctfng th0 Arrsount qf TVE Content 
The five regression methods used- linear regression, support vector regression, random forest, 
decision tree and gradient boosting- are supervised learning models, meaning that they use both the 
input as well as see the output (in our case, the TVE scores) data to formulate predictive algorithms 
then. One-hot encoding was used for these methods. Although each method has its unique strengths 
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and weaknesses, they all share the goal of making accurate predictions and modelling relationships 
between variables. In particular: 

• Linear and support vector machine (SVM) regression are two approaches to fitting a line that 
best describes the relationship between predictive and target variables. For example, we can 
use linear regression to find the line that best describes the relationship between a user's 
age and gender and the TVE-related content they are recommended. With that line, we can 
make future predictions of a TVE score based on a given age and gender. 

• Decision tree is a way to make predictions by creating a tree- like model of decisions and 
their possible outcomes. At each separation of the tree, a decision is made based on a unique 
feature, and each branch represents a possible outcome based on the feature chosen. In this 
experiment, a decision tree is also useful because it can handle our categorical demographic 
features. 

• Random forest is a way to make predictions by creating many decision trees and then 
combining their predictions. Each decision tree is created by randomly selecting a subset of 
the features and a subset of the data points. 

• Gradient boosting is a machine learning technique that combines multiple decision trees to 
make accurate predictions about future events. It works by iteratively adding new trees to 
the model, with each new tree focusing on the examples that the previous trees got wrong. 
This approach allows the algorithm to learn from its mistakes and improve its accuracy 
across training iterations. 

We first tested these methods by trying out two different groupings of the variables; one group 
testing all demographic X variables, like for the k-means clustering, and the other using only the 
features that were the most significant from the clustering. 

After encoding the data, we fit it to a given model mentioned above and test for its predictive 
accuracy by looking at the R-squared value. R-squared is a measure of how well a regression model 
fits the data. Higher values indicate a better fit. It is calculated as the ratio of the explained variance 
to the total variance (which is the variability of a set of data points around its average value). It is 
useful for comparing different regression models. 

We grouped the X variables only by four features (search stage, political leaning, interaction level 
and platform), with the Y variable being related to the TVE score, which was representative of the 
averages of the other two types of TVE scores. Each method was performed on each platform. The 
result ing R-squared values are outlined below (Table 4.5.3a). 

J'abte 4.5,30 •• ,"t··squared values cf regression rnethods 

Decision tree 
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We further explored which features and values had a positive or negative impact on the TVE score 
(Figure 4.5.3a). The results confirm earlier analyses that suggested High Interaction and lat ter 
observation stages played the largest role in high-scoring TVE predictability (Figure 4.5.3b). The 
negative coefficients for 'platform Facebook' and 'platform TikTok' suggest that these platforms are 
associated with a decrease in the value of 'num_related_ TVE', which means, on average, TikTok and 
Facebook platforms have fewer related TVE content compared to the other platform types. 

Linear Regression Coefficients 
....... ............ ........... .. .......... ·····:· ··· ....... . 

Figure 4.5,3b - V./eights oJ dbi'f erent features us~d for linear regression 

Both linear regression and random forest performed the best with R-squared values that hint that 
there may be some degree of a relationship between the four input variables and predicting TVE 
score of recommended content across the five platforms. However, predicting the TVE score of a 
login session during t he Observation phase proved challenging - as the relatively low R-squared 
values also indicate. We therefore focused our analyses more on classifying whether an Observation 
Phase session/login had any TVE, hence on formulating and studying the relevant classification 
prediction problem, as discussed next 

I;Jf"l!dicting the Prt?.St:·nr.P oj; T\JE' (i1ntr.1n t 
As for the regression analysis above, we used a sample of 1534 observation phase sessions, where 
a session is an instance of a persona browsing on a particular platform during one of the three 
interaction or observation stages. We only kept interaction sessions that were eventually followed by 
an observation session - and of course, observation sessions that had some interaction sessions 
before. As mentioned above, we assess each platform separately since we expect their algorithms 
to behave differently. We skipped analysis on TikTok since, as noted above, we found that this 
platform does not have a measurable increase in suggested TVE content in response to user searches 
(Figure 4.5.2a). 
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For the classification data sample. most of the data points correspond to sessions without TVE 
content (only 253 sessions out of 1534 have some kind of TVE-scoring content). Since a binary 
classification algorithm can achieve high accuracy by just making a constant prediction on this data, 
we needed to address the unbalanced distribution of TVE vs non-TVE sessions. We balanced the data 
by randomly up-sampling (creating synthetic copies) of the TVE content 

We trained several classifiers to predict whether an observation phase session contained any TVE 
content based on information from preceding interaction phase sessions that are related to the target 
observation session. We used a combination of categorical (e.g., persona country, political affiliation, 
gender) and numeric features (persona age, number of related, promoting, or Borderline TVE posts) 
from the earlier interaction phase sessions for the prediction of TVE presence in the subsequent 
observation phase session. We randomly split the data for each platform into a training (80%) and 
test (20%) set and applied ordinal encoding to the categorical features. This procedure is repeated 
10 times; here, we report the results for a typical round. We implemented the classification methods 
using the Scikit- learn python package for machine learning and found that gradient-boosting tree­
based methods had the best performance in all cases. 

Table 4.5.3b ... Pra1lction accuracy (41tt> correct closs~/ied ... l being 100~}).for ch .. 1ssification 

"Random brest 0,807 0.925 0.925 0.922 

Using the gradient boosting method - which was, as noted above, the most accurate - we also 
determined for each of the platforms which data features were the most important for prediction of 
TVE presence in the observation phase sessions (Figure 4.5.30). The results indicate that largely 
consistent with the previous sections: 

• The relevance of each feature regarding TVE content presence predictability varies by 
platform; 

• High interaction in the Interaction Phase was predictive of the presence of TVE in the 
Observation phase for all platforms except for YouTube. 

• Age was an important factor for all four platforms. 

• Country, language and gender were also among the predictive factors, but as noted above, 
not similarly across platforms. 

4.5,4 Discussion 
First. we note that - perhaps not surprisingly - most of the content that was rated to be related to, 
promoting was almost entirely unpopular (meaning few likes, comments, shares, and followers). This 
may be simply because few people follow such content, or potentially the result of (recommender) 
algorithms effectively •supressing" this content - either scenario ls possible. Given t his, the popularity 
of content was not considered further in the final analyses discussed above. However, platforms do 
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not seem to fully suppress the exposure of users to such content when or after they come onto the 
platform, wilfully seeking it out. 

Second, there are several consistent across-methods insights. First, TVE overall increased after the 
second Observation Phase, which may be due to algorithms. Second, there are differences across 
platforms. For example, TikTok had very low TVE content overall. Third, the presence of TVE in the 
Observation stages was predictable based on several features, both persona characteristics and -
perhaps most important - the level of interactivity during the Interaction stages. 

Finally, moving on to potential recommendations for social media companies, the result s indicate 
that it may be important for platforms to look for the f ea tu res that are most driving the probability 
for their users to be exposed to TVE content On lnstagram and YouTube, for example, those factors 
may be Age Group and Risk of Radicalisation. Companies can consider these factors as a starting 
point to address the issue of TVE content online. 
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4.6.l Guidance on Content Moderation Ma!n Insights 
The report outlines two different types of models that influence online users and the content with 
which they interact: content flagging models and content recommender models. Based on the study, 
it appeared that the content flagging models used by platforms were lacking compared to the content 
recommender models. Even if the recommender systems were reasonably adequate at preventing 
the most severe TYE content from being shown to users in their feeds, the question remains as to 
why the TVE content is surf aceable on the platform to begin with. Significantly, the platforms 
removed less than 100/o of the content we marked as TYE-related, which indicates that the platforms 
need to improve their content flagging systems and policies. 

4.6.2 Systems 
TYE content moderation is unique to Trust & Safety efforts and platform specific. Companies 
operating online platforms have developed a variety of systems that aid in efforts to detect, remove, 
and punish content that violates a platform's Terms of Service and Community Guidelines. The 
systems that platforms rely on can be roughly distributed on two axes. manual-automated and 
proactive-reactive. Coupled together, there are four system-based approaches to content 
moderation: Proactive Manual, Reactive Manual, Proactive Automated, and Reactive Automated. 

fvfanuai Svsterns 
Manual systems require human intervention to identify and review potentially troubling material. 
Manual systems may rely on users to identify and report content, internal teams of employees who 
develop keywords or simple heuristics to identify and prioritise what content should be reviewed, and 
outsourced content moderators to review content 

Manual systems can be proactive or reactive in design. The key factor that distinguishes proactive 
manual systems from reactive manual systems is the extent to which review processes rely on user 
reporting (also known as "flagging" or "flags"). Proactive manual systems are not dependent upon 
users to find content for review. Instead, proactive manual systems rely on keyword searches of 
terms curated by company staff to find content related to targeted issues on a platform, for example, 
the use of a particular racial slur. 

Reliant upon User Flagging? 

Proactive Manual Systems No 

Reactive Manual Systems Yes 

As mentioned earlier, while not all manual systems prioritise the need for user flagging, they all 
require some degree of human intervention in the identification and review steps of Trust & Safety 
work. 
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T<.";b!e 4.6.2b •• Proar:t!irt:: vs Reactive f.Jfani.ii..JI Systetns 

Proactive­
Manual 
Systems 

R.e·actlve 
Manual 
ystems . 

Design keyword-based lists 
for scrubs and sweeps 

Establish simple rules. or 
heuristics, to send flagged 
ontent to moderators 

. Proactive fvtonual Systerns 

Review content identified Not a primary component of 
from keyword-based lists to proactive manual systems 
enact a range of options (e g., 
removal. age-restriction, 
suppressing discoverability, 
issuing penalties) 

Review content surfaced from Critical component of reactive 
employees' rules to so1t manual systems 
through user flags 

For Proactive Manual Systems, company employees and contractors do not wait for users to find and 
flag content for review. Instead, ostensibly violative content can be surfaced through proactive 
manual searches (commonly referred to as ·scrubs" or "sweeps"), which can be challenging, time­
intensive, and ineffective in their reach. For example, proactive manual systems depend most 
frequently on the use of "keyword" matches where employees (or external entities, such as 3rd-party 
services entrusted by company staff) create and repeatedly modify lists of terms that are most 
troubling for a platform's staff. 

The keywords used at any given time are shaped by a multitude off actors, including, but not limited 
to. the virality of content, proactive risk mitigation efforts (e.g., leading up to the anniversary of a 
known violent attack), and confirmed words, slogans. or phrases that are employed by particular TVE 
actors. In the event a staff member is concerned about, say, the anniversary of a violent attack, the 
employee may proactively pull content using keywords related to this event From there, staff can 
review the material in question or send it to content moderators contracted by many platforms to 
conduct the majority of the moderation work. These keyword lists can be permanent (e.g., racial slurs, 
names of sanctioned individuals), curated for particular policy areas, or modified at time intervals 
most desirable for a platform's employees to add or remove terms. Keyword lists can also be used 
to automatically remove content that has a match with a term. 

Keywords are not the only method of proactive manual systems. although they are quite popular due 
to the low level of sophistication necessary, high speed of deployment, and explainability. Less 
commonly, platforms may also choose to proactively place any content uploaded or created by its 
users under review or may even choose to place all newly created accounts under review as well. 
Proactive review, in this instance, aims to empower company staff and their outside moderation 
teams to more aggressively filter problematic, illegal, or undesirable material before users can 
discover and consume such content It is important to note that there is no general monitoring 
obligation dictating the use of such systems. 

F?eactfve Manual Sy.sterns 
A reactive manual system is the traditional model of content moderation which leverages the wisdom 
and scope of crowds to surface bad content: user-reported content is sent for review by a company's 
staff or its outside moderators. There are several types of user flagging utilised in reactive manual 
systems. 
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In-Product Flagging 
In-product flagging is almost universally applied across social media platforms. This feature enables 
users to submit complaints of content or users for review or incorporation into rules-based systems. 
(For example, a rule could be set that anything flagged by a user for being TVE content can be given 
higher priority by content moderators or automatically removed.) 

Not all flags necessitate review by company employees or moderators. Platforms like Reddit rely on 
community-based flagging to "upvote" or "downvote" comments that other users make on Reddit 
forums. These vot ing choices are used as signals: for other users. "upvotes" and "downvotes" can 
signify the quality of a post; for moderators (volunteer ones or company employees and moderators), 
these community-based votes can help in conducting a review process of a user, post, or forum. 

Super User Flagging 
Although all users may have the opportunity to flag content, the downside is that the quality of 
flagged content can be highly variable; many users do not necessarily select the appropriate flagging 
reason or flag content that they simply do not want to see. Other users, however, can be highly 
accurate in the content they flag and/or are highly active participants on a platform. In these 
instances, platforms may seek to incentivise this subset of users to report content by categorising 
them to be "moderators: "trusted flaggers," or "super users." By differentiating the types of users, 
platforms can prioritise flags from super users over flags from the broader user base. 

U~,f:'t·Reputation Based 
This category is one that is in flux and is poorly discussed externally by platforms. Some companies 
incorporate user scores or trust scores to identify higher-risk users. Alternatively, users that have 
strong performance in identifying and reporting troubling content, irrespective of the level of activity 
they have on a given platform. can be seen as deserving a higher reputation than others. In this 
category, users who more regularly engage with a plat form, or engage in ways that are less 
anonymous, may be given more features or tools, for example, prioritised flagging (see above). 
blocking privileges, etc. The key difference between "super user flagging" and "user-reputation based" 
is that the former is generally a determination made by company staff or law or regulation {e.g., the 
Digital Services Act), and the latter is a holistic determination of a user's profile and general activity 
on the platform, not just the quality of the user's flags. 
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figure 4.6.2a - Reactive i/Jonuaf Systems 

lhis chart shows the several types of User Flagging used in Rea;;Uve Manual Systems 

It is rare, however, for companies to send al( flagged content for human review. Content might be 
flagged by users at rates or volumes that are cost-prohibitive for a company to review each one. 
Furthermore, flagged content also carries the risk of being imprecise; a user's personal determination 
that content is "spam" may not meet a company's own definit ion of this material. 

Flagged content is often t riaged through the use of rules, or heuristics, that company employees 
develop. These rules might prioritise or expedite human review of content flagged for more egregious 
policy violations (such as TVE content or child safety) over others, or for flagged content in some 
languages over others, depending on the linguistic skills of a reviewer workforce. Alternatively, a 
piece of content that has received many user flags may also be sent for review more urgently than 
content with only one or a handful of complaints. The range of rules at the disposal of a company is 
extensive, and a full inventory of the factors companies can use to develop rules is neither feasible 
due to a lack of transparency nor within the scope of this report. 

Reviewers are able to subsequently examine the content and ut ilise a range of actions, from 
approving the material. age-restricting the content, recommending that the content should not be 
monetised, removing the content from a platform's recommendation system, or removing the 
content entirely 

Discrete pieces of content are not the only items reviewed manually. User accounts, groups, or other 
ent ities on a platform can be reviewed by moderators as well. 
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Companies often tout dizzying numbers of removals, from millions to billions of pieces of content 
To conduct this scale of content moderation, companies must rely on automated systems. Automated 
systems enable companies to identify content more aggressively and on much larger scales than 
manual approaches. 

While manual systems emphasise the need for human intervention to identify and review potent ially 
troubling material, automated systems are focused on the design, deployment, and maintenance of 
machine learning (ML) models. The ML aids are primarily categorised through supervised and 
unsupervised ML models. 

Supervised ML 
Companies create detection algorithms for a range of content, from TVE content to child safety to 
illegal goods. These algorithms are 'trained" using the corpus of content that has already been 
reviewed by company staff, its content moderators, or through automated measures (e.g., auto­
removals). Supervised ML models are "supervised" because this training data is labelled through 
taxonomies developed by company staff to better refine the types to be detected by the ML model. 
Supervised ML models require significant human involvement in labelling the training data 
accurately. Human reviewers carefully categorise content based on established guidelines, ensuring 
the model's ability to distinguish between benign and extremist content 

For example, a company creating an algorithm to detect TVE content may engage in a labelling 
exercise in its historical corpus of removed TVE content to differentiate between particular actors, 
types of threats, or any number of desired markers that its staff sees fit The more granular the 
labels, the better the algorithm can differentiate the types of content that warrant review and the 
types that can be automatically rejected. 

Two advantages to supervised ML models are their precision and interpretability. Supervised models 
can be highly precise depending on the availability, depth, rigour, and accuracy of the labelled training 
data. Since these models are t rained on data that are labelled based on a taxonomy and classification 
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system, then model behaviours and outcomes can be interpreted by companies or outside bodies. At 
the same time, the models are limited in terms of the quant ity of data and the rigour of the labelling 
process. The labelling process requires human raters and can be quite expensive and even open to 
bias. Also, to be able to respond to new terrorist actors or TVE trends, supervised ML models might 
be slow to respond and requi re significant retraining and data relabelling. 

Unsupervised f1,i L 
Unsupervised ML models do not use labelled training data Instead, these models work by extracting 
patterns from unlabelled data, such as finding patterns through sets of images or text. Unsupervised 
ML models can also rely on techniques such as clustering to identify suspicious clusters that deviate 
from patterns the models find. 

Unsupervised ML systems excel in their scalabilit y and adaptability. Because there is no need to pre­
label training data, these systems can handle more and new types of data without teams of raters 
to work through the training corpus. Additionally, because unsupervised ML systems operate by 
finding their own patterns from data, they can identify emerging variations in TVE content without 
prior knowledge or labelled data. 
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Tools underpin the development and success of the systems discussed above. Internal tooling allows 
a company to develop, say, a rules-based automated system or to develop the range of manual 
review queues on which manual systems rely. The details of internal tooling for any specific company 
are considered proprietary and confidential information, which makes assessment difficult. 

External tools such as the ones developed by the Global Internet Forum to Combat Terrorism (GIFCT) 
are easier to assess. The GIFCT maintains a database of hashes -- essentially, digital fingerprints -­
of known terrorist content, which enables member companies to both contribute violations discovered 
on their respect ive platforms and run the hashes in the database against their own corpora. GIFCT's 
database has historically focused on TVE content belonging to. related to, or produced by 1515 and 
al-Qaeda, and their affiliates. Because the contents of the database have been narrowly defined, the 
database offers high quality when analysed through the prisms of precision, recall, and consistency. 
1515 and al- Qaeda have been closely tracked by subject matter experts and the organisations have 
clear markers of the content they produce, whether through iconography, media arms, or other 
indicators. 

The GIFCT taxonomy has expanded recently to better address other forms of TVE content The 
organisat ion's inclusion parameters now require that all hashes must be associated with one of the 
following: 1) the United Nations Security Council's Consolidated Sanctions list; 2) content that 
triggers the GIFCT's incident response protocol; and 3) content that is aligned with "behavioural 
inclusion parameters." As a result of the expansion, social media platforms can now share hashed 
content belonging to violent Right-Wing Extremist entities as long as the third prong of the GIFCT's 
taxonomy- behavioural inclusion parameters- are met. These parameters are: 1) The organisation 
cannot be a governmental entity; 2) There must be a violent extremist identifier (e.g., logo, code, 
iconography) to indicate affiliation with an organisation, group, movement, or ideology; 3) The 
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organisations must have a core hate-based ideology; and 4) The organisation must advocate for 
violence. 

The GIFCT tool is also quite scalable and relatively low-cost. Because hashes are a cheap method, 
companies can easily share content through the API that provides connectivity to the GIFCT hash 
database. 

Tech Against Terrorism (TAT) is another organisation working to combat online TVE content. TAT 
works independently and in tandem with GIFCT. Companies can choose to be members of both 
organisations, but in order to become a GIFCT member, one of the requi rements is that platforms 
complete a mentorship program with TAT. TAT maintains its own knowledge platform for members 
and also offers bespoke product solutions for platforms that resemble third-party services, which 
are discussed in the following section. 

Companies that are members of GIFCT or TAT are afforded immense discretion to choose how much 
they use these features, if at all. A company can use the GIFCT database, for example, only to pull 
hashes, only to contribute hashes or both. If a company uses the database to find similar material 
on their own platforms, the company has the capability to choose whether "hits" from the hash­
sharing database will lead to automatic removal, normal review, or expedited review. 

A smaller, more resource-constrained social media platform may use the GIFCT database to simply 
automatically block content it finds on its platform that matches a hash in the GIFCT database. In 
fact, the GIFCT database is particularly powerful for smaller platforms that may not have the 
f inancial or technical resources to build out a content abuse effort in the company's early stages. 

4.6.4 Third-party Services 
Third-party {3P) companies have become an integral part of content moderation over the past 
decade. These companies and the services they off er can aid the largest and smallest platforms 
a.like, from the development of detection algorithms to outsourced moderation teams to bespoke 
policy guidance and threat analysis. Unlike in-house solutions, where the cost of dealing with global 
abuse problems must be borne exclusively by a single company, 3P solutions allow the amortisation 
of technology costs, resulting in higher Return On Investment for pervasive abuse problems like TVE. 
Additionally, given the cross-platform nature of many abuse types, including TVE, complementary 
signals collected from many platforms result in a higher absolute performance than any one platform 
could achieve on its own. On the other hand, narrow yet impactful platform-specific abuse problems 
(such as gaming a particular bespoke feature) do not benefit from either of these advantages and 
are likely best handled in-house. 

While there are many 3P providers in the Trust & Safety space, the services generally fall within the 
following categories: 
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community guidelines. They do this with experience (e.g., former government or military 
experts identifying TVE content based on specialised knowledge) and/or off-platform signals 
(e.g., relat ionships with known bad actors or forums, etc). 

• Content/ User Filters: Some 3P services provide filtering software that can block certain 
types of images, text, or video when provided access to a stream of content or user data. 
These filters generally work on an abuse topic basis (e.g.,TVE, Spam, Hate Speech, etc), but 
some can also be generalised models. Some platforms may off er high quality yet narrow 
offerings, others offer 360 solutions with lower precision/recall. 

• Trust & Safety Platforms: Some 3P companies provide an entire content moderation 
platform, providing companies an alternative to building internal tools and systems. These 
platforms can be tailored to create review queues, establish rules-based detection and 
enforcement actions, incorporate outside classifiers, and frequently have wellness features. 

This space is rapidly evolving and, with the release of additional regulat ions, is likely to accelerate 
due to converging platform policies, obligatory t ransparency, and the standardisation of Trust and 
Safety requirements. 

4.6.5 Content Moderation Recommendations 
One of the best opportunities to improve TYE content moderation lies in creating more consistency 
in defining TVE across platforms at an example and policy playbook level. This standardisation will 
facilitate greater sharing of TVE or Borderline content in the social media ecosystem. Greater 
alignment also carries immense benefits in cost-savings to platforms as more consistent policies will 
ultimately aid 3P tools and services to meet the needs of multiple platforms simultaneously at a 
lower cost 

Platforms should leverage manual and automated systems that minimise the amount of content 
sent for human review by automating high-confidence TVE content. This can be done by leveraging 
external high-precision tools, such as the GIFCT hash-sharing database, and special flaggers, such 
as Trusted Flagger programs with NGOs or government agencies, due to the relatively low cost and 
time investment required to integrate these particular high-precision external TYE-fighting methods. 
Furthermore, platforms should rely on supervised ML systems that are trained on high-quality data 
from known violative samples to both scan on content upload (proactive automated systems) and 
after user flagging (reactive automated systems) as well. 

To more effectively address TYE content that implicates and spreads across multiple platforms, 
companies should seek greater opportunities to work with, and consult the services of, 3P service 
providers. These partners can provide platforms with the opportunity to minimise the number of 
raters or in-house employees needed to develop systems or review content In addition to cost 
savings, 3P service providers amortise R&D across many companies for industry-wide challenges. 
Given TVE's ever-changing nature-in terms of both threat actors and shifting government priorities­
and the broader social media ecosystem where this content circulates, 3P service providers maintain 
a unique vantage point compared to any one platform focused on the confines of their own services. 
When working with these 3P service providers, however, the platforms should exercise caution to 
identify 3P service providers that understand the potential biases, limitations, and risks that arise 
with outsourced detection algorithms and Trust & Safety processes and have the knowledge and 
experience to mitigate these risks. Another additional advantage of 3P service providers is their 
independence, which removes any perception of bias or internal conflict of interest that a platform 
may have. 
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5 Condusions and Recommendations 
In this study, it has been established that all platforms are amplifying TVE content, as well as 
Borderline content through their established personalisation algorithms and recommender systems. 
It has also been demonstrated by platforms like TikTok that this amplification can be significantly 
less pronounced, despite having similar levels of TVE Findability as other platforms. For this reason, 
more transparency, measurement and knowledge sharing with regard to recommender system 
algorithms affecting TVE content among platforms, potentially facilitated by an independent third 
party, could lay the foundation for positive changes. Th is same level of transparency and 
collaboration can also benefit TVE Findability of harmful content, as demonstrated by YouTube (see 
Figure A.6.11.13). In this context, the provisions of the EU's Digital Services Act related to 
transparency and data access will require platforms to disclose information related to their content 
moderation practices and the functioning of their algorithms, providing key insights. 

Platforms and academics should come together to further analyse the results of this study and 
propose additional mitigation measures to lessen the dissemination of TVE content. This large 
dataset, collected across the 5 social media platforms, 8 languages over a multi-month 
measurement time frame, has the potential to hold many more insights worth analysing, discussing 
and drawing new conclusions. In particular, it is important that academics, policymakers and social 
media platforms engage in earnest dialogue about policy, technical and regulatory implications of 
the findings, and what should be done to decrease the amplification of TVE content on social media. 
Trust Lab would be a keen participant in such efforts. 

The most important recommendation that we are making is that there need to be additional, 
comprehensive and more frequent measurement studies like this one in the future. This study was 
limited in scope due to constrained resources considering the large number of platforms and 
languages to cover. As a result, statistical significance often suffered, and more detailed data deep 
dives to answer important secondary questions about dependencies within the data set could only 
be partially covered. In addition, the study limited the results to aggregate statistics and larger-than­
desired confidence interval bands that didn't allow for an otherwise more differentiated analysis, 
ranking, or trend analysis. 

More frequent measurement would also increase accountability by platforms to make improvements. 
It's not possible to know if social media platforms are reducing the amount of TVE amplification 
without rigorous measurements that assess the impact of platform and regulatory efforts in this 
area. Platforms, in particular, have an opportunity to move the measurement needle by providing the 
necessary data through such means as direct access to their internal systems, which would greatly 
reduce the expense and t ime in collecting outside- in data. A portion of the metrics in this study were 
not statistically significant because of time and budget constraints, amplified by the need to collect 
the data outside- in in a semi-manual fashion to adhere to platforms' terms of service. Also, repeated 
studies have the added benefit of measuring new effects that play into the social media ecosystem. 
For example, generative Artificial Intelligence (Al) is an emerging factor that will impact social media 
in many ways (both positively and negatively). We have also seen significant reductions in resource 
allocation towards platform safety, as well as significant individual governance and policy changes 
(e.g., Twitter) that have no doubt impacted TVE content on social media. 

Differences in the type of TVE content has shown that the platforms are emphasising topics and 
content that media outlets and policymakers consider important. In doing so, platforms overlook or 
neglect certain other areas of interest (such as Left-Wing TVE content or Italian TVE content) and 
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focus most of their efforts on minimising the amount of International and Right-Wing TVE content 
that is being shown to users. Conversely, platforms are more effective when choosing to priorit ise 
certain areas or are pressured to do so by regulators or media. For instance, the amount of 
International TVE content in Arabic language that can be found on platforms is low, and it's more 
often removed than other types of content. 

The scope of this study did not include the assessment of how online amplification of TVE and 
Borderline content on social media platforms contributes to offline radicalisation among users. and 
the public in general. There are studies in this space looking at it from the perspective of the 
influencer rather than the victim28

. Further studies are necessary in the social science field to 
understand how exposure to such content via social media searches and feeds leads to changing of 
views and to radicalisation. 

The authors of this report wish to commend the European Commission and the European Union 
Internet Forum for their leadership in working proactively with partners to stop terrorists from using 
the Internet to radicalise, recruit and incite individuals to violence. Special thanks to the EU 
Directorate-General Migration and Home Affairs for developing this important project. We are 
grateful for the opportunity to work with al! of you and the five social media platforms on this project 
to protect EU citizens online. 

28 Thompson, R. (2011). Radicalization and the Use of Social Media. Journal of Strategic Security, 4(4), 167-
190. http:/fwww. jstqr.org/stablei26463917 
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6 AppencHx 

6.1 Project Team 

table A.6.1 - Project Tearn 1V!ernbers 

Name Profile Domain of Specialisation 
~nna Maria Expert 6+ years with International Organisations and 
CARPANI European Institutions. 
(Fincons) 120+ years in Project management 

rrom Expert !Trust & Safety for internet. organise event and 

SIEGEL ppeech. 

(Trust Lab} Content safety, privacy and security protections 
or most of Google's products including 
Nebsearch, YouTube, Play, Social Products, 
IAds, Payments. Cloud, Gmail and many others 

Ray Expert Director of Trust & Safety at Google for 15 
LIU vears. 

(Trust Lab} ~eading global policy and enforcement teams 
across different products, including Ads, 
~ublisher and Developer products. 

Peter Expert !Trust & Safety Manager at YouTube for 6+ 
DUDIC ivears. 

(Trust Lab) Expert knowledge of social media hate speech 
aw NetzDG and T&S policy verticals. 

Nicholas Expert Data Scientist, experienced in massive data 
MILLER analysis. 
{Trust Lab) Oversees key areas such as methodology, 

tooling, and data across global measurement 
orojects. 
Multi-national corporations' data problems. 

Fabienne Expert Consultant with a focus on human-centred 
MEUER innovation with clients ranging from Fortune 
(Trust Lab) 500 companies to start-ups. 

[7 + years in data and research work. 

Benji Expert Co-founder of Trust lab. 
LONEY 10+ years in Trust and Safety 
(Trust Lab) YouTube, TikTok and Reddit experience. 

Shankar Expert Co-founder of Trust Lab. 
PONNEKANTI Distinguished Engineer with 15+ years of 
{Trust Lab) ~xperience. 
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Overall Project Off-site (IT: 
Management Milan) 

Task 3, Off-site 

Task6 (US:Palo Alto I 
DE: Berlin) 

Task 3, Off-site (US: 
Task6 Bay Area) 

Task 1, Off-site (SK -
Task 2, rrrnava 

rrask 4 

Task 1, Off-site 

rrask 2. (JP:Tokyo/ UK: 

Task 3, London) 

Task4 

Task 1 Off·site 
rrask 2 
rrask 3 
Task4 

rrask 1 Off-site (US: 
Task 2 Whitefish) 

Task 3 
Task4 
Task6 

Task 1 Off-site (US: 
Task 2 Bay Area) 

Task 3 
Task 4 
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ltl.mre Expert Graduate of Harvard Law School and has 5 
METWALLY ~ears of work experience in digital rights, 
(Trust Lab) >reedom of expression, and online safety work. 

Previously responsible for policy and 
~nforcement issues at YouTube related to 
Ioolitical extremism, counterterrorism, and 
graphic violence. 
IAmre has also published extensively on 
~echno!ogy and human rights issues in several 
academic law journals. 

Fara !SLAM Expert Cyber Safety and Research Analyst at Trust 
(Trust Lab) _ab. 

Accelerated Masters of Public Policy Candidate 
~t the University of Virginia with a keen 
interest in cyber ethics and responsible 
technology. Fara interned at TikTok as a Global 
Issue Policy Intern covering Harassment and 
Bullying on the platform, while exposing 
herself to the different verticals such as Violent 
Extremism, Graphic Content, and Integrity and 
lAuthenticity 

Theodoros Expert Chief Innovation Officer. 
EVGENIOU ~5+ years experience in Machine Learning. 
{Tremau) !Professor, INSEAD. 

Ian William Expert Trust & Safety / TVE Data Scientist and Policy 
CHRISTENSEN lAnalyst at Tremau. 

(Tremau) Bachelor thesis in environmental data analysis 
at Columbia University. 

Ra MOUR Expert 6.1 research at Tremau. 
(Tremau) Bachelor in Computation and Cognit ion from 

MIT. 

Xuqin WANG Expert 6.1 researcher at Tremau. 
(Tremau) Phd Student in Computer Vision at TUM. 
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G.2 Keywottfa 

These are the lists of keywords that were used during the Search Phases. These keywords were 
distributed in English and localised by native speakers for market appropriateness. 

Tobie A.6.la - !nternotforio! terrorisrn Oslornic t't?rrorf:;:rn - !SIS. al ... Qae<Ja one! !ts a_{Jiliotes) 

Keyword ype of keyword Comments 
lA.nwar al Awlaki Actor/Agent Leader in al-Qaeda 

~bu Yahya a!-Libi Actor/Agent High-ranking official within al-Qaeda 
lAbdu!!ah Azzam Actor/Agent reacher and mentor to Osama bin Laden, al-Qaeda related 

lA.yman al-Zawahiri Actor/Agent Prominent leader of a!-Qaeda 

Shehzad Tanweer Actor/Agent One of four al-Qaeda-related terrorists in London bombings 
Hizb ut-Tahrir Group/Org Terrorist group !inked to violent acts in multiple countries. 

lA.nsar al-Khilaf ah '.:iroup/Org Philippine-based militant group pledging allegiance to ISIS 

Y\maq Agency -.iroup/Org News outlet that is first point of publication for claims of 
responsibility for 1515 and al-Qaeda attacks 

Hezbol!ah '.:iroup/Org Lebanon-based terrorist group involved in numerous anti-US 
errorist attacks 

Muslim Brotherhooc Group/Org Debate on recognising this as foreign terrorist organisation (FTO). 
Minor links to violent tactics in prior years, but currently rejects 
he use of violence and seeks to be more involved in the 

mainstream political process. 

iSoldiers of the Phrase/Slogan Gunmen who have carried out terrorist attacks 
Caliphate 

How to do Jihad Phrase/Slogan The term "Jihad" here is used in extremism context, where 
terrorists recruit people for al-Qaeda and !SIS-related activities 

Killing Kuff ar Phrase/Slogan Extremist ideal of killing a disbeliever of al-Qaeda and 1515-
related ideology 

suicide bomber Phrase/Slogan When an individual sacrifices their life to commit a terrorist 
attack 

Dabiq Magazine Phrase/Slogan Online magazine used for al-Qaeda and 151S-re!ated recruitment 
and announcement 

l#is!amicterrorism Hashtags Terrorism related to al-Qaeda and 151S 

l#DespitetheDisbe!i Hashtags Refers to disbelievers of al-Qaeda and 151S-re!ated ideology 
~vers 
l#lslamicState Hashtags A name for al-Qaeda and 1515 
(#151S, #!SIL) 

l#caliphatestate Hashtags A name for al-Qaeda and 1515 
l#Beheadings Hashtags Signature method for al-Qaeda and !SIS-related terrorism. It 

refers to the removal of the head from the body. 
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Keyword Type of keyword Comments 

Richard Spencer Actor/Agent American neo-Nazi, antisemitic conspiracy theorist, and white 
supremacist. 

David Duke Actor/Agent American white supremacis~ antisemitic conspiracy theorist, far-
right politician, convicted felon, and former leader of the Ku Klux 
Klan. 

Nikolai Nerling Actor/Agent German Right-Wing Extremist, anti-Semite and Holocaust denier. 
Alias name is ·oer Vo!ks!ehrer'. 

David Lane ActoriAgent American domestic terrorist, white separatist, neo-Nazi, convicted 
felon, and important ideologist of white supremacy. 

Olena Semenyaka Actor/Agent Figurehead of the Azov movement and Ukrainian Nationalism 

Blood and Honour Group/Org International nee-Nazi/racist skinhead group started by British 
white supremacist 

IAtomwaff en Group/Org international far Right-Wing Extremist and neo-Nazi terrorist 
Division network 

Nordic Resistance Group/Org Pan-Nordic neo·Nazi movement in the Nordic countries and a 
Movement political party in Sweden 

Kolovrat Group/Org Far-right groups in a number of Slavic countries, mainly in Russia 
and Ukraine, use the Kolovrat in place of a swastika. It was also 
included in the emblem of the Russian Right-Wing radical 
movement Russian National Unity. 

Prussian Blue Group/Org Prussian Blue was an American white power music duo formed in 
early 2003 by their mother April Gaede, a member of the neo-
t\Jazi organization National Vanguard. Their music was described 
as racist and white supremacist, promoting neo-Nazi rhetoric 
such as Holocaust denial. 

rapefugees PhraseiSlogan Blend of words rape and refugee. 
Odinism PhraseJS!ogan ldeology of Germanic paganism 

1488 Phrase/Slogan White Supremacist Hate Symbol. More context: The first symbol 
is 14, which is shorthand for the '14 Words' slogan: 'We must 
secure the existence of our people and a future for white 
children.· The second is 88. which stands for "Heil Hitler· (H being 
the 8th letter of the alphabet). 

White power Phrase/Slogan Idea that is inspiring white supremacist killers around the world; 
~Keeler ationism promotion of white supremacy 
Diversity is a code Phrase/Slogan ·oiversity = White Genocide" is a white supremacist slogan 
word for white 
1oenocide 

l#whitegenocide Hashtagsf White supremacy Ideology that white supremacy is dying 

#refugeesnotwelco Hashtags White supremacy idea that refugees do not belong. 
me 
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#pegida Hashtags Patriotic Europeans Against the lslamicisation of the Occident. 
abbreviated Pegida, is a pan-European. anti- Islam, far-right 
political movement 

#istandwithrussia Hashtags Showcases alliance witt1 Russia 
l#whitelivesmatter Hashtags Promotion of white supremacy 
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Keyword Type of keyword 

Pierre Carette Actor/Agent 

Otelo Saraiva de Carvalho Actor/Agent 

~ndreas Baader Actor/Agent 

Gudrun Ensslin Actor/Agent 
Communist Combatant Cells (CCC) Group/Org 

!The Revolutionary People's Liberation Group/Org 
Party/Front 
Organisation Anarchist Action Group/Org 

International Revolutionary Front Group/Org 
Red Army Faction Group/Org 

Red Brigades Group/Org 

Lone actors Phrase/Slogan 

vVe shall force them to their knees Phrase/Slogan 

~xtreme anarcho-socialists Phrase/Slogan 

V\ntif ascist Phrase/Slogan 

Eat the rich PhraseiSlogan 

l#capitalistmedia Hashtags 

!#anarchism Hashtags 

l#pan-des troy er Hashtags 
l#antifa Hashtags 

l#acab Hashtags 
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Comments 
Leader of radicalised Left-Wing group (Belgium) 

Leader of radicalised Left-Wing group (Portugal) -
deceased 
RAF terrorist 

RAF terrorist 
Belgian 

Known radicalised Left-Wing group 

Known radicalised Left-Wing group 

Known radicalised Left-Wing group 
Communist, anti-imperialist, and urban guerrilla 
group engaged in armed resistance against what 
they deemed to be a fascist state 

Militant Left-Wing organisation in Italy linked to 
violent acts 
Violent anarchist terrorists 

Antifa phrase 

Individuals that promote violence with anarchism 
A member of ANTIFA or anyone against facism 

ANTI FA slogan against capitalism 

Term to say that media only follows capitalist ideas 
and rejects anarchism 
Political philosophy and movement that is sceptical 
of all justifications for authority and seeks to abolish 
the institutions 
Associating violence with Marxism 

Left-Wing anti-fascist and anti-racist political 
movement in the United States 
Left-Wing acronym for All Coppers Are Bastards 
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G.3 External Experts 

Trust Lab partnered with a number of highly qualified EU and internal experts during the data 
collection and labelling phase of the project, to ensure exceptional data quality and integrity. 

For the data labelling process, we worked with academic TVEC experts who were also native speakers 
in one or several of the researched languages. As well as industry practitioners with experience in 
TVEC analysis and moderation, who were also proficient in the researched languages. Both groups 
(academic and industry), independent from each other, labelled the collected data according to our 
provided standards. 

Trust Lab Internally, Amre Metwally, a TVEC expert and lawyer who worked at YouTube and Clubhouse 
for many years, oversaw the quality process. He performed regular quality checks on the work done 
by external parties and routinely provided feedback to improve existing processes. 
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G.4 Task l: Findabitity Charts 

6.4.1 FindabH!ty per Plat.form 
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Figure A.6.4 l 

The f1nd£1bifity Score Js thi'.f average arnount of cont.er~t o rnoiJvaUfd ttSl~r con find on a given piatjr.urn in a one-hour 
search period The t-tock lines in the bars represent 9c.,uJo confidence tntervats. 
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6-4.2 Findability per Language 
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The Findobilitv Score 15 the average amount aj: content o motivated i1ser can find in a gh,1en language in :.1 ane..f1our 
seorr:h pc!:riod. T!u~~ b!ack !it}P.S in th& bars repr@.:-:;i!:nt .9()(}h r.oq,'"fderlr.e intt?:vafr;. 

Arabic Engli&h French German Italian Polish Russian 

Spanish 0.0000 0.0115 0.6674 0.1624 0.0029 0.0348 

Russian 0.0000 0.0006 0.5919 0.6856 0.0002 0.0019 

Polish 0.0000 0.5823 0.0113 0.0003 0.1694 

Italian 0.0000 0.3710 0.0009 0.0000 

German 0.0000 0.0001 0.3426 

French 0.0000 0.0034 

English 0.0000 

Table A.6.4.2 

o!pha ::::: 0.006"25' (Bonjerroni correctlonfrorn 0.05) 
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6-4.3 Findability per TVE Tvpe 
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6-4.4 Findability per Language/ TVE Type 
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G.S Task l: Examptes of Italian Violent Left-Wing Extremist Content 

To help illustrate some of the Violent Left-Wing Extremist content, here is an example of a relatively 
benign video on YouTube that supports anarchism: 

Image A.5,So 

The video title translates to "What if you were also an Anarchist?" and the bio of the user reads 
(translated using Google Translate): 

NAnyone who hears the term Anarchy thinks of chaos, disorder, violence. Family upbringing and 
society have inculcated a totally false and distorted view of Anarchy into people's minds. Try doing 
this kind of test and find out if, like me, you are an Anarchist# 
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68 

• A more extreme example is below (warning: violent), where the poster of the Tweet has the 
name "Antifa_Ultras" and includes the hashtag ACAB (All Cops are Bastards) accompanying 
a photo of uniformed police officers, one who is surrounded by fire. The name of the user 
(Antifa_Ultras) or the hashtag alone, without any other signal, might indicate Borderline 
content by indicating association, or at the very least affinity for, a Left-Wing organisation 
(Antifa) or a Left-Wing ideology (anti-police). However, with the image, the content, in the 
eyes of the outside expert, would constitute a violation for encouraging the use of violence: 
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G.S Task l: Examptes Twitter Content 

Some examples of content that was discovered on Twitter. This section starts with Right-Wing 
(Borderline} content, then Left-Wing (Borderline) content, then concludes with International 
(Borderline) content. 

6.6.1 Violent Right-Wing Extrernisrn and Borderline Examples 

• Borderline anti- immigrant and anti- refugee rhetoric: 
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• "White lives matter" rhetoric from anti-immigrant voices in Europe: 

Image A6-6.1b 

• Praise for Richard Spencer and other leading figures and voices in the white supremacist 
movement. The user's bio purports that the account is intended to be a parody. While many 
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platforms may have exceptions for satirical or comedic purposes in certain instances, they 
become difficult to enforce. One key reason is that discrete pieces of content often lack 
broader context, especially if platform review processes separate user- level review from 
content review. If so, then a reviewer simply looking at this screenshot would see clear praise 
for Richard Spencer based on the text If reviewers are able to see this piece of content along 
with the user bio that states it is a parody account, the analysis becomes more complicated. 

fn;rJge A6.5,lc 
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6.6.2 Violent Left-Wing Extremism and Borderline Examples 

• Critiques of capitalism and capitalist structures (e.g., media): 
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• Violent Left-Wing Extremist content exemplified through anarchist rhetoric : 

• Anti-police commentary: 
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fnl (J(J!?. A.6.fi 2r. 

6.6.3 International Extremism and Borderline Examples 
Of the content related to lslamist TVE, it seemed to focus primarily on ISIS, Hezbollah, al-Qaeda, and 
Hizb-ut-Tahrir material. Examples include: 

• Accounts dedicated to Hizb-ut-Tahrir "branches" in specific count ries. The text says: 
·independence of the flag from the colonialists". 
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Image A.66.Ja 

• Praise for al-Qaeda leaders: 
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• 1515-produced propaganda: 
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G.1 Task l: User Engagement Charts ancl P-Values 

6.7.1 Average Number of Shares 
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figure A.6.7.1 

Twitter YouTube 

This ch!.:rt shOViS the 0\1t:rage number of sh~res .for JVf and ncn··'i'VE: content on different plot;iorms. The block lines in the 
bnrs represent 90~'1; confidence intervals. Plote tl'ial the tnl'enu:.tion t:Jtarrs ofi vse a 10,i Sf..':ale :nsleod of o lineor scate.29 

29 Since the range of va!ues in these charts is very high, it would be difficult to visualise the bars that have lower values. Taking the 
logarithm makes the values closer in range on the log scale and hence easier to visualise the chart as a whole. Therefore, for the interaction 
charts, we are using log scales. 
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6-7.2 Average Number of Likes 
II NonTVE li! TVE 

Facebook lnstagrarn TikTok Twitter YouTube 
Figvrt? A.6,7.2 

This cheat _,;fto\~ls t.!u? G'-l!~rage nurnber r-j· likes for TVE one! non·· Tir'.E Ct)ntent on diffi;,re;~t pfatjOr:ns. Ti'u? hk;c:k iine:-s In the 
bars represent 90Cr{) corif!<}t~nce inl't:~rvals. f-jc,te that the lni.erort.ion charts t:U use c: fog 1i·i.'-ale insteod of o lineor $COie. 

6.7.3 Average Nurnber of Comments 
il NonTVE 
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Twitter YouTube 

This chart shews tht;: avt?ra{le :u..u?1ber t?f ccrnrnents for TVE and noo .. TVE content on diff{;,rent pfatfOr:ns. The black Hnes fn 
the hats rt;?present 90~~-ti cor)J':Jdenc~: interval$. f-Jol'f! thol' the Interaction charts otl use o log sccile instead of o !Jneor sc1:.•1ie. 
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6-7.4 Average Number of Followers 
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if;is chart shows the average number of.follo:.;vers for rvE. and non··JVE content on different p!a;;forms. ;J;e biack fines in 
t.he bars repntseot gor;.r, G?[1jidenc@ inte;-Yals. blot~? that the fnteroction r.hart.s oil use a Jag 5cafe Instead of o linear scale. 
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G.S Task l: Removal Rates for TVE Content 

6.8.1 Removal Rates per Platform 
20%·, 

~ 

TikTok Facebook lnstagram 

Figi;re A. 6.8 l 

Twitter YouTube 

This graph shov1s the percentage ef rvf content that v1os ren1oved on a given p{atf otrn, Ihe btack lines jn the b!Jts 
represent .90Cff1 r:oqtidP.nre Jote:vof.5. 

Facebook lnstagram TlkTok Twitter 

YouTube 0.0311 0.2628 0 .0000 0,7646 

Twitter 0.0497 0.3870 0 .0000 

TikTok 0.0062 0.0002 

lnstagram 0.2802 

Tob!e A.6.8 .. I 

olpho :~• 0.01 (Boriferroni rorrertionfrorn 005) 
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6-8.2 Removal Rates per Language 

15%1 

Arabic Russian German Spanish 
Figure A.6.8.2 

Polish English French Italian 

Thh;; grcq.:;h s!UJ\.~~:; the per:.:enta9e o.f TVE content that t-vcs ren1oved in a given lanr;ua9e. The biack lines in the bars 
represeni: 90qt; !.:onfjdence intervols 

Arabic English French German Italian Polish 

$pani$h 0.0957 0.2222 0.1053 o.5905 0.0490 0.2588 

Russian 0.2750 0.0618 0.0234 0.9472 0.0086 0.0766 

Polish 0.0053 0.9317 0.6224 0.0965 0.4042 

Italian 0.0003 0.4522 0.7349 0.0124 

German 0.2606 0.0791 0.0316 

f'ronch 0.0011 0.6825 

English 0.0039 

1Clb!e A,6.8.2 

?-values en Rernoval [?ates per L-:1ngvage 

o!pr?v = 0.00625 [Bonferroni correctionfrorn 0.05) 
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6-8.3 Removal Rates per TVE Type 
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Figure A.6.8.3 
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This Q!U'f.Jh .s!10\v'S the ;;£:rcentaqe of TVE content that \•\.:~s re1noved per TV[ tr pe. The block lines in the bor:i represent 
siogo ccr~fidenr:e intervots. 
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6-8.4 Average number of Shares associated with Removed TVE 
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This is th<? overoge nunib€.1t qt share:; ossociatt:><1 vlfth TVE content that wos eventually rernrr.1ed vi!thJn tht? period o.l t!U?. 
stvdy. Ihe bfr:u::k iines in thlJ bors rep.resent 901.Yb corifidence inter-Yais. 

Fac.ebook lnstagram Td<.Tok Twitter 

YauTube 0.3076 0,2006 0.1426 0.,0386 

1\tMter 0.5656 omoo 0.1352 

TikTl>-k. 0.1001 0,0781 

lnstagram 0.2784 

Table A. 6.8 4 

P-vofue.s on Average nv;rrberof 5har<1s vssoooted V·lith Rerrtov<:lt rvE 

alpha ==· 0.01 (Bon_fer;oni correction from 0.05) 
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6-8.5 Average number of Shares associated with TVE that wasn't Removed 
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Figure A.6.8.5 
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Tf1is i:.-; the: overage nurnber qf :;hares r.:ssor.lott:~d Vitith TVE r.ontent that Vi a:; not retnoverl during the rnonftoring t)P.:rffjd <.?f 
the studv. The block fines in !.he bars represent 90'?0 conflderu:e :ntervols. 

Fa~ebook lnstagram TikTok lwitter 

YouTube 0.1245 0.30f;O 0.0000 0.0000 

lwitt&r 0.1781 (10001 0.0-001 

TikTok 0.8029 0.0000 

tnstagram 0,1198 

Tabit? A.6,8 . .5 

olpht~ ::: O.Dl (Bor;_f,:.?rroni couecl'ionfrorn 0.05) 
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6-8.6 Average number of Shares associated with TVE that wasn't Removed broken do·.vn 
bytanguage 
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This is the average nurnber qf shares associated Vlit:h rvE content that :..,,os net rernoved during the rnonltoring period v.f 
thi:~ stvdy broken down tJv p!atforrn on[! language. The black ifnes fn the har.:.~ re;:;res@nt goq,f; confidrinr:11 inrervais. 

6.8.7 Average number of Shares associated with Removed Borderline content 
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lhfs is the average nurnber of shores associated v1fth Borderline content that v:as evr:ntuaiiv removed v1it.h:n the period of 
the .'study. The t;lcck lines in the bots represent 9t>J1} cor1fideor.e intervoL·;, 
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F:aceoook lnsta9ram TI:kTok 'iwitter 

VooTube 0,1305 0.0000 ,Q.1387 (1.1215 

0,69'11 0.1194 0.4.868 

0,3310 0.1561 

tnstagram 0,1596 

Table A.6.B.7 

P··vaiues on Average n!Rnber qf 5hore:s a:ssoch..sted v1ith Ren1oved Borderline content 
o!pho = 0.01 (8onferron! rorre::tionfrorn 0.05) 

6-8.8 Average number of Shares associated v,1ith Borderline content that wasn't Removed 
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Figure A.6.8.8 

This is th{:: c:ve:roge nurr:ber of' .~rhores as.sorlated Vl!tn Borderline content ti1ot t-v~os not rt:~inoved dutin9 the :nonitor!ng 
penod o,f the study". The bfr.;u::h. iiries- in the bar::-; represent 90:M; corifidence intervals. 

Face.book ln-sta9f-am TlkTok Twitter 

Yt>ul\J~ 0.1)617 0.5.061 0 .0001 0.0149 

lwltter 0,1141 0.0302 0 .0083 

TlkTok 0,3682 0.000:2 

:lnst agram 0J.l861 

alphc! = O.Dl (8onf1:.~rroni couectionfrorn 0.05) 
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6-8.9 Average number of Shares associated with Borderline content that wasn't Removed 
broken down by language 

100,000 ,, "'""'"""' • """'"'""'"""' • ""' '""'"""' • """'"'""'"""' • """'"'"' ""' • """'"'""'"""'. "'""'"""'. "" """'"""'. """'"'""'"""'. """'"'" "'"'. """'"'""'"""'. """'"'""'"" .;:, .... , ... , ... , ................ , ... , ... , ................... , ................ , ... , ... , ................ , ... , ................ , ... , ... , ............ , ... , ............... , ... , ................ , ... , ... , ................ , .................. , ... , ... , ................ , ... , ... , ... . 
:r :.·.·.· ........... •.• ............ ·.·.·:;;;:.·.·.· ... _. ...... •.• ... _. .. _.,._·_·_·,._._._.,._._ ..................................................................................................................................................................................................................... . 

10,000J 
:.; ... 

1,000,~ 

o., 

0.0 1 
TikTok 

ll!IFrnneh 

Twitter 

ffi! Germw1 

Figure A.6.8.9 

lnstagram YouTube 

This is the average nurnber qf' 5/-iores assoriflted :,.vith Borderline content that t-vos not rernoved durin9 t.he :nonitoring 
p;;;tiod of th<? .:.-;tudy bntktn dffvir: by plr1ffhrrn nnd langva9;:;. Thi:? block ih1r.:s in tht?. bar.s U?pr&sent 90:}f: coq{idt?r:r:t~ 

intervals. 
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G.9 Task l: Removal Time 

6.9.1 Removal Tirne per Platform 
100% , 

O% L 
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• Facebook ill!!! lnstagram • TikTok ~ Twitter tw YouTube 
Figi;re A.6.9 l 

4w 8w 

111is chart shows hoiv tong ff tookfot e~ch plo~/arm to rernove the total amount of I\IE content. The tine graphs shov1 the 
cun~!.!lotive percentage, endinQ in 10(~~ ot the tcp right r.arnt?!: Thi5 chart do@s nut take into account anv TVE content that 

\¼'CiSn't rtrnoved 

6.9.2 Removal Time per Language 
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Figurt? A.6.9.2 

thiS' ch~:Jrt' sho'-NS hovl long :t took for each languaQe to rernowB tt1e tolv! ornount of TVE content Tfte nne grophS' shovl ttie 
can1u!otive percentage, ending in 100£t6 at the top right corn~r, l his chart does net. take into account any IVE content that. 

\.t/050 't t&t<lOVf:rJ 

88 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

TT_HJC_019606 
1032



6.9.3 Removal Time per TVE Type 
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curnulative percentage. ending in 10lf'71J ot t!?e top right corner, This chart does net take into account an}l TVf. content that 
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6.10 Task 1: User Sentiment Metrics 

6.10.1. Severity Ratings by Platform 
100% ·i 

60%f 

Facebook lnstagrarn Twitter TikTok YouTube 
FJgurt:: A.6 . .i0.1. 

Th1s chart shov;s the percentoge of rvE cont£1nt present on dijf erent plotjorrns that ViOS rated bf users as <'severe·". The 
b!ack lines tr, the bars reprl!sent 901t6 confidence intervals. 
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6.10.2 Severity Ratings by Language 
100%, 

40% -j 

Italian Spanish Arabic Russian English French German 

F!gvre A.6.102 

Thi:; cho,t shf;v1s the perce1noge <.?f TV£ content present it} ditt~~rt:~nt fr'l'nguages tht;t ~vos roted f.--;y u.::;f.v·s os .c;ev2n?. Tiu? 
bivt:k lines in the t;c;:-s represent" 9fJf#.; corifu .. tence intervctls. 

Polish values are biased here because of the presence of bad actors in the dataset, which caused 
users to rate everything in the dataset as "severe". This problem was investigated and deemed not 
present for the other languages. 

Arabic English French German Italian Pollsh Russian 

Spanish 0.0001 0.0000 0.0000 0.0000 0.0573 0.0000 

Russian 0.1311 0.2206 0.0000 0.0000 0.0000 0.0000 

Polish 0.0000 0.0000 0.0000 0.0000 0.0124 

Italian 0.0000 0.0000 0.0000 0.0000 

German 0.0000 0.0000 0.0000 

French 0.0000 0.0003 

English 0.0088 

oipha " 0.00625 fBonferroni correction from 0.05) 
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6.10.3 Severity Rat ings by TVE Type 
100% · 

20% --

0% ·· 
International Left Wing 

r-·:gure A.6.103 

Right Wing 

This chcut. :.thOViS th(i perct?nt:::ge qf TV[ content. pte.~'=:€H1tfor rliffY?rent TllE Typt::s that \.VGS (Ott?.tl by !J$€f:; OS ·~"ii:~Vf.(rt:~". Thi:~ 
biar:k lines in 1:he bc:rs represent" 90% c:vrifu..tsnce intervofs. 

International Left Wing 

Right Wing 

Left Wing 

0.0074 

0.6996 

Table A.6.10.3 
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6.10.4 Severity Rat ings over Tirne per Platform 
ffl First tffl Socond ffllThird 
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.TJfo!jhrrn. Ihe tsiacX line:; i'r1 i'he L~ars represent' 90Cr0 confu..teru:e inl'Jrvals. 

P-values are not included for this chart due to the number of combinations and complexity of the 
comparison. 
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6.11 Task 2: Amplific:aticn Charts 

6.11.1. Amplification Across all P!atforrns 
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4%· ............. , ... , ... , ................ , ... , ..... f~~~•@fol?Wm~~ii,@foHilim'@~ii,Mt~i;~;;;~m;;;,:~~n;;;,;;;, ... , ............ , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ................ , ... , ... , ... . 

2% 

0%· 
First Second 

Bad Topic Bad Content 

Third 

T11is g:vph il!vstrot.es the rnec1n percentage of ,e8olt 70pic,: ond jcBad Content~ l'Ontenr reccrnrnended in v5er.[eeds- over 
tin?~. The shadt?d ot~a U!pre:; ent_<; the 909b CtHifldence interval (alpho ::::: 0.05} 
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6.1L2 Amplification Average Percent of Bad Content in Feed per Platform 
12% 1 

I 
10%·! 

' 
.E 
c 
<I) 

-~ 
0 
"O 
fll 

OJ 
1: 
~ 
&, 

0%·j 

Twitter YouTube lnstagram 
F':gure A.6.11.2 

Facebook 
.f 

TikTok 

This cf,arL sf:ow-s the averoge pen:entvge of Bad (TVEj Content ir; the feeds of tr!spective piatforrns. 1'he block f:nes. :n the 
bars represent 909,t; coqfidence intervals. 

Facebook lnstagram TlkTok 'Twitter 

YouTube 0.0522 0.2201 0.4963 0.2536 

Twitter 0.3872 0.0027 0.6548 

TikTok 0.2019 0,5803 

lnstagram 0.4703 

h7ble A.611.2 

P.··1/c!lues on Aff1plff ication /P./erage Percent' qf Bad Conl'ent in Feed per Plo{form 

alpha ~ 0.01 (Bortf'e:rronj cort1::ctit,n ftr1rn 0.0.5) 
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6.1L3 Amplification Average Percent of Bad Content in Feed per Language 

15%1 

Polish German Russian English Italian French Spanish Arabic 

lhis chort $hr.1v1s the avt::rc1ge percentcge o,.f Bad (T'VE) Cont.ent in the-feeds of respectfvt/ fonguage.s. The bietd{ lines ir! t,1u1~ 
bars rep;es2nt 904'~ confidence irnervois. 

Arabic English Fr&nch German Italian Polish Russian 

Spanish 0.1466 0.3265 0.9038 0.0097 0.5335 0.0000 0 .2809 

Russian 0.0118 0.9246 0.3343 0.1168 0.6438 0.0003 

Polish 0.0000 0.0002 0.0000 0 .0387 0.0001 

Italian 0.0381 0.7145 0.6132 0 .0440 

German 0.0001 0.0986 0.0126 

French 0.1146 0.3855 

English 0.0155 

Table A.6.11.3 

10.·i1oiues on AmplLficaticn Ai1erage Percentage of Bad Content in Feed per Language 

alpha .:;:, G.00625 (Bcnferror:i correction frorn 0.05) 
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6.11.4 Amplification Average Percent of Bad Content in Feed per TVE Type 

15%+ ·············································································································································································· 

-0 

~ 
u. 
,5 
C: 10% 
~ 
C: 
0 
(,) 

~ 
(0 

E 5% 
~ 
Q) 
a., 

0% 
Left Wing Right Wing International 

Fi9t1re .4.5.11.4 

This chart shows the average percent(!ge of Bad {TVE) content in the feeds af respective Tilt Types. Ihe block lines in the 
bars represent .9{}lf: coqfidenr.e fnt@:vof.5. 

Right Wing 

Left Wing 

International Left Wing 

0,1058 

0.0003 

T:MeA.6.11.4 

0.0442 

P-va{ues on Arnpt:fh::atfcn Average Pen.:enl' of Bad Contenl" in ,ceed per rVE Type 

alpha :: 0,017 (Bo(?ferronl cvrred.ionfrorn 0.05} 

6.11.5 Amplification Percentage Change for Bad Content per Content Type 

To better compare data across other dimensions (platform, language, etc), we will use the percent 
difference between the first and third stage's mean. We don't compare to zero state because the 
assumption is that a new account's feed will be empty or contain zero TVE related content 
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Borderline 

Bad Topic 

Bad Content 
! 
i 

~ .............................. }. 
-40% 0% 

; ······· .. •••••••••• ........... f 

40% 80% 120% 160% 

Percent Change of TYE in Feed 

This c!1arr shows tht?. percent.oge r.honi;e for the arnount <.~f 8ot:1 (TV£) Content. per Content Type in the ptotjorrn·s.teeds 
frorn the F1rst Stoge to the Third Evufuvtion Phose The bl!:tck line represents ttu? 909-t; confilienct?. intervols The red line 

rt~present.s the threshcld Jor ivht?ther a filter bubble is increasing or decreasing in size, 

6J. l.6 AmpUfication Percent Change for Bad Content per Platforrn 

Facebook 

lnstagram ... 

Twitter ,,,. 

TikTok 

YouTube 

-100% 100% 300% 500% 700% 

Percent Change of TYE in Feed 

T'hi~~ cl-u,.u1. sho~vs the 11)(:~rcentage dnn;ge for the ctrnovnt of Bad tT'VEi Conl'ent in th~~ p!a([vrrn ·s ,.feetts frarn the First St.ogf:~ 
to the l'hird Evaluation Phase. The bto.ck line represents the 90~'6 confidence :nt12rvals. The red line represents the 

threshold for whether a /ti ter bubble is increa.sinq or decreasing in sl1.e. 
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6.11.7 Amplification Percent Change for Bad Content per Language 

French 

Spanish 

German 

Arabic I 

Russian 

I' 
English 

Polish 
l ................................. , ............................................................................... [ ..................................... , ..................................................................................................................... : 
-200% 0% 200% 400% 600% 800% 1000% 1200% 

Percent Change of TYE in Feed 

Figure A.6.11.7 

This chart shov-1s the percentage chongejbr the ornount of Bad ( l'VE) Content per ic:nguogefrorn the First Stage to the 
Third Evaluation Pha.<;t?, Tht? blDck line repte.::;ent:.-; ths: 904b confidencf: interv,ils. The red line repre.:;r:~!1t5 thP. tht<?sho!dfor 

vA-;ether o filter l?ubble !:i iru::reasing or decrea:iiing in size. 

Italian is missing from the above chart because there did not exist any Bad Content in feeds for the 
first search stage within the sample. 

6J. l.8 AmpUfication per Platform 
Amplification on Facebook 

20% 

18%· 

-g 16%· 
<l> 
u., 14% 
.!: 
c g 

12"/.,. 

5 
0 

10%· 

0 8% 
c 
~ 6%· 
<l> 

Q., 4% 
······· ···~ 2"/o 

0%· 
First Second Third 

figure A.6.ll.80 

UIIBadTopic 
ill Sad Content 
UIIBorderllne 

!his graph illustrates the percentogf: of reco1n1-r;end~d content thr.:t is ·t,ad Cunteot"~ ··t;.ad Topir.~ and ··sorderilne~ on 
Faceboc,k for e-och stc1ge The black lines in the bi'1rs repn{(St:nt 90(jf.1 corifideru:_:e fr1tervals 
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20% · 

18%-+······························································ 

16% ·•······························································· 

14% 

12%· ······························································ 

10% · 

2% 

First 

Amplification on lnstagram 

Second Third 

Figure A.6.l l' .8b 

Ill Bad Topic 
B Bad Content 

D Borderline 

This graph ilh1sl'ro!es the percentogt? of recommended content' ti?at· is "Bod Content~ "Bad Topic"'. and '·Bord2r!ine'• on 
insta9rarn for eoch stage. The t;tor.k fines ht the bors represent 90(}f; r:on.fidenr.e int.e1vof.:t 

E 
~ 
Q) 
a.. 

20%··· 

18%· 

16% 

14% 

12%· 

10% · 

6% 

:::, • • ···~········'··········· ················ 
i a~~~··· 

0% ·! . ,· '. ' 

First 

Amplification on TikTok 

..............__ -l... 
Second Third 

Ill Bad Topic 
I! Bad Content 
Ill Borderline 

Thh; graph illustrates the percentage of rer.ornrnended content that is "'Bad Content~ f(Bod Topic ··: and .ffBordt::r!ine" on 
Jik l(;J< for each st:oiie. Thl! /)lock fint?s in t:ru: tJors repres<:nt 904b confidence 1nu?r•.lO!s. 
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20% · 

18% -+··························· ··································· 

16%·•······························································· 

14% 

E 12%· ···························································· 

~ 
8 
0 
E 
~ 6% 
(I) 
0.. 

2% 

First 

Amplification on Twitter 

Second 

Figure A.6.l l' .8d 

Third 

Ill Bad Topic 
B Bad Content 
D Borderline 

This graph ilh1sl'ro!es the percentogt? of recommended content' ti?at· is "B!.:d Content: ''Bad Topic: and ''8urderiir:e'1 on 
T·~vitter fc,r each stage:. The black lines in the bars represent 90!}'b r.or~f!i.1enr.e fntenrof5. 

20% ·· 

18%· 

-0 
Q) 

16% 
(I) 
u. 
.E 
'E 12% 
2 
C 
0 
0 
0 
'E 
~ 
(I) 
0.. 

Amplification on YouTube 

First Second 

Figure A.6.1 LBe 

Third 

Ill Bad Topic 
■ Bad Content 
Ill Borderline 

Th:s graph illustrates the percentoge of recr.,rnrnended corttent that is .. Bad Cont:enty. '·Bad Topic~ cnli '"f?ordedine~ nn 
YouTubefor Nach stage. The black lines in the l."k11s re_;.,;resent .909-& confldence intervals. 
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6.11.9 Amplification per Language 

25% 

~ 20%·•···••><••····················································· 
8:. 
,S I 15%· 

8 
0 
c 
Q) 

2 
Q) 
0.. 

10% .............................................................. . 

First 

Amplification in Arabic 

.. ~ 
Second 

FigurJ2 A.6.l l.9a 

Third 

Ill Bad Topic 

■ Bad Content 
D Borderline 

This graph iilvst'rot~s the percentage cf recomtn.f!nded content that is ;,Bad Cot1terrt~ • .,Bad Topic~ and ❖Borderline" in 
Arahit fc:u €f1Ch stogf:. The block !fnr;:s in tht? bars t'2pte.sent .909t r:oqf"!!i<?ncP. ir}tP.tiiOf.:s. 

25%-' 

* u. 
20%· 
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15%·,·· 

' 
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l:? 
(!) 
a. 5%·: 

0% 

Amplification in English 

First Second 

Figun? A.6.l l .9b 

Third 

0Bad Topic 
Iii Bad Content 
II Borderline 

Thjs f7roph dtust'rotes the pert::entl'1ge q_f reCOiT!rru.:nded ('(.intent thot is ··soii Cont.ent: "'BGd Tor.He~ and ··aord£trline~ in 
EnfJ!ishfor ead; stage. 1he black lines in the bars represent so~vg confidence intervals, 
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0% .1...J...J... 
First 

Amplification in French 

Second Third 

Ill Bad Topic 
B. Bad Content 
II Borck}rline 

This groph iilvst'rates the percentage q.f recamm::nded content that is ,,.Bad Content~ • .,Bad Topic~ and ,.,Borderline" in 
French fer eoch :.rroge. The black lines in the bar:s re:presf:nt 90% coryfidence inten/ois. 
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.s 
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(.) 

0 -C 
(1) 
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25% .............................................................. . 

20% · 

15% 

First 

Amplification in German 

Second 
Figure A.6.ll.9d 

Third 

■ Bad Topic 
B. Bad Content 
II Borderline 

This gro1.1h iifustrates thi?. p~rcentoqe o.f !'fJt:otn:n:inded contiint thot i:s "Bad Content"'! "'fiod Top ic~ and '1F.ivrde:1ioe·· in 
Gerrnan for i::Och stog1::. The bfork firu~?s in the bors represent. 909-V ror;fiden:.:e ;nten1ofs. 
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15%· ······························································ 

10% 

First 

Amplification in Italian 

Second 
F1gure A.6.l 1.9e 

Third 

Ill Bad Topic 
B. Bad Content 
II Borck}rline 

This groph iilvst'rates the percentage q.f recamm::nded content that is ,,.Bad Content~ • .,Bad Topic~ and ,.,Borderline" in 
!talion for eoci1 stoge. The bfcck lines in the bar~ represent 909b cor;fidenr:e intervo{:s. 

25% .............................................................. . 

I 20% · 

.s 
~ 15% 
'E 
0 
(.) 

0 -C 
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8:. 

First 

Amplification in Polish 

Second 
Figure A.6.11.9.f 

Third 

■ Bad Topic 
B. Bad Content 
II Borderline 

This gro1.1h iifustrates thi?. p~rcentoqe o.f !'fJt:otn:n:inded contiint thot i:s "Bad Content"'! "'fiod Topic~ and '1F.ivrde:1ioe·· in 
Polish jvr eoi)~ stage n J!? biach lines !n the bars repn;sent 90S~, confidence fntervr1is. 
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10% 

First 

Amplification in Russian 

Second 
Figure A.6.l l' .9g 

Third 

Ill Bad Topic 
B. Bad Content 
II Borck}rline 

This groph iilvst'rates the percentage q.f recamm::nded content that is ,,.Bad Content~ • .,Bad Topic~ and ,.,Borderline" in 
Russian for each stage. The bfacfr fines in the bors represent 9og.1, cor~f!dence inter1olS'. 
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Amplification in Spanish 
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Figure A.6.ll.9n 

Third 

■ Bad Topic 
B. Bad Content 
II Borderline 

This gro1.1h iifustrates thi?. p~rcentoqe o.f !'fJt:otn:n:inded contiint thot i:s "Bad Content"'! "'fiod Topic~ and '1F.ivrde:1ioe·· in 
Sparush jor 1::ach st.ogfi~. The l)iock f:nes ui the bors represent 9()<}~ l'Onfidence intervo!.s-. 
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6.11.10 

16%· 

14% 

Amplification per TVE Type 

Amplification of Left Wing TVE 

First Second Third 
Figure A.6.11. lOa 

B Bad Topic 
B Bad Content 

B Borderline 

This graph illustrates the percentage of recommended LefHA/ing T✓E ccntenl' that is •aad Content~ "Bad Topic', and 
1·Borderlfne'1for ec:ch stage. Thf?. block lines in t.he hors repre.o;ent 90(}t coqt,denr.g interval;. 
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First 

Amplification of Right Wing TVE 
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II Bad Topic 
~ Bad Content 
Iii Border1ine 

T!:h:; graph illustrot2s thP. pP.rtt?ntuge qf rt:?t:on1n1t:ndP.d Nationol,,![.;fght.-·tiiing Ti/£ content that i.~ 'T:Jad Cor)t&nt~: '·E!.r1d Tupir.~ 
or;d ,tBorderf:ne·_ror eot.:h stage. The bfr.u::k. ifrH::s in the bors represent 909·& corrfidence ir;tervols, 
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16%· 

14%· 

First 

Amplification of International TVE 

Second Third 

Figvre A 5.11.lOc 

Ill Bad Topic 
B Bad Content 

D Borderline 

This graph l lfwstrates t{?e percentage of recommended !ntetnot'ionoi TVE content tho'! is ,:Bod Content~ '~Bod /Opie):, and 
1·8-;;rderi.!ne''for each stage. Tht:--: bfcck Unes in the bar~ repre:sent 90i}f; coqfidenr.e intervob. 
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6.11.11 Amplification P-valu€s 

['Facebook'l Bad Topic 0.0352 0.0842 0.6875 

['Facebook' ] Bad Content 0.1041 0.2431 0.6317 

['Facebook' ] Borderline 0.1278 0.65.3:8 ().0553 

{'lnstagram' l Bad Topic 0.5367 0.0225 0.0913 

{'l nstagram' } Bad Content 0.648'6 0.1071 0.2435 

{'l nstagram'] Borderline 0.7791 0.0447 0.0811 

l'Tik.Tok' J Bad To1>ic 0.1007 0.7371 0.1782 

['TikTok'J Bad Content (l.0826 1.0000 0.0826 

['T!kTok'J Borderline 0.563-4 0.5634 1.0000 

('Twitter' J Bad Topic 0.33S4 0.3)84 1.0000 

('Twitter' J Bad Content 0.1142 0 .72.Sfi 0.2156 

!'Tutitter'J Borderline 0.648-6 o.o:na 0.01.04 

['YouTlJbe'J Bad Topic 0.9701 0.3978 0.3799 

['YouTube'} Bad Content 0.4166 0.6976 

f'YouTube'J Borderline 0.6820 0.2008 0.5192 

P··valu2s on Amp{t('fcation Averoge Percf!nt by Content' 7~pe in f@€d pe:r Platforrn ever tirne 

108 111·¥\,E■i¥911\tHHii:IIMFiiiiiM·i:i·@if 
!'Arabic' ] Bad Topic 0.0963 

!'.Arable' J Bad Content 0,1988 

f.Arabic'J soraerline 0.3'141 
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0.43 17 0,1014 
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f'lntemational'] Bad Topic 0,5541 

('International'] Bad C.ontent 0,4608 

I ' lntemational') Borderline 0,3139 

[ 'Left Wing•J Bad Topic 0.9868 

['Left Wing') Bad Content 0.9755 

['Left Wing'] Borderline OA823 

[ 'National ! Right'} Bad Topic 0.2485 

[ 'National / Right'} Sad content 0.72:82 

[ 'Natim1al f Right'} Borderline 0.6203 

Tabie A. 6.11.l le: 
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A rsttthfrd Second,tT'tHrd 

0.2520 05937 

0.6750 0.2:793 

0.19!>3 0.0317 

0.0758 0.0538 

0.2102 0.1874 
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6.11.12 Interactivity and Amplification 
12%-

6%·•········································································································································································································ 

4% 

2%-

First Second Third 

;I High low Interaction 

Figure A.611.12 

This chart shcv . .<S the average percento9£: of Bad Conl'ent_fbr H!gh and Lo1v lnt~racUon over Urne. The shaded area 
repre:sents the 901.f- cant idenct: intervril. 

6.11.13 Findability and Amplification 

l l l 
®' Twitter 

2.S ················<•·· .. ··········••i••······· .. ····••i••············· .. >······················ .. ··············· .. ············<•········· ........ ; ................ : 
: : 

2 .6 

2.4: ................ ; ... , ............. ,; ......... , ...... ,; ................ ,j ....................... , ................ , ............. j .......... , ...... ,; ............ , .. 

&. Facebook @ tnstagram 
2.0 ................ : ... , ... , ......... ,; ..... , ... , ... , .. ,; ............ , ... ,: .. , ................ , ... , ............ , ... , ... , ......... : ...... , ... , ... , .. ,; ............ , .. 

Amplification 

Figure A.6..i. 1 .L'J 
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T!frs r.hort shotMS the cornparison of tht? F'i11dobil:ty score and the r.;veroge p!nr.entoge of Sad (oot.t?nt in the feetf (h21rt 
culled Arnplificotion). TikTok onri rouTi:be ore highlighted ir! rc?ci L'v controst tech investrnent in feed vs seorch 

6.11.14 Engagement Ratio and Amplification 

10!0 

_Q 
~ 
a: 
'I:: 20 

Ill 
E 10 

~ 
('Q 
0) 
C: 2 lJJ 

0.2 ¢ TilffOk 

·0.00 0.01 0.02 0.00 0.,05 O.O'l ·0.011 0.00 

Amplification 

Figure A.611.14 

This chart sho\•VS the positive corre!otion of i.he engctgernent' and ornplification. ro nonnc:lise the engogernent, tJn 
engag~;;1c?nt ral'ic ~vos used v;hich is thf! median t?ngagernenl' {surn of the iikes, shtJres, con1n1ents. andfoficY./i?rs) of TVE 
contt?nt dii!id<?d by thf! n1edian t~ngaqt?tnt?r1t of non .. TVE cant{?flt.. Arn;i !~'"icatfoa f~; the averagt? p:nportiot1 of the.feed that 

cor1tains. TVE. 

{note the iog scale Jot the engagernent ratio) 
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6.11.15 Removal Rate and A111pUfication 
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6.12 Borderline Charts 

6.12.1. Removal Rates per Platform 
10%·, 

~ 

TikTok Facebook lnstagram YouTube Twitter 
Figure A 5.12. l 

This chart shov1s u1e percentage qf Borderline TVE content that v,as terno\,.ed by eoch plo.~forrn. The block lines in the bars 
represent .909iJ con_fkiP.oce fnte:voJ.:3. 
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YouTube 

'Twitter 

TikTok 

lnstagram 

Facebook lnstagram T1kTok Twitter 

0.6397 

0.4009 

0 .1604 

0.7283 

0.9144 0.0505 0.6846 

0,6201 0.0237 

0.0774 

Table A.6.12.1 

p .. valui::s on Rernovai Rates per Plr1f/vrrn {8::ndedine} 

alp!;a = (l () 1 (Bonferroni correction jrorn 0. 0.5.i 
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6.12.2 Removal Rate per Language 

15%1 

Arabic Spanish German Russian French Polish English 

This chart sho11./S the percentage of Borderline PIE c:ontent that V:lG.S rernovedfor each fonguoge. The black tines in the 
bors represent DO~~ r:onfidern:e intervois. 

Arabic English French German Italian Polish 

Spanish 0.0507 0.3527 0.3581 0.8964 0.1516 0.3207 

Russian 0.0226 0.7029 0.7601 0.6869 0.4226 0.7209 

Polish 0.0014 0.9431 0.9576 0,3679 0.5937 

Italian 0.0005 0.6862 0.5672 0.1741 

German 0.0281 0.3993 0.4095 

French 0.0023 0.9076 

English 0.0052 

Table A,6.12.2 

p .. values on ,?.emcvai t?ates per Language (Borderline) 

o ::': 0.00625 (8onjerroni correct}onfro;n 0.05j 
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6.12.3 Removal Rate per TVE Type 
8% · 
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International Right Wing 
Figure A.6.12.3 

Left Wing 

Ihis chart shotvs lhe pf?rcentage of Borderline 7VE ccrnent that was re,novedfor eor:h 'TVE 11/p€. lh~ black lines in the 
bars rt?f.,n?st;,n;: 9016 confidence intervals. 
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6.12.4 Removal Time per Platform 
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6.12.5 Removal Time per Language 
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6.12.6 Removal Time per TVE Type 

100%·, 

Oh 1h 2h 4h 7h 12h 1d 2d 4d 7d 2w 4w aw 
• International mm Left Wing • National / Right 

Figure A.6.12.6 

This chart shov-ls hovt long ft look for each TVE 7vpe to remove the tt1ta! Off1ount of i3crderflne IVE content 7J-it? Une 
grc.ip/1.:; show th1~ cumv!ativtt percent.ogG.·t 1~nding in .l0CJ!"7b r;t the top right corner. This t.:hart does not tok:t into ocr.ount onv 

8!'!rc/erifne TVE content thnt t,vosrft re;novel1. 
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EUIF Questionnaire -Algorithmic 
Amplification_ TT response 

Questionnaire on Activities related to Algorithmic Amplification 

This questionnaire follows the first EUIF informal focus group meeting to further address 

algorithmic amplification. 

This questionnaire shall serve as a basis to establish a comprehensive set of good practices 
of policies implemented and measures taken by companies to address unintentional spread 

of borderline, violent extremist and terrorist content as well as to prevent targeted 
exploitation by malicious actors to disseminate said content. This includes measures and 
policies in place such as options to opt-out of automated recommendation of content, 
excluding users who are violating terms of services from recommender systems or limiting 

the repetition of videos with the same content. 

We kindly ask you to explain the purposes of the measures taken/policies implemented in 
the EU and where available evaluation of effectiveness and impact of those. We kindly as 

ask you to name and explain the policy/measures in this survey and refrain from simply 
providing a link to the general policy/measure. 

This work builds on the EUIF's meeting on algorithmic amplification (September 2021, 

September 2022) and the EU!F Study on role and effects of the use of algorithmic 
amplification (2023). It responds to activity 1.C4 of the EU internet Forum Activities 2024. 

Company: 

If you cover several platforms, please specify which measures/policies apply to which 
platform. 

TikTok's responses in yellow. 

·1. What policies and/or measures have you implemented since July 2022 to 
address (1) unintentional spread and {2) exploitation of algorithmic recommender 
systems by malicious actors for terrorist content on your platform? 
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Please specify if this relates to recommender algorithms, search algorithms or content 
moderation algorithms. 

2, What policies and/or measures have you implemented since July 2022 to 
address 1) unintentional spread and (2) exploitation of algorithmic recommender 
systems by malicious actors for violent extremist content on your platform? 

Please specify if this relates to recommender algorithms, search algorithms or content 

moderation algorithms. 

fL How do you define violent extremist content 

Answer Relating to Questions 1 and 2: 

Terrorist content and violent extremism are categories of !!legal content, and as such, are 

prohibited on TikTok. The term "violent exremist" is also defined in our Community 
Guidel!nes (under Violent and Hateful Organisations and Individuals). TikTok maintains a 
zero-tolerance policy on violent extremism. Individuals or groups that threaten violence or 

attempt to incite violence risk the safety of our community. Moreover, our Community 
Guidelines clearly outline that we do not allow people to use our platform to threaten or incite 
violence, or to promote violent extremist organizations, individuals, or acts. 

We use a combination of technology, safety and security professionals, and threat detection 
partners to help us enforce our policies. An account that attempts to promote or glorify off­
platform violence or threaten public safety can be banned. When appropriate, we will report 
threats to relevant legal authorities. We may consider off-platform behaviour to identify 

violent extremist organisations and individuals and take action on their accounts. 

We regularly provide more information on our enforcement efforts via our quarterly 
Comn1t.mit')i Guidelines Enforcement Report 

In addition, and as required by Article 16 of the Digital Services Act, TikTok has put in place a 

specific reporting channel for illegal content in Europe, under which users can report content 
relating to violent or organised crime, national security-related offences, and terrorist content 
and offences. In addition, designated Trusted Flaggers may submit reports using the illegal 
content reporting mechanism on TikTok in line with Article 22 of the DSA, and Member State 
authorities may use either the TikTok designated single point of contact or a designated form 

to report illegal content to TikTok, in line with Article 9 of the DSA. TikTok publishes a bi­
annual DSA Transparency Report which provides information on the company's enforcement 
actions taken with respect to illegal content in Europe. 

To further strengthen our commitment to user safety and human rights, in September 2022 
TikTok announced its membership of Tech Against Terrorism, which brings together 
technology companies, civil society, and academics over the shared goal of countering 
violent extremism. By joining Tech Against Terrorism, TikTok earned their Trustmark, which is 
proof that we adhere to membership requirements, which include commitments to exploring 

new technical solutions and working with civil society on combating violent extremism. The 
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Trustmark also demonstrates our strict policies and enforcement against violent extremism 
and our commitments to hurnan rights and transparency. 

Through our membership, we're eager to continue to learn from others as we strive to meet 

and exceed best practices in tackling this issue. It also provides us with access to training 
and detection resources to help us effectively respond to such content and actors. 

3. What policies and/or measures have you implemented since July 2022 to 
address 1) unintentional spread and (2) exploitation of algorithmic recommender 
systems by malicious actors for borderline content on your platform? 

<'L How you define borderline content? 

Please specify if this relates to recommender algorithms, search algorithms or content 

moderation algorithms. 

We do not use the term "borderline content" in our Community Guidelines. 

In general, TikTok has put in place a variety of policies and measures to prevent malicious 
actors from exploiting our algorithm, and to provide our user community with tools to 

customise their For You Feed viewing preferences and ensure that they have an enjoyable 
experience on the service. 

For instance, certain categories of content may be hel1g1ble for recomrnendatbn, and 
viewers can use our "not interested" feature to automatically skip videos they want to see 

less of. 

To further empower users with ways to customise their viewing experience, in summer 2022 

we rolled out a tool that people can use to automatically filter out videos with words or 
hashtags they don't want to see in their For You or Following feeds (keyword filtering). 

Around the same time, TikTok also introduced an option for users to """"'r"""'(" thek For You 
Feed if they feel that their recommendations are no longer relevant or provide enough 
variety. 

Finally, as required by the DSA, TikTok also offers users in Europe a new way to discover 

content on TikTok by allowing them to turn off personalisation. When enabled, this means 
their For You and LIVE feeds will instead show popular videos rather than recommending 
content to them based on their personal interests. 

4. Which commitments do you follow in relation to algorithmic amplification, 
under the 

a. Code of Conduct on Hate Speech? 

b. The Code of Practice on Disinformation? 

c. Any other initiative (please provide more information on that initiative)? 

As both the CoC on Hate Speech and the COPD on Disinfo are currently undergoing 
revision and will be converted into DSA Codes as of early 2025 (tbc), we recommend 
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discussing this topic during another EUIF meeting as needed, when the new frameworks are 
in place. 

5, Do you have any policies/measures in place to pro-actively expose users to a 
diversity of content (to prevent the creation of echo chambers)? 

To address repetitive patterns, in early 2023 TikTok rolled out new tools and policies to 
diversify recommendations, to ensure that we avoid recommending a series of similar 

content on topics that may be fine as a single video but potentially problematic if viewed 
repeatedly. TikTok also does not recommend videos from the same creator or that uses the 

same sound/song in sequence. 

6, Do you have any policies/measures in place related to your algorithmic 
recommender system for crisis situation, such as terrorist attacks with an online 
dimension or violent extremist protests? 

7, What you do in case of crisis, such as the Southport protests in the UK 
(August 2024)? Do you have any temporal measures, such as de-ranking material for 
crisis? 

8- Are there any situations in which you do not remove terrorist content but take 
other measures, such as de-ranking, to moderate the content? If so, please explain 
why? 
No, terrorist content that is identified as such, is removed. 

Which human-rights measures are you taking when deranking content and 
how do you ensure transparency of your measures? 

It is not clear what is meant by the term "human-rights measures", or the kinds of categories 

of content this question is referring to. 

Regarding the question of transparency, users are provided with a notification where we 
determine that they have violated our Policies and applicable laws, and they are provided 
with an opportunity to appeal against any action we have taken. We provide information to 

users about how to appeal a decision in relation to a report they have made, or how to 
appeal a decision affecting their content or account hero. We report on the number of 
appeals, and the action we take in response to those appeals, in our DSA Transparency 
Reports. In addition, TikTok has a feature known as Account Chock, which allows users to 

check their account status in-app, to check if content has been removed for violating our 

policies and applicable laws. In this way, even if a user has missed a notification in their 
inbox relating to a content moderation decision, they can still check the status of their 
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account and its associated videos in-app. 

10. Do you collaborate with research/academia/ civil society organisation to enable 
a better understanding of the possible effects of algorithmic recommender systems 
on a user's journey of radicalisation? If so, how? 

11 . Do you collaborate with research/academia/ civil society organisation on 
online prevention efforts, such as via re-direct campaigns, counter-narrative 
campaigns, amplification of authoritative sources during a crisis? 

Regarding questions 10 and 11, we collaborate on an ongoing basis with researchers, 
academia, and civil society, across a variety of different initiatives, and to better develop our 
own approaches to violative content. 

For example, TikTok developed an ongoing partnership with Tech Against Terrorism which 
ran throughout most of 2024, through which we held monthly workshops to develop our 
understanding of terrorist and violent extremist behaviour and tactics on line, and develop 

awareness of adversarial shifts and mitigation strategies. 

Regarding crises, we continuously consult our Safety Advisory Council experts in Europe, 
the Middle East and Asia Pacific, particularly during critical moments and crises such as the 
Israel/Palestine and Ukraine/Russia wars. 

In terms of regular consultation with academia and civil society in the violent extremism 

space, we have engaged with stakeholders such as the International Committee of the Red 
Cross (Israel/Palestine), the Centre for Humanitarian Dialogue (VBDA policies in times of 
conflict), the VOX-Pol Institute, GlitterPill (Conflict Zones and Russia/Ukraine), the Global 
Internet Forum to Counter-Terrorism (On TikTok Live and high harms), and GNET (on 

Ukraine). 

More broadly, we provide data access via our Research Tools and have also presented and 
demonstrated the tool at various conferences, including Terrorism and Social Media in 
Swansea (19 June 2024). 

12. Do you utilise any of the EUIF deliveries, such as the Handbook on Borderline 
Content or the Knowledge Package on violent-right wing extremist, groups, symbols 
and manifestos for your automates systems? Please provide details, and reasons if 
not. 
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The handbook has been shared internally with our teams, to better inform the enforcement 
of our policies. 

13. Any addition information that you would like to share on policies/measures 
that you have taken to address the spread of borderline, violent extremist and 
terrorist content on your platform? 

We thank you for your collaboration and taking the time to fill in the survey. 
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Subgroup on combating 
illegal hate speech online 
The Digital Service Act proposal 

[ Redacted ] European Commission (CNECT) 
i.. .................... - .................................................................. - ...................... 1 
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Evolution and role of intermediary services 

• A step-change in the nature, scale and role that digital services play in our 
economy and society. 

• E-commerce for 
example: 

• 9% of Europeans 
shopped online in 2002 

• 70% shop online today -
and 40% of businesses 
that sell online, do so 
through online platforms 
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unsafe products 

terrorist offences 

copyright infringements 

scams 

hate speech 

illegal apartments 

counterfeit products 

Illicit drugs 

harmful content 

disinformation 
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In a nutshell the objectives are: 

Modernise the rules to more effectively address illegal content 
and systemic risks in the online space 

Clarify the rules on liability, giving companies legal certainty to take 
voluntary action in a diligent and proportionate manner under 
clear terms of service 

Increase transparency, accountability and facilitate better 
oversight 
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Intermediary Hosting 
• • services services 

• offering • such as 
network cloud 
inf rastru ctu re: i nfrastru ctu 
Internet re and 
access web hosting 
providers, . 

services 
domain 
name 
registries, 
wifi 
hotspots ... 
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10/11/2021 

Liability provisions 
DSA harmonises Maintains the principles of the eCommerce directive 
liability 
exemptions, not 
liability 

DSA is neutral 

DSA is horizontal 

DSA applies to 
services, not to 
actors 

Does not attribute liability. The contrary would mean to harmonise tort or criminal law 

Maintains the prohibition on general monitoring. 

Does not define what is illegal 

Illegality is defined by national or EU rules 

All types of illegal content, civil and criminal liability 

Some provisions can also cover harmful content (transparency & safeguards for 
decisions under terms of service, systemic risks on very large platforms) 

Not "Platform 'X' is an intermediary", but "'X' provides intermediary services" 

A provider can provide many different services (mere conduit + caching + hosting 
services which are not intermediary services or not even ISS) - European I 

-Commission 
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All obligations 
OBUGATIONS VERY LARGE PL.A TFORIMS O NUINE IPL.A TFO RMS 

Points of contact 

Legall representat ives 

Tenm:s and conditions 

Transparency re-porting 

Notice & Action 

Statement of reasons 

Complaint handling 

Out of Court Dispute Settlement 

Trusted naggers 

Abusive behaviour 

Know Your Business Customer (KYBC) 

Reporting criminal offences 

Advertising t ra nspa re n cy 

Additional t ransparency reporting 

Risk assessment and mitigation 

Independent audits 
Recommender systems 

Enhanced advertising transparency 

Data access and scrutiny 

Compliance officer 

Enhanced Transparency reporting 
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Effective measures for addressing illegal 
content 
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Due process & transparency 

Safeguards for all 
removal decisions 
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Addressing amplification & user empower--ent 
.. 

Advertising 
transpareny 

Art 24 

• Ensure that users can identify in real time when seeing an ad: 
• That the information is an advertisement 
• The advertiser 
• Why the ad is displayed for them: main parameters used to 

determine this. 

• Publicly available repository including for all ads displayed on the platform 

Recommender 
systems 

Art 29 

• The advertisement & advertiser 
• Period during which the ad was displayed 
• Whether it was a targeted ad & targeting criteria 
• Total number of users reached & aggregate data on delivery 

• Main parameters in ToS 
• Include an option for users which is not based on profiling 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Binding risk management obligations on very large 
online platforms 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Public 
scrutiny 

Guidelines, best 
practice, Codes 

of conduct 
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Codes of 
Conduct 

Art 35 

Crisis 
Protocols 

Art 37 

Co-regulatory framework 

• Codes of conduct to be supervised by the Commission 
and the Board 

• Can serve as compliance measures to fulfill the 
obligations under Article 27. 

• Addressing crisis situations strictly limited to extraordinary 
circumstances affecting public security or public health 

• Limited in time, clear procedures and roles, safeguards 
and public reporting. 

_ _ &- European I 
_ ..,. Commission 
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Governance structure 

• Independent authorities 

• Direct supervision and 
enforcement (by default) 

• Coordination with other 
national competent 
authorities 

European Board for 
Digital Services 

• Ad-hoc independent 
advisory group 

• Composed by national 
Digital Services 
Coordinators 

• Chaired by COM 

• Advising DSCs and COM, 
recommending actions 

• Direct enforcement 
powers vis a vis very 
large online platforms for 

• Advises on cross-border 
disputes 

• Intervenes upon DSC 
request 

Breaches of DSA obligations => Digital Services Coordinators and COM can impose 
various sanctions and fines up to 6% of the provider's turnover 
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Subgroup on combating 
illegal hate speech online 
Referral Action Day against Right-Wing Terrorist Online Propaganda 

l.·-···················Red.acted ................... ...l, EU ROPOL 
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IJRL, I 
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FRA-led working group on hate 
crime recording, data collection, 
and encouraging reporting 
Encouraging hate crime reporting: the role of law enforcement and other 
authorities 

l·····················-·················~~.~ .~ .~ .!~.~ .................................... J European Union Agency for Fundamental 
Rights 
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1.1 DUTY TO ENSURE ACCESS TO JUSTICE FOR ALL ...... . . . ....... . .... . ... ... ..... . 

1.2 DUTY TO PROTECT AND SUPPORT VICTIMS OF HATE CRIME .... . ................. . 

1.3 DUTY TO INVESTIGATE AND PUNISH HATE CRIME .. . ............................ . 

1.4 INTERNATIONAL AND EUROPEAN POLICY GUIDANCE ON ENCOURAGING REPORTING . 
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2.1 BIAS-MOTIVATED VIOLENCE AND HARASSMENT: AN ALL TOO COMMON 
OCCURRENCE IN THE EU ...... ..... . ................ . ..... . ................. . 

2.2 UNDERREPORTING HINDERS VISIBILITY OF VICTIMISATION ....................... . 

2.3 TO WHOM DO VICTIMS REPORT? ............. . ......... . ..... . ..... .. ........ . 
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OF HATE VICTIMISATION .................................................... . 

ENDNOTES ....... . ................................ .. ........ ... ............... . 

3 ENCOURAGING HATE CRIME REPORTING: ENABLING ENVIRONMENT, STRUCTURES 
AND PROCESSES . . . . ...... . .... . ...... . . . ........ . .... . ...... . ... . ........ . .. . 

3.1 CULTIVATING AN ENABLING SOCIAL ENVIRONMENT ..... ....... . ....... . . .. .. . . . 

3.2 ENABLING STRUCTURAL FACTORS: DIVERSE REPORTING OPTIONS AND 
STANDARDISED REFERRALS ................................ . ........ .. ...... . 
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STRENGTHENING PARTNERSHIPS ........................................ . ... . 

ENDNOTES ...................................................... . ............. . 
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Reporting - a pre-condition for 
meeting legal commitments 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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When hate crimes are not reported: 

• victims do not get the support they need; 

• their access to justice is limited; 

• perpetrators remain unpunished; and 

• law enforcement and criminal justice authorities are not able to respond 
appropriately to hate crime. 

Member States can not deliver on their duties to: 

• ensure access to justice for all, 

• protect and support victims, and 

• combat hate crime. 
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Uncovering ( u nder)reporti ng 
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• 

FIGURE 1: PREVALENCE OF BIA'S-M01TIVATEO VIOLENCE AND HARASSMENT IN THE FIVE YEARS S!EFORE 
THE FlRASURVEY IN QUESll0N, B,Y SURVEY GROUP (%)a..b:.c-.d,.a,f 
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FiGURE 3: REPORTING OF lHE MOST RE(ENT INCIDENT OF BIAS-M011IVA1£D VIOLENCE AND 
lfARASSMENT ro THE POUCE OR. ANY Q1JHER ORGANISATION IN THE FNE YEARS BEFORE 
THE FRA SURVEY IN QUESTION, BY SURVEY GROUP1(0to)~ 
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Reasons for not reporting 

• Incidents commonplace, little hope for change 
'Nothing will change' & 'It happens all the time' 

• Cumbersome reporting procedures 
'Too bureaucratic and time consuming' 

• Experiences erode trust in police 
'I don't trust the police' 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Encouraging hate crime reporting: 
drivers and barriers 
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Enabling social environment 

• Countering discrimination by law enforcement authorities 

• Police leadership condemns hate crimes and communicates 
publically about hate crime cases 

• Create partnerships and regularly engage with communities and 
CSOs 

• Provide accessible and inclusive information and support services 

• Raise awareness about rights, victim support services and existing 
complaint mechanisms 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Enabling structural factors 

• Alternative reporting options 

- Third party reporting and anonymous reporting 

• Structured referrals between police, equality bodies, third party reporting 
centers, CSOs and victims support services 

• Reported incidents are correctly recorded and data collected 

-- European I 
Commission 
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Reporting options 

Total reporting options in (EU 26 and UK) 

■ In person 

■ Phone line/ hotline (24h) 

■ Online form 

■ Social media networks 

■ Live web chat 

*Sources: Data provided by members of FRA's WG in 2020 - 26 EUMSs and UK 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Structured mechanism for referrals of hate crime 
victims to victims support services 

Referral mechanisms (EU 26 and UK) 

■ No referral mechanism 

■ Police to/from VSS 

■ Police to VSS 

■ VVS to Police 

*Sources: Data provided by members of FRA's WG in 2020 - 26 EUMSs and UK 
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Structured mechanism for referrals of hate 
crime victims to and from Equality bodies 

Referral mechanisms (EU 26 and UK) 

■ No referral mechanism 

■ Police to/from EB 

■ Police to EB 

■ EB to Police 

-

*Sources: Data provided by members of FRA's WG in 2020 - 26 EUMSs and UK 
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Enabling process factors 

• Practical police guidance 

• Specialisation - specific hate crime officers and dedicated hate crime units 

• Police training and capacity building 

• Cooperation and coordination 

- coordination between public services 

- coordination with other organisations, beyond public bodies - VSSs and CSOs 
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Hate crime specialisation 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Specialists or units for hate crime in 
26 Member States and UK) 

■ Specialist hate crime officer 

■ Hate crime unit 

■ None 
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Thank you 
hatecrime@fra.europa.eu 
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OSCE/ODIHR Expert Network 
for Hate Crime Victim Support 
(EStAR project) 
Project presentation 

[ Redacted j OSCE/ODIHR 
l-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-•-·•-·-·-·-·-·-·-· • 

1------------------------~~~-~ -~!~-~ --- -----------------j Association of Counselling Centers for Victims of 
Right-wing, Racist and Anti-Semitic Violence in Germany (VBRG) 
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~~:e VICTIM Enhancing Stakeholder Awareness and Resources for 
SUPPORT Hate Crime Victim Support 

- EStAR -

The 9th Meeting of the EU High-Level Group on 
Combating Racism, Xenophobia and Other Forms of 
Intolerance __ _ 

Redacted ! • 
• - __ ,,_ ·-. - ·-·- . - · - ,_ ,. ___ ' - ·-·- . _, - •• ,..,._. - ·-·-. - · - •• ,.. ·-' - ·-·- i 

l Redacted 
'·--·-·-- _ .. 
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Milestones reached 

► 

► 

► 

► 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Network of Experts: Enhanced engagement 

Diagnostic Tool Testing Phase Began: Pilot diagnostic 

workshops to assess national structures for hate crime 

victim support 

Publication: Model Quality Standards for Specialist 
Support 

Publication: Model Guidance on Individual Needs 

Assessments 
-- European I 

Commission 
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EStAR Tools 
a comprehensive 

approach to 
supporting hate crime 

victims 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• Understanding and responding to victim's needs 

• Diagnostic of national hate crime victim support 

structures and addressing the gaps 

• Sensitive and respectful treatment 

• Providing specialist support services 

• Ensuring CSO-Government collaboration in 

providing protection and support. 

ASSOCIATION OF COUNSELING CENT£RS 
FOR VICTIMS OF RIGHT-WING, RACIST ANO 
ANTI-SEMITIC VIOLENCE IN GERMANY 
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Commission 
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Network of Experts: 
Enhanced engagement 

"Under the Spotlight" Series 

EStAR discussion series 
showcasing current and emerging 
topics related to hate crime and 
victim support to provide 

interactive discussion and 
networking space with expanded 
stakeholders beyond the working 
group. 

First talk: Understanding the 

needs of hate crime victims with 
disabilities. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Hate Crime Training for 
Polish Civil Society 

Presentation of EStAR's 
Understanding the Needs of Hate 
Crime Victims 

Discussed strategies for 
combating and monitoring hate 
crimes and how to enhance hate 
crime victim support structures. 

Eastern Partnership Peer 
Meeting on Victim Support 
Services 

EStAR project presented its work 
during an online discussion on 
hosted by the Council of Europe 
on "Victim support services for 
victims of hate speech / hate 
crimes and making hate crime 

investigation more victim-- red" I 
European 
Commission 
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Diagnostic Publication 

Resources to assist hate crime victim 
support practitioners, officials, 

activists and policy makers to identify 
strengths and gaps in their national 
systems, in order to understand how 

best to address shortcomings and 
build on opportunities to enhance 

protection and support for 
victims of hate crime. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Digital Diagnostic Tool 

In Your Opinion, How Well ls Block 1: Essentia l 
Element 1 Implemented In Your Country? 

■ 
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Building Blocks 

1 
Legal and policy 

frameworks, hate 

crime victims' status 

4 
Assessing hate crime 

victims' needs and 

referrals 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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2 
Hate crime victim 

support systems and 

structures 

5 
Sensitive and 

respectful treatment of 

hate crime victims 

3 
Specialist support 

services for hate crime 

victims 

6 
Hate crime victims in 

the criminal 

proceedings and the 

justice system 
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Piloting the Diagnostic Tool 
Participants found the workshop interactive and relevant to their work, appreciated clear 

actionable results it produced and the fact that it brought together various stakeholders 

(particularly government and CSOs ). 

ABOUT THE DIAGNOSTIC SURVEY 

. 
p 
ll'ltOl,tJh f\'pr~n~llvt 1ndKICOf'S 

• ,eve cdlS e\OUI 117 
~~~~••ry di~• rHponH rat• ora.~ 

~ • t rnponoeni from ct-ntr•I 
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a.i,unurcst73 ~ 

33.33~ 

Redacted 

1st Workshop in Spain 

30 March 2021 

2nd Workshop in Croatia 

16 June 2021 

3rd Workshop 

In discussion - to be confirmed shortly 

4th Workshop 
-- European I 

Commission 
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Forthcoming resources and tools: 
Sensitive & Respectful Treatment 

Model Guidance on Sensitive and Respectful Treatment of 

Hate Crime Victims (publication) 

Training Course on Sensitive and Respectful Treatment of 

Hate Crime Victims for law enforcement and criminal justice 

professionals (prosecutors and the Judiciary) 

National pilot training in Portugal 

In collaboration with the Centre for Judicial Studies (Centro de 

Estudos Judiciaries) 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Model Quality Standards for 
Hate Crime Victim Support 

Quality standards play a crucial role in 
developing and strengthening specialized 

hate crime victim support, as high 
professional standards for the conduct, 

expertise and organization of services are 
key to meeting victims' needs. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Model Quality 
Standards 
for Hate Crime 
Victim Support 
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Publication 
Highlights 

---

Next steps 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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• The guide promotes a victim-centered approach to the development and 
delivery of support services to hate crime victims 

• The guide recognizes the direct and indirect impact of hate crimes on 
individuals, communities and society 

• The guide stresses the need for adequate provision of resources to 
service providers 

• The guide emphasizes cooperation and effective referrals. 

Training Course for Specialist Support Providers 

Pilot regional training for specialist support providers 

-- European I 
Commission 
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Model Guidance on Individual 
Needs Assessments (INA) 

The INA is a key instrument to ensure a 
victim-centred approach. It is the first step to 
protecting victims' rights and ensuring that all 

necessary services are provided - as 
required by the Victims' Rights 

Directive. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Publication 
Highlights 

& 

INA 
Essentials 
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• Needs of hate crime victims require additional considerations -
the guide promotes a two-step approach that requires to carry 
out an in-depth INA 

• Effective implementation of INA should be accompanied with 
additional resources, training and operational guidelines 

• Cooperation between all relevant stakeholders is key to a 
sensitive and effective I NA pr 

• Proactive approach is required to community needs. 
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I NA Good Practice 

Virtual study visit to France 
19-20 May 2021 

Offered insights into the system France has established to assess and 
address the needs of hate crime victims. The study visit illustrated how 
criminal justice agencies and victim support organizations cooperate in 
assessing needs, providing support services, protection and access to 

justice. 

Compendium on frameworks for INA Next steps 
Provides information on how INAs are conducted in various project 
countries and takes stock of the existing encouraging practices and 
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r.,rar.:afl:'I Office for Den:iocratic Institutions 
~-l.9~ and Human Rights 

Contact information 

I Redacted l OSCE/0DI HR: 1-···ReCfa1ctecclg20dihr.pl 
! ! L·- ·- ·- ·- ·- ·- ·- ·- ·- ·- ·- ·-- ·- ·- ·- ·- ·- ·- ·- -·- ·- ·- ·- ·- ·- ·- ·- ·- ·- ·- ·- ·~ 
L-·-·-·-·-·-·-·--·-·-·- ·-·-· -·-·-·-·-·-·-·-·-·-·-- ·-·-·-·-·-·-·--·-·-·-' 

Project website: 
https://www.osce.org/odihr/hate-crime-victim-support 
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CEPOL-led working group on 
hate crime training for law 
enforcement 

....................................................... _ ........................................................... -..... , ........ .. 

i Redacted l CEPOL 
! i '-·-·-·-·-·- -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·--·-·-·-·-·-·-•-··-•-·-·-·-·-·-·-·-·-·-·-·-·-·- ·-·-·' 
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CEPOL - HATE CRIME TRAINING 2021 

Onsite Training Activity on Hate Crime 
Sapienza University 

Rome 
16-19 November 2021 

Aim: To enhance the police response to hate crime in general and online 
hate speech in particular as a specific form of delinquency with special 
motives, as well as identifiable social and psychological basis and to 
encourage the use of specific investigation methods and law enforcement 
cooperation in the field of hate crime. 
Target Group 
Law enforcement officials and specialists responsible of tackling hate crime 
and online hate speech. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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CEPOL - HATE CRIME TRAINING 2021 

•!• 5 Webinars on Hate Crime issues 

LGBTQ Community 

Anti-Muslim Hatred 

Anti-Semitism 

Roma and Travellers 

Third Party Reporting 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

ILGA- Europe + Hatter Society 

UK Expert I Redacted ! 
j_·-·-·-·--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·--·-·-· 

European Jewish Congress 

Fundamental Rights Agency 

Fundamental Rights Agency, 
RIAS Berlin, COMPAS Charity 

--■ European I 
Commission 
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CEPOL - HATE CRIME TRAINING 2021 

•!• E-Lesson on Anti-Muslim Hatred 

■ Islam and Muslims in Context 
■ Definitions of lslamophobia and Anti-Muslim 

Hatred 
■ Recognising Anti-Muslim Hatred-driven Hate 

Crime 
■ Barriers to reporting 
■ Supporting Victims 
■ Case Studies and Best Practice 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Expert Group on Fundamental Rights 

► Consists of 9 MS (AT, ES, EL, IE, IT, LV, PL, PT, 
SI) 

► COM, EIGE, EUROPOL and FRA 
► Co-chaired by CEPOL Executive Director and 

expert from AT 
► 2 meetings: 26 March and 29 June 2021 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Expert Group on Fundamental Rights 

3 Sub-groups: 

1) Overview existing and new relevant international and EU strategic 
documents and instruments on FR and FR trainingCo-chaired by 
CEPOL; 

2) Analysis of the status of FR training in CEPOL and identify gaps 
and shortcomings; 

3) Overview of current partnerships, including such outside of law 
enforcement, and identify enhancement opportunities for 
cooperation. 

=> Strategy Document on FR training for LE 

--
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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WORKING GROUP ON MATI CRIMI TRAINING 

✓ 1st meeting on 24-25 March 2021 
✓ 80 Attendees from 23 MS and 14 CSOs and the FRA, 

Council of Europe and OSCE/ODIHR 
✓ Mandate of the Working Group 
✓ Overview of hate crime training and support for LE by 

CEPOL, FRA, ODIHR and the Council of Europe 
✓ Mapping Study of Hate Crime Training for LE and 

judicial professionals in Europe - CEJI 
✓ Way forward 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

EU n i- ac·sm ction Plan d t n i 
Racis Summ ·t 

• Suppo e ·m emen ation o t e 1 e 
u ·ding pri ciples 

Suppo e MS in heir d ty to ensur 
ull rans osi ion o La 

Advance en o adequate raining fo L 
a j icial s a in th U S 
= Imp o e _, ..... -ctive i ves i tion of HC, 
promo e o king i p n rs • s a d 
apply he la i an e ective manner 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• EU Anti-Racism Action Plan 
• CEPOL Training and Expert Group on 

Fundamental Rights 
• CoE Human Rights Education for Legal 

Professionals 
• ODIHR Training Programmes for LE and 

Prosecutors (TAHCLE and PAHCT) 

--■ European I 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• Comprehensive Mapping Exercise done 
by CEJI as an essential tool for the 
WG,s work; 

• Provided a general state of play of the 
training activities offered at national, 
regional and local levels; 

• Conducted an assessment of needs 
and gaps based on the 1 O key guiding 
principles 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

1) Desk Research 
2) Questionnaire 
3) Analysis of the information and follow 

up 
4) Draft Report 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

1.. 25 questionnaires received 
2. 16 questionnaires provided information 

on both law enforcement and criminal 
justice agencies 

3. Example of existing practices 
4. Qualitative approach based on the 

information submitted by the national 
authorities; 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

1. Hate Crime legislation available 
2. Hate Crime training is integrated in 

strategies/policies 
3, Level of reporting and recording 
4. Use of resources/cooperation at 

European Level (OSCE/ODIHR, 
CEPOL, CEJl's Facing Facts, EJTN, 
EU projects) 

--■ European I 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• Ensuring impact and sustainability 
• Principle One: Ensuring impact and sustainabil ity- embed training within a broader approach 

to tackling hate crimes 

• Assessing training needs and identifying targets 
• Principle Two: Develop a methodology to assess training needs 

• Principle Three : Customise programmes on the basis of the identification of target personnel 

• Building synergies with civil society organisations 
• Principle Four: Develop a model of structured cooperation with civil society 

• Choosing the right methodology 
• Principle Five: Combine different training methodologies, including practice-based sessions 

• Principle Six: Consider the development oftrain-the-trainer programmes 

• Conveying quality content 
• Principle Seven: Focus on achieving targeted overall objectives through quality content 

• Principle Eight: Develop targeted training modules to address specific forms of intolerance 

• Monitoring and evaluating outcomes 
• Principle Nine: Link hate crime training to mainstream performance review processes 

• Principle Ten: Ensure regular monitoring and evaluation of training outcomes 

- European I 
Commission 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• P1: Support required for a 
national/regional strategic approach to 
planning sustainable and regular HC 
training 

• P2+P3: Promote a more general and 
centralised TNA and support the 
development of systematic TNA 
methodology 

• P4: a more structured engagement of 
CSOs 

• P5: blended learning is generally given 
• P6: Enhance the use of the Train-the• 

Trainers method for cascading 
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CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

• P7: Raise the level of training 
beyond awareness raising and 
knowledge increase; 

• P8: Support targeted training 
modules on specific forms of 
intolerance; 

• P:9: Enhance the consideration of 
HC training in individual 
performance review processes; 

• P10: Reinforce the evaluation of 
mid- and long-term training 
outcomes 

--■ European I 
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WORKING GROUP ON HATE CRIME TRAINING 

✓ MS to nominate experts; 
✓ Next meeting: to focus on the main gaps encountered 

in the mapping, including methodology for assess 
traini1ng needs and identify targets 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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The Citizens, Equality, Rights and 
Values programme and 
Commission's funding opportunities 

i Redacted l European Commission 
' ' ................. -........................................................ -................................................................ -.................................................................... . 
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Overview 

1. Citizens, Equality, Rights and Values programme 

2. Work Programme 2021-2022 

3. How to apply? 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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The multi-annual financial framework 
(MFF) 2021-2027 

European Parliament and Council agreement of 10 November 2020 

Parliament and EU leaders reached a historic agreement on the next-long 
term budget and the recovery instrument NextGenerationEU: 

• Largest package ever financed through the EU budget, of € 1.8 trillion. 

■ For the first time, the EU will have a specific mechanism to protect its 
budget against breaches to the rule of law. 

■ Ten programmes received top-ups compared to the European Council 
agreement from 21 July 2020. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Long-term budget 2021-2027 

Allocations per heading 

1 Single Market, Innovation and Digital 
2. Cohesion, Resilience and Values 
3. Natural Resources and Environment 
4. Migration and Border Management 
5. Security and Defence 
6. Neighbourhood and the World 
7. European Public Administration 
TOTAL MFF 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

MFF 
132.8 
377.8 
356.4 
22.7 
13.2 

98.4 
73.1 

1 074.3 

NEXT GEN. EU TOTAL 
10.6 143.4 

721.9 1 099.7 
17.5 373.9 

22.7 
13.2 
98.4 
73.1 

750.0 1 824.3 

All amounts in EUR billion, in 2018 prices 
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€ 15 billion top-up explained 

Horizon Europe 

lnvestEU Fund 

EU4Health €5.07bn 

Erasmus+ 

Creative Europe 

Rights and Values 

European Border and Coast Guard 

Neighbourhood, Development and 
International Cooperation Instrument 

I 
I 
I 
I 
I 
I 
I 
I 
I 

lmTnm'ITITimrrrr,m"1"?,.,'r.,";mYT
11

nTn'JRn I 

+ €2.2bn 

Humanitarian Aid €10.2bn , ......... + €0.Sbn 
~=~~--___i ___ _j_ __ _.i,_ ___ _j__ __ _,i_ ___ .i,__ __ _j 

TOTAL a 10 20 

■ EUCO Agreement - MFF 2021-2027 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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30 40 

■ Change vs EUCO 

50 60 70 80 

fl/J TOTAL: MFF 2021-2027 

Afi amounts in EUR biWon, 2018 prices. 
Source: European Commission. 
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Citizens, Equality, Rights and Values 

64 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Budget: € 1.5 billion 

912 
■ Top-up 

■ Financial enveloppe 

Top-up = revenue from fines imposed 
under regulation related to competition 
area 

in current prices 
-- European I 
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EU funding opportunities 

Citizens, Equality Rights and Values programme {CERV) 

Merge of two existing programmes : 

• the Rights, Equality and Citizenship programme 

• the Europe for Citizens programme 

Justice programme 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Financial programmes 
key instruments for the implementation of EU policies 

■ Treaties (and Charter) 

■ Legal instruments 

■ Financial Programmes 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Citizens, Equality, Rights and Values 
programme 

Regulation (EU) 2021/692: EUR 1.5 billion for the 2021-2027 

-
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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What are << EU values >> ? 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Article 2 of the Treaty on the European Union 

The Union is founded on the values of respect for 
human dignit¼ freedom/ democracy, equalit¼ the 
rule of law and respect for human rights/ including 
the rights of persons belonging to minorities. 
These values are common to the Member States in a 
society in which pluralism, non-discrimination, 
tolerance, justice, solidarity and equality between 
women and men prevail. 

-- European I 
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Legal basis 

Treaty on the Functioning of the European Union 

Article 16(2) 

Article 19(2) 

Article 21(2) 

Article 24 

Article 167 

Article 168 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Data protection 

Non-d iscri mi nation 

Citizens' rights to move and reside freely 

European citizens' initiative 

Culture 

Health 
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Areas of intervention 

• non-discrimination 
• combat racism 
• rights of the child 
• gender equality 
• rights of persons with disabilities 
• data protection 
• EU citizenship rights 

H S 
A p 

IN T E R N E T 
E E 

C 
H -

• European remembrance 
• Citizens' participation 
• Town-twinning and networks of town 
(former Europe for Citizens programme) 

• Union values 

• fight gender-based violence and violence against children 
(former Rights, Equality and Citizenship programme) 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Objectives / Strands 

( Union Values ] 
'------

r 

Equality, rights and gender equality 

[ Daphne (gender-based violence) ] 
-- ---

, 

Citizens engagement and participation 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

, 

€ 690 million 

€ 470 million 
,J 

[ € 395 million ] 
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Union values 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Protect, promote and raise 
awareness on rights by 

providing financial support to 
civil society organisations 
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Equality, rights and gender Equality 

Gender & non-discrimination 
mainstreaming 
Gender equality 

Non-discrimination 
Rights of the child 

Rights of persons with disabilities 
Union citizenship rights 

Protection of personal data 

-- European I 
Commission 
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Citizens' engagement 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Raise awareness of common history, 
culture, cultural heritage and values 

Promote citizens~ participation in and 
contribution to the democratic and civic 

life of the Union 

Promote exchanges between citizens of 
different countries (town-twinning & 

networks of towns) 
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Daphne 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Prevent and combat: 
► gender-based violence against 
women and girls~ domestic violence 
► violence against children~ young 

peop/eJ other groups at risk (LGBTQI 
persons & persons with disabilities ... ) 

Support and protect all direct and 
indirect victims of such violence 
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Which actions? 

Training activities, capacity building, mutual learning, 
workshops, experts' meetings, conferences 

Awareness-raising and dissemination activities, 
media campaigns 

Analytical activities, such as studies, researches, 
surveys and evaluations 

Support for European networks, civil society 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Participation to the Programme 

WHO 

o Public and private entities e.g. ministries, towns, civil 
society organisations 

o Legally established in EU Member States (for the 
moment) 

o Profit-oriented and international organisations: limited 
access (depending also on the call for proposals) 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Programme Contact Point 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Providing impartial guidance, 
practical information and 
assistance to applicants, 
stakeholders and 
beneficiaries of the 
programme 
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Presentation overview 

2. Work Programme 2021-2022 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Implementation 

a multiannual work programme 2021-2022 establishing: 

- Policy priorities 

- Budget 

- Activities 

- Eligibility, selection and award criteria 

- Expected resu Its 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

OUT NOW 
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Calls for proposals action grants 2021-2022 

Protecting and promoting Union values 
€ 50.5 million in 2022 - published October 2021 

capacity building and awareness on the EU Charter 
of Fundamental Rights and activities on litigation 
€ 2 million in 2022 - published November 2021 

Promoting equality and fighting against racism, xenophobia and discrimination 
€ 9.9 million in 2021 - deadline 15 June 2021 
€ 12.4 million in 2022 - published November 2021 

National Roma Contact Points 
€ 1.9 million in 2022 - published November 2021 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Calls for proposals action grants 2021-2022 

Gender equality 
€ 6.8 in 2022 million - published November 2021 

Rights of the child 
€ 2.1 million in 2021 - deadline 7 September 2021 
€ 3 million in 2022 - published November 2021 

Restricted to Data Protection Authorities on data protection legislation 
€ 1.8 million in 2021-2022 - deadline 9 September 2021 

Daphne, prevent and combat gender-based violence and violence against children 
€ 17.7 in 2021 million - deadline 15 June 2021 
€ 27 in 2022 million - published November 2021 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Calls for proposals action grants 2021-2022 

European remembrance 
€ 4.5 million in 2021 - deadline 22 June 2021 
€ 7 million in 2022 - published November 2021 

Citizens' engagement 
€ 17.5 million in 2022 - published November 2021 

Town-Twinning and Networks of Towns 
€ 6.9 million in 2021 - deadline 26 August 2021 
€ 11 million in 2022 - published November 2021 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Union Values 

€ 50.5 million in 2022 - apply as of October 2021 

Priorities 

Supporting, empowering and build the capacity of civil 
society organisations active in the promotion of values and 
rights, whose activities help the enforcement of rights under 
EU law and the EU Charter of Fundamental Rights, including 
through advocacy and watchdog activities, as well as to 
promote, safeguard and raise awareness of the Union's 
values at local, regional, national and transnational l< li•!I. ~~~~~=~ion I 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Capacity building and awareness on EU Charter 
and activities on strategic litigation 

€ 2 million in 2022 - apply as of November 2021 

Priorities 

1. Capacity-building and awareness raising on the 
EU Charter of Fundamental Rights 

2. Activities on strategic litigation 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Call for proposals to promote equality and to fight 
against racism, xenophobia and discrimination 

CERV-2021-EQUAL: € 9.9 million - deadline 15 June 2021 

CERV-2022-EQUAL: € 12.4 million - apply as of November 2021 

Priorities 

1. Fighting against intolerance, racism, xenophobia, discrimination, hate speech 
and hate crimes 

2. Promoting diversity management and inclusion at the workplace, both in the 
public and private sector 

3. Fighting discrimination against LGBTIQ people and promoting LGBTIQ equality 

4. Preventing, reporting and countering hate speech online 

5. Restricted to public authorities 
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Call for proposals to National Roma Contact Points 
for Roma equality, inclusion and participation 

CERV-2022-NRCP: € 1.9 million - apply as of November 2021 

Support National Roma Platforms in: 

o providing a forum and encouraging self-mobilisation and cooperation of 
Roma and pro-Roma civil society organisations; 

o address gaps and challenges in the implementation of National Strategies for 
Roma equality, inclusion and participation; 

o generate immediate responses to challenging situations, such as the COVID-
19 pandemic. 

Applicants must be National Roma Contact Points; only one application per 
Member State will be accepted; no partners; the EU grant requested C?nnot be 
higher than EUR 200 000. - ~~~~~=~ion I 
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Gender equality 

CERV-2022-GE: € 6.8 million in 2022 - apply as of November 2021 

Priorities 

1. Equal participation and representation of women and men 
in political and economic decision making 

2. Tackling gender stereotypes, including with a focus on 
youth, and in advertising and the media 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Rights of the child 

CERV-2021-CHILD: € 2.1 million in 2021 - deadline 7 September 2021 

CERV-2022-CHILD: € 3 million in 2022 - apply as of November 2021 

Priorities 

1. Contribute to the response to the impact of the COVID-19 
pandemic 

2. Contribute to the implementation of recommendations of the 
EU Strategy on the rights of the child 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Data protection 

CERV-2021-DATA: € 1.8 million in 2021 - deadline 9 September 2021 

Further support activities carried out by national data protection 
authorities to facilitate the implementation of GDPR obligations 
by small and medium-sized enterprises, and to raise awareness 
about the GDPR among the general public. 

Applicants must be national Data Protection Authorities. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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European remembrance 

CERV-2021-CITIZENS-REM: € 4.5 million in 2021 - deadline 22 June 2021 

CERV-2022-CITIZENS-REM: € 7 million in 2022 - apply as of November 
2021 

Priorities 

1. Commemoration of and research and education about 
crimes committed under totalitarian regimes 

2. Resistance, democratic transition and democratic 
consolidation in the EU 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Citizens' engagement 

€ 17.4 million in 2022 - apply as of November 2021 

Priorities 

1. 2024 European Parliament elections 

2. COVID-19 crisis and democratic debate/fundamental rights 

3. E-democracy 

4. Disinformation and other forms of interference in democracy 

5. Climate and environment 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Town-Twinning and Networks of Towns 

CERV-2021-CITIZENS-TOWN-TT & CERV-2021-CITIZENS-TOWN-NT 

€ 6.9 million in 2021 - deadline 26 August 2021 

€ 11 million in 2022 - apply as of November 2021 

I. Town-Twinning 

II. Networks of Towns - Priorities: EU citizenship rights; tackle 
discrimination and racism; role of minorities in Europe's cultural 
development; EU Charter on Fundamental Rights; free, open and 
healthy democratic governance; free and fair elections in Europe. 

Applicants must be towns/municipalities ... 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Daphne (1) 

CERV-2021-DAPHNE: € 17.7 million in 2021 - deadline 15 June 2021 

Priorities 

1. Early detection, prevention and protection of and/or support 
to women, children and young people victims or potential 
victims of violence, with specific attention paid to situations 
emerging from the COVID-19 pandemic 

2. Preventing gender-based violence by addressing 
masculinities and the engagement of men and boys 

-
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Daphne (2) 

CERV-2022-DAPHNE: € 27 million in 2022 - apply as of November 2021 

Priorities 

1. Large-scale and long-term transnational actions 

2. Combating and preventing violence linked to harmful practices 

3. Primary prevention of gender-based violence 

4. National data collection on violence against children 

5. Prevent and support child victims of violence 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Operating grants 

Functioning of a body which has an objective forming part of, 
and supporting, a Union policy 

CERV-2021-OG-FPA & CERV-2021-OG-SGA 

CERV-2021-DISA-OG-FPA & CERV-2021-DISA-OG-SGA 

Budget:€ 26.7 million in 2021 - deadline 22-29 June 2021 

€ 26.7 million in 2022 + € 5.8 million re-granting 

Framework Partnership Agreement ➔ operating grant 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Presentation overview 

3. How to apply? 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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How to apply 

Go to the Funding & tenders opportunities portal 
Funding & tenders (europa.eu) 

Read carefully the text of the calls for proposals 

e.g. call document call-fiche cerv-2021-equal en.pdf (europa.eu) 

Questions: EC-CERV-CALLS@ec.europa.eu or EACEA-CERV@ec.europa.eu 

For IT related questions: here 

Subscribe to DG Justice newsletter on funding opportunies: here 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Proposal structure 
• Part A - online form 

c General Information, participants and contacts, budget (90°/o co-financing & 7% indirect 
costs) 

• Part B - pdf document (max. 45 pages) 

o Description of the project and applicant organisation, work packages and activities 

• Part C - online form 

o Data and indicators 

• Annex 1 - CVs key staff applicant and partners ( max. 100 pages) 

Annex 2 -Annual Activity Report coordinator 

• Annex 3 - List of key previous EU projects of the coordinator for the last 4 years 

• Annex 4 - Child protection policy (if contact with children) 

Annex 5 - Letters of support ( optional) 
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Part B 

Project summary 

1. Relevance: objectives, needs analysis and EU added value 

2. Quality: methodology, consortium, staff, management, 
monitoring and evaluation, cost-effectiveness, risks 

3. Impact: impact, communication, sustainability 

4. Work plan: work packages and activities, timetable, 
subcontract 

5. Other: Ethics and EU values 

6. Declarations 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Application forms and annexes 

Call data: 

Call: CERV-2021 ·0G·SGA 

Topic: CERV-2021-0G-SGA 

Type of action: CERV·FPA·OG 

Type of MGA· CERV-SGA-OG 

Topic and type of action can only be 
changed by creating a new proposal. 

Proposal data: 

Acronym: WPSGA2022 

DraftlD:SEP-210750316 

:Sownload Part B templates 

. . . . ' .. - I • -

Suooort & Helodesk 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Administrative forms 

Part B and Annexes 

In this section you may upload the technical annex of the proposal (in PDF format only) and any other requested 
attachments. 8 
Tpl...Application 
Form (Part B 
SEP) (CERV FPA 
OG) 

CVs 

Annual activity 
reports 

List of previous 
projects 

Child protection 
policy 

Other annexes 

I 
I 
( ____ _ 

I 
I 
I _____ _ 

Upload ~ 

Upload 0 

Upload 0 

Upload 0 

Upload ~ 

Upload Q 
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Evaluation 

How we evaluate proposals 

Evaluation 
crieteria 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

► Admissibility 

► Eligibility 

►Exclusion 

►Selection 

►Award 
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Admissibility 

• Respect deadline for submission of application 

• Electronically: SEP Grant Application Form 

• Complete: Part A, part B, part C, annexes 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Eligibility 

■ Organisations: legal entity (public or private body) 

■ Eligible countries: EU Member States 

■ Project national or transnational 

■ Applicant with partner( s) 

■ Minimum requested amount> EUR 75 000 

■ Project duration max 24 months 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Exclusion 

Self-declaration in Part A 

Applicants/partners cannot participate: 

o bankrupt, subject to insolvency or winding-up procedures ... 

o in breach of their obligations relating to the payment of taxes or social 
security contributions ... 

o guilty of grave professional misconduct ... 

o fraud, corruption, links to criminal organisation, money-laundreing ... 

See Articles 136 and 141 of EU Financial Regulation 2018/1 ~ . ~~~~~:~;.nl 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
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Selection criteria 
• Operational capacity 

►CVs of the key project staff members -Annex 1 

► Annual activity report of the applicant - Annex 2 

• Financial capacity (no checks for public bodies) ➔ documents NOT to be 
provided at application stage, but if proposal is selected for funding 

►Balance sheet & loss and profit accounts - 2 years - Participant register 

►Audit report (grants > 750 000 €) - 2 years - Participant register 

► Due recovery orders, etc. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

-- European I 
Commission 

TT_HJC_002737 
1191



Award Criteria 

Award criteria 

Relevance 
I 
Quality 

Impact 

Overall (pass) scores 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Minimum 
pass 
score 

25 

n/a 

n/a 

70 

Maximum 
score 

40 

40 

20 

100 

-- European I 
Commission 
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Award criteria ( 100 points) 

a) Relevance (40 / 100; threshold 25 I 40) 

► Priorities of the call for proposals 

► Needs assessment 

► Identification of target groups 

► EU added value: implementation of Union law, cross-border cooperation, 
transfer of good practices and transnational impact 

► Synergies and duplication with other Union programmes 

! Gender equality and gender & non-discrimination mainstreamingllll 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Award criteria 
b) Quality (40 / 100) 

► Methodology = Link between needs - objectives - activities - results; 
meaningful participation of target groups 

► Organisation of work between partners, time schedule 

► Risk identification, monitoring & evaluation 

► Ethics 

► Financial feasibility & cost-effectiveness 

! Gender equality and gender & non-discrimination mainstreamif!g ! 

-
CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Award criteria 

c) Impact (20 / 100) 

► Results/outcomes, immediate changes on the target groups 

► Dissemination strategy 

► Multiplier effect 

► Sustainability after end of EU funding, long-term impact, long-term 
. . 

soc10-econom1c consequences 

! Gender equality and gender & non-discrimination mainstreaming ! 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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What makes a good projects 

0 Relevant, in line with policy priorities 

0 Addresses a real need in the field 

0 Well established methodology 

0 Strong partnership (established in advance) 

0 Strong EU dimension, EU added value 

0 Realistic and sustainable results 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 
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Reference documents 

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/how-to­
participate/reference-documents 

• CERV Regulation 

• Work Programmes 

• Standard application form (in pdf) 

• Model grant agreement and contract 

• Reporting templates 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

I .. SFARCH A JNOIIJG R. TFNDFRS • PROJFCTS & PFSlJ!TS WORK AS A'I FXPFRT SUPPORT • 

Citizens, Equality, Rights and Values Programme (CERV) 

Programming period 

2021-2027 v Reference Documents 

Grants 

• • ; • , • • • • • • This page includes reference documents of the proguimmes m anaged on the EU Fundmg & Tenders port.al startin9Y1rth fega 
agreements and gu1de-s for spe<:if,c acti:ms. 

Cle.r fiher Please select 1he programme 10 see the reference documents.. 

Procurement 

Reference Documents related to tendenno oooonunities are publishecl on TEO eTenderino In the calls for tenders. 

0 Leg slat,on 

0 Wo·k crooranmt & car docummts 

O G,.:1n1 .:it;rPP"l"IPnt~ and contracts 

0 Guidar~e 

0 ... .,IT'pl•t~<;; & for!!!_S 

0 i:-unding& Tender ;..Po,tal 

Commission I 
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List of projects awarded 
In each call for proposal webpage ➔ at the bottom 

e.g. Call for proposals to prevent and combat racism, xenophobia, 
homophobia and other forms of intolerance (REC-RRAC-RACI-AG-2020) 

Submissi:>n service 

Get support 

call Updates 

Funded project list 

~ Go back to search results 

GototopO 

Results: 21 ~Oownloadexc~ 

TITI.E • 

wNWlaceAJ;a1e: Improving 1nst11ut1onal Response tQHate s~ecb ,n_utbuan,a 

e, response to o,jrne hate speech ti rougn the enhancement of h1g1-<1uality professional and cruzen Journalsm 

Address1nQ IAodern Antisemitism in Uie Visegrad countries 

Q search 

ACRONYM ~ PROJECTID ~ 

l#NoPlace4Hate: Improving Inst itutional Response_to Rate Speech in Lithuania ~°"'-""' 

,:feet llt. 

Building a national movement agai~st hate speech that tnggers Alltisemitism, homophobia, transphobia, xenophobia, and other forms of intoleran,"!I""""' 

875127 

•EC 

RfC-UVte-AA¢ .. AG-2019 

JUST 

Building trust and cooperation between law enforcement and LGBTI community to improve response to LGBTI hate crime 

commun,ty worl<, PMietpat,on and Empowerment 

Contra et odio Cotidiano 

Feature A protective enviRonment :or lgbti• personS 

Hate speecl\ gender, social networks all<I pol~ical parties 

mU1ual Learning for lntercultural Appreciation and Strengthened oroan1sat1onal Networks 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

M ■ 2 H 

oolab«auonpanners 

0 

\'.Abs1ract 

AfSpgnse br Ultluwan Mhofties to lla'le ~t:iedl II inetr~tnt. because of 1nconS1mn1 Qfootdt.aal praetlces,. ltck of 'IIClimtl.lPl)Ol't servkts an6tow awateness Th 

proP(lsed p::it(1 sedta 10 fddrfs., 1h11 tltuaton tlvou~ establlN~cle-JJr g1.1dellnct on~•'l!1~1alf1U: on htte speech wilhlncr1111nal Just~ $)'Ste~ 
bulldhgcapaOlt)' of CQO¥:elent,ubUc iu1horlies, irq,rovlrg S\.C)p)A to llctJrm of hale speed\ lncrea$1nf awarffleSs ind hr,rOY!ng c-apadtle'I d IW1>cmbuchman 
t,oe hstitut.ons The 8b>Je outiined~lws wlll t,e adW'ved ttlrouc,h(ll ccnducta.1Q lndEoel'1cien1 ornbJd9mtn ,eo.ttwonll'IYeStl~o hate SINCh. Q:) 

implemefll'Jrg cooper auon prot«ols and c»MJcthg Internal .tN~enes,: rats-k\, wlttwl law EOf«cenle<'ll wuctu,es, (S) ocganlzlng Cipaclty buldtng lrait:lngs for law 
...,,c;,~ft'tloff,ectr,P<'Of4'¢\llcrt..-wfl~t, {-')~lopht~1 ... ""¢1m•i,;,pott &.,fo,_t,tonh,,b f~h.>db,g~" ~ '~"'' , .,..,.~•!\Id 

torn,p~lv~ 1 .. 1':1011 $JS:1etnl {5) ¢0"iiduC1hg mut.lplc ·•~rent$$lill$ng Clll'nplllgn$ to piomote :tl!JO t!ltftnc:e al)plalldt10WllfdS hate I~ The pojtci wil 

l flf~ p.abek •llltlatOcS ncrn,1~of1~ 10 ll~e s~ (1200),Vlc:l,JmsofhR sp,e«:h {IO)O) .-d ~lpUbllC (1M} I\ IS Bllpc,clt<I Ch,•Umpro,-W 

proctdurts,a'«l~alillt 'flC\.m s.\JR)Ort ~and 1rcreas«I •wa~sswill result botl In h::rN.sd llUmbtr ol ~ .,,tdtnt.s Md reo.ttd prcvalt'fu of N'e 
spttdl. fht pro,e-d 'A-ill elso s&ltngthe'I 1nst11iJllooel ~of tno O!Tbod~ ll'IWIJlionslo conducl p~ actfo'lb~S Ill the fldd of b tt" spe«h 

occ:Ofdtng tottu tnand«t:. Thie p,ott(l will poduc, l'k.l'll bt°t of o,q:iuts. 1nclvoog n:ependtnt om.Jdsman re-,,tw (l ~ooopffauonpr04ooo& (2}. mtcr,.1 awnnts'! 

r&i$r!Q eam;w11gn r.)r law enforeerntM{ 11 ~ lty ~ uoani,g, (SL (lf'llintVl«lrl ,ui:,p:,n & W!lonn&lk)n tr.o (t). p;Jb!IC Marenessrauing C1/f'r\PM9"1$ {2).!Wli lOni 

NJl'I\M tlf1'1~ f(WUl"'I (1) 

Activity 

Keywords: 
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Projects & resu Its 
https://ec.europa.eu/info/funding­
tenders/opportunities/portal/screen/opportunities/proiects-results;programCode=REC 

-ft SEARCH FUNDING & TENDERS • HOW TO PARTICIPATE • WORK AS AN EXPERT SUPPORT • 

Rights, Equality and Citizenship Programme (REC) 

Due 10 a current database failure, yoo coold ei,periencesome instability in SyGMa, "My Expen Area",GMS (Grant Management Services) and AMS( Audit Management Services), ipeclaUy during cote busines: 

rest0<ed all services by Thursday Momir111. We al)Oiogise for any inconvenience ca•sed. 

Projects & Results 

Programmino period 

2Jl14·2020 

Project ID 

S.le<:t a Project 10 .. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

II 

list of funded projects 

629 items found 

ALLIANCE FOR CHILDREN ON T HE M OVE: STANDARD OPERATING PROCEDURES FOR GUARDIANS 

Closed 

Ob.ect \-C$ mp cme·ua11o!l ol corrrrcn standarcs on o..ia'd·arishi:> s;s~t ms n four EU cou1tr es. safecuard no the riorits of unaccorroa1:ec1 a-rd s.e.oara:e 

ID 

Acronym 

Country 

Contributor3 

Activation and Empowerment of Roma Stakeholders by the National Roma Platform II 

Closed 

Tne pt'OjeC: con~·sts o~ Op@n "\!}cill'd Clos ng mHt rigs, a"ld 3 !'l'l@e: .ng.s. ·1 re-go-is T.he topc of a 1 tht?se rreet rg,; I b@ tre cef'I: f cat on of t.ne neeos a-, - European 
Commission 
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Thank you 

<D 
a 

© European Union 2020 

Unless otherwise noted the reuse of this presentation is authorised under the CC BY 4.0 license. For any use or reproduction of elements that are 
not owned by the EU, permission may need to be sought directly from the respective right holders. 
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End 
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EC edits post 26 Feb meeting 

industry edits post 26 Feb meeting 

'Track ciH:nqes by OG JUST on 1◊ t-Aan.~h 

CODE OF CONDUCT(+) ON COUNTERING ILLEGAL HATE SPEECH ONLINE 

a) The first Code of conduct on countering illegal hate speech online was adopted on 31 May 

2016 by the Commission and Google (YouTube), Face book, X (formerly Twitter) and Microsoft­

hosted consumer services. Between 2018 and 2022, lnstagram, Dailymotion, Snap Inc., 

Jeuxvideo.com, TikTok, Linkedln, Rakuten Viber and Twitch subscribed to the commitments of 

the Code (hereafter all the companies subscribing to the Code will be referred to as the "the 

Signatories"). 

b) Over these years, the Code facilitated key progress, including on the swift review and removal 

of illegal hate speech content and increased trust and cooperation between the platforms, civil 

society organisations and Member States authorit ies in the form of a structured process of 

mutual learning and exchange of knowledge. 

c) Conscious of the significant opportunit ies and challenges represented by fast technological 

development and the evolutions in the policy and legal frameworks in the European Union, 

the Signatories continue shar ing a collective responsibility and pride in promoting the respect 

of fundamental rights, as enshrined in the EU Charter of Fundamental Rights, in the online 

envi ronment, as well as the Commission's and EU Member States' commitment to tackle illegal 

hate speech online. 

d) The Signatories recognise the importance of transparency, monitoring and accountability on 

their systems and processes as regards the way they deal with alleged illegal hate speech 

content available on their services, and in part icular in relation to their notice-and-action 

mechanisms. Also, as shown by the success of the collaborative approach under the Code of 

Conduct since 2016, the Signatories recognise the importance of a mult i-stakeholder approach 

involving representat ives of civil society organisations, experts as well as public authorities in 

the joint efforts to improve content moderation policies, w ith the aim to assess and mitigate 

the risk of the public dissemination of illegal hate speech through- t heir services, 

e) The Signatories note that the regulatory framework has advanced with Regulation (EU) 

2022/2065 {Digital Services Act, hereafter referred to also as "DSA")1 to increase t ransparency 

and accountability for intermediary services, informed also by the important achievements of 

the 2016 Code of Conduct. They recognise the need to further strengthen the Code, building ;j Comrnentl!d IA·t )1 Jodusl/y: Moved from (1:1) below as I~ l 
, ' ! ~ems lo t\l ~e!le)'-)M!tl this secllQI\ on scop~-an_d j 

on the OSA, in order to increase its efficiency in fight ing illegal hate speech online. / j purpos.eof tlM! code. ••••• •••• •• ••••••• •·•• • j 
f) ~Ms Coda-aims to bimMile a vo!uhtary t ode of co-ndlJct·under A'rticfa ;11; of the DSA }t i~ in_~hi5._ ,!. ...... -f ~ ornrne~ted (A2Rti; JUSTI·OI< ' ••••• ••••• ' •• \ 

spirit that the Signatories have agreed on this Code of conduct+ (hereafter referred to also as ?-«= m= «= m= «= «= m= «= «= m= «= «= m= m'. 
/ ! Formatted: Highlight ) 

" the Code"), identifying~i;:\.~~~r~tv. tommitm:ents .aimed. at _creating. a .framewor~ _that facilitates H ,, / ~~~---------, 

the compliance with and the effective enforcement of the DSA in the specific area of illegal /1 ~~;:~:=~_g~~~~i:i~j~:i~: u~PP:!; ~::;h;;t I 
hate speech content, including new measures to address the most recent challenges and / ~!e!~;~ ~~.~,e!~~ ~.~~~ .~:....,,,,_,,,,_,,,_,,,,_,,,,_,,,~ 

threats. /,/ Commented (A4R3J~JUST, OK ! 
~ _ , • J . )'-wv~~•::""~"~"~"~"~"~"~"~"~"~"~"~" 

g) ifhis Code of Coodu.ct )s1oVith.e>11tprejudiceto thee>bligatle>11s irnposedo11 sigr.iate>ri~s under th_e_/ / \ Coin!lle(lt~i! l~ ~]; J\/S-1; As ew)~l!1e<.! 10 tll~ meetlogof 

DSA,,b .. .w;,~fo,,;foi--t ,:lW;,~ 1~!~!fuMK.t1~ ,~~--f#'.Mk4N l-4f-1Jt;,;4~\vhere applicable . ., / \ 26 Fe,b, 1hJs l~XtwlJI l')e,,sindit~on all Coe, !d:i :idr~f11f1!1 
' •• ................... ••• ................ i prop·O$a1 l,y the . .Commlsslon legal service. The adde.d 

' Regulation(EU) 2022/2065 of 19 October 2022 of the European Parliament and of the Council of 19 October 
2022 on a Single Market For Digital Services 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

\ $1i~tenee<l!les norn,,m 10 beMe .. d¢<'!, ft ~O!Mv..iti!ou,t 
j sa'(IIIS that If without preJ,1dlGe1'.o ol:,(liatlons; t hat-applles 
i al so\o the lfi11itiltio>1s ol-stu;h o:Slrgi!tiQn~.Weasl(ior 
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The DSA will always take legal precedence for Signatories falling under its scope. \1~ -<ll¾lk#~ 

M1sJ.:ki-0,,v.0:kmt;,.~,q:r-;it£,rr&!~t ,i;'!h1lK-l'l~~1cl,{h~4bi.1\¼l~,,rMiI ~11i~r-0Jt.it~r,:i\1rs;,;,,~rA!is,g~ 

~- t tit'i<,,~¥~wi~ • ..... ~--·j Commented (A6Ji JUST,SeecbmlJ'1entaboveo.rci thl, 

h) ~here!_~olT_lrn i~n1e11ts_c>v11r.lae.vi~h le.gal _e>b.l_is.a~ion5.th.;it applyto_5.c,rne '>.r al l_5.igriatc,rie_5.u.r:id.e.r.. : vall"da1io11 ohhls par-agl!al)h by rheCOM LS. Al$O, the 

the DSA, this Code aims to gather specific and proportionate informat ion on how obiigations \ i ~::;:1i~1::~\~;~~=h~~ ;:y~\~:~f~~h~:'!:~~;hen 

are implemented with respect to illegal hate speech, i,1 particular through the transparency I : ii needed. finally, t his addition seems to open forthe ,, 
\.\. ! po~ blbt'{~t s!gnatot les.t<>odop'.t 1hect>flntnl;meiltscio 

i) 

j) 

provisions in sec:tio ;1 3 below. 

Adherence to and compliance with commitments and measures agreed under voluntary codes 

of conduct by a very large online platform or a very large online search engine where relevant 

m ay be considered as appropriate risk mitigation measures under Art icle 35(1)(h) of the DSA. 

To facilitate part icipation in the Code, Signatories subscribe to Implement the relevant 

commitments -through measures that are reasonable, proportionate, and effective in ligi1t of 

the ident ified risks, the size and nature of their subscribed services, the risk of illegal hate 

speech on their platforms, the resources available to them and other relevant factors. 

k) The European Commission welcomes the efforts made by the Signatories and w ill support and 

monitor the implementation of the Code of conduct + in the coming years. 

The Signatories of the Code of conduct+2 have agreed on the following public commitments: 

1. Terms and conditions for addressing illegal hate speech' 

1.1 The Signatories are to have in place terms and conditions informing users that they prohibit illegal 

hate speech on their services. The Signatories are to include in such terms and conditions clear 

infor mation on the policies around illegal hate speech• on their services,, and the measures taken 

in case of breach of these policies. 

1.2 The Signatories will inform their users about significant changes made to their terms and 

conditions that are relevant to how they tackle illegal hate speech, in accordance w ith Article 14(2) 

of the DSA. 

2 Review and possible removal of or disabling access to illegal hate speech content 

2 The signatories of the Code of conduct+ are: Facebook, lnstagram, You Tube, X (formerly Twitter) TikTok, 
Linkedln, Twitch, Viber, Dailyrnotion, jeuxvideo.com, Snap Inc. and Microsoft-hosted consumer services, as 
relevant . 
3 ''Terms and conditions" hereafter refers to terms of service as well as any applicable policies (such as 
Community Standards, Guidelines, etc). Th e Signatories acknowledge that there are a variety of valid 
approaches to crafting Terms and Conditions, e.g. distinctions in how they address illegal content vs. lawful 
content that violates services' policies, and the Signatories accordingly have discretion in how they comply with 
commitment 1.1 

• Illegal hate speech as defined by applicable laws, including the Framework Decision 2008/913/JHA of 28 

November 2008 on combat ing certain fomH and expressions of racism and xenophobia by means of criminal 
law, as transposed in national jurisdictions, as well as possible forthcoming updates to th is Framework 
Decision, where relevant. 
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\\ ) ~ing,oiie\. ''11\terestedparties•MaterMiriology that lloe~ 
\:. j not..app.ear anywher-e else in the text. rt.seem s.to re,pe.at th e 

'' i corite'n't of RecltaU03 -ol the OSA and riot h~eded tiere. 
\ \ \ Sugg:est..a deletion.,. th:et.e-appears to be n o particular added 

\..:··-~~:;;;;d[:;;;j;",;:;"~~R;;;;;;;;,;~;~;;;;-,,, 1 
; i bf the EC, using language from EO email 1 Match as • 
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2.1 Pursuant to Articles 16 and 22(1) of the DSA, the Signatories will have in place notice and action 

mechanisms to allow any user in the EU, including Trusted Flagge rs, to not ify them of the 

presence on their service of specific content that the user considers to be illegal hate speech 

content. 

2.2 After receiving a.nd--~r-GGe&&i-Ag a ~al~ notice,_ the_ Signatories will review &H~A-a-oo~e it in a 

timely, dil igent, non-arbitrary and objective manner and , if neGessary, act expedit iously to 
.. ... .,.---· ···f Comm.ented [A9J: k,duslry: We.ha!le fttipl<mented all 1 

remove or to disable access to the reported content if it is in violation of the Signatories policies, 

and/or on the basis of the applicab le law in accordance with the relevant jurisdiction and in 

accordance with Article 16 of the DSA. 

2.3 The Signatories commit to review the majority ( at least 50%) of notices received under Art icles 

16 and 22 of the DSA from Monitoring Reporters within 24 hours. Signatories will apply their best 

efforts to go beyond this target and aim for two-third (at least 67%) of those notices subject to 

Annex 1. !>ignatorles are free fo set Ul)the p.rocesses they see-fit to reach this target, such as 

desigl'lated teporl'.ing;processes. This acl<nowled_ges that the time- iuakes to a.(:ti.on notice may­

qepend orj cont_el(tual fa~tor,s, ~u~I) a.? t{le wtµo1!;'~s~,V,;:riW, .viriiJity, a.nd .<:orup)el\lty qf the 

content flaggedL ________ _ 

3 Transparency, accountability and monitoring. 

3.1 The Signatories agree to assess the adherence to the specific commitments on the review of 

notices under 2.3 and to monitor t rends over time, following a methodology agreed between the 

Signatories and the European Commission {See Annex 1). 

3.2 Beyond the monitoring on the review of notices under 2.3, the Signatories commit to provide 

addit ional information accompanying their results of each monitoring exercise, as referred to in 

Annex 2. 

4 Intra-Industry and multi-stakeholder cooperation to address and prevent risks of the spread of 

illegal hate speech 

4.1 The Signatories wi ll cont inue to implement and strengthen, where relevant, thei r partnerships 

with Monitoring Reporters, as defined in Annex 1. 

4.2 The Signatories will part icipate in regular exchange fora aimed at facil itating an effective flow of 

best practices, expertise, and tools on measures to address the dissemination of illegal hate 

speech content through their services. These fora will be made up of: 

4.2.1 An annual convening of Signatories and Monitoring Reporters organised by the European 

Commission with input from the Signatories. 

4.2.2 An exchange of best practices among the Signatories, materialised in a separate session 

during the annual convening in 4.2.1. 

'"- j other edlis suggested by the- EC i.n tills. sectioo, but ! 
I would ask that 'valid' remains, , \f ffl ,% ,% %, % . ,% %, ~ ,% %, % ,% %, % ~ 
~-Comme!lfl!d}A 10R9]: _JUST:_ All·the>_point reads OK ..... ..... ...J 

.... -- ( Comment.ed [A11 ).: f11dusfry: Aligned Will\ Anned :as 
[ disc;us.sed. 

4.2.3 A structured ~!~ilog.:lElj_ among_ Signatories and _Monitoring Reporters to _exchange information .. _. .... --· j Commented [A1.2l: Industry-: upon,re-1•e:ad, to ensure ! 
on t rends and developments related to il legal hate speech on line. This may be aided by a set ! 1his.is DOt confused wJih escaJalioncbaooels{reporting I 

lP~~~:-..... . .... ~ 
4.2.4 

of standard quest ions to answer when sharing a trend with the Signatories. 
>. • • .., ···u ••• >N --·u ··•))' ··•))' ··•))• .. ··· >))•····>))' \ 

Y,. shared on!ine knowledge hub facilitated },:,'ll!i:·1~~,J,,t~~Xct~.~ EIJ.[ ?P~i3'}~°.fllf'Q\s.'Sf.<>I.) ll!.)cl: ..... _ _ ,,. -- : Comotellted [Al 3J: Industry: /¾ dis<;US$ed in2§ f;eb l 
with adequate ~afegu:ards to protect inform'atron1 gathering jurlspr:udenoe an.d le_gal ~ eeting,_ . . . . . . . . . .SL d 
reso.orees tiserul to assess the legali ty of a lleg_ed illegal hate spe.ech, g,t,i;![hr pastreports 

ondet the Code. S!p-J\<lt§!'.!tili,6·11kM§hff&tlh1£ ~ttefbJtfilrWt·d'ftJ?tu:faciimihr&ti.~tH-~*~ best 
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pract ice resources llf* i-#,f,~~;~iii-llfu#--M€n~fus,i#a-~~;r.~ , inaluding r elevant 

information on;~he_ challenges and_ opportunit ies presented by emerging technologies in both _,, .. -· rc:;;;;;;-;;;;;;;'1A1';fI~';rfri':·2~;;;;:;;;~~-;;:;~';;;~;;;;;;:"" 
the generation and detection of illegal hate speech. i wUI setue the bub butwep·refer-a moreeeneral 

• j for""1u)ati'on.as third parti~ {e.g. a ~ootract9r).01ay be askt o 
4.3 !ti!. the .• \j,xtlf:'i?.~mti1ilf .. event __ of !i>ltfra~~(!1,;-fafv .. ,J~HliMM'/.oil,~(l!!i .. !\\<i!Jhg .. fu.\,t, .. !i'.~~ili; .. ,1@'(i!%'fi.,t&i,J1i1dklk, ! find ar,d "populate'' the eon.tent With our validation. If there 

g~$fi'tJt i ~ff. ) iJ~l.tt (~~~~dl ~r t ?%~~ l;~{Q?.'l .~:$.Js--~ '~!tt\lit~;:a~t' p~t.f ~t .ft-%tAHi Q«). ·~0:31 ;,~;-.,t. ~ .. od, _materia I \, \ fi ~ need ·to (;l~ni1Vthe eK'3ct tole of _sjgr,i3t orlei t n .the. 
risk of a significant 1nc,ease 111 the dissemination of lllegal hate s~eech ,:,n the s,g,,atories' \ \\ : eont<!°xtl'lf'lhekoo1•ledgeto&li, We i)'ropo,e l ne darlfle~lloh 

•. '· \ i further belOW1t> be deaf Oll what <Mtr1blltrOJI j§,ex~<!d. 
pl.itform.s, the Signatories a,1d the Europe,in Commissio,1 ca11 init iate ; .. a meeting under the 

urnbrelia of the exchange fo r,, per 4.2 {or more, should it be necessary and proport io,1ate) to 
\\ '-(c;;:=;; ;:;iAfii'.7n~:;~;'~~";;;~~;;::;;:"' 1 

'·. \. i of(he d.lscussfon on 26 Feb and taking lnlo ,accounlthe l 
discuss trends, exchange information, and expiore avenues of cooperation. 

4.3.1 

4.3.2. 

Signatories' fQfl.lfni!.tc'.lillf.1:DP.iitf-).:i¾l'•t~ii!i'i--t•i"1fr·W<#~depend!rn;: on their level of exposure to 

the imminent and materia l risk of stgntflcant !!',crease in the dissemination of lliegal hate 

speech on their platform. The Signatories and the European Con1miss,on can decide together 

whether to involve. Monitor,ng Reporters in those discussions. 

?~~~~~~~\{k~~!~;~~'tf ,t¥4i{N~\k,t~~$)r"~~~\h,~~h~i~t:~il4}'tt)ilifo&~~{(jiJ~~~~~~~--~fa~~~?if~l-~["t<iii r:i t~:~ 

1,~~~•~<ti4;ii:~~!. ~~t?~ii:tfS. a.~ A~sc ,ibe d in ~:?..:'.'.'.'i~ i4!J!:,i~<:>~ .b.e. i niti,, t ed 
if wn,i;ti,.i- Signatories are aiready ~ngaged in ~"' meeti11gs o;, the s:~rt><i 5,,bh ct inatt,,r '\ 

with the Commission under Art. 36 DSA. '. 

4.4 Signatories commit, including through existing init iat ives, to exchange between their relevant 

teams, where appropriate, about cross-platform operat ions and relevant trends that emerge on 

their respective services, w ith the aim of preventing the dissemination of illegal hate speech on 

other services, in full compliance with privacy legislation and with due consideration of security 

threats and fundamental rights threats. 

5 Awareness raising, online civility and counter narrat ive init iatives 

5.1 Recognising the value of raising awareness against hateful rhetoric and prej udice and to foster 

online safety and civility, the Signatories w ill continue supporting tools and approaches on counter 

and alternative narrat ives, new ideas and init iatives as well as educational programmes that 

encourage civility online and critical thinking. These will complement init iatives funded and 

facili tated by the European Commission, such as in the context of the Citizens, Equality, Rights and 

Va lues Programme and the High Level Group on combating hate speech and hate crime 

5.2 Signatories will make best efforts to provide informat ion about t raining, resources and support 

available to Trusted Flaggers and civil society organisations regard ing best practi ces and how to 

use online plat forms for delivering educational and awareness raising campaigns. 
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Question and answers on the Code revision 

27 March 2023 

• How do you envisage the Code working alongside t he risk assessment requirements? The Code itself, 
and therefore the text martyr initially drafted in particular the section on "Cooperation between IT 
Companies, trusted flaggers and experts to address and prevent risks of the spread of illegal hate 
speech", intend to play a part as a mitigation measure under the DSA risk assessment requirements. 
We would welcome additional suggestions on how this could be further elaborated either in the Code 
commitments or in the initial statement/ preamble. 

• Does the Commission envision a formal connection to DSA Recital 90 and the collaborative dialogue 
with trusted flaggers and experts? The initial statement/ preamble may refer to recital 90 of the DSA. 
Please do not hesitate to suggest draft initial wording for that part too (currently blank). 

• Will t he industry signatories be the same as those already signed up to t he existing Code? The 
negotiation phase on the new Code wil l be conducted with the industry signatories that have signed 
up to the existing Code. This will not prevent other signatories to join once the new Code is agreed. In 
fact, we would expect a number of new platforms to join later 

• Will the trusted flaggers need to revise their status and also be trusted flaggers under the DSA? Not 
necessarily, the Code prompts the existence of trusted flaggers programmes set up by platforms which 
can be complementary to or overlap with the DSA trusted flaggers. See proposed commitments under 
the section on "Cooperation between IT Companies, trusted f laggers ... " 

• Do you agree that the Code should continue to only cover illegal hate speech in line with its focus to 
date? Yes, we agree. 

• Do you agree that the Code should make clear that outcomes related to t he monitoring exercise do 
not necessarily imply systemic fai lure to meet DSA obligations, particularly in light of the fact that 
notices sent during monitoring rounds may relate to gray-area content, and violate neither local/EU 
law nor t he company's Terms and Conditions? The monitoring exercises are only meant to assess the 
performance on the Code commitments related to notice-and-action. A revised code of conduct could 
also better reflect the discussion and questions on grey area content or other factors that may impact 
on removal rate or time of assessment. Grateful for any suggestions you may have that would allow 
for the monitoring and information from the platforms to show a more granular or complex picture of 
the situation 

• Do you agree that any researchers seeking access to data under t he revised Code w ill need to follow 
the requirements and procedures in DSA Art. 40 for researcher access to data? Yes we agree. 

• Do you agree that standardized KPls should match the DSA's transparency provisions, e.g., in Art. 15 
and Art. 24? Yes we agree and you are invited to suggest wording in text martyr in this direction, 
including the initial statement/ preamble 

• Do you intend for the Code to be negotiated between existing platform signatories and the 
Commission and t hat the Commission wil l consult the HLG on Hate Speech at a later date once the 
revised Code is near final? This is how we're interpreting the draft Rules of Engagement. Yes, this is 
how we envisage the process. 
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~ODE OF CONDUCT(+) ON COUNTERING ILLEGAL HATE SPEECH ONLINE 

a) The first Code of conduct on countering illegal hate speech online was adopted on 31 May 

2016 by the Commission and Google (YouTube), Facebook, Twitter and Microsoft-hosted 

consumer services. Between 2018 and 2022, lnstagram, Dailymotion, Snap Inc., 

Jeuxvideo.com, TikTok, linkedln, Rakuten Viber and Twitch subscribed to the commitments of 

the Code (hereafter all the companies subscribing to the Code will be referred to as the "the 

Signatories"). 

b) Over these years, the Code facilitated key progress, including on the swift review and removal 

of illegal hate speech content and increased trust and cooperation between the platforms, civil 

society organisations and Member States authorities in the form of a structured process of 

mutual learning and exchange of knowledge. 

c) Conscious of the significant opportunities and challenges represented by fast technological 

development and the evolutions in the policy and legal frameworks in the European Union, 

the Signatories continue sharing a collective responsibility and pride in promoting the respect 

of fundamental rights online, as well as the Commission's and EU Member States' commitment 

to tackle illegal hate speech online. 

d) The Signatories recognise the importance of transparency, monitoring and accountability on 

their systems and processes as regards the way they deal with alleged illegal hate speech 

content available on their services, and in particular in relation to their notice-and-action 

mechanisms. Also, as shown by the success of the collaborative approach under the Code of 

Conduct since 2016, the Signatories recognise the importance of a multi-stakeholder approach 

involving representatives of civil society organisations, experts as well as public authorities in 

the joint efforts to improve content moderation policies, assess the risks represented by illegal 

hate speech and to design appropriate mitigation measures in respect of the spread of illegal 

hate speech on their services. 

e) The Signatories note that the regulatory frarne•,,s;ork with the Digitai Services Act 1 (hereafter 

referred to also as "DSA"l has advanced to further transparency and accountabiiity for online 

Diatfonns also info,,ned by the -tl0H;, important achievements of the 2016 Code of Conduct a;c,d 

am builci'ng on these, and they r·ecognise wh'ln rnrngnisi:1g the need to further strengthen the 

Code. building on the DS/1., in order to increase its efficiency in fighting illegal hate speech 

online. 

f) It is in this spirit that the Signatories have agreed on this Code of conduct+ (hereafter referred 

to also as "the Code"), identifying additional commitment areas and new rneasures to address 

the rnost recent challenges and threats am:l--with--trte---Digi-tal--Se1vkes--A-Et--(-DSA)---as--t-r;e---rw.w 

<eg1c1lat;;,rv--f-1,1,i0ww;;,rl~-ifl-fi+oK,;,. 

g;)- AGti-0fl-s-,Htde-"--tl'l,;-~;:e,.d,;,.-w-i-il--u,11'lf)Le-ffi,;,Ht,-,1-A4-l8,;--fa+i'h1tig;1.e-d-witi1--rce-g,1.!.,1-1:;a.,c,,<--1~1+r.;,.119eflt& 

aml---o-v,;rail---,,i,j;;;;;-l:-i-ve&--ifl---i:4w.---D,,;1\,---:P1e;,.--D£A--s,;ts---o-l¾t---a--rng;l¾iat-o-ry---f-r,1m,;,.w,,Fk---f.o-1,--Hl-rrl:e,i-l:­

rrwd era U o :1 that i, hannori:sed aerms the ~U, i:1dudi:1g 'ssucs related to :I legal 'wte speech. 

HflThis Code aims to become a voluntary code of conduct under Article 45 of the DSA. Where 

relevant, compliance with its commitments and measures under this Code may serve as risk 

mitigation measures for Very Large Online Platforms to address relevant systemic risks 

identified under Article 34 of the DSA. 

'RegulationffUi ;,on/2065 of 19 Ocwber ;>on 
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*** 

i)-:\LTo facilitate participation in the Code, Signatories are able to subscribe to the commitments 

and to implement them through measures that are proportionate in light of the size and nature 

of their services, -the risk of illegal hate speech on their platforms, and the resources available 

to them . 

... The European Commission welcomes the efforts made by the Signatories and will support and 

monitor the implementation of the Code of conduct+ in the coming years. 

The signatories of the Code of conduct+2 have agreed with the European Commission on the 

following public commitments: 

1. Terms and conditions for addressing illegal hate speech' 

l-.1 The Signatories are to have in place terms and conditions informing users that they prohibit illegal 

hate speech on their services. The Signatories are to include in such terms and conditions clear 

information on the policies around illegal hate speech') on their services., and the measures taken 

in case of breach of these policies. 

1.2 h accordance with Art'de 1<' of t';e Digifal Serv'cei: Act fRegu'at:o:1(£U) 2022/2065 c,f 19 Octobe: 

2022 .. he:eafter the "DSA"), t';e Sig1ntories \Viii enwre that the:r tenm and wndit:ons me set Olit 

h-dea+,-f,bi-R-;-i-n-td-HgibJ.e-and--l+se-r-fri-en&y--hrnguage;-and-5-haH-b,,-f)ubJ-idy-ava-iiabie--to-u,;.e-r-s-of.ti1e 

&e-r-11k.;;, ...... :r.he---Signat@r-ies--wJ+--eHso--ffay--due--r-egad---to--tl:;e .. f-,;R-ciameflteH--r-ight&-a-f¾i.--frne,k,m-s-a-s 

-enmrh.;;4-i-n--t-h-e--Fe.\J-{:+iai:-ter--cl-f..;ndamentai--R+g+i-t-s,-w+1-en-af)f)4y4l-g-a-nd--enfoi:dng-ti:;.;;;;;e-ter-m,;..;,.r-,d 

H,r-wlH1-o-r,,,, 

.;;·, .. :I ____ W:10:1 applvi:1g a<1d e<1forci:1g the rn,tri.:tio<1, outi'1ed 'n the te'ri1. ·,:1ci rn<1cFtion:; 'n• -

accorda:we v,·it'; the DSA, the Signatories wi'I base themselves c111 applicable. la•N .. hc'uding the 

Fra:r;ewor'< Decis:011 2008/913/JHA of 28 Noven·1iier 2008 011 wn·1bati:1g certa:n fom1s and 

exf)-l'e5-sion, ... g.f. . .,ad,;m .. and ... xenof)+lohla -b\s .. me;,.r1-s .. -o-f .. -u+m-k,a+ .. faw; .. ·ii-& .. -t-ram-po-se-d .. +n .. ,natio-naJ. 

ju++sdkti@ns-, .• 
·--------------------------------~ 

2 Review and possible removal of or disabHng__~~,fe~~§ __ IIJotlte and aBtion agains_!Q~ illegal hate 

speech content 

2.1 Pursuant to Article 16 of the DSA, the Signatories will have in place mechanisms to allow any user 

in the EU to notify them of the presence on their service of specific content that the user 

considers to be illegal hate speech content. 

2 The signatories of the Code of conduct+ are: Facebook, lnstagram, You Tube, TikTok, Linked In, Twitch, Viber, 

Dailymotion, jeuxvideo.com, Snap Inc. and Microsoft-hosted consumer services, as relevant. 
3 "Terms and conditions" hereafter refers to terms of service as well as any applicable policies (such as 

Community Standards, Guidelines, etc). Acknowledging platforms' terms and conditions can be global in 

nature, and without prejudice for the distinction under the DSA between platform's obligations in relation to 

illegal content on the one hand and harmful but legal harmful content on the other. 

~_ljJ_~ga! hate speech as defined by .~.Qp!kab!e !avvs. !nduding the Frarneitvork Dedsion 2008/913/jH,l\ of 28 

Nov~:-mber 2008 on combat.in~ certain forms and express~ons of radsm and x~:-nophobia by means of cdmina! 

!aw, as. trans.posed ~n n21Uon21! jurisdktions.. 
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2.2 After receiving and processing a valid notice in accordance with Article 16 of the DSA, the 

Signatories will review such notice in a timely manner and, if necessary, act expeditiously to 

remove or to rest rict access to the reported content if it is in violation of the Signatories policies, 

and/or on the basis of the applicable law in accordance with relevant jurisd iction and in 

accordance with Article 6 of the DSA. 

2.3 The Signatories wi ll commit to reviewing \n le,s tharx24 hotirs .t),110 t~ird ,:,f.~he_sufficiently precis~ .-­

and adequately substantiated notices on content alleged to be illegal hate speech ifl-~-~ H'h!4 

J¾;;ffi.rffi-•t,~-1¥lajofit,~f-ar,,;\,,5. ~4!0¥-twi~-f~l-.wf.\t.e,~~w\¥-f~Mtro-lG#g:-ef.,~ef 

Comm.ented (A3J: We thlll~We.c~n heniol"e: ambltioli in 
tbe Co<;+, !oo!s!og a,Jso·at t))e peffor!}lanc-e OA tt)is Pi!r\icu)'ar 
commlllllerit over the last years, e.g.data from monitoring 
~ e(,;[4e,s. 

t'Mefi ned· f-Or i,n;,ee5.$1f!Q; of notices, Which wlil mepe11ti en l he facts., t' re:;la-rlSitanies aad tnies of 

~ -···- ···- ···- ····- ···- ···- ····- ···- ····- ···- ···- ····- ···- ···- ····- ···- ···- ····- ···- ···- ····- - ·--· ~omme(lted (A4J1 lt '(nay bec<;>,!lfusll)g-to r ef~r to other 

~ .. _ Transparency, accountability and monitoring . ._ __________________ _ 

3 

3.1 The Signatories &>,eJwil.i provide transparency reports in accordance with Articles 15, 24 and1 

wi-l,e.r,e..i~~i<,a!al-er.42 of the DSA as well as any implementing act adopted pursuant these Articles. 

t)'e• • Qf i lle11al c.onte,:,t in•' Code f ocused; on hate, ' f>eJ'Ch, 

No bullets or 

3.2 The Signatories p~ ~)l!} ~r8j)~an l,Of'(lFQi~~1;sif~ ~gree to_ assess the adherence to the. specific __ ... ..-,-- Comment.ed (AS)i TheECagreesoni hemethod.ology for. 
commitments on the review of notices under 2.3 and to monitor t rends over t ime, fol lowing a a.ssesslng;f epl\(asedto line:tune-tliemeariing. 

methodology agreed b€tween thewAA Signatories and the Eurooean Commission {See Annex XX). 

3.3 Beyond the monitoring on the review of notices under 2.3, for the purpose of the monitoring 

exercise and the t ransparency reporting under the DSA referred to in 3.1, the Signatories w ill 

~ommit tO' E?rov1dea~y-1ue5<---afo.f.t-s-ro~ r-ovlde . additional ___ meaningful and . comprehensible ... •-" 

infor mation on the measures taken to address illegal hate speech as a result of their content 

moderation policies based on a structured set of guiding questions (Annex YY). 

4 Intra -indust ry and multi -stakeholder cooperation to address and prevent risks of the spread of 

illegal hate speech 

4.1 The Signatories wi ll continue to implement and strengthen, where relevant, their partnerships 

wit h civil society organisations, including those which may act as t rusted reporters under 

separa te voluntary programs outside of DSA (hereafter "civil society organisations"), in addition 

to the role of and engagement with the trusted flaggers, who$e r.tatus h:~s heen aw~,rckd 

accord ing to the orovTsion$ in Artie I,~ 22 of the DSA for th£1i r expE,rt lse in iliegal hate sp,,,ech 

{hen,,after "!rusted f-lagg€1rs" l. 

4.2 The Signatories wi ll participat e in regular exchange fora aimed at facil itating an effective flow of 

best practices, expert ise, and tools on measures to address illegal hate speech aligned with the 

DSA. These fora can support both the Signatories' mit igation of the systemic risk~.6 of 

disseminating illegal hate speech if and where relevant, and the balancing exercise the 

Signatories must undertake with relevant fundamental rights as enshrined in the EU Charter of 

fundamental rights. These fora will be made up of: 

4.2.l An annual convening of signatories, Trusted Flagge rs and other pertinent civil society 

organisations, organised by the European Commission with input from the Signatories. 

; Reference is made to recital 6?.?l in the DSA which refers to the 2016 Code of conduct on countering illegal 
hate speech online as setting a dear albeit not legally binding benchmark for the time needed for the review of 
notices on Illegal hate speech content. 
6 To take effect if and when the Code formally becomes a Code under the DSA. 
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4.2.2 An exchange of best practices among the Signatories, materialised in a separate session 

during the annual convening in 4.2.1. 

4.2.3 A structured channel among Signatories and Trusted Flaggers, relevant civil society 

organisations under Article 4.1 above, to exchange information on trends and developments 

related to illegal hate speech online. This may be aided by a set of standard questions to 

answer when sharing a trend with the Signatories. 

4.2.4 A shared online knowledge hub facilitated by the European Commission and with adequate 

safeguards to protect information, gathering past reports under the Code and best practices 

resources from the Signatories, Trusted Flagge rs, other pertinent civil society organisations, 

and relevant experts. 

4.3 Signatories sha'I apply best effwt~~g,rr_1r_r_ii~, including through existing initiatives, to exchange _ 

between their relevant teams, where appropriate, about cross-platform operations, and relevant 

trends that emerge on their respective services, with the aim of preventing dissemination on other 

services, in full compliance with privacy legislation and with due consideration for security threats 

and fundamental rights threats. 

5 Awareness raising, online civility and counter narrative initiatives 

5.1 Recognising the value of raising awareness against hateful rhetoric and prejudice and to foster 

online safety and civility, the Signatories and the European Commission will continue supporting 

tools and approaches on counter and alternative narratives, new ideas and initiatives as well as 

educational programmes that encourage civility online and critical thinking. 

5.2 The Signatories will inform their users about significant changes made to their Terms and 

Conditions, in accordance with article 14 of the DSA. 

5.3 Signatories will make best efforts to provide information about training, resources and support 

available to Trusted Flaggers and civil society organisations on best practices and how to use on line 

platforms for delivering educational and awareness raising campaigns. 

CONTAINS BUSINESS CONFIDENTIAL INFORMATION. 
CONFIDENTIAL TREATMENT REQUESTED 

Commented [A7]: See previous comment on need to be 
ambitious. 

TT _HJC_006420 
1213


	Section III
	EUIF Exhibits
	Ex 28
	21.12.08_TT_HJC_012867_Redacted
	Ex 29
	22.03.24_TT_HJC_009466_Redacted
	Ex 30
	22.09.29_TT_HJC_009020_Redacted
	Ex 31
	22.09.29_TT_HJC_009036_Redacted
	Ex 32
	22.10.11_TT_HJC_008994_Redacted
	Ex 33
	22.12.07_TT_HJC_008680_Redacted
	Ex 34
	23.01.09_TT_HJC_008305_Redacted
	Ex 35
	24.09.02_TT_HJC_016062_Redacted
	Ex 36
	25.01.17_TT_HJC_021063_Redacted
	Ex 37
	NODATE_TT_HJC_006799_Redacted
	Ex 38
	NODATE_TT_HJC_007533_Redacted
	Ex 39
	NODATE_TT_HJC_019290_Redacted
	Ex 40
	NODATE_TT_HJC_019518_Redacted
	Ex 41
	NODATE_TT_HJC_021070_Redacted

	Section IV
	Hate Speech
	Ex 42
	21.07.07_TT_HJC_002618_Redacted
	Ex 43
	22.03.18_TT_HJC_018270_Redacted
	Ex 44
	23.03.27_TT_HJC_008253_Redacted
	Ex 45
	NODATE_TT_HJC_006417_Redacted




