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ECPA REFORM AND THE REVOLUTION IN LO-
CATION BASED TECHNOLOGIES AND SERV-
ICES

THURSDAY, JUNE 24, 2010

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON THE CONSTITUTION,
CiviL RiGHTS, AND CIVIL LIBERTIES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:11 a.m., in
room 2237, Rayburn House Office Building, the Honorable John
C(C)lnyers, Jr., (Chairman of the Committee on the Judiciary) pre-
siding.

Present: Representatives Nadler, Conyers, Johnson, Chu, and
Sensenbrenner.

Staff present: (Majority) David Lachmann, Subcommittee Chief
of Staff; Stephanie Pell, Counsel; and Art Baker, Minority Counsel.

Mr. CoNYERS. The Subcommittee will come to order. Obviously,
I am not the Chairman of this Subcommittee, but I think through
common agreement with the Members that are here, we will not
detain this distinguished group of panelists any longer.

This is a very important continuation of discussions that the
Constitution Subcommittee has been engaged in, and it essentially
revolves around cell phone technologies and how they have
changed, but how the law hasn’t changed. And we are trying to see
if we can come together to sort out some of the differences in views
that are coming out of the court. And, of course, I think very few
of us can anticipate the technologies that are evolving so rapidly.

I would like to invite the former Chairman of the Judiciary Com-
mittee, Jim Sensenbrenner, the Ranking Member of this Com-
mittee, to begin our discussions.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman. And
as you know, I have to give a statement on the floor a little bit
after 10:30, so I appreciate your giving Republicans the first word
this time. And, you know, this is somewhat unprecedented, and
again, I appreciate your indulgence.

Today’s hearing is the second in a series of hearings to examine
the need to update the Electronic Communications Privacy Act of
1986, or ECPA for short. This hearing addresses cell phone site in-
formation and other location based technologies.

A collection of civil liberty organizations and telecom companies
have proposed a series of principles for ECPA reform, including law
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enforcement access to cell phone and cell site location information
should require a warrant based on probable cause for both prospec-
tive and retrospective location data.

Second only to the advent of personal computing, this is a tech-
nical revolution with mobile communication devices. Industry trade
groups estimate that at the end of 2009 there were over 285 million
wireless subscriber connections and over 2 trillion annualized min-
utes of cell phone use. Almost 23 percent of U.S. households today
are wireless only.

As T have said before, at the intersection of all the new techno-
logical developments and capabilities are the privacy rights of the
public, the economic interest in expanding commerce, the public
policy of encouraging the development of even better technologies,
and the legitimate investigative needs of law enforcement profes-
sionals.

As cell phones have created greater efficiency for consumers,
they also have created greater efficiency for criminals. Fortunately,
they also provide new ways for law enforcement to investigate
crimes.

There seems to be confusion, or at least a difference of opinion,
as to exactly what location information is acquired by which tech-
nology. Some technologies may only identify the general area in
which the target is located, and others can be more precise. It is
important for this Committee and Congress to clarify the true na-
ture of these technologies before we embark on reforms to ECPA.

There also seems to be confusion in the courts, or a difference of
opinion, on what portions of ECPA apply to these technologies and
under what standard cell location information should be aquired.
Considering that ECPA was enacted in 1986, well before the pro-
liferation of cell phones and other technologies, I think it is fair to
say that the statute does not speak specifically to these issues.

At a fundamental level, traditional pen register and trap and
trace data are the telephone numbers dialed from—or the tele-
phone numbers dialed to from that particular telephone. In Smith
versus Maryland, 1979, the Supreme Court ruled that an indi-
vidual has no reasonable expectation of privacy in the information
gathered by these pen and trap devices.

As the Internet and cell phone technology advanced, Congress ex-
panded the pen/trap statutes to include certain non-contact infor-
mation from e-mails and cell phone calls. In enacting the Commu-
nications Assistance to Law Enforcement Act of 1994, or CALEA,
Congress specifically instructed that a person’s location information
cannot be acquired solely pursuant to a pen register.

The Stored Communications Act, an act that is a part of ECPA,
governs law enforcement requests for various types of stored infor-
mation. Under an intermediate standard of specific and articulable
fact, courts have widely held that the government can use the sec-
ond communications act—Stored Communications Act; I am
sorry—to acquire subscriber records, including retrospective cell lo-
cation data.

However, the Third Circuit Court of Appeals is currently consid-
ering the application of the statute to retrospective cell site location
information. The United States has appealed the denial of an order
for historical information, even though the government complied
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with the provisions of the statute, then based their application on
specific and articulable fact showing that the information is rel-
evant to an ongoing criminal investigation.

From co-mingling of the pen and trace statutes and the Stored
Communications Act has evolved a hybrid order for requests of cer-
tain prospective cell site information. Some courts have accepted
this theory and some have not, opting instead to require the gov-
ernment to obtain a warrant to enter Rule 41 of the Federal Rules
of Criminal Procedure.

While there may very well be a need to clear up the confusion
in the area of obtaining prospective cell site location information,
it does not necessarily follow that the appropriate remedy to any
ambiguity would be a Rule 41 search warrant based upon probable
cause.

I thank the witnesses today, and I look forward to their testi-
mony.

Let me say this is a very complicated area. It is not one that I
think reeks of partisan divisions. I think we all know that a 24-
year-old original law and a 16-year-old second law is way out of
date compared to where the technology is at. And in order to clear
this up for everybody, whether it is the courts, the law enforce-
ment, the cell phone providers and everybody else, Congress needs
to be very professional in doing what needs to be done to bring this
up to date and know that haste may make waste. Thank you.

Mr. CONYERS. Thanks, Jim Sensenbrenner, for your opening com-
ments.

And I now turn to Hank Johnson, himself a former magistrate
in the Atlanta court system, and presently the Chairman of the
Courts and Competition Subcommittee in Judiciary.

You are welcome to begin whenever you want, Chairman John-
son.

Mr. JOHNSON. Thank you. Thank you, Mr. Chairman, for holding
a very important hearing.

Looks like my mic is not working, so I will just speak loudly.

This important hearing will give Members the opportunity to ex-
amine the Electronic Communications Privacy Act with respect to
location based technologies such as cell phones and smart phones.
The Electronic Communications Privacy Act provides the standards
for law enforcement access to the electronic and wireless technology
we use.

Specifically, this hearing will give Members the opportunity to
hear from witnesses about reform under the Act and issues relating
to historical and real-time location data. This hearing is timely, as
mobile communication devices have evolved from being little more
than a convenience for the wealthy to a basic necessity for most
Americans. Cell phones have transformed the way we communicate
and work with each other on a daily basis. In today’s society it is
more common for one to have a cell phone rather than a traditional
landline phone.

According to 2009 Wireless Association report, there were ap-
proximately 277 million cell phone service subscribers in the
United States last year. That is about 90 percent of the overall pop-
ulation. Whenever the subscribers have their cell phones on, the
phones can automatically scan for cell towers and register location
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information with the network. This has led to substantial privacy
concerns, as cell site data may be collected without a person’s
knowledge.

Further, some data provides the ability to track all of a person’s
movements on a relatively precise and continuous basis. When it
comes to law enforcement and national security, the value of a per-
son’s location at a particular moment in time cannot be overstated.
Criminal investigators can use this information to find a child that
has been kidnapped or to apprehend a dangerous criminal.

While the benefits of technology to aid law enforcement are
great, it is important to remember that Americans have privacy
rights. The founding fathers recognized that citizens need privacy
for their persons, houses, papers and effects. While technology has
been advancing at the speed of light, that basic principle the fram-
ers had in mind when they drafted the Constitution has not
changed. Therefore, it is important to have a balance between user
privacy expectations and law enforcement needs.

I want to deviate from my prepared remarks to let you know
about a recent experience that I had. This week while I was here
in Washington, I got a call from my scheduler over here at the
Capitol, who told me that she had heard from my dealership that
my car had registered—sent back a message that it needed—it was
time for an oil change. And so I had the OnStar technology in the
car, but I did not know that whatever data recorder is in the car
would notify the dealership that the car itself needed some topping
off of the oil.

And that is a sobering to me to know that someone sitting up at
a computer terminal can see where I am, where my car is—at least
where my car is—and what kind of condition it is in. They probably
know how fast I drive it. And can that information be shared on
a commercial basis without my knowledge? Those are some of the
issues that we will be facing in the future.

The ability to monitor communications has grown enormously.
As technology continues to expand, Congress should adjust laws ac-
cordingly to keep up with modern technology. And by the way,
when I get home, the first thing I am going to do is look at that
OnStar contract and see exactly what it provides for and what it
does not provide for.

It has come to Congress’ attention that the standards governing
law enforcement access to historical and real-time cell site data re-
garding location information may be the most confusing area of the
Act’s application to wireless technology. With more than 500 Fed-
eral magistrate judges serving in district courts around the coun-
try, there is no room for confusion when it comes to the Electronic
Communications Privacy Act. If courts are issuing conflicting deci-
sions with different standards regarding law enforcement access to
this wireless location data under the Act, Congress should step in
and act accordingly.

I am anxious to hear from the witnesses today, as I have a num-
ber of questions. Should Congress step in and reform the Electronic
Communications Privacy Act? If so, how should the Act be re-
formed to strike the proper balance between consumer privacy and
law enforcement? What should law enforcement officers have to
provide cell phone providers in order to obtain access to historical
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and real-time data? Would it be premature for Congress to legis-
late, as there are unresolved Fourth Amendment issues?

I hope our witnesses can shed light on these questions, and I
look forward to hearing from the witnesses. And I yield back the
balance of my time—and would request a working microphone.

Mr. NADLER. [Presiding.] Thank you. You might try the one on
the other side.

Let me just say before I read my opening statement that Mr.
Johnson’s opening statement raises some interesting possibilities. I
didn’t know that the car told the dealership when it was thirsty.
I am pretty sure pretty soon it may be telling the insurance com-
pany that you are not replacing the brake fluid often enough or
whatever, and this raises real questions about your car commu-
nicating with other entities without your even knowing about it
and perhaps influencing your legal liabilities or rights.

Today’s hearing is the second in which this Subcommittee will
consider the statutory framework Congress established in the 1986
Electronic Communications Privacy Act, ECPA, in light of the enor-
mous technological advances in electronic communications and 24
years since ECPA’s passage.

While the first hearing was a general introduction to several
ECPA reform issues that should be examined, this hearing will
focus specifically on advances in cellular location based tech-
nologies and related services and how such technologies, while en-
riching our lives, can provide more precise and, to many of us, sen-
sitive information about where we may be located at any given
time.

So today we continue our examination of whether ECPA still
strikes the right balance between the interests and needs of law
enforcement and the interests of the American people in privacy.
If we conclude from this examination that the balance of interests
between law enforcement and personal privacy must be struck
more finely, we will take the necessary legislative action. If we em-
bark on that course, we must bear in mind the exigencies and com-
plexities of the security environment in which law enforcement
must act.

Moreover, if we act, we must do so with the full knowledge that
any legislative changes to ECPA must nevertheless sustain the
public’s confidence in the security of their communications, or it
can harm both the robust market for cell phones and the rapid in-
novation that is fundamental to that market’s health. Because
ECPA inevitably involves the interaction of all these important and
complex considerations, we are taking the time through a series of
multiple hearings to educate ourselves carefully and fully before
beginning to engage in any legislative action.

This Subcommittee’s exploration of where the appropriate bal-
ance may lie with respect to location information must surely in-
clude a lesson in location based technologies and services. After all,
when ECPA was passed back in 1986, approximately 8 years before
the GPS system was fully activated for public use, the only options
one had for locating oneself on the road was still a road atlas or
gas station. Now, as we will see, the GPS is supplemented by an
array of different location technologies and the myriad applications
they support.
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We are honored to have certain witnesses here today, who are
experts in these technologies. They can give us the necessary back-
ground to embark upon an understanding of how they work, what
types of information and records they can generate and store, and
how they can be of assistance to law enforcement in appropriate
circumstances.

This initial educational effort is in my view not only warranted,
but essential before we undertake any effort at amending or other-
wise reforming ECPA. After we hear the terrain described, we will
move on to other questions today—namely, how is ECPA currently
being applied to these location based technologies and services by
the courts?

Without stealing his thunder, we have one very distinguished
witness here today, who will tell us in the most respectful way, I
am sure, that Congress needs to give better guidance to the courts
with respect to the standards governing law enforcement access to
certain types of location based information. He is a magistrate
judge working, as we say, in the trenches, who has grappled with
how to apply ECPA to law enforcement requests for various types
of location based information.

In many respects, at least for the moment, the testimony and
discussions today may raise more questions than they answer.
Since we are to hear about technologies both existing and those
that are foreseeable that are revolutionary, certainly, by 1986
standards, I want to acknowledge that our task will be a challenge
to find the appropriate balance between privacy and law enforce-
ment interests, to protect the public while preserving consumer pri-
vacy and confidence, to support rapid technological innovation yet
discern standards for law enforcement access that will not become
outdated with each new generation of technology every 2 or 4
years.

As T indicated, this journey will at least initially take the form
of a dialogue, and this Subcommittee needs the assistance and
input of all stakeholders—law enforcement, private industry and
civil liberties groups alike—in order to have any hope of getting
this right. We look forward to speaking with you formally or infor-
mally and seeing you at future hearings.

The Chair will now recognize the distinguished Chairman of the
full Committee for an opening statement.

Mr. CoNYERS. Thank you, Chairman Nadler. I am going to put
my statement in the record, and I will make just a couple observa-
tions.

[The prepared statement of Mr. Conyers follows:]



Statement of the Honorable John Conyers, Jr.
for the Hearing on ECPA Reform and the Revolution in Location
Based Technologies and Services
Before the Subcommittee on the Constitution, Civil Rights and
Civil Liberties

Thursday, June 24, 2010, at 10:00 a.m.
2237 Rayburn House Office Building

The growth of cell phone technologies has provided all of us
with new and innovative ways of communicating and accessing
information. And, most Americans consider these technologies to

have generally enriched their lives.

The growth and improvement of cellular services has also
provided law enforcement agencies with new, more precise ways to

locate and track those committing criminal activity.

Of course, with improvements in investigative tools —
particularly tools that can reveal very personal details about our lives

— come increased pressure upon our civil liberties.

Maintaining these interests in proper equilibrium is one of the
core tasks of the Judiciary Committee as a whole and, particularly
where Fourth Amendment questions arise, of the Subcommittee on the

Constitution.
Congress passed the Electronic Communications Privacy Act in
1986 to regulate access to our electronic communications by law

enforcement agencies.

Nearly 25 years ago, when this Act became law, few of us even



had cell phones. Now, cell phones play an integral, necessary part of

our everyday lives.

This hearing is the second in a series of hearings where the
Constitution Subcommittee will examine the Electronic
Communications Privacy Act and determine what reforms should be
made to strike the balance I've alluded to in light of these

technological innovations.

We must ensure that law enforcement can investigate and
prosecute crimes vigorously so that it can protect the public in this

new environment.

At the same time, however, we must do our part to protect the
public's interests in privacy and security by ensuring that law
enforcement does not get access to private information without first

meeting an appropriate legal standard.

As this hearing examines the Electronic Communications
Privacy Act Reform with respect to location based information and

services, | would like to raise several key issues for consideration.

First, has the emergence of new, varied and more accurate
location based technologies rendered the analysis of traditional
privacy protections associated with location data irrelevant or
outdated?

For example, are GPS-enabled cell phones that people carry
around electively best treated as being analogous to traditional
tracking instruments that law enforcement secretly attaches to a

vehicle?

2-



Are there meaningful legal distinctions that can be drawn
between different types of location based technologies and services?

Second, how are courts applying the Electronic

Communications Privacy Act to current location based technologies?

Has the rapid success and acceptance of location based
technologies and services outpaced the Electronic Communications
Privacy Act in spite of the most gallant efforts by courts to try and

adapt the statute to innovation?

Is there any danger in these continued gallant judicial attempts

to pour new technological wine into old legal skins?

Third, does the continuing development of new, even more
precise location based technologies and services require us to consider
legal standards that are technology neutral so that our laws do not
become outdated or even obsolete with each new generation of
technology?

1 understand that we will hear today from witnesses who are
experts in these location based technologies and can give us a general
background necessary to begin our consideration of what changes to
the law may be appropriate in an age where technology will always be

advancing.

These are important questions we must ask in the interests of
both law enforcement and the public if we are to make the Electronics

Communications Privacy Act work for both in this new age.

3-
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We will take our time, through the hearing process, to educate
ourselves carefully and fully about a range of issues pertaining to

reform of the Electronic Communications Privacy Act.

Tt will be a difficult task and T want to thank my good friends
Mr. Nadler and Mr. Sensenbrenner for embarking upon it today, and
to thank all our witnesses for helping us to determine the scope of this

undertaking by contributing their testimony and expertise.

4-
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Mr. CoNYERS. The first is that what our distinguished judicial
witness did is extremely important; in meeting this Committee
under your guidance to begin this evaluation of the relationship be-
tween the incredible outpouring of technology and the fact that our
laws sometimes are not keeping up with it.

In addition, we have the problem of not being able to anticipate
what new technology is coming out in the first place, so it is a sort
of built-in problem. Do we try to process the congressional role in
the normal way, or do we try to anticipate what is going to hap-
pen?

But I think the basic thing that Judge Smith has pointed out and
that reinforces the importance of this hearing is that the courts are
in disarray themselves, and understandably so. We have been look-
ing at the 1986 law, and essentially it was created to govern law
enforcement access to electronic and wire communications. It cre-
ated different standards, some that are very high—what is a super
warrant, anyway, for wiretapping—and some that are very low.
What is a subpoena for telephone toll records?

And so this law, written before the technology existed, has un-
derstandable problems. But it is to the credit of this Committee
that we have embarked on this discussion. This is the second of a
series, and it sure won’t be the last.

And it is in this spirit that I commend all five of you distin-
guished witnesses, experts, in coming here to help us unravel this
problem today. I thank you for your presence.

Mr. NADLER. And I thank you.

Without objection, all Members will have 5 legislative days to
submit opening statements for inclusion in the record. We will now
turn to our panel of witnesses.

Our first witness is Matt Blaze, who is an associate professor of
computer information science at the University of Pennsylvania,
who serves as director of the distributed computing laboratory and
conducts research on computer security, cryptography, network
communications and surveillance technology. Much of his research
focuses on methods to strengthen critical infrastructure against
criminals and other unauthorized eavesdroppers and to help ensure
that authorized surveillance systems work as intended in the rap-
idly changing environment in which they must be reliable.

Prior to joining the faculty at Penn, he worked for 12 years on
the research staff at AT&T Labs in New Jersey. Professor Blaze
earned his Ph.D. in computer science from Princeton, a master’s
degree from Columbia, and his undergraduate degree from the City
University of New York.

Our second witness, Michael Amarosa, is senior vice president of
public affairs at TruePosition, a location based technology com-
pany. Prior to joining TruePosition, Mr. Amarosa spent 24 years
with the New York City Police Department in various managerial
capacities, including 3 years as deputy commissioner for techno-
logical development, where he was directly responsible for the de-
sign and implementation of the city’s E-911 system.

Mr. Amarosa is also chairman of the E-911 Institute, an organi-
zation that provides administrative and policy support to the con-
gressional E-911 Caucus. Mr. Amarosa received his J.D. cum laude
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from the New York Law School, a master’s degree in public admin-
istration from NYU, and his B.A. from St. Peter’s College.

Mark Zwillinger—I skipped somebody; oh, I am sorry—Richard
Littlehale is an assistant special agent in charge of the Tennessee
Bureau of Investigation Technical Services Unit. In this capacity he
coordinates and supervises the use of advanced and covert tech-
nologies in support of law enforcement operations, and he is a Fed-
eral task force officer with an FBI joint cyber crime task force. Mr.
Littlehale is a graduate of Bowdoin College and received his J.D.
from Vanderbilt Law School.

Mark Zwillinger is a founding partner of Zwillinger Genetski
LLP, where for 10 years his practice has focused on issues related
to the Electronic Communications Privacy Act, the Wiretapping
Communications Act, surveillance law and privacy. Previously, Mr.
Zwillinger ran the privacy and security practice groups at
Sonnenschein Nath & Rosenthal and at Kirkland & Ellis. Prior to
that he served 3 years as a trial attorney in the computer crime
and intellectual property section of the criminal division of the De-
partment of Justice. Mr. Zwillinger earned his J.D. magna cum
laude from Harvard Law School.

And finally, Judge Stephen Smith has served for the last 6 years
as United States magistrate judge for the Southern District of
Texas, Houston Division. Before his appointment to the bench, he
practiced law for 25 years in the Houston office of Fulbright and
Jaworski LLP. Judge Smith earned his B.A. cum laude from Van-
derbilt University and graduated from the University of Virginia
Law School.

I think we have two witnesses from Vanderbilt at some point. I
am pleased to welcome all of you. Your written statements in their
entirety will be made part of the record. I would ask that you sum-
marize your testimony, or try to, in 5 minutes or less, which will
be liberally construed. To help you to stay within that

We don’t have the timing. Do we have the timing thing? Yes.

To help you stay within that time limit, there is a timing light
at your table. When 1 minute remains, the light will switch from
green to yellow and then red when the 5 minutes are up.

Without objection, the Chair is authorized to call a recess of the
hearing at any point, which we will endeavor to do only in case
there are votes on the floor.

Before you begin, it is customary for the Committee to swear in
its witnesses, if you would please all stand and raise your right
hand to take the oath.

Let the record reflect that the witnesses answered in the affirma-
tive.

You may be seated. We will now hear from our first witness. Pro-
fessor Blaze is recognized.

TESTIMONY OF MATT BLAZE, ASSOCIATE PROFESSOR,
UNIVERSITY OF PENNSYLVANIA

Mr. BLAZE. Thank you, Mr. Chairman, for the opportunity to talk
to the Committee today about the technology of wireless commu-
nications and tracking and wireless communications systems. It is
a great honor to be here, and I am humbled by the task of trying
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to distill what is in fact not just a very complex legal area, but a
very complex and often confusing technological area.

Wireless technology, as we all know at the risk of gross under-
statement, has since 1986 exploded in popularity and undergone
numerous generational changes that have completely changed the
landscape not only of how we communicate and interact with each
other, but of how the underlying technology works and how we
think about it.

So what I would like to discuss first of all is the way cellular
telephone networks work and are structured. The cellular tele-
phone, unlike the traditional wire line telephones that we grew up
with, uses the radio to communicate with the wired telephone net-
work instead of a cable connected to your home or office.

This is essentially by itself a revolution in the way we think
about the telephone, because it is no longer fixed to a particular
location. We carry our phones with us now. Rather than thinking
about the telephone located in a place that we call, we think about
the person we want to call, because we expect them to have their
telephone with them.

We can move around with these devices usually anywhere in the
country, or almost everywhere in the country. And we expect our
telephones to work, and largely they do. I was surprised to discover
my telephone worked in the D.C. Metro on my way here this morn-
ing.
Cellular providers accomplish this by deploying a network of rel-
atively closely spaced local radio base stations, those ubiquitous
cellular telephone towers that we see in neighborhoods and along-
side highways that are each responsible for completing telephone
calls made by cell phones in their immediate area.

Cell phones, as they move and as they are turned on, discover
the base station with the strongest radio signal and perform a reg-
istration process identifying themselves, establishing that the user
has a valid cell phone service, and identifying the local base station
that is best equipped to process the call by virtue of the strength
of its radio signal.

Now, it is very important that coverage be contiguous, so essen-
tially what cellular providers do is divide their coverage area, es-
sentially the United States for most of the cellular providers that
are there today, into a mosaic of local base station service areas
that are called, in the terminology of the industry, sectors. So the
base station with which a phone communicates covers an area
called the local sector that it has good radio coverage for.

Now, when you move from sector to sector or when you place a
call, cellular phone companies keep track of that so they know
where incoming calls should be routed, which base station they
should send the call to to have your phone ring. When you place
the call, they know that you already have established that you
{1alve a valid account and have paid your bill and so forth. So cel-
ular——

Mr. NADLER. On a technical point, when you move around with
your phone in your pocket, they know where it is only if you make
the phone call, or just because it is there emitting a signal?

Mr. BLAZE. No, any time the telephone is on, the phone periodi-
cally will check the signal strength of the local base station, send
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it a message saying essentially, “Can you hear me? I am in your
sector. Please register me.” And the phones periodically do this.
They do this when they are turned on. They do this as they move
from place to place.

And in order for you to be able to receive incoming calls, it is
very important that the phone company, this wireless company,
keep track of which sector you are in, because that is how the
switching equipment knows which base station to send an incoming
call to cause your telephone to ring. So any time the phone is on,
any time it moves around, whether it is actually making or receiv-
ing a call, the wireless provider is tracking the current base station
with which a phone is associated. And that has been a central part
of how the network works.

Now, how do we track phones? What kind of location tracking
technology is available in this world of everyone carrying around
a wireless handset? Well, the most prominent location tracking
technology, the one that is most visible to the end user, is called
GPS, which makes use of the global position system satellites origi-
nally put up by the U.S. military that allow a device with a sat-
ellite receiver and a view of the open sky to calculate very precisely
its own location.

Mr. NADLER. Excuse me. And your cell phone in your pocket has
that capacity to talk to the satellite?

Mr. BLAZE. Well, many cell phones do, but not all do. And in fact,
although GPS technology is the most prominent location tracking
technology for the end-user, it is actually not the most important
technology for the surveillance and tracking point of view.

GPS has high accuracy. The latest generation of equipment can
precisely locate something to within about 10 meters of accuracy,
less under some circumstances. And it can be done by a device by
itself with no other infrastructure than the ability to receive the
satellite signals.

So we have GPS mapping systems in cars and so on. And the lat-
est generation of telephones often include a separate GPS receiver
and some mapping software and other software that can emulate
the functions of, for example, a car GPS receiver.

So from the user’s perspective, we often think of GPS as being
the equivalent of location tracking. And we might think that if we
don’t have a GPS receiver on our telephones, that no one might
know where we are. But in fact that is not true. GPS is actually
not used by the cellular telephone network for tracking at all. And
law enforcement use of GPS for surreptitious surveillance with cell
phones is less important than other kinds of telephone-based track-
ing when we are talking in the context of wireless communication.

Now, the most basic kind of wireless tracking with a cell phone
is to simply keep track of which sector the telephone is located in
at any given moment. As phones move from place to place, as I
mentioned, they register their location with the local base station.

The wireless company keeps track of that. It has to, because if
it doesn’t, it won’t know how to get calls to you. And so if we keep
track of which sector a phone has registered with, we effectively
know where it is within the service area of that sector.

Now, a natural question to ask is, “Well, how accurate does this
allow us to locate the phone? How big a radius might the phone
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be in when it is registered in a particular sector, as phones do con-
tinuously when they are on?” And the answer is today is very dif-
ferent from what it was 25 years ago.

In the original cell systems, which were analog, not widely used,
very expensive, and there weren’t that many cellular customers,
the incentive for the wireless service provider was to try to get by
with as few base stations as possible that would adequately cover
the service area in a way that would satisfy their customers. There
weren’t very many customers of cell phones in the earliest systems,
and so really the limiting factor of how far apart base stations
could be was the distance that the radio signals would travel.

But that meant that a sector might be several miles in diameter,
up to 10 or sometimes even 15 miles in diameter in the early cell
phone systems in areas with wide-open terrain and relatively few
users. So knowing that sector location in early cell phone systems
only allowed you to locate, you know, a city or a neighborhood in
which a phone was located.

But cell phone systems have become so explosively popular, com-
pared with the way we thought about them 25 years ago. There
have been other factors that have resulted in the sector size stead-
ily shrinking.

There are a limited number of simultaneous users that can be
served by a cellular base station. When cellular technology wasn’t
as popular and was very expensive, this wasn’t much of a factor.
fThe ability of radio signals to penetrate the area was the limiting
actor.

But today the limiting factor in how far apart space stations can
be is the number of customers they have to serve. And as this tech-
nology has exploded, the number of customers in any given area
has gone explosively up, particularly in urban and densely popu-
lated areas.

At the same time we as cellular users have more choices. There
is more competition, and we have become more demanding of our
cellular service providers, and we expect our phones to work in
more and more places. We expect the coverage to be more and more
reliable. As I mentioned earlier this morning, I discovered my
phone was able to receive a call to my surprise in the Metro sub-
way.

Being able to provide service over a continuous area requires,
again, that we include sectors that cover dead spots and that are
able to provide good signal coverage everywhere we go. Those ubiq-
uitous advertisements—“Can you hear me now?”—reflect cellular
service providers’ competition with one another to provide base sta-
tions that cover more and more service area more and more dense-
ly.
So the effect is that the size of a sector today is far smaller than
it was 25 years ago because of the natural evolution of the tech-
nology.

Mr. NADLER. Could you sum up, perhaps? In particular, tell us
how big a sector is these days.

Mr. BLaZE. Right. So the largest sectors can still be several miles
in diameter in rural areas, sparsely populated areas. But the latest
technology has trended toward what are called variously microcells,
picocells and femtocells that are designed not to serve an area of
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miles in diameter, but rather to serve a very, very specific location,
such as a floor of a building or even an individual room in a build-
ing such as a train station waiting room or an office complex or
hotel or even a private home.

So as we have moved toward very small sector locations, we can,
if a user is in one of these very small sectors, essentially determine
the location

Mr. NADLER. Exactly where he is—exactly where he is.

Let me ask one question, and I have to ask you and continue on
to the next witness. It is physically necessary for the system to op-
erate for the system to know where your cell phone is in order to
route the calls there. And obviously, the smaller the area, the fewer
the competing calls, and that is why it gets smaller and smaller,
with obvious implications for accuracy of telling us.

What is the technological necessity and what is the practice of
retaining this information? In other words they need to know
where you are now so they can route the call. Do they need to
know where you were an hour ago or a day ago? And do they retain
this information? And if so, why?

Mr. BrazE. Well, every service provider—I should say I am not
speaking for any service provider, and every service provider will
have its own practices—but in general, service providers record ev-
erything essentially forever. This information is extraordinarily
valuable for business, marketing and technical purposes. It tells
them where their network needs to be improved, were dead spots
are, and how their customers use their phones.

[The prepared statement of Mr. Blaze follows:]
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1. Introduction and Background

Thank you for the opportunity to provide some background about location
technology in current and emerging wireless networking. It is a great honor to
be here, and | hope my remarks will be helpful in understanding how location
information is calculated and the direction that this important and yet rather
complex technology is taking. | offer my testimony today on my own behalf

and do not represent any other party or organization.

| am currently an associate professor of computer and information science at
the University of Pennsylvania in Philadelphia, where | serve as director of the
Distributed Computing Laboratory and conduct research on computer security,
cryptography, network communication, and surveillance technology. Prior to

joining the faculty at Penn, | was for 12 years a member of the research staff
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at AT&T Labs (previously known as AT&T Bell Labs) in New Jersey. | have a
PhD in computer science from Princeton University, a Masters degree from
Columbia, and | completed my undergraduate studies at the City University of

New York.

A focus of my research is on the properties and capabilities of surveillance
technology (both lawful and illicit) in the context of modern digital systems
and communications networks. This research aims to strengthen our critical
infrastructure against criminals and other unauthorized eavesdroppers and to
help ensure that authorized surveillance systems work as intended in the
rapidly changing environments in which they must reliably collect evidence and
investigative intelligence.  Sometimes, this work has led to surprising
observations about real-world surveillance systems. For example, in 1994, |
discovered weaknesses in the NSA's “Clipper” key escrow encryption system
that led to that system’'s abandonment before it was widely deployed. More
recently, my graduate students and | found previously undiscovered
vulnerabilities in analog telephone wiretaps used by law enforcement, and we
identified ways for law enforcement agencies to harden their CALEA intercept

systems against a variety of surveillance countermeasures.

There is perhaps no more ubiquitous symbol of our highly connected society
than the cellular telephone. Over the course of only a few short decades,
mobile communication devices have evolved from being little more than an

expensive curiosity for the wealthy into a basic necessity for most Americans,
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transforming the way we communicate with one another, do business, and
obtain and manage the increasing volume of information that is available to us.
According to recent estimates, there are today more than 285 million active
wireless subscriber accounts in the United States. Many households now forgo
traditional “landline” telephone service, opting instead for cellular phones
carried by each family member. Wireless carriers have strained to keep up
with the explosive demand for cellular service, in many areas deploying new
infrastructure (most visibly cellular antenna towers) as quickly as they can find

places to put it.

As difficult as it may be to imagine modern life without the cell phone, it is
sometimes easy to forget how rapidly the technology has come about and how
quickly new laboratory ideas in wireless communication can advance into the
products and services that we take for granted.  Over the last 25 years the
mobile telephone has transformed from an analog voice-only service (originally
available in only a few markets) into a high-bandwidth, always-on Internet
access portal. “Smartphones”, such as the latest iPhones and Android devices,
act not just as voice telephones but as personal digital organizers, music
players, cameras, email readers, and personal computers, in a package that
fits in our pocket. We now carry our phones with us wherever we go, and we

expect them to have service wherever we happen to be.

Many of the most important and innovative new applications and services that

run on mobile devices take advantage of the ability to quickly and
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automatically detect the wuser's location to provide location-specific
information and advice. At the same time, cellular providers calculate where
phones in their networks are located (and how they move) to manage various

network functions and to plan where new infrastructure is required.

2. Wireless Location Technologies

Unlike conventional wireline telephones, cellular telephones use radio to
communicate between the users’ handsets and the telephone network.
Cellular service providers maintain networks of radio base stations (also called
“cell sites”) spread throughout their geographic coverage areas. Each base
station is responsible for making connections between the regular telephone
network and nearby cell phones when they make or receive calls. Cell phones
periodically identify themselves to the nearest base station (that with the
strongest radio signal) as they move about the coverage area. If a phone
moves away from the base station with which it started a call and nearer to a
different base station, the call is “handed off” between base stations without
interruption. Phones will generally work any time they are within radio range
of at least one base station, which allows users to use their phone at any

location in their provider's geographic coverage area.

There are two different technological approaches for calculating the location

of a cell phone. In one approach, the user's phone calculates its own location
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using special GPS satellite receiver hardware built in to the handset. In the
other, the cellular system calculates the location of the phones that are active
in the network, using the normal cellular radio interfaces and without explicit

assistance from the users' devices.

2.1 Handset-based GPS

For end-user applications that run on the telephone itself, the most prominent
location technology is GPS. In GPS location, a user’s phone contains special
hardware that receives signals from a constellation of global position satellites.
This allows a phone handset to calculate its latitude and longitude whenever it
is in range of the satellites. GPS technology can achieve very high spatial
resolution (typically within ten meters). In the latest phone models that
incorporate the required hardware, GPS location features are integrated into
applications for mapping, street directions, and to obtain information about

local services and merchants.

Whether or not the calculated GPS location of a handset is sent to the network
(or any other third party) depends on the application software that the phone
is running. Some applications, as a matter of course, may periodically transmit
their location to external services. For example, a mapping application might
send its current GPS-calculated location to a network-based service in order to

discover, say, the locations of nearby restaurants. Network-based services that
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make use of a phone's GPS location might be offered by the cellular carrier or

by a third party, internet-base entity.

Unfortunately, GPS, for all its promise, has a number of fundamental
limitations. It relies on special hardware in the phone (particularly a GPS
receiver chip) that is currently included only in the latest handset models and
that generally is enabled for location tracking only when the phone user is
explicitly using it to run a location-based application on the phone. Perhaps
most importantly, it works reliably only outdoors, when the handset is in

“view” of several GPS satellites in the sky above.

2.2 Network-based location

GPS is only one technology for cell location, and while it is the most visible to
the end user, GPS is neither the most pervasive nor the most generally
applicable phone location system, especially in the surveillance context. More
ubiquitous are techniques that (unlike GPS) do not depend on satellites or
special hardware in the handset but rather on data collected and analyzed at
the cellular providers' towers and base stations. These “network-based”
location techniques can give the position of virtually every handset active in
the network at all times, regardless of whether the mobile device is equipped
with a GPS chip and without the explicit knowledge or active cooperation of

the phone user.
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The precision with which a handset can be located by network-based (non-GPS)
approaches depends on a range of factors, but has been steadily improving as
technology has advanced and as new infrastructure is deployed in cellular
networks. Under some circumstances, the latest generation of this technology
permits the network to calculate users’ locations with a precision that

approaches that of GPS.

Network-based location techniques work by exploiting the cellular radio
infrastructure that communicates between the network and the users’ phones.
All cellular systems have an extensive network of base stations (“towers”)
spread throughout their areas of service such that a cell phone in any locations
in the coverage area is within radio range of at least one base station. This
arrangement essentially divides the carrier's coverage area into a mosaic of
local “sectors”, each served by an antenna at the nearest base station.
Network based location enables a cellular provider to identify the sector in
which a user’s phone is located, and, in some cases, to pinpoint their location

within a sector.

2.2.1 Sector identification

At the most basic level, cellular providers record the identity of the particular
base station (or sector) with which the phone was communicating every time it
makes or receives a call and when it moves from one sector to another. How

precisely this information by itself allows a phone to be located depends on the
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size of the sector; phones in smaller sectors can be located with greater

accuracy than those in larger sectors.

Historically, in the first cellular systems, the base stations were generally
placed as far apart from one another as possible (to make the sectors as large
as possible) while still providing adequate radio coverage across the area
terrain. In early cellular systems, a sector might have covered an area several
miles or more in diameter (and in sparsely populated, rural areas, this may still
be true today). But as cellular phones have become more popular and users
expect their devices to do more and to work in more locations, the size of the

“typical” cell sector has been steadily shrinking.

The reason behind this trend toward smaller cell sectors is the explosive
growth in the popularity of wireless technology itself. A sector can handle
only a limited number of simultaneous call connections given the amount of
radio spectrum “bandwidth” allocated to the wireless carrier. As the density
of cellular users grows in a given area, the only way for a carrier to
accommodate more customers is to divide the coverage area into smaller and
smaller sectors, each served by its own base station and antenna. New
services such as 3G Internet create similar pressure on the available spectrum
bandwidth, usually requiring, again, that the geographic size of sectors be
made smaller and smaller. At the same time, users increasingly rely on their
mobile devices to work wherever they happen to be, indoors and out, on the

street, in offices and residences, even in basements and elevators. The only
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way to make service more reliable in more places under varying radio
conditions is to add base stations that cover “dead spots”. This reduces the

size of a sector's coverage area even further.

As a result, the number of cellular base stations has been growing steadily,
with a corresponding decrease in the geographic area served by each.
According to the most recent Cellular Telecommunications Industry Association
(CTIA) study, there are more than three times as many cellular base stations
today as there were ten years ago. Indeed, this trend has been accelerating in
recent years, with the deployment of the latest generation of smaller and
smaller-scale cellular base stations (called, variously, “microcells”, “picocells”
and “femtocells”) designed to serve very small areas, such as particular floors

of buildings or even individual homes and offices.

The effect of this trend toward smaller sectors is that knowing the identity of
the base station (or sector ID) that handled a call is tantamount to knowing a
phone’s location to within a relatively small geographic area. In relatively
unpopulated areas with open terrain, this may be an area miles in diameter.
But In urban areas and other environments that use microcells, this area can be
quite small indeed, sometimes effectively identifying individual floors and

rooms within buildings.
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2.2.2 Enhanced location with time- and angle- of arrival

The decreasing size of cell sectors is not the only factor making network-based
location more accurate. New technology allows cellular network providers to
locate not just the sector in which the users’ wireless device is located, but its
position within the sector. By correlating the precise time and angle at which a
given device's signal arrives at multiple sector base stations, it has become
practical for a network operator to pinpoint a phone’s latitude and longitude at

a level of accuracy that can approach that of GPS.

A variety of “off-the-shelf” products and system upgrades have recently
become available to cellular providers that use enhanced time- and/or angle-
of arrival calculations to collect precise location information about users’
devices as they move around the network. Current commercially available
versions of this technology can pinpoint a phone’s location to an accuracy of
within 50 meters or less under many circumstances, and emerging versions of
the technology can increase accuracy even beyond that. This is accomplished
without special hardware is required on the users' phones, and accurate
locations can be tracked in this way even when no calls are being made or
received, as long as the user’s phone is turned on and is within the coverage
area. (Whether locations are routinely tracked and recorded at times other
than when calls are made or received depends on the policy of the particular

carrier).

10
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Although these enhanced location technologies are not yet universally available
in every network, wireless carriers are deploying them because they provide
information that is extremely valuable in managing their networks and
businesses. By tracking more precisely where each mobile device is located
within a sector (and the direction it is moving), a carrier can better identify
where new infrastructure is required, where old infrastructure is redundant,

and how and where their customers use different wireless services.

While each carrier has its own data collection and retention practices, carriers
typically create “call detail records” that include the most accurate location
information available to them. Historically, before more advanced location
techniques were available, carrier call detail records typically included only
the cell sector or base station identifier that handled the call. As discussed in
the previous section, the base station or sector identifier now carries with it
more locational precision than it once did. But as even more precise location
information becomes available, these records can now also include the
customer's latitude and longitude along with the sector ID stored in cellular
carrier databases. Some carriers also store frequently updated, highly precise,
location information not just when calls are made or received, but about every
device as it moves about the networks. Maintaining such detailed records
about the locations of phones as they move from place to place makes good
engineering sense, and we should expect this trend to continue as part of the
natural progression of technology. Once the infrastructure to collect it is

installed, the cost of collecting and storing high resolution location data about

11



28

every customer is relatively small, and such information is extraordinarily

valuable for network management, marketing, and developing new services.

3. Cell Phone Location and Law Enforcement Surveillance

As noted above, even on networks that do not employ time-of-arrival or angle-
of-arrival location enhancements, the sector location by itself identifies the
location of a surveillance target with increasing specificity as cellular sectors
become smaller and smaller and as microcells, picocells, and femtocells are
deployed to provide denser coverage. In legacy systems or in rural areas, a
sector |ID might currently specify only a radius of several miles, while in a dense
urban environment with microcells, it could identify a floor or even a room
within a building. How precise sector identity is depends on the particular

location of the target and on the layout of the particular carrier's network.

Most carriers’ systems use a variety of large and small sector configurations. A
mobile user, in the course of his or her daily movements, will periodically move
in and out of large and small sectors. Even if the network only records cell
tower data, the precision of that data will vary widely for any given customer
over the course of a given day, from the relatively less precise to the relatively
very precise, and neither the user nor the carrier will be able to predict

whether the next data location collected will be relatively more or less

12
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precise. For a typical user, over time, some of that data will likely have

locational precision similar to that of GPS.

As cellular carriers roll out better location technologies in the course of their
business, the location information sent to law enforcement (as transmitted
from the carrier's call database in (near) real time in response to a wiretap
order) is becoming become more and more precise. The current base station
or sector ID paradigm is becoming less important to carriers, and as networks
improve, sector data is increasingly being linked to or supplanted by an

accurately calculated latitude and longitude of the customers’ handsets.

In the past, when cell sectors were widely spaced and before the availability of
the enhanced network-based location technologies now being deployed by
wireless carriers, it may have technically sound to distinguish between location
based on the cellular network (at presumably low accuracy) and that based on
GPS (at high accuracy). Today, however, this distinction is increasingly
obsolete, and as cellular networking technology evolves, it is likely to become
effectively meaningless. As microcell technology and enhanced location
techniques becomes more widely deployed in cellular networks, the
information revealed by through the cell sector identifier pinpoints, under
many circumstances, a user's location to a degree once possible only with
dedicated GPS tracking devices. It is no longer valid to assume that the cell
sector recorded by the network will give only an approximate indication of a

user's location. The gap between the locational precision in today’s cellular

13
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call detail records and that of a GPS tracker is closing, especially as carriers

incorporate the latest technologies into their networks.

As the precision provided by cellular network-based location approaches that of
GPS-based tracking technology, cellular location tracking can have significant
advantages for law enforcement surveillance operations compared with
traditional GPS trackers. New and emerging cell location techniques can work
indoors and in places not typically accessible to GPS receivers. Cell phone
location information is quietly and automatically calculated by the network,
without unusual or overt intervention that might be detected by the subject.
And the “tracking device” is now a benign object already carried by the target

-- his or her own telephone.

14
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Mr. NADLER. Thank you. Thank you very much. I am sorry we
went over here, but we have to get a basic education in the basics
here so we know what we are—so at least we think we know what
we are doing.

Our next witness is Mr. Amarosa.

TESTIMONY OF MICHAEL AMAROSA, SENIOR VICE PRESIDENT
FOR PUBLIC AFFAIRS, TRUEPOSITION

Mr. AMAROSA. Good morning, Mr. Chairman and Members of the
Subcommittee. My name is Michael Amarosa, and I am the senior
vice president of TruePosition. It is a privilege to appear as part
of this Subcommittee’s examination of the Electronics Communica-
tion and Privacy Act.

Wireless technology plays an ever-increasing role in the daily
communications of Americans, including during emergency situa-
tions. Of the 300,000 emergency calls to 911 daily, over half are
now from wireless phones. This shift has the ability to locate wire-
less calls, the core element of our Nation’s emergency response 911
structure.

Expeditious and effective emergency response has been at the
center of my professional career. I spent 24 years working in public
safety, and it was my honor to manage the largest 911 center in
the Nation out of the New York City Police Department. During
that tenure we completed major upgrades of the system and infra-
structure that we needed to support the NYPD’s mission.

Since leaving the PD, my role with TruePosition has given me
the opportunity to work with a range of agencies in tackling ongo-
ing and heightened national effort to bring modern technology to
support emergency response, preparedness and investigations.

Long before wireless technology became prominent, policymakers
and emergency response officials embraced the critical need to
quickly locate individuals facing an emergency. The faster help ar-
rives, the more likely lives are to be saved.

This premise underlies the FCC’s mandate that the wireless op-
erators provide public safety agencies with location information in
an emergency situation. The requirement, as you know, is known
as Enhanced 911. It dictates that the location of the wireless 911
calls must be transmitted to the appropriate emergency call center.

TruePosition’s very existence has evolved from the wireless loca-
tion mandate. We are the leading provider of location determina-
tion solutions. Currently, two technologies address the FCC’s loca-
tion accuracy requirements. They are GPS, which was discussed
earlier, and Uplink Time Difference of Arrival.

Both of these technologies use what we know about radio waves.
We are able to measure the distances from a known point such as
a cell phone to an unknown point such as satellites and transmit-
ters, because we know radio waves travel at constant velocity, and
are able to make calculations to locate the phone from that point.

UTDOA differs from GPS, and the network base works in vir-
tually any environment. It is not affected by obstructions such as
tall buildings or concrete walls. It is able to locate all mobile
phones, including those that are not GPS-enabled. Its accuracy is
very high. It typically falls within 50 meters of that accuracy level.
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Technology is extremely useful in law enforcement situations as
well. Police used UTDOA recently to rescue a woman kidnapped in
Hamilton County, Ohio, who was locked in the trunk of a vehicle.
GPS was not an option, because it could not penetrate the metal
trunk. A UTDOA location platform allowed police to constantly
monitor the victim’s location and apprehend the kidnappers.

In addition to serving 911 calls, wireless location technology has
evolved in several public and private sector applications, including
locating victims suffering from Alzheimer’s, autistic children. It can
be used to locate contraband cell phones in prison environment as
an alternative to prison jamming.

Wireless technology has revolutionized communication. Unfortu-
nately, it is also being used by criminals and terrorists. In the 2004
Madrid bombings, terrorists used improvised explosive devices to
attack morning commuting trains, killing 191 people and wounding
over 1,800. Mobile phones were used to detonate these IEDs. High-
accuracy technology is our crucial element in preparedness, inves-
tigation and response to these dangers.

TruePosition’s UTDOA technology delivers two key important
elements in a mission-critical location—high accuracy and high re-
liability. It can provide information relating to the details of crimi-
nal conduct and be an important tool in preventing tragedy. It can
present an additional dimension to the comprehensive information
picture that intelligence and law enforcement officials use on a reg-
ular basis.

TruePosition’s security solutions capture and analyze wireless
data, including current activities, mobile events and interactions.
The technology can help identify and track any mobile device in a
real-time mode in any environment with high accuracy and reli-
ability. It can be deployed in such areas as border security, critical
infrastructure protection, and law enforcement to aid in forensic in-
telligence.

Location technology has contributed to saving lives and personal
property. To allow for the continued use and growth of this life-
saving technology, I urge that any government action in this area
of wireless technology remain technology neutral. I commend the
Subcommittee on its efforts to bring the ECPA up to date and ap-
preciate very much the opportunity to appear before you today and
welcome any questions, Mr. Chairman.

[The prepared statement of Mr. Amarosa follows:]
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CIVIL RIGHTS AND CIVIL LIBERTIES
HOUSE OF REPRESENTATIVES
Electronic Communications Privacy Act
June 24,2010

Good morning Chairman Nadler, Ranking Member Sensenbrenner and
Members of the Subcommittee. My name is Michael Amarosa and T am Senior Vice
President of TruePosition, Inc. Tt is a privilege to appear as part of the Subcommittee’s
examination of the Electronic Communications Privacy Act and the state of technology
since it was last amended.

My role today is to provide background and history addressing the technical
elements of wireless location technology, in particular network based location
technology. Wireless location capability is the core element of the Nation’s emergency
response 9-1-1 structure. Long before wireless technologies became prominent, the
Congress, the Federal Communications Commission (FCC), State and local legislatures
and regulators, telecommunications carriers, those who operate the Nation’s 911 Centers
and police, fire and emergency medical officers (EMS), embraced the critical need to
locate the individual facing an emergency expeditiously. The faster help arrives, the
more likely lives are saved.

The investment and work TruePosition and other technology companies,

including the wireless carriers, have committed to locating individuals confronting an
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emergency flow directly from this important public policy. Beyond emerging as an
important factor in the quality of emergency response, location capability now
contributes to preparedness and investigation responsibilities.

Expeditious and effective emergency response has been at the center of my
professional career. I spent 24 years working in public safety. It was my honor to
manage the largest 911 center in the Nation, that of the New York City Police
Department (NYPD), as Deputy Commissioner for Technological and Systems
Development. The NYPD sought to bring to public safety technologies that would speed
police, firefighter and emergency medical service response to the citizen needing help.
During my tenure at the NYPD, we undertook and completed major upgrades of the
systems supporting 911 and the equipment and infrastructure needed to support NYPD’s
mission. This effort encompassed obtaining the necessary funding, determining and
designing the system upgrades, and deploying the improvements. The experience reflects
a microcosm of the ongoing and heightened national effort to bring modern technology to
support emergency response, preparedness and investigation. Since leaving the NYPD,
my role with TruePosition has given me opportunity to work with a range of agencies,
large and small, urban, rural and suburban. There remains a critical need to bring modemn
technology to important government responsibilities.

My purpose here today is to provide insight to the technical characteristics of
wireless location technology to assist your examination of the Electronic
Communications Privacy Act. 1 present no stance with regard to what amendments to the

law should be examined. In providing technology and services, TruePosition’s foremost
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principle is fidelity to the laws Congress enacts. QOur presence here today seeks to
contribute to this important precept.
TruePosition, Inc.

TruePosition, headquartered in Berwyn, Pennsylvania, is the leading provider of
location determination and intelligence solutions for public safety and national security
worldwide. TruePosition offers a portfolio of industry-leading location technologies,
future-proof platform products, innovative applications, and comprehensive networking
and systems services to enable the creation of carrier-grade location solutions for private
enterprise and government agencies to protect citizens, combat crime, and save lives.
TruePosition has offices in North America, the European Union and Asia. It is a
subsidiary of Liberty Media Corporation. EmFinders, Inc. and Rosum Corporation are
subsidiary entities of TruePosition.

Enhanced 9-1-1 Location Requirements

The first step toward speeding emergency response was recognizing the value of a
universal emergency telephone number. The United States and Canada adopted the
emergency services number 911 in 1968,  In the wireline environment, telephone
companies know the addresses of most landline phones. Providing that information to
the dispatchers at the 911 call center so they could promptly direct emergency response to
the location of the incident became a priority in the national 911 system.

Yet, if a person called from a wireless phone, the public safety agency had to
rely on the caller to provide an accurate location of the emergency. The most often heard
question asked by emergency communications personnel was “where is your

emergency?” With wireless calls expanding, the challenge is maintaining the standard
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established in the wireline environment. Of 300,000 calls made to 911 daily, over half
are now from wireless phones, and approximately half of those — with the relative
number rising — are made from indoor environments.

Relying on the caller to provide the location for directing emergency response is
fraught with risk. The delay associated with determining where the individual is stifles
and often precludes determining even what the emergency is. The standard of emergency
dispatch is to provide the most effective resources in the most expeditious way possible;
time is unforgiving. Those calling for emergency services are unsettled and distressed
even in familiar surroundings. The trauma of an event delays response or misdirects it
and the error is not inconsequential. Police, fire, EMS and other emergency service
agencies have documented where accident victims lost their lives because emergency
responders did not know the location of the caller.

It is this background- location capability being a fundamental element of speeding
emergency response- that led the FCC to mandate wireless operators to provide public
safety agencies with location information in the event of an emergency. The
requirement, known as Enhanced 9-1-1 (E 9-1-1) dictates that wireless calls to the
emergency 911 number must be located and the location sent to the nearest or most
appropriate emergency call center and only to the call center.

The FCC specified the accuracy required for locations on a statistical basis and
provided a timeline for deployment. It left the choice of technology to meet the
mandate’s requirements up to the wireless carriers. An initial deadline of year end 2005
for national deployment of the E 9-1-1 wireless location system was met by major

carriers. Those carriers unable to meet the accuracy standard were required to seek a
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waiver of the FCC rules. Currently, the FCC is examining various changes to the system
to improve location accuracy and effectiveness of the E 9-1-1 system.

The commitment to emergency response and deployment of wireless location is
attributed to several factors. Congress consistently emphasized the importance of E 9-1-1
and the FCC pursued the goal with focus. Police, fire, EMS and other emergency
response agencies and their associations advocated the importance of defined
requirements and reliable performance. Just as important is the private investment by
wireless carriers in their networks and the public investment by state and local
government in individual 911 centers.

TruePosition’s very existence evolves from wireless location technology. We
made substantial commitments of resources, prior to any mandate, to develop
technologies able to provide the location of persons using mobile phones to call for help.
The effort has required understanding and respecting wireless carriers and their network
as well as their customers and public safety agencies. We value our work with the public
safety community and with carriers, both large and small, to bring about pervasive

E9-1-1.

TruePosition continues to commit significant resources to provide location
technology to the ever-evolving generations of mobile devices. With carriers now
promoting wireless broadband services, it is crucial that citizens and public safety
officials can continue to rely on location technology. As manufacturers, service
providers, software and application developers and ancillary equipment sources move to
shape the standards and protocols of the future, location technology must be at the

forefront.

[
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Wireless Location Technologies

Currently two location geolocation technologies are capable of addressing the
FCC’s location accuracy requirements and are installed nation-wide. US CDMA carriers
use a handset based technique known as Global Positioning System (GPS/AGPS). US
GSM carriers use a network based technique known as Uplink-Time-Difference of
Arrival (U-TDOA). Both approaches possess a fall back geolocation technique as well in
the event the primary one cannot determine the location of the handset.

Both of these methods involve determining the location of a peint in a coordinate
system by measuring the distances from the point of unknown location to three or more
points of known location. GPS uses space-based satellites; U-TDOA uses radios located
at cell sites on the ground. Graphically, in two dimensions, the location of the unknown
point can be visualized as the common intersection of three circles whose centers are at
the location of the known points and whose radii are the measured distances.
Radiolocation uses the properties of radio waves to measure the distances from the
unknown point to the known points. The specific property utilized is the velocity of radio
wave propagation. Radio waves propagate, i.e. travel, at a constant velocity. Therefore,
the distance between two points can be determined by measuring the time it takes a radio
wave to travel between the two points and multiplying by the velocity of propagation of
radio waves to derive the distance.

GPS uses this property of radio wave propagation to permit the determination of
the location of a GPS receiver, the cell phone/handset. The GPS is comprised of at least
24 satellites constantly orbiting the earth in six low earth orbits. Each satellite possesses a

very accurate time clock that is synchronized with the time clocks in all of the other GPS
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satellites. Each satellite transmits at least one civilian signal with its own unique
signature, i.e. code, with its time of transmission and location of the satellite embedded
into it. GPS receivers on the surface of the earth with an unobstructed or minimally-
obstructed view to a number of GPS satellites receive the transmissions from them and
note the time of reception with respect to their local clock. Typically, at least four GPS
satellites uniformly distributed about the sky must be received to accurately solve for the
latitude, longitude, elevation and time offset between the GPS receiver’s local clock and
the GPS satellites’ clocks.

TruePosition’s U-TDOA is a network-based technology that relies on
multilateration and uses equipment installed in the mobile operator’s network. Because it
is network-based, U-TDOA can pinpoint the location of any mobile phone — current or
future, in any environment. It allows the system to:

¢ Locate all mobile phones and devices, regardless of age or air interface - even
those that are not GPS-enabled

e Locate so-called “gray market” mobile phones and devices — that is, those phones
and devices not sold by carriers or their authorized dealers that GPS cannot locate

® Locate roaming mobile phones and devices that may not be interoperable with
carriers’ GPS systems

¢ Locate mobile phones and devices in any environment (indoors, in-vehicle, urban,
suburban, rural, etc.)

e Locate mobile phones and devices with very high accuracy (typically under 50
meters) and reliability

Like GPS, U-TDOA is also a time based geolocation technique in that it

measures the time of travel of radio waves. Specifically, the difference in the time it takes

the radio wave to travel from the handset to Location Measurement Units (LMUs)
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located at the base/transmitting facilities of the wireless carrier is the information utilized
for UTDOA geolocation. The radio wave it measures is the same signal the handset uses
for signaling and communications on the network. It measures the time of travel to
multiple auxiliary receivers collocated with the base stations. These auxiliary receivers,
the LMUs, are very accurately time-synchronized to each other and at any given moment,
a handset may be communication with upwards of 30 LMUs. A minimum of three
LMUs must receive the handset’s signal to uniquely determine the location of it.
Reception of the handset by more than 3 LMUs also enhances the accuracy of the
location estimated. TruePosition has deployed over 100,000 LMUs.

U-TDOA system determines a wireless phone’s geographical location by
collecting and processing the RF signals transmitted by the phone. When a signal is
transmitted -- when a phone call is placed -- the system gathers information about the
signal from nearby mobile base stations. The data are transmitted to a processor that
analyzes the information and computes the position of the caller by using TruePosition’s
patented Time Difference of Arrival (TDOA) algorithms. For a 911 call, the system then
determines the location of the call and delivers the information so that the appropriate
911 center can dispatch assistance.

Unlike GPS, U-TDOA provides accurate and reliable geolocation of handsets
even when they are indoors. This occurs for two reasons. First, the distances between the
transmitter, i.e. the handset, and receiver, i.e. the LMU, is much less than with GPS,
which relies upon satellite signals, so there is much less loss due to spherical spreading of
the propagating radio wave. Second, and more significant, the power output of handsets

can be varied and are controlled by the wireless network and dynamically adjusted many
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times per second to assure reliable communications. Thus, when the loss between the
transmitter and receiver increases because of attenuation by building materials, the
wireless network commands the handset to increase it output power to compensate for
this additional attenuation in order to achieve reliable communications. Thus, if a handset
can communicate with its wireless network from indoors then U-TDOA can reliably and
accurately geolocate it.

Differences between GPS and U-TDOA are important. U-TDOA is challenged in
extreme rural areas, where there are long distances between carrier base stations. When
satellite visibility is seriously blocked — such as in urban canyons or the insides of
buildings — the GPS system is not able to produce a location. GPS cannot reliably and
accurately provide caller location originating in many common buildings. In addition,
unlike with U-TDOA, GPS devices can be deactivated — that is, the ability to locate them
disabled — by the user.

Expanded Use of Location Technology

Location technology has evolved to serve beyond locating 911 calls. There are
now expanded applications serving both the private and public sector. A network
technology using television broadcast signals has been developed.! There are

applications to locate lost persons and to safeguard and secure property whether it is in

! Rosum location technology is based on time difference of arrival where a device makes timing
measurements of broadcast television signals. This technology is particularly applicable to urban and
indoor scenarios, because TV signals are broadcast at a very high power level to enable them to penetrate
buildings. These signals are also wide band 6 MHz bandwidth, which also facililates accurale liming
measurements. The technology requires that the TV broadcast signals be synchronized, or thal a
monitoring nctwork be deployed across the coverage arca to create timing calibration information of the
TV signals. The technology also requires that a TV band antenna and tuner be included in the wireless
device to make these timing measurements and requires that the TV broadcast antenna locations surround
the devices to be located. Rosum technology hasnot yel been deployed in mass markel.
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storage or in transit.” It has emerged as an element of confronting and eliminating what
corrections officials state is a growing challenge of illicit cell phones in prison. Jamming
alone is neither effective nor risk free in eliminating illicit cell phone use in correctional
institutions. Effective prevention can evolve by implementing network location and other
wireless technologies. Location technology’s importance in supporting law enforcement
and national security missions is also recognized.
Law Enforcement and National Security

Today, the global environment must confront dangers that are all too real.
Wireless technology has revolutionized communication — creating a level of
convenience and connectivity never seen before. Unfortunately, this revolution also has a
dark side, as criminals and terrorists continuously use wireless technology to coordinate
their activities. High accuracy location technologies, those able to meet mission critical
requirements, are a crucial element in the preparedness, investigation and response to

these dangers.

Terrorists and criminals need modemn communications. They use wireless
communications extensively to recruit, train, plan and prosecute their crimes and
atrocities. They also depend on these communications for all other aspects of their lives.
To avoid possible detection, they use multiple anonymous pay-as-you go mobile phones

and swap SIM cards and handsets. While wireless technology has revolutionized

2 TruePosition's EmFinders,"™ is a technology company dedicated to the rapid location and recovery of
wandering or missing adulls and children (hat uses exisling U-TDOA network based cellular telephone
location tcchnology. The EmFinders EmSceQ is a small, affordable, watch-like wircless device without
buttons or a screen and is under the secure and remote control of the EmFinders operations center. It is
worn by individuals with medical impairments like Autism, Down syndrome or Alzheimer’s disease. The
device can only be aclivated at the request of a caregiver who has reported the individual missing (0 the
police. A call from the EmFinders device is a pre-sereened 911 call.

10
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communication, it also provides tangible assistance to those assaulting the lives, property
and values of citizens. Terrorists also use this technology to initiate attacks such as

detonating improvised explosive devices (IEDs).

As events demonstrate, these incidents are a serious test to the social and
economic stability of all nations. In the Madrid bombings, terrorists attacked the morning
commuter trains, killing 191 people and wounding over 1,800 people. Mobile phones
were used to detonate the IEDs. In Lahore, 12 terrorists attacked the Sri Lankan cricket
team, killing 6 policemen and wounding 7 players. Mobile phones were used to organize
and execute the attack. In Mumbai, 10 terrorists attacked two hotels, killing 164 people
and wounding over 300 people. Mobile phones were used to receive orders from their

leaders and coordinate the attack.

Properly implemented to protect the rights and expectations of the innocent
citizen, wireless location technology has emerged as a critical implement in the
preparedness and investigation responsibilities of national security and law enforcement
agencies. Location technology provides the ability to detect and locate criminal and

terrorists’ activity in real time.

TruePosition’s U-TDOA technology delivers two key requirements of mission
critical location-high accuracy and high reliability. It can provide information relating to
the details of the criminal conduct and be an important tool in preventing tragedy. It can
present an additional dimension to the comprehensive information picture that
intelligence and law enforcement officials need. While it can be implemented passively

on existing networks, it is not possible without core location accuracy standards in place.

11
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Described discretely, TruePosition location security solutions allow for automatic
notifications based on desired criteria, such as the geographic zone of activity, specific
communications patterns or particular users. Unlike GPS, it does not demand a special
handset or device, and cannot be disabled by the user. U-TDOA technology allows for
locating multiple devices in real time with high accuracy. The information obtained can
be viewed in a map-based graphic format, also in real time. It includes alerting capability
with regard to specific geographic areas and users. It is transparent to the device user and

the network and embraces high standards to gain access and control to the capability.

The technology provides analysis capability of historic location and calling
activity information. It can compile current activities, mobile events and interactions
with other devices. By compartmenting information, it allows government agencies to
pool resources and provide safe shared and secure access to definitive information

relating to the size, detail, location and activity of illegal conduct.

Location technology has emerged as an important instrument in discerning details
of criminal activity and to provide insight addressing the expanse of the conduct. It

promotes the ability to analyze dangers and risks on a continuous real time basis.

Conclusion
TruePosition continues to work closely with large and small public safety
agencies and the dedicated associations and individuals that represent them, to best
integrate accurate location into the 911 communications centers. We also work closely

with wireless carriers in their significant cooperative effort toward the goal of universal



45

E 9-1-1 deployment. With heightened national security and law enforcement demands,
we work with these agencies in carrying out their critical mission requirements.
TruePosition values and safeguards these important responsibilities.

This completes my statement.  TruePosition appreciates very much the

opportunity to appear before the Subcommittee and stands ready to provide further

information today or in the future.
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UNIT,

TECHNICAL SERVICES

NESSEE BUREAU OF INVESTIGATION
Mr. LiTTLEHALE. Chairman Nadler, Ranking Member Sensen-

brenner and honorable Members of the Subcommittee, my name is

I will now recognize Mr. Littlehale.

Mr. NADLER. Thank you.

TESTIMONY OF RICHARD LITTLEHALE, ASSISTANT SPECIAL
AGENT IN CHARGE,
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Richard Littlehale. I am the assistant special agent in charge of the
Technical Services Unit of the Tennessee Bureau of Investigation,
and I have spent the better part of 15 years using communications
records to protect the people of Tennessee.

I am grateful to the Subcommittee for giving me the opportunity
to share my perspective on how location information derived from
communications technologies can be invaluable in the most critical
of law enforcement investigations. I offer testimony here today on
my own behalf, based on my own experience.

As communications technology evolves, so must the laws that
govern it. And there is always room for clarification. That said, I
believe that the balance struck between privacy and public safety
in the existing ECPA framework is in a broad sense a reasonable
one, and I would respectfully call your attention to some risks in-
herent in upsetting the current paradigm.

I cannot overstate the value of location evidence to law enforce-
ment. It can help find a kidnapped child, apprehend a dangerous
fugitive or prevent terrorists from following through on a violent
plan. We are not just talking about cell site information either.
Imagine a pedophile grooming a potential child victim using a chat
application on a smartphone. Law enforcement must be able to
quickly generate and serve process on however many service pro-
viders are necessary to find that subject before the unspeakable
happens.

The current legal framework distinguishes between network
transactional location records stored and recorded by the service
provider in the ordinary course of its business and demand-based
location information generated solely based on a law enforcement
request.

This information is reasonable, because it is—this framework,
rather, is reasonable, because it is consistent with other ways loca-
tion information can be obtained and used by law enforcement and
because it is consistent with the view that information voluntarily
turned over to a third party enjoys less privacy than those things
we keep from the outside world.

A person’s location at a particular time can be derived from any
number of sources other than mobile devices. A bank will have
records of a customer’s use of a credit card or ATM card in their
possession that would show exactly when and where that par-
ticular card was used. A transportation authority might have
records of when a commuter passed by a particular tollbooth based
on the information provided by their commuter pass.

Those records can currently be obtained with a subpoena in most
cases. Should that standard change? Even the law of tracking de-
vices permits installation and monitoring without probable cause
under some circumstances.

Complexity is hardly foreign to the Constitution. The same piece
of property—a person’s suitcase, say—may be governed by com-
pletely different legal standards when it is laying on a closet shelf,
in the trunk of a car, or passing through a border checkpoint.

If we suppose that a blanket standard is necessary, we must con-
sider the consequences of rounding up to probable cause in all
cases. Location information can be used to good effect in many in-
stances where law enforcement may not have developed probable
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cause. Further, the time required to generate a search warrant and
have it signed may itself hamper law enforcement’s efforts to move
quickly in an investigation.

I fully acknowledge that the above argument could also be used
in favor of relaxing the search warrant requirement completely in
order to make law enforcement more efficient in all investigations.
Of course, such a thing would be foreign to our bedrock legal prin-
ciples. In this case, however, the present balance of judicial super-
vision and law enforcement efficiency has existed for some time
and should not be abandoned without a demonstrated need.

Finally, even a blanket standard is going to have trouble cov-
ering everything in this area. Imagine our pedophile with a
smartphone again. Say he is using the WiFi in a coffee shop, and
that activity generates information that can be localized to that
particular shop at a particular time. That is information location
information far more accurate than a cell sector. Would it require
a search warrant to get that information from the shop’s Internet
service provider?

Generating a search warrant for each and every child exploi-
tation lead will slow the processing of those leads. If that is accept-
alc()ile, tclllen so be it. But it is a downstream effect that must be con-
sidered.

And what about broader locations? Are we only talking about cell
sites? What if I just want to know what market your phone is
using, what city you are in? That is location information.

We must also remember that legal barriers are not the only ones
that keep communications records out of law enforcement hands. In
many instances we are unable to utilize evidence that would be of
enormous value in protecting the public, because the technologies
used to carry and store that information are not accessible to us,
no matter what legal process we obtain.

Encryption, smartphone, countermeasure applications, and a diz-
zying variety of communication streams are walling off more of the
evidence we need at a steadily increasing rate. If the law enforce-
ment community does not successfully bridged this gap with legal
reform, training, solutions development and funding, then our abil-
ity to protect the public using this information will degrade at the
same breakneck pace.

Whenever our society moves forward with the privacy versus
public safety debate, we should be mindful that any redefinition of
law enforcement access to the information it needs, whether by al-
tering legal barriers or allowing private corporations to elect new
technological barriers, may well come at a price.

Admittedly, we cannot let extreme situations rule the law. But
neither should we ignore the fact that they exist. What seems like
a small change in abstract setting may seem less so when I am
standing on your doorstep at 4 in the morning, and your child is
missing, and every second counts.

Thank you for giving me the opportunity to share one law en-
forcement perspective on the need for caution as we open dialogue
on ECPA reform. I encourage you to seek the input of a wide range
of law enforcement experts as you move forward on this critical
issue. And I look forward to your questions.

[The prepared statement of Mr. Littlehale follows:]
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Chairman Nadler, Ranking Member Sensenbrenner, and honorable Members
of the Committee, my name is Richard Littlehale, and | am the Assistant Special Agent in
Charge of the Technical Services Unit of the Tennessee Bureau of Investigation. We are
the high-tech investigative unit of Tennessee's statewide criminal investigation agency.
One of my unit’s most important responsibilities is to help law enforcement agencies at
all levels of government across Tennessee use communications records in support of
their criminal investigations. | have personally used these techniques for the better part
of fifteen years in support of everything from fugitive investigations to efforts to recover
abducted children.

I am grateful to the Subcommittee for giving me the opportunity to share my
perspective on how location information derived from communications technologies
can be invaluable in the most critical of law enforcement investigations. | offer
testimony here today on my own behalf, based on my own experiences.

Utility of Location Evidence

The value of evidence of a person’s location at a particular moment in time
cannot be overstated. A criminal investigator can use the information to find a
kidnapped child, apprehend a dangerous fugitive before they can harm the public, or
prevent a terrorist from following through on a violent plan. Technology-based evidence
is particularly valuable to law enforcement because the evidence is drawn from reliable,
unbiased sources that maintain the evidence for some period of time — typically as
business records in the ordinary course of the services they offer.

The various records created when a mobile device like a cellular phone interacts
with its network have become a tremendous resource for law enforcement. Particularly
when used in concert with traditional investigative techniques, cell phone location
information frequently permits law enforcement an opportunity to find and rescue a
victim or apprehend an offender in a matter of hours -- whereas other methods may
consume many days and may not prove fruitful at all. Take the case of a carjacking-
kidnapping victim who has a cellular telephone with her, but is unable to use it to call
911 as her assailant speeds away with her held hostage. A witness to the crime
reported the license number to the police, and they used that information to identify
the victim. A call to a friend or relative reveals the cell phone number. Interaction with
the cellular service provider will allow law enforcement to determine a cell site that the
phone recently hit, sending patrol cars to the area to look for the car. Without that
evidence, the police department would have only the witness’s location as a reference
point for a search.

Cell site information is certainly one of the most useful location-based forms of
evidence available to law enforcement, but it is by no means the only one. Increasingly,
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law enforcement is required to develop location information from other methods of
communication. Suppose, for example, that a pedophile is grooming a child in an
internet chat room in an effort to get that child to travel to meet with him so that he
can victimize the child. Suppose further that the pedophile uses a computer that is part
of a particular network to access the chat room in question. A series of subpoenas to
service providers will allow law enforcement to identify the subject’s “virtual” location
on the network (in the form of an IP address) so that the pedophile can be identified
and located (by resolving the date and time of the IP assignment to a particular
subscriber account and service address) — resulting in the child being spared from
unspeakable harm.

Legal Requirements to Obtain Communications Records

At this point, it is useful to separate the issues of updating language to deal with
new technologies and fundamentally altering the level of proof needed by law
enforcement to access information. Generally speaking, the law enforcement
community believes that the balance currently struck by ECPA and related statutes and
case law is an appropriate balance. Any change to that balance should be broadly
discussed and carefully considered, as it will have substantial and far-reaching
secondary consequences. Having said that, there is certainly room to discuss the matter,
and as communications technology evolves, so too must the laws that govern it.

Why the current legal framework makes sense

At present, law enforcement generally distinguishes between network
transactional location records {(ordinary records of communications captured, stored
and recorded by the service provider in the ordinary course of its business as a
necessary incident to providing the services they provide) and demand-based location
information (manufactured information generated solely based on a law enforcement
demand pursuant to lawful emergency or court authorization). Because the latter is not
a record that already exists, it is commonly believed to require a higher standard of
proof because it is more invasive.

Cell site location records are routinely generated in the normal course of a
cellular provider’s business. They indicate nothing more that which piece of the
telephone company’s equipment (the particular cell tower and sector) that a particular
customer’s cellular handset was communicating with on a particular call event began or
concluded. Those records would be created whether or not law enforcement would
later attempt to obtain them or to receive them contemporaneous with their creation;
and they would be kept for a certain period of time and then discarded or archived.

Contrast this with a demand-based location request. In that instance, at law
enforcement’s direction and based on lawful emergency or court authorization, the
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service provider causes a more precise location record to be generated — one that would
not otherwise exist at all. That record would not have been created “but for” the law
enforcement demand; as a result, it is reasonable and prudent to suggest that a higher
level of proof be met for that information to be turned over.

This framework is reasonable because it is consistent with other ways location
information can be obtained and used by law enforcement and because it is consistent
with the view that information voluntarily turned over to a third party enjoys less
privacy than those things we keep from the outside world. It is worth considering that a
person’s location at a particular time can be derived from any number of sources other
than mobile devices, sometimes in very precise ways. A bank will have records of a
customer’s use of a credit or ATM card in their possession that would show exactly
when and where that particular card was used. A transportation authority might have
records of when a commuter passed by particular tollbooths based on the information
provided by their electronic commuter pass. Those records can currently be obtained
with a subpoena in most cases —and when they relate to communications records,
Congress has already acted to afford them greater protections under ECPA’s existing
framework. Should that standard change? If not, how can the inconsistency be
explained, if the purpose of reform is to bring clarity and consistency to the law?

Why not always require probable cause?

If governing law is changed to require probable cause for any type of location
information, there will be a reduction in the effectiveness of this technique for law
enforcement. First, location information can be used to good effect in many instances
where law enforcement may not have generated probable cause sufficient to satisfy the
warrant requirement. Further, the time required to generate a search warrant and have
it signed, even in cases where probable cause exists, may in-and-of itself hamper law
enforcement’s efforts to move quickly in an investigation.

| fully acknowledge that the above argument could also be used in favor of
relaxing the search warrant requirement completely in order to make law enforcement
“more efficient” in all investigations. Of course, such a thing would be foreign to our
bedrock legal principles. In this case, however, the present balance of judicial
supervision and law enforcement efficiency has existed for some time, and should not
be abandoned without a demonstrated need for an increase in privacy and a
demonstrated pattern of abuse — presently nonexistent -- by government officials. Time
is always a factor in investigations; and the more important the investigation, the more
important time can become.

Take as an example a recent case that my unit worked in Tennessee. Local, state,
and federal law enforcement agencies were engaged in a massive (and, thankfully,
successful) search for a 4-day-old infant abducted after a stranger stabbed his mother
and left her for dead. During a five-day period, my unit obtained communications
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records through 15 pen register orders, 9 search warrants, and 377 administrative
subpoenas and Sec. 2703 “specific and articulable facts” orders. When you are talking
about that volume of process, any change in the type of process required will have an
impact on how rapidly law enforcement can process leads and resolve the case, and in a
case of this type, every minute counts.

This is not to say that law enforcement cannot continue if the standard for
location information is elevated to probable cause. It will, however, mean some
decrease in the number of leads we can pursue; and in some cases, it will inevitably
prevent us from obtaining records that will be helpful and will result in some
measurable — albeit unknowable — harm to the public. If the privacy trade-off is worth it
in the eyes of lawmakers, then law enforcement will adapt. What is critical is that
everyone involved takes steps to understand the full downstream consequences of what
may appear to be minor changes to governing law, so that they may be considered in
the proper context.

In addition, adopting a probable cause standard for cell site location information
may not fully answer the question. Suppose for a moment that Congress adopts a
probable cause standard for cell site location information. How that standard was
drafted would raise a new set of issues outside of the cellular network. Suppose a
customer with a “smart-phone” accesses the wireless access point of a coffee shop with
the phone’s Wi-Fi capability, and that generates an internet protocol address that can
be localized to that particular shop at a particular time. That is location information far
more accurate than a cell sector, but at no time is that information traveling over the
phone company’s network. Instead, the information could be obtained from the coffee
shop’s internet service provider. Would that require a search warrant? If so, generating
a search warrant for each and every lead passed on to law enforcement of an individual
who may be attempting to victimize a child over the internet will have a significant
slowing effect on the processing of child exploitation leads. If that is acceptable, so be it,
but it is a downstream affect that must be considered.

The Technology Gap

I would be remiss in any discussion of the utility of technology-based evidence if
I did not point out that legal barriers are not the only ones that keep communications
records out of law enforcement hands. In many instances, we are unable to utilize
evidence that would be of enormous value in protecting the public because the
technologies used to carry and store that information are not accessible to us, no
matter what legal process we obtain.

The gap between what law enforcement is legally entitled to access under

current law and what is actually available is already wide -- and it is growing wider all
the time. Encryption, smart-phone countermeasure applications and a dizzying variety
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of communications streams are walling off more of the evidence we need at a steadily
increasing rate. If the law enforcement community does not successfully bridge this gap
with legal reform, training, solutions development, and funding, then our ability to
protect the public using this information will degrade at the same breakneck pace.

As Congress moves forward with discussions of how it might simplify the legal
requirements for obtaining communications records, and whether or not to change the
standards law enforcement must meet to get the records it wants, the technology gap
has a place in the discussion. | would urge that Congress ensure that whatever level of
process it decides is appropriate, that steps are taken to guarantee that law
enforcement will be able to access the required communications technologies once that
process is obtained.

Conclusion

A robust debate about balancing personal privacy and security is beneficial to all
Americans, but the people and their representatives must be able to make an educated
judgment about what they are giving up and what they are getting. There is no question
that a growing number of personal details about all Americans...location,
communication, the sundry details of lives lived in the modern world...lie in storage and
move in transit across a vast landscape of devices. Just as there is no question that the
people living those lives have an interest in preserving the privacy of that information,
there can be no question that some of those devices hold the keys to finding an
abducted child, apprehending a dangerous fugitive, or preventing a terrorist attack.
Whenever we move forward with the privacy/safety debate, we should be mindful that
any restriction of law enforcement’s access to that information, whether by redefining
legal barriers or allowing private corporations to erect new technological barriers, may
well come at a price, and some of that price could be paid by our most vulnerable
citizens. We should be sure we are willing to require them to pay it.

As an American law enforcement officer, | know that | am a guardian of a free
society, a society that embraces in its founding law the decision to elevate the rights of
the individual above incremental increases in public safety. Ours is also a society that
requires an open exchange of ideas on topics critical to the public interest, and today’s
topic is such anissue. As | hope to have shown, redrafting the laws governing law
enforcement access to communications records raises significant implications for law
enforcement’s ability to protect the public. | urge the members of this committee to
ensure that the law enforcement community is given the opportunity to continue to
share its perspective on the potential human implications of any proposed reform of the
Electronic Communications Privacy Act, so that all the competing factors may be
balanced appropriately.
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Mr. NADLER. Thank you.
Mr. Zwillinger is now recognized.

TESTIMONY OF MARC J. ZWILLINGER,
ZWILLINGER GENETSKI, LLP

Mr. ZWILLINGER. Thank you, Mr. Chairman.

I am very pleased to be here today to discuss ECPA reform gen-
erally and location data specifically. I have been working with
ECPA for over 13 years—first, as a DOJ attorney who used to
teach prosecutors and agents how to acquire electronic evidence,
and for the last 10 years as a lawyer, helping ISPs and wireless
providers respond to the government’s request for data. As a result,
I can tell you three things about ECPA. First, it is complicated.

Second, it has done a fairly good job over the past 20 years in
striking the right balance between law enforcement needs and user
privacy. But now it is definitely in need of reform to bring its pri-
vacy protections into the modern age of cloud computing, social net-
working and mobile networks.

One area where ECPA no longer functions well is with regard to
location data. This morning I want to focus——

Mr. NADLER. Excuse me. Could you tell me what you—tell us
what you mean by cloud computing?

Mr. ZWILLINGER. The storage of data as opposed to locally on
your computer in your possession, out in the network on the Inter-
net in the cloud.

Mr. NADLER. Thank you.

Mr. ZWILLINGER. With regard to location data, ECPA is not func-
tioning very well anymore. And I would like to focus on three of
the issues I put forth in my written statement—one, the type of lo-
cation data that raises privacy concerns; second, the discrepancy
between acquiring real-time data and historical data; and third, to
answer Mr. Johnson’s question, the reason why Congress should
not wait for the courts to resolve these issues.

First, as to location data generally, of course, Mr. Littlehale is
right. Law enforcement obtains a wide variety of records that pro-
vide insight into a person’s past location. For example, a landline
call or a credit card receipt can shed light on where a person was
at a given moment in time. But when those transactions occur, it
is reasonably clear that some record is being made of that event,
and only limited information about an individual’'s movements is
disclosed.

The type of location data that concerns us here has the opposite
characteristics. It may be collected without a person’s knowledge,
and it allows the tracking of a person’s movements on a relatively
precise and continuous basis. This type of tracking is much more
persistent and much more intrusive than the disclosure that I
bought a coffee at Starbucks at 9 o’clock this morning.

This is why it is also a mistake to think about ECPA reform sole-
ly in the context of relatively imprecise cell site location informa-
tion, because whatever the limitations are on cell cite limitation
today, cell tower data will rapidly evolve into the more precise and
consistent information that is being supplied by GPS technology.

Second, as to getting historical data versus prospective data, the
existing statutory framework clearly distinguishes between the
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two. As to past location data, the application of ECPA is fairly
straightforward. Location data, at least for calls, is properly consid-
ered a record or other information pertaining to a subscriber or
customer, which the government may get under Section 2703(d) of
the Stored Communications Act using the specific and articulable
facts standard that is explained in Judge Smith’s chart.

But the framework for real-time data is not anywhere near as
clear. On their face you would think that the pen register and trap
and trace statutes would allow the government to access location
data under a relatively low standard that requires a court to issue
a pen and trap order whenever a government agent certifies that
the location information is relevant and material to an ongoing in-
vestigation.

But when Congress passed CALEA in 1994, it precluded law en-
forcement from relying solely on pen/trap authority. The govern-
ment’s workaround, which you have heard about, has been to com-
bine the authority of a pen/trap order with the historical request
for data under Section 2703(d). But this doesn’t work.

An order under 2703(d) can only provide access for historical
records, not prospective data. It is not a surveillance statute, and
there are no provisions in 2703(d) that contemplate future surveil-
lance or provide limitations on the duration and minimization and
monitoring. So it can’t be the additional authority that Congress
needed in 1994 when it said that law enforcement could not rely
solely on pen/trap.

So how can it be that there are different rules for obtaining infor-
mation about where I was an hour before an order was signed com-
pared to an hour after an order was signed? Those rules are en-
tirely different and clearly to this date unresolved.

Some courts have tried to fix this discrepancy by creatively ap-
plying the tracking device statute found in 18 USC 3117 to apply
to both types of data, but as I described in my written testimony,
I don’t think the tracking device statute can apply to a consumer’s
own electronic devices.

But the fact that courts are trying to do so is strong evidence of
the need for Congress to step in and harmonize the before and
after rules for the same set of information and to set a properly ro-
bust standard for the government to meet before it obtains precise
location data.

Finally, as to Mr. Johnson’s question, I don’t think Congress
should expect that the problem will be resolved by the courts any-
time soon. First, the application of the Fourth Amendment to loca-
tion data is uncertain. Even if every device that emitted location
information was considered a tracking device, the Fourth Amend-
ment alone would not necessarily mandate a prior warrant to col-
lect information from these devices.

In fact, in Knotts and Karo, the leading Supreme Court cases, the
court suggested that a warrant is only required when the data from
a tracking device reveals information about private spaces. Cer-
tainly, cell phones may be carried into private spaces, but not al-
ways in private spaces.

And second, just last week in the Quon case, the Supreme Court
deliberately shied away from extending Fourth Amendment protec-
tions to rapidly evolving technology.
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So in conclusion, I don’t think Congress should share the court’s
reluctance to address privacy concerns created by modern tech-
nology. Competing claims over privacy rights are being litigated on
a daily basis. And as everyone struggles to apply a 1986 law to
technology that is becoming more precise in its ability to pinpoint
location, the time is ripe for Congress to set out clear and sustain-
able rules that better balance user expectations and law enforce-
ment needs in light of modern technology.

Thank you for the opportunity to testify today.

[The prepared statement of Mr. Zwillinger follows:]



68

PREPARED STATEMENT OF MARC J. ZWILLINGER

Written Statement of Marc J. Zwillinger
Partner

Zwillinger Genetski LLP

before the
U.S. House of Representatives Committee on the Judiciary

Subcommittee on the Constitution, Civil Rights, and Civil Liberties

Hearing on

ECPA Reform and the Revolution in Location Based Technologies and
Services

June 24, 2010

INOEH

Kia




69

Chairman Nadler, Ranking Member Sensenbrenner and Members of the Subcommittee,
thank you for the opportunity to testify about ECPA reform, and specifically about issues
relating to historical and real-time location data. By way of background, | served as a Trial
Attorney in the United States Department of Justice Computer Crime and Intellectual Property
Section from 1997-2000, and for the last ten years | have been representing companies,
including internet service providers, social networking companies, and wireless providers on
issues related to electronic surveillance and the Electronic Communications Privacy Act. As part
of that work, | have litigated surveillance-related issues in district and appellate courts across
the United States. | also teach a course in cybercrime law as an adjunct professor at the
Georgetown University Law Center in Washington, D.C. | have also been involved in the Digital
Due Process Coalition for the last 2 years. | am testifying today solely in my individual capacity
and not on behalf of any clients or the Digital Due Process Coalition.

Let me begin by saying that as someone who spends nearly every day dealing with
complicated issues arising under ECPA, | believe that ECPA is in need of reform, especially to
bring the privacy protections for both transactional and stored communications into the
modern age of cloud computing, social networks and mobile devices. And while today’s
discussion of location-based data is important, the uncertainty of ECPA’s application to content
stored in the cloud and its flat prohibition on access to contents in civil matters and for criminal
defendants provides even more justification for amending ECPA. In many ways, ECPA has done
remarkably well in striking the right balance between law enforcement needs and users’ privacy
interests for the past 25 years. Unfortunately, there are several specific areas where ECPA’s
balance no longer works effectively. This has happened for the very reason that the Supreme
Court recently noted in Quon, “rapid changes in the dynamics of communication and
information transmission are evident, not just in the technology itself but in what society
accepts as proper behavior.” City of Ontario, California, et al. v. Quon, Dkt. No. 08-1332, slip.
op at 11 (June 17, 2010).

Before examining how the statutory regime applies to location-based data, it is
important to define the types of location-based information that are driving the concern about
ECPA reform. Law enforcement certainly may obtain a broad array of information that provides
knowledge about a person’s location at a given moment in time. For example, law
enforcement can use a record of a landline phone call, an in-person credit card transaction, or
use of a rechargeable fare card for public transportation to pinpoint a person’s location at a
particular time. Traditionally, law enforcement has obtained these records for use in criminal
investigations without causing significant privacy concerns. Presumably, this is for two reasons:
(1) it was clear to the person engaging in such transactions that his or her interaction at that
point in time was being recorded; (2) the transactions provide information about an individual’s
location at a specific moment in time, but do not provide a stream of continuous location data
that could be used to track his or her specific whereabouts.
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Consequently, the types of data that do raise serious privacy concerns under existing
law are those that have the opposite characteristics: (1) information that may be collected
without the subject’s knowledge, like cell-site data that is collected even when a call is not in
progress; and (2) data that provides the ability to track all of a person’s movements on a
relatively precise and continuous basis. This information tends to appear most often in
electronic form and is maintained and collected by providers covered by ECPA. With regard to
this type of location data, ECPA’s statutory framework is profoundly unsatisfying. It creates a
different set of rules for historical and prospective location data, and it fails to provide clear
guidance for situations in which the government seeks to track an individual’s precise
movements, leaving the answer to the general application of Fourth Amendment principles and
significant variation across jurisdictions.

To explain why legislation is appropriate, | will first examine how the DOJ currently
obtains historical location data including Cell Site Location Information, also known as CSLI.
Next, | will discuss how DOJ seeks to obtain prospective location data. Finally, | will conclude by
pointing out the flaws in DOJ’s approach and the benefits of legislative reform.

Historical Location Data:

Most of the established precedent on location-based data relates to law enforcement
requests for historical CSLI. There should be no real question that the Stored Communications
Act (“SCA”), 18 U.S.C. § 2701, et. seq. currently governs the government’s authority to obtain
this type of data. The SCA describes the circumstances in which an electronic communications
provider can disclose records or other information pertaining to a subscriber or customer (with
the exception of the contents of the subscriber’s communications). Asthe SCA makes clear,
every piece of information maintained by an electronic communications service provider must
fit into one of the four categories of data described by the statute: (1) contents of
communications in electronic storage; (2) contents of wire or electronic communications in a
remote computing service; (3) records or other information pertaining to a subscriber or
customer; or (4) basic subscriber information of the type described in 18 USC § 2703(c)(2). Of
those categories, nearly every bit of non-content transactional information a provider
maintains falls into the 3" category — “records or other information pertaining to a subscriber
or customer,” all of which is obtainable though an order issued pursuant to 18 U.S.C. § 2703(d).

For historical location data to be available to the government under the provisions of 18
U.S.C. §2703(d) only three things have to be true: (1) the provider has to be a “provider of
electronic communication service”; (2} the data has to be “a record or other information
pertaining to a subscriber or customer of” an electronic communications service; and (3) the
data may not be “content” information, which is defined by the SCA as “any information
concerning the substance, purport, or meaning of [a] communication.” 18 U.S.C. § 2510(8). For
the most part, location data that accompanies a call does not provide information related to
the substance of the communication, rather it is ancillary data conveyed so that the wireless
telephone can connect with the nearest cell tower. It is not the content of the communication.
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This may not continue to be the case, however, with regard to new location-based
Internet services, which, unlike cell site location data, are designed to track location data, either
because the user voluntarily enters their location in text-based fields {like on Facebook) or
specifically authorizes the transmission of GPS information so that the user can get directions
through Google Maps or connect with friends (as on Foursquare). In these instances, there is
certainly an argument that the uploaded and/or transmitted location data is in fact the
“content” of the communication because it is not information necessary for the connection of
some other communication, but is rather information the user intentionally transmits to a third
party (directly or through an application) because communicating the location information
itself is the purpose of the transmission.

This is why thinking about location data only in the context of cell tower data is
misleading and should not be the paradigm through which Congress views ECPA reform. But in
the specific context of information collected by wireless service providers as an integral step in
providing wireless service, the information should be obtainable through the use of an Order
under 18 U.S.C. § 2703(d), which requires the government to proffer “specific and articulable
facts showing that there are reasonable grounds to believe that the contents of a wire or
electronic communication, or the records or other information sought, are relevant and
material to an ongoing criminal investigation.”

Real-Time Location Data:

The current process through which the government may obtain real-time or prospective
location data, whether for cell sites, or otherwise, is more complicated and uncertain, especially
because it implicates statutes beyond ECPA. The starting point for understanding this process is
the language of the pen register/trap and trace (“PRTT") statutes,’ which, on their face, allow
the government to obtain an order to get access to “dialing, routing, addressing, or signaling
information transmitted by an instrument or facility from which a wire or electronic
communication is transmitted,” and/or “dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic communication.” 18 U.S.C.
§§3127(3) and (4). If this were the only relevant authority, the analysis for cell site location
data would likely end here, because the location data transmitted by a cell phone at the outset
or receipt of a call has been held to fall within this definition. Again, if we consider location-
based data provided by other devices, such as GPS or navigation devices whose main purpose is
to transmit location data, it is not at all clear that the PRTT statutes would continue to apply.

Where they do apply, however, the showing applicants must make in order to obtain a
PRTT order is less than the showing they must make under the 2703(d) standard for historical
location data, at least with regard to devices that send or receive electronic communications.
Under the PRTT statutes, to obtain a pen/trap order, applicants must only identify themselves
and the law enforcement agency conducting the investigation and certify their belief that the
information likely to be obtained is relevant to an ongoing criminal investigation being
conducted by the agency. See 18 U.S.C. § 3122(b)(1)-(2). So long as the application contains

'18 U.S.C. § 3121, et seq.
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these elements and the issuing court has jurisdiction over the offense being investigated the
court is required under the statute to authorize the installation and use of a pen/trap device
anywhere in the United States. See 18 U.S.C. § 3122(a); 18 U.S.C. § 3127(2)(A).

Under the SCA and PRTT, it appears that prospective location data (at least with regard
to devices that send or receive electronic communications) receives less protection than
historical location data. However, the analysis extends beyond the scope of these statutes.
When Congress passed the Communications Assistance for Law Enforcement Act (“CALEA”) in
1994, it included a provision now codified at 47 U.S.C § 1002(a)(2), which states that “[w]ith
regard to information acquired solely pursuant to the authority of pen registers and trap and
trace devices, such call-identifying information shall not include any information that may
disclose the physical location of the subscriber (except to the extent that the location may be
determined from the telephone number).” Absent this prohibition, it is likely that the pen
register and trap and trace statutes alone would be sufficient to authorize the collection of
location data. Therefore, it is CALEA, and not ECPA, that precludes the collection of location
data from cell phones under the standard for Pen Registers and Trap and Trace devices. It does
not necessarily preclude their use for location information derived from other types of devices
that are not subject to CALEA.

Given CALEA’s language, the government has struggled to come up with an alternative
theory for obtaining location data on a prospective basis without first obtaining a warrant
under Rule 41 of the Federal Rules of Criminal Procedure. Given the state of Fourth
Amendment jurisprudence, this is an understandable impulse because current Fourth
Amendment case law suggests that a prior warrant may not be necessary to track an
individual’s location in purely public spaces.” The government’s preferred method is to
combine the authority of a pen register and trap and trace with the authority previously
described under 18 U.S.C. 2703(d) for obtaining historical location data. The government’s
theory is essentially that by combining the authority to obtain prospective data under the PRTT
statutes with the greater judicial showing necessary for historical data under the § 2703(d)
standard, the government avoids the CALEA prohibition against “solely” relying on the authority
of the PRTT statutes. This theory has been rejected by many courts, but accepted by some, as
an acceptable method for obtaining prospective location data. *

% Thus, law enforcement has not been required to obtain a search warrant before affixing a GPS tracking
device to the outside of an automobile that is parked on a public street. United States v. Pineda-
Moreno, 591 F.3d 1212 (9th Cir. 2010) {placement of tracking device on exterior of vehicle while parked
in defendant’s driveway, while on public streets and while in a parking lot did not violate Fourth
Amendment); United States v. Garcia, 474 F.3d 994 (7th Cir. 2007) (installation of a battery-power GPS
device on the exterior of a vehicle does not implicate Fourth Amendment rights); United States v.
Mclver, 186 F.3d 1119 (Sth Cir. 1999) (installation of a magnetic GPS device and magnetic beeper on the
outside of a vehicle does not constitute a search under the Fourth Amendment).

3 See e.g. In re Applications of the United States for Orders Authorizing the Disclosure of Cell Cite

Information, 2005 WL 3658531 (D.D.C. Oct 26, 2005); In re Application of the United States for Orders

Authorizing Installation and Use of Pen Registers and Call Identification Devices, 416 F. Supp.2d 390 (D.

Md. 2006); cf. In re Application of the U.S. for an Order for Disclosure of Telecommunications Records
4
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This theory has also been embraced by the Department of Justice in the 2009 Version of
the Manual for Searching and Seizing Computers and Obtaining Electronic Evidence, published
by the DOJ's Computer Crime and Intellectual Property Section. The manual states:

The rationale behind this "hybrid" use of the Pen/Trap statute and § 2703(d) is as
follows. Cell-site data is "dialing, routing, addressing, or signaling information," and
therefore 18 U.S.C. § 3121(a) requires the government to obtain a pen/trap order to
acquire this information. However, the Communications Assistance for Law
Enforcement Act of 1994 ("CALEA") precludes the government from relying "solely" on
the authority of the Pen/Trap statute to obtain cell-site data for a cell phone subscriber.
47 U.S.C. § 1002(a). Thus, some additional authority is required to obtain prospective
cell-site information. Section 2703(d) provides this authority because, as discussed in
Chapter 3, supra, it authorizes the government to use a court order to obtain all non-
content information pertaining to a customer or subscriber of an electronic
communication service.

Yet, despite the DOJ’s endorsement, this theory is flawed. Its principal failing is that an
order granted under Section 2703(d) cannot provide law enforcement with the authority to
obtain prospective information; its reach is limited instead to historical records. There is not a
single provision of the SCA that contemplates prospective surveillance, nor are there ancillary
provisions that address the duration or scope of prospective monitoring activities. In contrast,
such provisions are found in every other statute that contemplates future monitoring. Thus, it
is apparent that §2703(d) as written was not intended to, and cannot, provide the requisite
supplemental authority necessary under CALEA to permit law enforcement to capture real-time
location based data. As a result, the hybrid theory must fail as a matter of statutory
construction, leaving a Rule 41 Warrant (or a Title Ill Order) as the sole method of obtaining
prospective location data.

In addition to the statutory construction argument, district courts have cited other
reasons for rejecting the hybrid theory. For example, some courts have asserted that that cell
phones are “electronic or mechanical device[s] which permit[] the tracking of the movement of
a person or object” and therefore should be considered “tracking devices” under 18 U.S.C.
§3117(b). This is turn, they argue, would mean that cell site location information would be
explicitly excluded from the definition of “electronic communications” under 18 U.S.C.
2510(12), and consequently that neither prospective nor historical location data could be
provided to law enforcement under the authority of §2703(d). As applied to either prospective
or historical data, this theory has two problems. First, it assumes that any device that a
consumer chooses to carry that reports location information becomes a tracking device under

and Authorizing the use of a Pen Register and Trap and Trace, 405 F. Supp. 2d 435 (S.D.N.Y. 2005); In re
Application of the U.S. for an Order: (1) Authorizing the Installation and Use of a Pen Register and Trap
and Trace Device; and {2) Authorizing Release of Subscriber Information and/or Cell Site information, 411
F. Supp. 2d 678 (W.D. La. Jan. 26, 2006).
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federal law whenever the government seeks to have access to the information it provides — and
there is simply no text or legislative history to support that conclusion. The tracking device
statute is designed to cover tracking or homing devices surreptitiously installed by the
government. The government may need to seek prior judicial authorization under Rule 41 to
surreptitiously install a tracking device on a person or that person’s property, but getting
records for a device that the consumer voluntarily owns and operates appears to be a separate
issue.

Second, and perhaps more importantly, the Stored Communications Act does not
exclude tracking device communications from the category of information that can be provided
pursuant to 18 U.S.C. § 2703(c). Once an entity is deemed to be a provider of electronic
communications — that is a provider that allows users to send and receive either wire or
electronic communications — it must provide “records and other information pertaining to [its]
subscriber(s] to or customer[s] of such service (not including the contents of communications)”
whenever it receives a Court Order issued under 2703(d). Nowhere in this section is it written
that these records or other information must themselves be records of electronic
communications. In fact, many are not. Further, while Congress chose to explicitly exclude the
contents of communications from the records to be provided, it did not provide an exception
for communications that may reveal location information. Whereas a provider that solely
provides communication services to tracking devices might not be an eligible recipient of a
2703(d) Order, entities that provide tracking device services in addition to other
communications services are certainly obliged to provide location-based data when the
statutory prerequisites are met.

The search for creative solutions — such as leaning on tracking device provisions — by
both privacy advocates and courts is strong evidence of an emerging desire to ensure that
reasonably precise real-time and historical location-based information is treated similarly under
the law and that a properly robust standard must be met before this type of data is obtained.
This makes sense, because information on where an individual has traveled for the hour before
a request is made has the same level of intrusiveness as to the information about where the
same individual is going to be for the next hour on a real-time basis. But, given the current
state of the law, Congressional action is needed to bring about this result.

Without legislative intervention, courts will continue to issue conflicting decisions with
differing standards and exacerbate uncertainty amongst law enforcement agencies and
providers as they struggle to apply a 1986 law to technology that is only becoming more precise
in its ability to pinpoint location and provide an ever expanding universe of information.
Further, Congress cannot wait and expect that courts will sort out this problem through proper
application of Fourth Amendment doctrine. This is partly because of the Private/Public line that
courts have drawn in Fourth Amendment jurisprudence. Even if all devices that provide
location-based information were deemed to be “tracking devices” under existing law, the
Fourth Amendment would not necessarily require a prior warrant to get information from
these devices. The Supreme Court has held that the Fourth Amendment Warrant requirement
is applicable only where the information provided by a tracking device reveals information
about a person’s activities in the interior of constitutionally-protected private spaces, rather

6
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than a public space.* So, government would not necessarily need a warrant — either historically
or prospectively — to obtain location data about an individual whenever he ventures into a non-
constitutionally protected space, but would likely need a warrant when the device is
transmitting information from a private space. Such jurisprudence makes it difficult to
determine the appropriate standard in advance in all circumstances without statutory guidance.
Moreover, we certainly cannot expect the courts, especially the Supreme Court, to address the
issue with any alacrity. When presented this past month with an opportunity to apply the
Fourth Amendment to text messages sent by public employees, the Court declined indicating
that:

[I1t] must proceed with care when considering the whole concept of privacy expectations
in communications made on electronic equipment owned by a government employer.
The judiciary risks error by elaborating too fully on the Fourth Amendment implications
of emerging technology before its role in society has become clear. City of Ontario,
California, et al. v. Quon, Dkt. No. 08-1332, slip. op at 10 (June 17, 2010).

Nor would a court-devised solution be necessarily preferable. Addressing this issue
legislatively has benefits both for law enforcement and for privacy rights. For users, amending
ECPA to cover this issue would allow Congress to also cover the ancillary issues raised by such
surveillance, such as the appropriate duration for orders, need for record-keeping, immunity for
providers who comply with orders, emergency disclosure and consent exceptions, and other
types of issues found in the prospective monitoring statutes. As for Law Enforcement, a
Congressional solution would recognize that the entirety of Fourth Amendment doctrine need
not be imported into the new statute and could allow the government more flexibility on issues
of particularity and minimization, than if this issue were covered by the Fourth Amendment.

In conclusion, Congress should not mimic the Court’s reluctance to move Fourth
Amendment doctrine into the 21 century, but instead should take it as a call to arms.
Competing claims over privacy rights are contested daily; and in some ways the need for
legislative action is even greater now than it was in 1986 when ECPA was originally passed. As
the courts and law enforcement struggle to keep pace with rapidly evolving technology and the
accompanying expanding universe of information available from service providers, the time is
ripe for Congress to set forth clear and sustainable ground rules that balance user expectations
and law enforcement needs.

Thank you for the opportunity to testify today. | would be pleased to continue to work
with the Committee as the ECPA reform process moves forward.

* United States v. Karo, 468 U.S. 705 (1984) (finding once a beeper has been taken inside a private
residence law enforcement must acquire a warrant to monitor it); United States v. Knotts, 460 U.S. 276,
282 (1983) (finding that when officers monitor a “beeper” to assist them in conducting surveillance of a
vehicle’s movements along public roadways, they are not conducting a Fourth Amendment search, as
there is no reasonable expectation of privacy on a public road).

7
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Mr. NADLER. Thank you.
And I will now recognize Judge Smith.

TESTIMONY OF THE HONORABLE STEPHEN WM. SMITH,
UNITED STATES MAGISTRATE JUDGE, SOUTHERN DISTRICT
OF TEXAS

Judge SMITH. Thank you, Mr. Chairman, Ranking Member,
Members of the Subcommittee. I am honored by your invitation to
appear at today’s hearing. I am a United States magistrate judge,
but I am testifying on my own behalf this morning, not on behalf
of any group or organization. But it is testimony informed by
hands-on experience with ECPA over a number of years.

Ordinarily, your Committee would probably be better served by
hearing from a Supreme Court justice or Court of Appeals judge
steeped in the law, able to give a full exposition of its strengths
and flaws based on years of experience and observation. But on
this topic, cell phone tracking, that would not be possible. Very few
appellate courts have dealt with ECPA in any respect over the
years, and as Exhibit B to my written testimony shows, not a sin-
gle one to date has dealt with the question of legal standards or
compulsory government access to cell site location information.

Ponder this fact. For nearly a quarter-century, magistrate judges
have been issuing tens of thousands of these orders under a fiend-
ishly complex statute without any substantial guidance from a
higher court. And I can’t think of another area of law in which that
could be said. You know, FISA, perhaps—Foreign Intelligence Sur-
veillance Act—but then FISA is a special case and was understood
to be a departure from routine law enforcement for everyday crime.

I believe that is an unhealthy state of affairs for our democracy.
First, without a functioning system of appellate review, the process
of refinement, clarification of statutory ambiguity and uncertainty
cannot take place. And this is especially unfortunate for a statute
as complex as ECPA.

A more serious concern is that a basic check on judicial as well
as prosecutorial power has been removed. Without the discipline of
appeal, every magistrate judge essentially becomes a law unto him-
self or herself answerable to no one. And law enforcement is able
to channel their ex parte applications to a judge known to have a
more accommodating view of the law.

Now, this does not happen with respect to ordinary search war-
rants. The cause of this unhealthy state of affairs, in my opinion,
is the regime of secrecy that has enveloped——

Mr. NADLER. Excuse me. Why does this not happen with ordi-
nary search warrants?

Judge SMITH. Well, because ordinary search warrants are issued
pursuant to a warrant under the statute under Rule 41, and under
that rule the party whose house is being searched gets notice, re-
ceives a copy of the warrant. Typically, they are not sealed.

Mr. NADLER. It is not ex parte.

Judge SMITH. Right. It is not—well, it is ex parte, but before the
search is carried out, the person whose home is being searched

Mr. NADLER. Gets notice.

Judge SMITH [continuing]. Gets notice.
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Now, the cause of this unhealthy state of affairs, as I said, is the
regime of secrecy. Under ECPA gag orders and permanently sealed
cases prevent law-abiding citizens from finding out whether and to
what extent their electronic lives have been intruded upon by gov-
ernment. Again, this does not happen when law enforcement
searches your home or your office or your car.

The difference boils down to notice. Now, without notice, and this
can be pre-acquisition or post-acquisition, but without notice, due
process of law becomes a dead letter.

So I applaud the Committee’s efforts to reform ECPA to face the
new technological advances of the 21st century, but the problem
with 20th-century ECPA is not just that it failed to anticipate new
technology. Few of us back then could have imagined the cell phone
of today and what it can do.

The problem is that it is an overly complex statute that was al-
lowed to operate almost entirely in the dark, off the radar screen
of the general public as well as appellate courts. Thus, the balance
that it struck, at least in my view, between privacy and law en-
forcement has been eroded. And few seemed to notice, at least until
now.

Now, your task will be to strike a new balance that will be sus-
tainable for our time and time to come. My prescription for sustain-
ability is twofold—more bright lines and more sunshine. I believe
the principles endorsed by the Digital Due Process Coalition go a
long way toward the former goal. I think my written remarks sug-
gest some ways to accomplish the latter.

In closing, I want to thank this Committee for inviting the views
of one of the hundreds of magistrate judges who wrestled in the
trenches, as you say, with this statute for years. And with that, I
would be glad to answer any of your questions. Thank you.

[The prepared statement of Judge Smith follows:]
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Mr. Chairman, Ranking Member, and Members of the Subcommittee:

I am honored by your invitation to testify at today’s hearing. I am a U.S.
Magistrate Judge for the Southern District of Texas, sitting in Houston. While this
testimony is my own, and not offered as the official position of any group or
organization, it is a view from the trenches shared by many of my fellow magistrate
judges across the country. Before reaching the substance of my testimony, it might
be helpful to outline the role of magistrate judges in handling law enforcement
requests under ECPA.

1.  Role of Magistrate Judges in Electronic Surveillance’

There are over 500 federal magistrate judges serving in district courts around
the country. In addition to civil matters, our responsibilities on the criminal side
generally include almost everything except conducting felony trials. We conduct
initial appearances, appoint counsel for indigents, set bail conditions, hold detention
hearings, issue criminal complaints and arrest warrants, take grand jury returns,
handle extradition requests, misdemeanor trials, competency hearings, and
suppression motions. One of our chief functions is to issue search warrants and other
orders in aid of criminal investigations. These include electronic surveillance orders
for pen registers, trap and trace devices, tracking devices, 2703(d) orders for
telephone and e-mail account records and activity. That is where our experience with
ECPA comes in.

Although different districts may handle it differently, in most districts there is
at least one magistrate judge on criminal duty at all times, ready to take a call 24
hours a day, 7 days a week. In the Houston division we have 5 magistrate judges, and
we rotate the criminal duty among ourselves every two weeks. While on duty we
carry either a beeper or dedicated cell phone to allow instant access by law
enforcement. It is not uncommon for a magistrate judge to be contacted at night or on
a weekend to issue electronic surveillance orders in cases of emergency, such as a
kidnaping or alien smuggling. Withrare exceptions, ECPA orders pertain to ordinary
crimes and criminals, not national security or terrorism cases.

The process is ex parte, meaning only one party — law enforcement — appears
before the magistrate judge. Since this is at the criminal investigation stage, no

For purposes of my testimony, “electronic surveillance” includes pen registers, trap and trace
devices, tracking devices, cell site information (“CSI”), stored e-mail, telephone and e-mail
activity Jogs, and customer account records from electronic service providers. Wiretap
orders, which are issued only by district judges, are not included.
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defendant has yet been charged so no defense counsel is there to challenge the
government’s request. Likewise, no representative of the electronic service provider
or the target phone’s subscriber is present. In fact, the orders routinely contain gag
orders precluding the service provider from advising their customers that the
government is accessing their cell phone or e-mail account records. The public rarely
learns about these orders, even long after issuance, because they are routinely placed
under indefinite (i.e., permanent) seal.

Actual data on the number of electronic surveillance orders issued under ECPA
is not readily available, as far as I know.” However, some idea can be gleaned from
a recent survey by the Federal Judicial Center.” This study, which looked at the
prevalence of completely sealed cases in federal court, surveyed every federal case
filed in all federal courts during 2006. It found that of the 97,155 criminal matters
handled by magistrate judges that year, 15,177 were completely sealed from public.
The vast majority of those were warrant-related applications.

Another data point is provided by a local survey of such orders issued by our
court in Houston from 1995 through 2007. According to that survey, Houston’s five
magistrate judges issued a total of 4,234 electronic surveillance orders, or about 325
every year.' Considering that this volume was generated by less than 1% of the
federal magistrate judges in the country, it is safe to conclude that the 2006 total in
the FJC study was not a fluke. A reasonable estimate is that the total number of
electronic surveillance orders issued at the federal level each year substantially
exceeds 10,000.°

ECPA requires the Attorney General to report to Congress the number of pen registers
applied for annually. See 18 U.S.C. § 3126. However, there is no separate reporting
requirement for tracking devices under § 3117 or location information obtained under
§ 2703(d).

3 The study is available online at:
www.fjc.gov/public/pdf.nsf/lookup/sealcafc.pdf/$file/seaicafc.pdf.

4 See In re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F.Supp.2d 876, 895
(S.D. Tex. 2008).

s This does not include the number of such orders issued by state courts.
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2. In Pursuit of Hidden Elephants®

I took the bench in 2004, having no background in criminal law. In fact T had
never heard of a trap and trace device until I was confronted with an application for
one on my first day of criminal duty. The application also asked for something called
“cell site information.” Reluctant to sign what I did not understand, I turned to the
United States Code and encountered ECPA for the first time. The experience was
frustrating: the terminology was unfamiliar, the organization not intuitive, and the
syntax far from straightforward. The casenotes accompanying the statute shed no
light; they cited only a handful of lower court decisions not particularly relevant to
my questions. No appellate court had ever addressed the issue. I asked my colleagues
on the bench, and found they were just as puzzled as I was. I tried to look at sample
orders from other courts, but found that they were sealed. I met (several times) with
the AUSAs, who basically argued that their request should be granted because other
judges had done so.

Still unsatisfied, [ plunged into the legislative history of ECPA, reading every
committee report and law review article I could find. I contacted law professors who
had written about ECPA, as well as a former Congressional staffer who had helped
draft the law and subsequent amendments. I met with our local U.S. Marshals, who
gave me a tour of their local electronic surveillance shop and a demonstration of the
technology. I called various service providers to get their perspective. I then spent
several months drafting a memo, setting out my tentative conclusions and supporting
analysis. I sent the memo to our local U.S. Attorney, asking him exactly what was
wrong with my analysis and why. He forwarded the memo to DOJ, which responded
months later with a detailed rebuttal, advocating what has since come to be known
as the hybrid theory. Unpersuaded, I issued my first opinion on cell site information
in October 2005.”

Prospective CSI. From my research, I came to understand that ECPA
authorized various criminal investigative tools under four different legal standards.

“[Congress] does not, one might say, hide elephants in mouseholes.” Whitman v. American
Trucking Ass'n, 531 U.S. 457, 468 (2001) (Scalia, J.).

7 In re Application, 396 F.Supp.2d 747 (S.D. Tex. 2005). This was actually the second
published decision on the topic. Magistrate Judge James Orenstein had issued a decision
reaching the same conclusion two months earlier, although the government did not make the
hybrid argument in support of that application. See In re Application of the U.S., 396 F.
Supp. 2d 294 (E.D.N.Y. 2005).
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Generally speaking, the more intrusive the investigative tool, the greater the legal
process necessary to access it. Visualize it as a 4-story courthouse: pen registers and
trap/trace devices are on the ground floor, having the least demanding standard
(“certified relevance™);stored communications and account records are on the second
floor, accessible with “specific and articulable facts”;® tracking device warrants are
on the third floor, covered by the familiar Rule 41 “probable cause” standard; wiretap
orders are on the top floor, with their “super-warrant” requirements. A chart
illustrating this “Electronic Surveillance Courthouse” is attached as Exhibit A.°
The essential difficulty, of course, is that ECPA does not explicitly refer to
“cell site” or other location information from a cell phone. In the case before me, the
Government sought compelled access to a full range of cell site information {CSI) on
a prospective basis.!"” My basic approach was to determine which floor of the
courthouse was the best fit for this type of request. Because the Government’s stated
purpose was to locate the target phone user in real time, the most obvious candidate
seemed to be the third floor, for tracking devices. The statutory definition of a
tracking device is very broad and unqualified, and could easily be read to encompass
the unlimited CSI sought here.'' Moreover, none of the other categories of electronic
surveillance seemed to fit. The pen register standard was ruled out by a proviso in a
1994 statute known as CALEA."” The wiretap standard did not apply because CSI
does not reveal the contents of a communication. The Stored Communications Act
(SCA) standard did not seem to apply for two reasons: the definition of “electronic

This is an oversimplification, but sufficient for our purpose. See 18 U.S.C. § 2703.

Again, this chart oversimplifies in several respects. For example, it ignores the complicating
distinction between communications held in a remote computing service and those held in
electronic storage by an electronic communications service provider. It also excludes non-
judicial processes such as administrative and grand jury subpoenas.

The application sought “the location of cell site/sector (physical address) at call origination
(for outbound calling), call termination (for incoming calls) and, if reasonably available,
during the progress of a call,” in addition to “the strength, angle, and timing of the caller’s
signal measured at two or more cell sites, as well as other system information such as a
listing of all cell towers in the market area, switching technology, protocols, and network
architecture.” 390 F. Supp. 2d at 749.

See 18 U.S.C. § 3117(b) (“the term ‘tracking device’ means an electronic or mechanical
device which permits the tracking of the movement of a person or object.”).

2 The Communications Assistance to Law Enforcement Act, 47 U.S.C. § 1002(a)(2).
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communication” specifically excludes information from a tracking device;'? and the
structure of the SCA was inherently retrospective, allowing access to documents and
records already created, as opposed to prospective real time monitoring. I concluded
that there was “no reason to treat cell phone tracking differently from other forms of
tracking under 18 U.S.C. § 3117, which routinely require probable cause.”"*

Other magistrate judges soon began to weigh in with published decisions of
their own. Many agreed with me, some did not. The first opinion with a contrary view
was issued in December 2005 by Magistrate Judge Gabriel Gorenstein in the
Southern District of New York.'* He held that a limited form of prospective CSI'®
could be obtained under the SCA standard of specific and articulable facts, a lesser
showing than probable cause. His opinion accepted the Government’s hybrid theory
and provided what remains its most cogent expression to date. In essence, that theory
argued that a lesser standard for obtaining this information could be implied from a
combination of provisions in three separate statutes.'” Even as he was adopting the
hybrid theory’s conclusion, Judge Gorenstein declared the result “unsatisfying,”

" 18 U.S.C. § 2510(12)(C).

396 F. Supp.2d at 757. The opinion closed by expressing hope “that the government will
seek appropriate review by higher courts so that authoritative guidance will be given the
magistrate judges who are called upon to rule on these applications on a daily basis.” Id. at
765. Unfortunately, with a single exception in five years, that plea has fallen on deaf ears.

13 405 F. Supp. 2d 435 (S.D.N.Y. 2005).

His order “contemplates the production only of: (1) information regarding cell site location
that consists of the tower receiving transmissions from the target phone (and any information
on what portion of that tower is receiving a transmission, if available); (2) tower information
that is tied to a particular telephone call made or received by the user; and(3) information that
is transmitted from the provider to the Government.” 405 F. Supp. 2d at 450.

I have compared this analysis (perhaps uncharitably) to a three-rail bank-shot: The first rail
is the Pen Register Statute (as amended by the 2001 Patriot Act), asserted to be the exclusive
means by which law enforcement might acquire non-content signaling information such as
cell site data. The second rail is the 1994 CALEA statute, which provides that location
information such as cell site data cannot be obtained “solely pursuant” to a penv/trap order.
This was interpreted to mean that, while a pen/trap order is still a necessary condition for
compulsory disclosure of cell site data, it is no longer sufficient, and must be combined with
some additional authority. According to the Government, this authority is found in the third
rail, otherwise known as the SCA, which allows Government access to cell phone customer
records upon a showing of “specific and articulable facts.”

5
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given the lack of clear guidance from Congress.'® Finally, he emphasized that his
ruling was restricted to a limited form of CSI yielding only generalized location
data.”

A spate of magistrate judge opinions followed in the next three years, and
eventually even a few district judges weighed in. Surveying the published opinions,
it is fair to conclude that the majority held that probable cause is the appropriate
standard for government access to prospective cell site information. A minority of
published decisions, following Judge Gorenstein, allow access under the lesser
“specific and articulable facts” standard. Significantly, each of these opinions also
restrict their holdings to limited CSI; not one reported decision has ever allowed
access to unlimited (i.e., multi-tower, triangulation or GPS) location data on anything
other than a probable cause showing.”® A chart of all published decisions to date
concerning prospective cell site information is attached as Exhibit B.

Historical CSI. Alater round of published decisions centered on the question
of government access to historical cell site data. The first wave of CSI decisions, even
those requiring probable cause for prospective location information, had assumed or
suggested that historical location information was not materially different from other
forms of account records or customer information in the hands of the phone company,
and therefore obtainable under the lesser standard of SCA § 2703(d). Although not
the first decision to challenge that consensus, the most prominent was issued in 2008
by Magistrate Judge Lisa Pupo Lenihan on behalf of all magistrate judges sitting in
the Western District of Pennsylvania.?' Judge Lenihan reasoned that the text and
legislative history of ECPA and its amendments warranted no “distinction between
real-time (‘prospective’) and stored (‘historic’) cell-phone-derived

18 405 F. Supp. 2d at 442.

1 Id. at 449-50.

20 Most magistrate judges have not taken the time to issue published opinions on this question,
so the possibility exists that published opinions are not a representative sample of magistrate
judge opinion as a whole. Indeed, some standard government applications make the claim
that “the silent majority of magistrate and district courts that routinely grant pen/trap/cell
orders under the combined authority of Pen/Trap and SCA continue to do so without resort
to publishing decisions affirming their current practice thus permitting the minority view to
appear more pervasive than it is.”

2 534 F. Supp. 2d 585 (W.D.Pa. 2008).
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movement/location information.”?*Her decisionis currently on appeal before the U.S.
Court of Appeals for the Third Circuit. It is the first and to my knowledge the only
time the Government has appealed any district court ruling on cell phone tracking. A
listing of decisions addressing the standard for historical cell site information is
included on Exhibit B.

Uncertainty over cell phone location information is hardly the only difficulty
magistrate judges have encountered in dealing with ECPA. For example, there is the
issue of post-cut-through dialed digits;” many others could be added. Those matters
are beyond the scope of today’s hearing, so there is no need to address them here.
But when the Subcommittee does decide to take up those matters we hope that you
will again afford magistrate judges the opportunity to offer you the benefit of our
experience.

3. A Modest Prescription: Simplicity and Transparency

ECPA was passed in 1986 as a laudable attempt to balance the privacy rights
of citizens and the legitimate interests of law enforcement, given the communications
technology of that day. In reforming and updating ECPA for the 21* century, the task
of finding the appropriate balance belongs first of all to the political branches.
Obviously, there are important First and Fourth Amendment concerns to be weighed.
As ajudicial officer, I do not presume to advocate for either side of that debate. That
said, from a magistrate judge’s perspective, there are two systemic flaws in the
existing statutory scheme that ought not be preserved in the next.

Undue complexity. The new statute should clearly specify the types of
information available and the legal showing required for government access. To the
extent distinctions must be made, legal standards should not be tied to a particular
device or form of technology, which is probably on the road to obsolescence as you
debate it. That type of standard inevitably presents judges with the most vexing of
interpretive choices, forcibly fitting the round peg of tomorrow’s technology into the
square hole of yesterday’s.

As a matter of logic, the legal standards for government access to location
information should be geared to the level of intrusion into citizens’ privacy. But in

2 Id. at 601.

» See In re Application of U.S., 622 F. Supp. 2d 411 (S.D. Tex. 2007) (Rosenthal, D.J.); In re
Application of U.S., 515 F. Supp. 2d 325 (E.D.N.Y. 2007) (Azrack); In re Application, 441
F. Supp. 2d 816 (S.D. Tex. 2006) (Smith).

7
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my view the temptation to draw fine distinctions for different ways of monitoring cell
phone location ought to be resisted. Even as to existing technology, those
distinctions can be difficult to draw in the abstract. CSI comes in a wide variety of
forms, offering differing tracking capabilities: Is there a meaningful distinction
between CSI from a single urban tower and that from multiple rural towers? Between
registration information or call-identifying information? What about “pings” or calls
initiated by law enforcement? Should a different standard apply for location
information pertaining to third parties calling or called by the target phone? How does
one calibrate the relative degree of intrusion of such monitoring techniques, given
that the precision of the location information obtained will vary from case to case,
often depending on inferences drawn from other sources? For instance, when law
enforcement already knows the business and residential addresses of the target (or the
target’s family, friends, and associates), a single phone call signal captured from a
single tower may be all that’s needed to reliably pinpoint a target’s exact location at
a given time.

Similar difficulties will plague any attempt to distinguish between historical
and prospective cell phone information. How is “historical” to be defined — one
second after transmission?** One hour? One day? One month? The case law to date
has understandably sidestepped this knotty issue.* To avoid confusion, any dividing
line will have to be explicit, and necessarily arbitrary. The term “prospective” is also
ambiguous; although often employed as a synonym for “real-time,” they are not really
the same thing.* Real-time monitoring captures CSI the instant it is transmitted; it is
the polar opposite of historical CSI. On the other hand, prospective CSI may be
understood as referring to that generated anytime after the court issues its order.
Thus, prospective CSI may well include not only real-time CSI, but also historical
CSI generated while the order is in effect.”” And what about historical CSI that is
captured only at the instigation of law enforcement, and for which the provider has

# See Albert Gidari Jr., Companies Caught in the Middle, 41 U.S.F. L. Rev. 535, 544 (2007)
(“In essence, [cell tower registration information] becomes historical, transactional
information within a millisecond of when the provider receives it.”).

» In my orders I take the position that “historical”” CSI means any data existing as of the date
of the order. This avoids the need to pick an arbitrary age limit.
2 See In re Application of the U.S., 402 F. Supp. 2d 597, 599 & n.5 (D. Md. 2005) (Bredar).

z Pen/trap orders typically expire after 60 days, although they may be renewed an unlimited

number of times. 18 U.S.C. § 3123(c)(2).

8
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no legitimate business reason to generate or maintain on its own. Should the standard
to create CSI be different than that to retrieve CSI maintained in the ordinary course
of business?

The task of drafting a rational, readily comprehended, easily administered
statutory scheme to govern law enforcement access to electronic communications is
daunting, Complicating that effort — by multiple distinctions based on predicted
intrusion levels for different forms of location data — seems not only ill-advised, but
also counter-productive. It’s also likely to prove a waste of time in the wake of
technology’s inexorable advance.

Undue Secrecy. As pointed out earlier, the vast majority of electronic
surveillance orders are issued under seal. This of course is understandable —
immediate disclosure of the target’s name and number might defeat the purpose of the
surveillance. The problem is the duration and extent of that secrecy.

Under ECPA, secrecy is achieved in two-ways: (1) gag orders preventing
service providers from informing customers about law enforcement monitoring of
their cell phone and e-mail usage; and (2) sealing orders denying public access to
judicial orders.”® Typically, electronic surveillance orders contain both types of
provisions, but rarely impose an expiration period; instead, those orders remain in
place “until further order of the court.” The catch is that there is no mechanism in
place for the judge to revisit the sealing order. She does not retain jurisdiction over
the case, which is not a “case” at all but an investigation that may or may not ripen
into a real case. Other surveillance applications pertaining to that investigation will
be given a separate case number and assigned to the judge on duty at the time.” The

3 Pen register orders must be sealed, and must direct the provider not to disclose to anyone

the existence of the order or the investigation, “until otherwise ordered by the court.” 18
U.S.C. § 3123(d)(1) & (2). By contrast, the SCA does not require § 2703(d) orders to be
sealed, and allows for “preclusion of notice™ to others only if there is reason to believe the
investigation would be jeopardized or other adverse consequences would result. 18 U.S.C.
§ 2705(b)(1)-(5). As a practical matter, the government routinely combines pen/trap
applications with requests for customer information under § 2703(d), and so gets the benefit
of the more restrictive pen register provisions.

» In Re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 879-80
(S.D. Tex. 2008).

0 In my court I have devised a protocol to deal with this problem: the order is initially sealed

for 180 days, subject to extension upon a certification from the AUSA that the investigation
is still active or that exceptional circumstances warrant the extension. Id. at 895.

9
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upshot of this system is that, once sealed, an electronic surveillance order is likely to
remain sealed long after the underlying investigation is closed, if not forever. This has
been confirmed by a study of electronic surveillance orders issued by the Houston
Division from 1995 through 2007. Out of 3,886 orders initially sealed “until further
order of the court,” 3,877 or 99.8% were still under seal as of April 2008.%

The brunt of such secrecy is not necessarily borne by the surveillance targets
who are ultimately charged with a crime. After all, they are entitled to discover the
nature and source of the prosecution’s evidence, including electronic surveillance
orders leading to arrest. Suppression motions are available in the event of a
constitutional violation.** But not everyone caught up in the web of electronic
surveillance is ultimately charged with a crime. Any target s likely to call or be called
by family, friends, associates, or even total strangers who have no connection to a
criminal enterprise. Yet by the fortuity of a single call, these by-standers may be
swept up in a criminal investigation, their cell phone use monitored and their location
tracked in real time. Unlike criminal defendants, however, these presumably law-
abiding citizens will never find out. The phone company cannot tell them, and court-
house records will disclose nothing. Ordinarily, a citizen whose house or office is
searched is provided a warrant duly signed by a judicial officer, giving notice of the
particulars of the search.” When a citizen wishes to challenge the legitimacy of a law
enforcement search of his home pursuant to a warrant, the law affords due process for
that purpose. But when searches are shrouded in permanent secrecy, as in most cases
of electronic surveillance,** due process becomes a dead letter.

Such secrecy also has a pernicious impact on the judicial process of statutory
interpretation. Any statute has its share of ambiguity and uncertainty, which is

3 See Stephen Wm. Smith, Kudzu in the Courthouse: Judgments Made in the Shade, 3 Fed.
Cts. L. Rev. 177, 209-10 (2009) (hereafter “Kudzu”).

2 See United States v. Forest, 355 F.3d 942 (6th Cir. 2004).

3 These procedures are specified in Rule 41, which incidentally was amended in December

2006 to cover tracking device warrants. The rule does allow for deferred notice in special
circumstances.
# See Kudzu, supra at 208-211. There is also evidence of a trend toward permanent sealing of
ordinary search warrants issued under Rule 41. /d. at 210. Until very recently, the sealing of
a search warrant was regarded as an “extraordinary action” to be taken only in exceptional
circumstances. See 3A Wright, King & Klein, Federal Practice and Procedure: Criminal 3D
§ 672, at 332-33 (2004),

10
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resolved, case by case, through lower court rulings subject to review and correction
by the courts of appeal and, ultimately, the Supreme Court. But this process of
refinement and correction has not happened for ECPA. In a recent article I described
this legal “black hole” for electronic surveillance orders:

Due to a peculiar combination of circumstances, these sealed orders are
entirely off the radar screen, not only for the public at large, but also for
appellate courts. Consider a typical pen register order. The only affected
party which might have an incentive to object — the targeted e-mail
customer or cell phone user — is never given prior notice of the order; in
fact, the electronic service provider is usually forbidden from disclosing
its existence. The provider is compensated for most expenses in
complying with the order; any uncompensated inconvenience hardly
justifies an appeal. The government obviously has no reason to object
when its application is granted; in the rare case of a denial, why risk an
appeal that could make “bad law”? There are always other magistrate
judges to try.

Add a sealing order to this mix, and the outcome is a lacuna of
law from which little light escapes. This is especially unfortunate
because [ECPA] is fiendishly complex, made more so by the passage of
the Patriot Act in 2001. Each year . . . busy magistrate judges issue
hundreds of ex parte cell phone tracking orders with literally no
appellate guidance concerning the proper showing for their issuance —
probable cause versus something less. . . Thus, when it comes to
marking the bounds of legitimate government intrusion into our
electronic lives, each magistrate judge has effectively become a law unto
himself. This cannot be a good thing.**

The case now before the Third Circuit is the exception that proves the rule. The
first appellate court decision on the proper standard for government access to cell site
data will be handed down nearly a generation after ECPA was passed, and nearly a
decade after its amendment by the Patriot Act. At that rate, cell site data will likely
be a quaint technological memory before the next appellate court can consider it.*

» Kudzu, supra at 211-12.

One of the few appellate cases to deal with electronic surveillance in any respect illustrates
the conundrum. Warshakv. United States, 532 F.3d 521 (6th Cir. 2008). The case arose after

11
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Another consequence of this breakdown in the normal process of appellate
review is “rent seeking™’ on the part of prosecutors. Given the ambiguity and
complexity of ECPA, reasonable judges will disagree on its application.
Understandably then, prosecutors will tend to gravitate toward a judge who is known
to view their requests less critically. The majority of electronic surveillance
applications will thus be channeled to judges more inclined to grant them. The
inevitable result of such electronic surveillance rent-seeking will be diminished
privacy protection for the public as a whole. It may well be that a fully-informed
public would not object to this trade-off in personal privacy for the sake of more
efficient law enforcement. The problem is that, due to ECPA’s regime of secrecy, the
public is not fully informed, and can be only dimly aware of the depth and breadth of
electronic surveillance carried out under current law.

Possible Reforms. There are a number of ways to reduce secrecy and enhance
transparency. Here are some that come to mind:

eclimination of automatic sealing for pen register orders;*

® use of less restrictive techniques such as redaction of target names, phone

numbers, and other identifying information;

® clear standards and duration limits for sealing and non-disclosure orders;

® clear standards and limits on the number of renewal orders;

® post-acquisition notice of tracking orders to cell phone users;*

® more detailed, complete, and public reporting of electronic surveillance

amagistrate judge unsealed ex parte orders granting government access to plaintiff’s e-mails
under the SCA. A panel of the Sixth Circuit initially held unconstitutional parts of the SCA
which permitted access to e-mail without prior notice or a probable cause warrant. 490 F.3d
455, 461 (6th Cir. 2007). The panel’s decision was vacated and the case dismissed by the en
banc court for lack of ripeness. Twenty-four years after ECPA, and one of its core provisions
is not yet ripe for appellate review.

7 T hesitate to use the term “judge shopping,” because I do not wish to imply that the AUSAs

and law enforcement officers with whom I work are anything less than ethical and dedicated
professionals. I'would do the same in their shoes.

38 Some judges question the need for any judicial role in the issuance of pen/trap orders. Under

ECPA the judge’s role is a purely ministerial one of attesting to the prosecutor’s certification
that the requested order is relevant to an ongoing criminal investigation,

¥ See FED. R. CRIM. P. 41(H(2)( C).

12
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orders by DOJ.*

Other commentators have suggested extending the Wiretap Act’s exclusionary rule
to all types of electronic surveillance orders under ECPA, as well as enhancing civil
remedies and penalties for ECPA violations.* These ideas are also worth considering.

Whatever the details, the guiding principles for ECPA reform should be
brighter lines and more light. Simplicity may not be entirely achievable in a statute
dealing with complicated technology. Likewise, transparency is not practicabie for
every phase of a criminal investigation. But complexity and secrecy take hidden tolls
in the form of diminished privacy protection, unchecked judicial power, and public
confidence in the judicial system.*? The 21 century version of ECPA mustrecognize
these dangers, and take necessary measures to avoid them.

40 See K. Bankston, Only the DOJ Knows: The Secret Law of Electronic Surveillance, 41
U.S.F. L. Rev. 589, 633-34 (2007).

4 See O.Kerr, Lifting the “Fog" of Internet Surveillance: How a Suppression Remedy Would

change Computer Crime Law, 54 Hastings L.J. 805 (2003); S. Freiwald, Online surveillance:

Remembering the Lessons of the Wiretap Act, 56 Ala. L. Rev. 9 (2004).

42

See Richmond Newspapers Inc. v. Virginia, 448 U.S. 555, 571-72 (1980) (“[E]specially in
the administration of criminal justice, the means used to achieve justice must have the
support derived from public acceptance of both the process and its results. . . . People in an
open society do not demand infallibility from their institutions, but it is difficult for them to
accept what they are prohibited from observing.”).

13
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EXHIBIT A

Electronic
Surveillance
Courthouse

Floor Access Key:

WIRETAP

3 Rule 41 Probable

Cause

4 Super-Warrant |
TRACKING DEVICE

2 Specific and CUSTOMER INFORMATION/STORED |
Articulable Facts COMMUNICATIONS

I PEN REGISTER/TRAP & TRACE !
1  Certified Relevance'|

Not Pictured: Administrative Subpoena
Grand Jury/Trial Subpoena
Consent
Written Request Relating to Telemarketing Fraud
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EXHIBIT B

Summary of Reported Cell Site Decisions
(as of June 1, 2010)

Prospective Cell Site Information (CSI)

A.

B.

Applications Denied Without Probable Cause

1.

Unlimited CSI (multi-tower, triangulation, GPS)

®CSI Houston 1, 396 F. Supp. 2d 747 (S.D. Tex. Oct. 14, 2005) (Smith)

o CSI Washington I, 2005 WL 3658531 (D.D.C. Oct. 26, 2005)
(Robinson)

8 CSI Baltimore I, 402 F. Supp. 2d 597 (D. Md. Nov. 29, 2005) (Bredar)
®CSI Washington 11, 407 F. Supp. 2d 132 (D.D.C. Dec. 16, 2005) (Facciola)
®CSI Washington I1I, 407 F. Supp. 2d 134 (D.D.C. Jan. 6, 2006) (Facciola)
®CSI Fort Wayne, 2006 WL 1876847 (N.D. Ind. July 5, 2006) (Lee, D.J.)
o CSI Milwaukee II, 2006 WL 2871743 (E.D. Wis. Oct. 6, 2006) (Adelman,
DJ)

® (ST Corpus Christi, 2007 WL 3342243 (5.D. Tex. Nov. 7, 2007) (Owsley)
® CSI Pittsburgh, 534 F. Supp. 2d 585 (W.D. Pa. Feb. 19, 2008) (Lenihan),
aff'd 2008 WL 4191511 (W.D. Pa. Sep. 10, 2008) (McVerry, D.1.)

Limited CSI (single tower, call -related)

®CSI New York I, 396 F. Supp. 2d 294 (E.D.N.Y. Oct. 24, 2005) (granting
reconsideration of but adhering to result reported at 384 F. Supp. 2d 562
(ED.N.Y. Aug. 25, 2005) (Orenstein)

® CSI Milwaukee I, 412 F. Supp. 2d 947 (E.D. Wis. Jan. 17,2006) (Callahan)
®CSI New York III,415F. Supp. 2d 211 (W.D.N.Y. Feb. 15, 2006)(Feldman)
®CSI Baltimore II, 416 F. Supp. 2d 390 (D. Md. Feb. 27, 2006) (Bredar)

8 CSI New York IV, 2006 WL 468300 (S.D.N.Y. Feb. 28, 2006) (Peck)
®CSI Houston IlI, 441 F. Supp. 2d 816 (S.D. Tex. July 19, 2006 (Smith)

o ST Baltimore III, 439 F. Supp. 2d 456 (D. Md. July 24, 2006) (Bredar)
®CSI Puerto Rico, 497 F. Supp. 2d 301 (D.P.R. July 18, 2007) (McGiverin,
D.J.)

®CSI New York VII, 2009 WL 159187 (S.D.N.Y. Jan. 13, 2009) (McMahon,
D.J)

Applications Granted With Less Than Probable Cause

1.

Unlimited CSI (multi-tower, triangulation, GPS)

No reported opinions.
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2. Limited CSI (single tower, call-related)

o(SI New York II, 405 F. Supp. 2d 435 (S.D.N.Y. Dec. 20, 2005)
(Gorenstein)

8 CS! Shreveport, 411 F. Supp. 2d 678 (W.D. La. Jan. 26, 2006) (Homsby)
o CSI Charleston, 415 F. Supp. 2d 663 (S.D.W. Va. Feb. 17, 2006) (Stanley)
(granting the application to locate a non-subscriber, while rejecting the hybrid
theory to locate subscribers)

O CSI Houston I1, 433 F. Supp. 2d 804 (S.D. Tex. Apr. 11, 2006) (Rosenthal,
D.J)

o CSI New York ¥, 460 F. Supp. 2d 448 (S.D.N.Y. Oct. 23, 2006) (Kaplan,
D.J)

O CSI Sacramento 2007 WL 397129 (E.D. Ca. Feb. 1, 2007) (Hollows)

o CSI Houston IV, 622 F. Supp. 2d 411 (S.D. Tex. Oct. 17,2007) (Rosenthal,
D.J.)

® ST New York VI, 632 F. Supp. 2d 202 (E.D.N.Y. Nov. 26, 2008) (Garaufis,
D.J)

IL Historical Cell Site Information
A. Applications Denied Without Probable Cause

8 CSI Fort Wayne, 2006 WL 1876847 (N.D. Ind. July 5, 2006) (Lee, D.J.)

® CSI Pittsburgh, 534 F.Supp.2d 585 (W.D. Pa. Feb. 19, 2008) (Lenihan), affd 2008
WL 4191511 (W.D. Pa. Sept. 10, 2008) (McVerry, D.J. ). This case is currently on
appeal to the Third Circuit.

B. Applications Granted With Less Than Probable Cause*

8 CS1 Boston, 509 F. Supp. 2d 76 (D. Mass Sept. 17, 2007) (Stearns, D.J.) (reversing
509 F. Supp. 2d 64 (D. Mass. July 27, 2007) (Alexander, M.J.))

® United States v. Suarez-Blanca, 2008 WL 4200156 (N.D. Ga. April 21, 2008)
(Baverman)

® United States v. Benford, 2010 WL 12666507 (N.D. Ind. March 26, 2010) (Moody,
D.J)

*Note: Other decisions have granted such requests without extended discussion.

Mr. NADLER. I thank you.

I thank all the witnesses. And we will start the questioning by
recognizing myself for a while.

Professor Blaze, with regard to newer technologies that measure
time and angle of arrival, you state that according to the policy of
the carrier, a customer’s location information might be routinely re-
ceived by that carrier or not, even at times other than when calls
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are made or received. What factors might it or does the carrier con-
sider in electing whether to store such data or not?

Mr. BLAZE. Well, the important thing to understand is that, first
of all, this technology is not yet fully deployed in every cell site, but
carriers are embracing time of arrival and angle of arrival calcula-
tions not just to comply with E-911 mandates for providing location
during emergency calls, but because it provides them with ex-
tremely important information for managing their network.

In particular, it tells them where their customers are located to
resolution of typically about 50 meters. And it tells them where
they move about, where

Mr. NADLER. Why would they want to know within 50 meters
where their customers are?

Mr. BLAZE. Well, it tells them where new infrastructure is need-
ed, where old infrastructure is redundant, whether the expensive
real estate for a tower is paying for itself properly or whether they
can afford to move it to another location, whether microcells are re-
quired, and so on.

So it is very strongly in the interest of wireless carriers to collect
this data as often as possible and as pervasively as possible, to
store it effectively forever, and to analyze that data intensely just
for the operation of its own business.

Mr. NADLER. Thank you.

Mr. Amarosa, I was struck by one thing you said. You said there-
fore the distance between two points—radio waves propagate at a
constant velocity, obviously. Therefore, the distance between two
points can be determined by measuring the time it takes the radio
wave to travel between the two points and multiplying by the ve-
locity of propagation of the radio waves to derive the distance.

That assumes you know what time it left. You know what time
he received it. In order to know the distance, which is to say the
time of propagation, you have to know the time it left the trans-
mitter. How do you know that?

Mr. AMAROSA. Based on putting receivers on the cell sites, you
take the differences in time that it hits all the different cell sites.

Mr. NADLER. Difference of time, so triangulate it by——

Mr. AMAROSA. Exactly. Exactly.

Mr. NADLER. You know the distance from here and the distance
from here, and you can

Mr. AMAROSA. Right.

Mr. NADLER. Okay. Thank you.

Now, also you state the TruePosition location technology used by
GSM carriers can identify mobile phone devices typically within 50
meters. Fifty meters is how many feet?

Mr. AMAROSA. It is roughly about three feet a meter, so you are
talking about 150 feet.

Mr. NADLER. So it is 150 feet. Is TruePosition able to provide this
high degree of accuracy after the fact or only when requested pro-
spectively by E-911 operators and law enforcement?

Mr. AMAROSA. The way the system works right now, you estab-
lish triggers in the system to locate. You don’t locate every call. So
the network couldn’t handle the location of every call. Right now,
the only way you do that is based upon the fact of either being
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prior written consent or on any 911 situation where the call would
come in.

And prior-

Mr. NADLER. Wait a minute. I thought from your testimony and
Professor Blaze’s that it automatically recorded every call, because
that is how you get all this system information. In other words
they automatically record not the call—

Mr. AMAROSA. They are not locating every call. The way the sys-
tem works today is they are only locating those calls that have cer-
tain triggers. The triggers are the E-911 calls that are coming in.
And that is the way we are providing location back to the carrier.

Mr. NADLER. But I thought in order to—well, let me ask Pro-
fessor Blaze.

This seems to contradict what you were saying a moment ago
about you need to know the location of all the calls to figure out
how many cells you need, where, and so forth. Do you want to

Mr. BrLAZE. So the cellular carrier always records the cell sector
location for every call and any kind of:

}11\/11". NADLER. Sector for every call, the specific location only
where

Mr. BLAZE. Specific location only when specifically requested. My
understanding is that cell carriers do that, as Mr. Amarosa points
out, on E-911 triggered calls and on phones under surveillance and
also periodically on random phones to figure out what is going on.

Mr. NADLER. Okay. So——

Mr. BLAZE. As the technology becomes cheaper and more wide-
spread, they can do it more and more often.

Mr. NADLER. So in other words—the question I was going to ask
Mr. Amarosa next is can TruePosition technology be used by car-
riers to gather and potentially retain this high accuracy location in-
formation of all subscribers at all times? Or is this high accuracy
information only collected and retained after an appropriate and
valid legal request by authorities?

You answered the latter, and you also said it would be cost pro-
hibitive to do the former. But Professor Blaze is saying that that
cost prohibition will erode, and it is predictable sometime in the fu-
ture that you may be able to and may in fact become standard to
get this very sensitive location for all calls.

Mr. AMAROSA. I don’t know if it will become standard. I think the
cagabilities will eventually exist, but whether it becomes stand-
ar

Mr. NADLER. The capabilities will exist. It will get cheaper, and
it may or may not become standard.

Mr. AMAROSA. Right.

Mr. NADLER. And thank you. So I mean, we have to worry about
that as a possibility.

Now, can TruePosition’s U-TDOA systems work in virtually any
environment?

Mr. AMAROSA. Yes, they can.

Mr. NADLER. Because the radio waves will penetrate anything?

Mr. AMAROSA. The way the system will work, you have in-build-
ing capabilities that certain other technologies do not have. You
have the ability, if you can make a call and if you look at your
phone now, you will see that you have the ability to make a call
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inside. We can locate that airway. It is not blocked by the diffrac-
tion of concrete walls——

Mr. NADLER. And that is because it is a stronger signal than it
used to be, or what?

Mr. AMAROSA. It is because it is using radio waves, and that is
not going back to the satellite. It is going to the transceiver where
the transmitter is picking up and making that call to the——

Mr. NADLER. It is going to the cellular tower, you mean.

Mr. AMAROSA. Right. Exactly.

Mr. NADLER. And the radio wave that goes to the cellular tower
is more powerful or more penetrating than the one that went to the
satellite?

Mr. AMAROSA. Because of the fact that the GPS chip is where
you are locating from, rather than from a radio wave.

Mr. NADLER. I am sorry.

Mr. AMAROSA. The GPS system is located based upon the chip in
the phone, which is communicating with the satellite——

Mr. NADLER. Right.

Mr. AMAROSA [continuing]. As opposed to the radio wave, which
is communicating with the base station receiver. And the radio
waves can penetrate through buildings and concrete walls and steel
structures.

Mr. NADLER. Yes, but the radio wave going to the chip, to the
satellite, also has to penetrate that wall.

Mr. AMAROSA. And it doesn’t. And it doesn’t reach the satellite,
because of the way the satellite systems work. You have to have
an open sky capability and the ability to see the satellites——

Mr. NADLER. Okay. Because it is at a different angle, because it
is going up as opposed to

Mr. AMAROSA. Right. Exactly. You take, for instance, if you tried
to use the GPS capability in the Wall Street area in New York
City. Even though you just can’t get through because of the nar-
rowness of the streets.

Mr. NADLER. Thank you.

Mr. Zwillinger, we have heard much today about revolutionary
location based technologies that give extremely precise information
about where an individual or individuals may be at any given time.

Can any meaningful legal distinctions be drawn that should in-
form our review of the ECPA statute and its application to location
based information? To your knowledge does DOJ draw distinctions
with regard to location information derived from different location
based technologies? Is that a sensible way to make a distinction
based on what technology is used?

Mr. ZWILLINGER. Well, unfortunately, it has been the only one so
far. Let me go through three possible ways to draw a distinction.
You know, one way to draw a distinction is between historical and
prospective data. And for reasons we talked about, that is not a ra-
tional distinction. It is the same invasiveness 5 minutes ago versus
5 minutes from now.

The second one is where the Fourth Amendment points, which
is—

Mr. NADLER. Well, wait. Let me just challenge you on that.
Where you are located right now might be important for an emer-
gency use. You need a paramedic quickly, or, you know, you use
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E-911, et cetera. Where you were may be important for evidentiary
reasons, which is very different from an emergency response. So
maybe you should make a rational distinction.

Mr. ZWILLINGER. Well, I think emergency is the distinction there,
though. I mean, no ECPA reform would really do much to the
emergency disclosure provisions that would allow you to make dis-
closures for an emergency. And E-911 is based on a consent theory
that when you dial 911, you are consenting for disclosure. So I
don’t think making a distinction on that basis would cause a real-
time prospective distinction. We need an emergency exception. We
need the 911 capability. But I don’t think that should drive the
framework of ECPA.

So the second distinction is reasonably precise versus general lo-
cation data. And this is a distinction, I think, DOJ does draw to
some extent now, because my understanding is—and obviously, I
am not there—that their guidance is if they are going to try to
track GPS data, they suggest that districts use a Rule 41 warrant,
fllth(:iugh there are some notable cases where that isn’t being fol-
owed.

But their theory, I believe, is that it is constitutionally based,
that a GPS can give you information about being inside a struc-
ture, and cell site data isn’t as precise. I think that is a very dan-
gerous distinction. We have been hearing that today that this tech-
nology is evolving to be more precise, that the GPS technology is
(a) being used for different applications and that providers may
track more precise data. So I am not sure that is the way for
ECPA

Mr. NADLER. Well, we had that with the Supreme Court in the
1920’s and 1930’s, actually. And I think it was Justice Holmes who
said the distinction of whether the bug is on the outside of the wall
or the inside of the wall didn’t make a heck of a lot of difference
and that in fact he speculated—I think in 1928, he said someday
it may be possible from across the street or a mile away to tell
what is being said inside a room, and we should protect that pri-
vacy.

So do you think the distinction might be better whether you are
inside a room or a place where we will at least impute to you a
reasonable expectation of privacy than what you are saying, or
where in your house you are is more private—is a greater expecta-
tion of privacy than whether you are in your house or in the car
or at the University?

Mr. ZWILLINGER. Well, to some extent the Fourth Amendment
does turn on that, which is one of the reasons I think Congress
really needs to act here, because those aren’t the distinctions that
are meaningful to us in society. I mean, if I am continuously
tracked everywhere I go all day, the fact that sometimes I am out-
side and sometimes I am inside doesn’t give me comfort that it was
okay to track me during those moments I was outside.

So, you know, to me when we are thinking about ECPA reform,
we are thinking about where we want to raise the standard. It is
not were you in the house at that moment? It is are we learning
something about your continuous movement versus learning some-
thing about you at a given moment in time, like you bought a book
at Barnes & Noble this morning.
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Mr. NADLER. And which should have greater privacy consider-
ation—your continuous movement or an information moment in
time and why?

Mr. ZWILLINGER. I think continuous movement, because it is
more invasive, and it is more intrusive to be tracked at every mo-
ment of the day all day than, as Mr. Littlehale pointed out, they
get a credit card receipt, they know you were at a gas station. This
has been the way it has been for a long time. It is an existing
record. Nothing is being turned on. The providers aren’t being en-
listed to become government agents.

Mr. NADLER. So in other words, you make a phone call or receive
a phone call, and you at that point have less expectation of privacy
than just the fact that it is in your pocket as you move around.

Mr. ZWILLINGER. That is one way to look at it, yes.

Mr. NADLER. Okay. And you said the third basis.

Mr. ZWILLINGER. Well, I think I covered the status location
versus continuous flow was the third basis I was thinking of.

Mr. NADLER. I am sorry?

Mr. ZWILLINGER. I said the static location versus continuous
tracking is the third basis and one that I would ask the, you know,
the Committee to think about.

Mr. NADLER. Okay. I have one more question for Judge Smith.

And you explained in your testimony that with regard to those
magistrate and district courts that are granting access to prospec-
tive cell site data under 18 USC 2703(d), specific and articulable
fact standard, they are only doing so for a limited cell site informa-
tion.

Can you explain the distinction between limited cell site informa-
tion and full range or unlimited location data in greater detail?

Judge SMITH. As I understand it, the difference between limited
cell site information and what I call full cell site information is the
difference between a single tower signaling, reflecting the begin-
ning and end of a call, as opposed to all the signaling information
that that may be derived from signals bouncing off of multiple tow-
ers in a given location.

In that circumstance that allows for the triangulation, more de-
tailed, precise location pinpointing of the individual. And to date,
as you correctly point out, I am not aware of any published decision
by any of the magistrate judges, although we do disagree on the
approach to the statute. I am not aware of any published decision
in which a magistrate judge has allowed unlimited cell site infor-
mation, GPS triangulation, on anything less than probable cause.

Now, that doesn’t mean—and I have been advised in some appli-
cations that just because there aren’t any published decisions
doesn’t mean we are not getting it. So I am not exactly sure where
all my colleagues stand on this, because not everyone has taken the
time to publish a written decision.

Mr. NADLER. Thank you.

I now recognize the gentleman from Georgia.

Mr. JOHNSON. Thank you, Mr. Chairman.

I want the witnesses to respond to this scenario. Bill is a law en-
forcement officer. Jane is his wife. Bill suspects that Jane is having
an affair. Bill issues a subpoena or a—not issues, but he tenders
a subpoena to a cell phone provider or a global positioning system
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provider and requests information on the location right now of
Jane.

Can that law enforcement officer be successful at acquiring that
data, you know, where she is in real time right now? And what is
the difference between him requesting that information versus the
historical data—where has she been over the last 2 weeks or so?
Can that happen? First of all, can you get that information, a law
enforcement officer, without showing any kind of probable cause or
reasonable suspicion, but just simply a subpoena, ongoing inves-
tigation?

If I could get a response to that, Mr. Amarosa? Mr. Littlehale?
Mr. Zwillinger and Judge Smith? And I assume that we certainly
have already heard from Professor Blaze about the fact that we
compile that data, so if you would respond.

Mr. AMAROSA. Well, let me go first. We don’t track individuals
unless the trigger goes into effect, which is the 911 call. So we are
not tracking—I forget her name—Mrs. Law Enforcement.

Mr. JOHNSON. Jane.

Mr. AMAROSA. Jane. We are not tracking her at this point in
time. We don’t maintain databases on calls that come into the sys-
tem. If there was a call that comes into the system that is a non-
911 call, we are not creating a location for it, so we wouldn’t have
it. We don’t respond unless there is a lawful request, and it is

Mr. JOHNSON. What is a lawful request?

Mr. AMAROSA. Well, what we are responding to is court orders.

Mr. JOHNSON. A court order.

Mr. AMAROSA. And the subpoena of the data——

Mr. JOHNSON. A blank subpoena or a subpoena issued by the
court—blank.

Mr. AMAROSA. Well, I am not sure that this law enforcement offi-
cer has the authority to issue a subpoena.

Mr. JOHNSON. Okay. All right.

Mr. Littlehale?

Mr. LITTLEHALE. From my standpoint there are two issues. Obvi-
ously, what this individual has done is certainly a violation of that
agency’s policies, very likely a crime as well. I am not sure that the
level of process required, if you assume a jealous officer who is will-
ing to forswear his badge in order to track his wife, is going to
make a difference, because he could just as easily swear out a false
search warrant as he could—well, I say just as easily.

It certainly would take him slightly more time to fake a search
warrant and go to a judge and get it signed. But he could just as
easily do that as he could if he had the power to issue an adminis-
trative subpoena.

So the question is what safeguards does that particular depart-
ment have in place? I can’t speak for every department, but I can
say from my department that would be difficult to do.

Mr. JOHNSON. Well, can it be done? Theoretically, it can be done,
can’t it?

Mr. LITTLEHALE. Theoretically, it could, yes.

Mr. JOHNSON. Okay. And you could get access to the cell phone
record real-time where the person is located right now based on a
subpoena.
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Mr. LITTLEHALE. If that officer had a pretty good degree of so-
phistication in their use of electronic surveillance techniques and
was willing to fake whatever process they needed to do and they
were able to sneak around in their agency and use the right fax
machines and that sort of thing, conceivably, yes. I would say it
would be very difficult to do in my agency.

Mr. JOHNSON. All right. Okay.

Mr. ZWILLINGER. When you first started the question, I thought
it was going to be a civil subpoena and the answer was going to
be easy, because you can’t get any prospective for the civil sub-
poena. But clearly, it is not. This is a law enforcement process.

I don’t think subpoena would get this piece of data. A subpoena
might get a call record, but if this is historical, it should be pro-
duced with a 2703(d) order, which is the specific and articulable
facts standard order. And if this is future, then that is a question
we have been debating today.

The government would try to get it with a hybrid pen register
and 2703(d) order, and the esteemed judge to my left would decline
it, and then they would have to come back with a warrant. But
that is the open question. They would probably find a magistrate
who would allow it. It shouldn’t be a subpoena for prospective real-
time cell location data, even under the current analysis of ECPA.
It should be at a minimum a (d) order for historical data.

Judge SMITH. I agree with Mr. Zwillinger. I would hope that Bill
in your hypothetical would not be able to get the information sim-
ply through a subpoena. It is possible that he may.

I think it would probably depend on whether or not the provider
would feel like that is a sufficiently legitimate order. Most pro-
viders, at least as far as I know, have counsel that advise them on
what they need to see. And typically, a simple subpoena as opposed
to a court order directing the provision of this information under
2703(d) or Rule 41 would be required, so——

Mr. JOHNSON. Yes, even under FISA we had some situations
where law enforcement officers were able to obtain data, promising
that a subpoena would be submitted later.

Judge SMITH. This goes back—excuse me—this goes back a little
bit to my point about no appellate oversight. Even if a judge issued
this type of order without any sort of process or without any sort
of probable cause or the lesser standard of specific and articulable
facts, he may—he or she may be able to do it without any repercus-
sions, because there is no appeal, basically.

Mr. JOHNSON. Yes, according to the Department of Justice, its
policy is that Federal agents should seek a warrant based on prob-
able cause before retrieving real-time GPS tracking information.
However, Freedom of Information Act requests by the ACLU have
uncovered at least two jurisdictions, Florida and New Jersey, that
seek this information under a lesser standard.

Does DOJ policy bind the Federal agents or U.S. attorneys? And
is it possible that this policy is being ignored in other jurisdictions,
Judge Smith?

Judge SMITH. Well, I don’t know exactly what DOJ’s policy is. I
will say that recently the majority of GPS precise tracking informa-
tion requests that I have seen, they have gone under the Rule 41
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standard. However, that has not been uniform. I have seen excep-
tions to that.

Mr. ZWILLINGER. Can I comment briefly on that? As someone
who represents providers, I frequently get requests from and sub-
poenas and other legal process from U.S. attorneys’ offices around
the country, and I am the one typically telling them that, you
know, that what you have done is in violation of DOJ policy. And
sometimes I hear back, “Oh, do you mean those folks in Wash-
ington?” To which I say, “Yes, and you should call them.” And they
say, “Well, our boss is a U.S. attorney, and he has been confirmed
by the Senate, and we will do things the way we do things.”

So to rely on DOJ policy to prevent prosecutors from doing things
that we would think that the law would prevent them from doing
is somewhat dangerous, and it puts a lot of burden on ISPs and
providers to make sure that government isn’t doing what it
shouldn’t be doing.

Mr. NADLER. Thank you.

The gentleman’s time has expired.

The gentlelady from California is recognized.

Ms. CHu. Yes, I would like to ask Mr. Zwillinger or Judge Smith,
Newsweek reported that location tracking has caused serious
harm, and they cited a case where an agitated Alabama sheriff
called the phone company’s employees, demanding that they re-
lease the real-time data on his daughter’s whereabouts. He claimed
that she had been kidnapped and that the cell phone company
pinged her cell phone every few minutes to identify her location,
but in reality there was no kidnapping. The daughter had been out
on the town all night, and the father wanted to know where she
was.

There was also a more sinister request that came from some
Michigan police officers, who purportedly were concerned about a
possible riot and then pressed another telecom company for infor-
mation on all the cell phones that were congregating in an area
where a labor union protest was expected.

So what ability do you have to challenge the use of prospective
cell phone information, as in the case of the Alabama sheriff’s
daughter? What rights do you have to challenge a warrant for a
regular tracking device, if you deem it illegal or improper?

Judge SMITH. Well, if you are charged with a crime and they at-
tempt to introduce evidence obtained in that manner, a motion to
suppress can be filed. And if the evidence was obtained in violation
of the Constitution, a violation of the Fourth Amendment, there is
a suppression remedy.

The difficulty is that not everyone charged with a crime is
deemed subject to these orders. If you happen to call or are being
called, have been called by the target phone, then you may be
swept up in a criminal investigation, even though you are a pizza
delivery guy or someone who has no contact, no contact with the
criminal conspiracy.

And so as I said, that is the problem. Law-abiding citizens’ pri-
vacy rights might be impacted. They will not know about it because
of the gag orders imposed on the providers and because of the seal-
ing orders that courts impose prohibiting this information from
being released to the public.
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Mr. ZWILLINGER. To add to that, the examples you have given are
examples where the police officer or law enforcement officer
claimed an emergency. And with regard to the disclosure of histor-
ical records, the discretion to disclose information based on emer-
gency is with the provider. So providers that I represent might
have forms that the agent will have to fill out to certify it is an
emergency or to explain what the emergency is and why they
should exercise this discretion.

For forward-looking data like a pen register or wiretap, there
was no discretion with the provider. If the right official comes and
says this is an emergency, the provider must provide the data for
48 hours until the order is given, and then must shut it off.

So there is not very much you can do in the situation where the
right official claims an emergency and asks for forward-looking
process except to not provide location data in response to a pen.
But again, you are talking about an abuse of the emergency provi-
sions, and there is very little that can be done.

Ms. CHU. So you are saying that with both the sheriff and with
these Michigan police officers, they have to comply.

Mr. ZWILLINGER. They have to comply with a pen register re-
quest for forward-looking data for 48 hours. I have to admit I am
not sure exactly what the request was made in the Michigan situa-
tion.

Ms. CHU. Well, it was for a labor union protest that was to be
expected, so it was forward-looking.

Mr. ZWILLINGER. Yes. Yes. If the emergency provisions were
properly invoked, then they would have to comply.

Ms. CHU. Okay. I would like to follow up on the DOJ policy. Ac-
cording to the Department of Justice, of course, it says that Federal
agents have to seek a warrant based on probable cause before re-
trieving real-time GPS tracking information. However, Freedom of
Information requests by the ACLU have uncovered at least two ju-
risdictions, Florida and New Jersey, that seek this information
under lesser standards.

This clearly seems to indicate a depth of confusion about how to
handle real-time data for cell phones. And why is there such a dif-
ference between the official policy and what is going on in the
ground? And does the DOJ policy bind Federal agents or U.S. at-
torneys to get warrants in any way?

Judge SMITH. Congresswoman Chu, again, I am not an expert on
DOJ policy. I would presume that that would provide substantial
guidance to the U.S. attorneys’ offices. But again, a lot of the re-
quests are initiated by various law enforcement agencies—the
DEA, the FBI. We get requests from Postal Service postal inspec-
tors occasionally for this type of information.

So all I can tell you is it does not seem to me that the policy has
been uniformly applied. Whether that is some kind of breach or
not, I will not say.

And by the way, I do want to say that although we have dis-
cussed here some—some examples of apparently abusive conduct
on behalf of law enforcement, in my experience, the people that I
deal with, the agents that come before me and the A-USA attor-
neys that appear before me are dedicated, ethical professionals. I
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think they are just as troubled by the confusion in this area as the
judiciary is.

Mr. ZWILLINGER. I would just supplement that by saying that the
fact that it is DOJ policy, there is not a statutory provision to point
to to say that this is required. This is what we are discussing today
about to what extent ECPA should cover this. So the guidance is
coming from an anticipation of what the constitutional ramifica-
tions will be for not getting the warrant. And it seems that some
people are making different decisions about that.

Ms. CHU. Thank you.

I yield back.

Mr. NADLER. I thank the gentlelady.

And that will conclude our questions this morning just in time
for a vote.

The gentleman from Georgia?

Mr. JOHNSON. Thank you.

I do want to explain the fact that I have abundant respect and
admiration for the law enforcement community. And, however, for
the purposes of creating a picture of what can happen with some-
one—with a law enforcement officer in bad faith seeking this infor-
mation helps us to understand the dilemma of good law enforce-
ment officers seeking the same information.

So we don’t want the worst-case scenario to be prevalent and
possible as we move forward into the future. And so I only raised
that example of police misconduct to help enlighten us as to what
the stakes are for failing to act with this very important issue.

And I want to thank the Chairman for holding this hearing. And
I look forward to working with you, Mr. Chairman, as we peer into
the future of technology and what we can do to ensure that the
basic Fourth Amendment right to privacy, which is implied in that
amendment, that it be upheld. Thank you.

Mr. NADLER. Thank you.

And that is the bells ringing for votes on the House floor.

Without objection, all Members will have 5 legislative days to
submit to the Chair additional written questions for the witnesses,
which we will forward and ask the witnesses to respond as quickly
as they can so that their answers may be made part of the record.
Without objection, all Members will have 5 legislative days to sub-
mit any additional materials for inclusion in the record.

With that, I want to thank our panel of expert witnesses for their
service.

I want to thank the Members.

And this hearing is adjourned.

[Whereupon, at 11:48 a.m., the Subcommittee was adjourned.]
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Congressman Henry C. “Hank” Johnson, Jr.

Statement for the Hearing on Electronic
Communications Privacy Act (ECPA) Reform and the
Revolution in Location Based Technologies and
Services

June 24,2010

Thank you, Mr. Chairman, for holding this important hearing and giving
Members the opportunity to examine the Electronic Communications
Privacy Act with respect to location-based technologies such as cell phones

and smart phones.

The Electronic Communications Privacy Act (“ECPA”) provides the
standards for law enforcement access to the electronic and wireless

technology we use.

Specifically, this hearing will give Members the opportunity to hear from
witnesses about reform under the Act and issues relating to historical and

real time location data.

This hearing is timely as mobile communication devices have evolved from
being little more than a convenience for the wealthy, to a basic necessity for

most Americans.

(105)
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Cell phones have transformed the way we communicate and work with each
other on a daily basis. In today's society, it is more common for one to have

a cell phone rather than a traditional landline phone.

According to a 2009 Wireless Association report, there were approximately
277 million cell phone service subscribers in the United States last year --

that is about ninety percent of the overall population.

Whenever these subscribers have their cell phones on, the phones can
automatically scan for cell towers and register location information with the

network.

This has lead to substantial privacy concerns as cell phone data may be

collected without a person's knowledge.

Further, some data provides the ability to track all of a person's movements
on a relatively precise and continuous basis. When it comes to law
enforcement and national security, the value of a person's location at a

particular moment in time cannot be overstated.

Criminal investigators can use this information to find a child that has been

kidnapped or to apprehend a dangerous criminal.

While the benefits of technology to aid law enforcement are great, it is
important to remember that Americans have privacy rights. The founding
fathers recognized that that citizens need privacy for their "persons, houses,

papers, and effects."
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While technology has been advancing at the speed of light that basic
principle the framers had in mind, when they drafted the Constitution, has
not changed. Therefore, it is important to have a balance between user

privacy expectations and law enforcement needs.

The ability to monitor communications has grown enormously. As
technology continues to expand, Congress should adjust laws accordingly to

keep up with modern technology.

It has come to Congress' attention that the standards governing law
enforcement access to historical and real time cell site data regarding
location information may be the most confusing area of the Act's application

to wireless technology.

With more than 500 federal magistrate judges serving in district courts
around the country, there is no room for confusion when it comes to the
Electronic

Communications Privacy Act.

If courts are issuing conflicting decisions with differing standards, regarding
law enforcement access to this wireless location data under the Act,

Congress should step in and act accordingly.

T am anxious to hear from the witnesses today as [ have a number of
questions. Should Congress step in and reform the Electronic

Communications Privacy Act?

(VS
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If so, how should the Act be reformed to strike the proper balance between

consumer privacy and law enforcement?

What should law enforcement officers have to provide cell phone providers

in order to obtain access to historical and real time data?

Would it be premature for Congress to legislate if there are unresolved

Fourth Amendment issues?

T hope our witnesses can shed light on these questions.

I look forward to hearing from the witnesses today, and yield back the

balance of my time.
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Questions for the Record
House Constitution Subcommittee Hearing
“Electronic Communications Privacy Act Reform and the Revolution in Location-Based
Technologies and Services”
June 24, 2010

Answers to Additional Questions for United States Magistrate Stephen Wm. Smith from
Congressman F. James Sensenbrenner, Jr.:

1. Are there any specific examples of “Cell-Site” information being abused by law
enforcement?

ANSWER: The press has occasionally reported anecdotal instances of law enforcement
abuse of cell-site information, such as those mentioned by other Members at the June 24
hearing. In addition, a 2007 report from the Department of Justice inspector general found
hundreds of violations by the FBI in their use of “national security letters” to collect
telephone and other records of U.S. citizens under another provision of ECPA. I have no
personal knowledge of such abuses, nor can 1 say with confidence that serious abuses have
not occurred. The existing regime of secrecy covering electronic surveillance orders makes
itimpossible to know. The temptation to abuse secret governmental power is always present
and, if history is any guide, often proves irresistible. That is why, in my opinion, any ECPA
reform is useless without transparency.

2. Inyour 2005 opinion, you found that a cell phone functions as a tracking device under
18 U.S.C. 3117. If a cell phone is, in fact, a tracking device for purposes of ECPA,
then wouldn't text messages and emails sent from a cell phone be fan' game for
interception by anyone under 18 U.S.C. 2510(12)(C), which excludes
communications from a tracking device from the definition of “electronic
communication”? (“electronic communications” are subject to “super-warrant”
requirements under ECPA).

ANSWER: No, not at all. ECPA’s graduated legal standards are keyed to the type of
information sought, rather than to the device used. As explained in my 2005 opmion, a
single multi-functional device (like a cell phone) may generate different kinds of information
accessible under different standards. See In re Application for Pen Register and Trap/Trace
Device with Cell Site Location Authority, 396 F.Supp.2d 747, 756 (S.D.Tex. 2005). A cell
phone becomes a “tracking device” only when it is used for that purpose, just like a phone
book can become a doorstop if used in that way. It would make no sense to authorize a cell
phone wiretap under the pen register standard simply because the cell phone can also
generate pen register information; nor would it make sense to authorize a pen register only

1
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under the wiretap standard merely because the cell phone can also transmit the human voice.
I read the definitional exclusion of 18 U.S.C. 2510(12) simply as the means Congress used
to distinguish trackmg device information from the other three categories of electronic
swrveillance regulated by ECPA. (See Ex. A to my written testimony). Nothimg in that
definition suggests that a device which might yield tracking information must be excluded
from ECPA coverage when it generates text messages and e-mail regulated under the other
ECPA surveillance categories.

3. At the conclusion of your opmion in 2005, you openly hope that higher courts will
render authoritative guidance for the magistrate judges. Do you have more or less
guidance from the appellate courts about ECPA then when you wrote your opinion?

ANSWER: To date magistrate judges have received no guidance whatever from appellate
courts on cell phone tracking under ECPA. While the case pending in the Third Circuit will
break the shutout, there are no other cases like it on the horizon, as far as I can see. This state
of affairs will likely continue unless ECPA is amended to afford the general public— as well
as those affected by electronic surveillance orders — meaningful access, notice, and
opportunity to challenge such orders, as is the case with ordinary search warrants.

4, You state that not one reported decision has ever allowed access to unlimited location
data on anything less than a probable cause showing and that the consensus for
obtaining historical location information is that, as a form account record or customer
information in the hands of the phone company, a 2703(d) order is appropriate.

If clarification as to what standard applies to which technology is needed, does it
follow that the standard has to be the same for all types of cell-site mformation (as is
the proposal advanced by the Digital Due Process Coalition)?

ANSWER: | believe so, as a practical matter. If clarity is to be achieved, fewer distinctions,
not more, are needed. The “consensus” for obtainmg historical location mformation may be
more apparent than real. No decision has yet come to grips with how to define “historical”
location information — reasonable arguments could range from one millisecond after
transmission to 180 days. And Judge Lenihan’s decision requiring probable cause for all
location information is proving to be persuasive. Last week a magistrate judge sitting in
Austin, Texas issued an opinion adopting her position. /n the Matter of Application of the
United States, No. A-10-561 M (W.D. Tex. July 29, 2010) ( Austin, M. J.). Others may well
have followed suit, without a published opinion.
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5. Explain the distinction you raised in your testiinony between historical cell-site
location information that is captured at the instigation of law enforcement and that
which the service provider generates on its own. Do you think the standard to create
this information should be different from that to receive the information that is
maintained in the ordinary course of business?

ANSWER: An example is precise location data derived from a cell phone’s “Enhanced 911"
services (comumonly referred to as “E-9117). Law enforcement applications seeking such
information typically admit that phone companies ordinarily do not create or maintain
records reflecting the precise location data derived from such sources, and for that reason
they seek an order compelling the service provider to create and maintain such records. I do
not believe ECPA cwirently authorizes such an order. See In re Application of the United
States, 2007 WL 2086663, at *1 (S.D. Tex. 2007). If the statute were amended to “*deputize”
the service provider in this fashion, I believe the standard should be at least as stringent as
that for other location-based information, i.e. Rule 41 probable cause.
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Answers to Additional Questions for United States Magistrate Stephen Wm. Smith from
Congressman Henry C. “Hank” Johnson, Jr.:

1. Location tracking using cell phone location has been a common practice for more than
a decade, yet the first appellate challenge to this practice has only been brought this
year. Some judges, including you, have asked the Department of Justice to appeal
these decisions. Why do you think that DOJ has not appealed to the circuit courts
before now?

ANSWER: | can only speculate. Presumably, the DOJ has been content with the status quo,
which permits law enforcementto channel electronic surveillance requests to judges with the
most accommodating view of the law. An appeal would risk a binding, unfavorable decision
which such judges could not ignore.

2. 1f ECPA reform is passed, would it interfere with service providers in their providing
information to law enforcement?

ANSWER: No, not if the reforms recommended by the Digital Due Process coalition were
enacted.
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Questions for the Record
Committee on the Judiciary
Subcommittee on the Constitution, Civil Rights and Civil Liberties Hearing
“Electronic Communications Privacy Reform and the Revolution in Location-Based
Technologies and Services”

June 24, 2010

Response of
Richard Littlehale
Assistant Special Agent in Charge
Technical Services Unit
Tennessee Bureau of Investigation

Questions of Congressman F. lames Sensenbrenner, Ir.

Questions for Mr. Littlehale

1. If the standard for cell-site information were to be probable cause, what would
the probable cause be of? That a person associated with a crime is in the area
of the tower? That the communications facility was used in furtherance of the
crime?

In the most general terms, the Fourth Amendment requires that two types of
probable cause exist together in order for a search warrant to issue: (1) probable cause
that a crime has been committed, and (2) probable cause that evidence of that crime (or
contraband, or a fugitive) will be found in the location to be searched. There is no
requirement that the person or company whose person or premises are searched be,
themselves, somehow culpable in the offense. So, if Congress established a probable
cause requirement akin to the search warrant requirement for cell-site location
information in the possession of a service provider, then the legal analysis would go as
follows: the location to be searched (the place where the cell site records are kept)
would be the corporate data center of the service provider; a law enforcement officer
would first have to establish probable cause that a crime had been committed, and then
establish probable cause to believe that some of the cell site records in that data center
constituted evidence of that crime.

This description highlights just one of the potential problems with elevating the
evidentiary standard to probable cause in all cases. What about the case where an
individual with a mobile device is suicidal, or a missing child, or a missing senior with
severe dementia? In all of those situations, location information could be critical to a
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safe recovery of the individual, but none of them are crimes in most jurisdictions, so a
law enforcement officer could not meet the first prong of the test, and a search warrant
would be unavailable. Exceptions could be carved out in those cases, but then the goal
of simplicity begins to suffer.

Proponents of a uniform probable cause standard are quick to point out that
there is a provision in the law allowing a service provider to release location information
to law enforcement in the case of an emergency. What they usually don’t point out is
that in many cases, under current law, the decision of whether or not a particular set of
circumstance constitutes an emergency lies in the hands of a civilian employee in the
service provider’s call center, rather than in the judgment of the law enforcement
officer with all the facts of the case and all their experience and training to call upon.
Couple that with the demands placed on the often overwhelmed, understaffed call
centers at many service providers, and the result could be a refusal to declare an
emergency in a case where it is warranted, leaving law enforcement without recourse.

2. Why should/or why shouldn’t the evidentiary standard be raised to one of
probable cause? Is this an unnecessary burden on law enforcement?

| believe that the balance between privacy and safety currently struck by the law
in this area is a reasonable one, and that any change to that balance should be broadly
discussed and carefully considered, as it will have substantial and far-reaching
secondary consequences.

At present, law enforcement generally distinguishes between network
transactional location records (ordinary records of communications captured, stored
and recorded by the service provider in the ordinary course of its business as a
necessary incident to providing the services they provide) and demand-based location
information (manufactured information generated solely based on a law enforcement
demand pursuant to lawful emergency or court authorization). Because the latter is not
a record that already exists, it is commonly believed to require a higher standard of
proof because it is more invasive. As to records that exist in the ordinary course of
business and which a person has “voluntarily turned over to a third party” — such as cell
site location information — the Supreme Court has repeatedly found no reasonable or
constitutionally-valid expectation of privacy.

Cell site location records are routinely generated in the normal course of a
cellular provider’s business. They indicate nothing more that which piece of the
telephone company’s equipment (the particular cell tower and sector) that a particular
customer’s cellular handset was communicating with on a particular call event began or
concluded. Those records would be created whether or not law enforcement would
later attempt to obtain them or to receive them contemporaneous with their creation;
and they would be kept for a certain period of time and then discarded or archived.
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Contrast this with a demand-based location request. In that instance, at law
enforcement’s direction and based on lawful emergency or court authorization, the
service provider causes a more precise location record to be generated — one that would
not otherwise exist at all. That record would not have been created “but for” the law
enforcement demand; as a result, it is reasonable and prudent to suggest that a higher
level of proof be met for that information to be turned over.

This framework is reasonable because it is consistent with other ways location
information can be obtained and used by law enforcement, and because it is consistent
with the view that information voluntarily turned over to a third party enjoys less
privacy than those things we keep from the outside world. It is worth considering that a
person’s location at a particular time can be derived from any number of sources other
than mobile devices, sometimes in very precise ways. A bank will have records of a
customer’s use of a credit or ATM card in their possession that would show exactly
when and where that particular card was used. A transportation authority might have
records of when a commuter passed by particular tollbooths based on the information
provided by their electronic commuter pass. Those records can currently be obtained
with a subpoena in most cases — and when they relate to communications records,
Congress has already acted to afford them greater protections under ECPA’s existing
framework. Should that standard change? If not, how can the inconsistency be
explained, if the purpose of reform is to bring clarity and consistency to the law?

Simplicity for its own sake is not always a virtue, and complexity is hardly foreign
to the Constitution: the same piece of property —a person’s suitcase, say — may be
governed by completely different legal standards when it is laying on a closet shelf, in
the trunk of a car, or passing through a border checkpoint. The current ECPA framework
has existed in broad form since 1986; there is always room for improvement, but that
does not necessarily recommend altering the fabric of the existing framework in such a
fundamental way.

As to the second part of the question, | believe that an across-the-board increase
in the standard of proof would, for the reasons above, constitute an unnecessary
burden on law enforcement. The desire of private citizens for privacy in their
communications is sufficiently protected by the current legal framework. The present
balance of judicial supervision and law enforcement efficiency has existed for some
time, and should not be abandoned without a demonstrated need for an increase in
privacy and a demonstrated pattern of abuse — presently nonexistent — by government
officials. Yes, isolated instances of abuses have been cited by the ACLU, but to say that
enforcement as a whole should be deprived of efficient use of this valuable tool because
of those isolated instances is the functional equivalent of saying that police officers
shouldn’t be allowed to carry firearms because there have been some instances where
officers discharged their weapons when they shouldn’t have done so.



116

One thing is certain, whether or not the standard should be raised in some areas
or any at all: law enforcement officials currently utilizing communications records to
serve the public have, in their training and experience, an invaluable source of
information about the real-world impact of changes to the law. | would respectfully urge
the members of the subcommittee to seek testimony from a number currently serving
law enforcement professionals about the effects of DigitalDueProcess.org’s proposals
before adjusting a framework that is of such critical importance to public safety.

3. Can you give us some examples of how cell-site location information has had a
life saving outcome in a law enforcement situation?

My agency and agencies that we support use location information from mabile
devices on a regular basis to catch dangerous fugitives, identify and apprehend online
child predators, and identify homicide suspects. The examples that follow are just a few
of the cases that would not have been as successful — indeed, that might have resulted
in great harm to innocent victims or the public —if law enforcement was not able to
efficiently gain access to location information:

Last year, my unit utilized communications records analysis, including location
information, to identify @ woman who stabbed a new mother repeatedly and
abducted her four-day-old son. These techniques, along with other methods,
resulted in the safe recovery of the child within just a few days.

My unit utilized location information from cellular phones in concert with other
intelligence to identify the location of two subjects who were on the run after
murdering a Tennessee State Trooper. Tactical units were called in, and both
subjects surrendered and were taken into custody without incident, removing the
potential for a dangerous pursuit and bringing two cop killers to justice.

Several years ago, a Tennessee woman killed her husband with a shotgun and
fled with her three daughters, the youngest of whom was an infant at the time.
An AMBER Alert was issued, and my unit utilized location information to dispatch
patrol officers to her area. She was apprehended to stand trial, and the children
were safely recovered.

On at least two occasions within the last year, my unit has used location
information to find individuals who are threatening suicide to their families over
mobile devices. In both cases, the individuals were found safe and turned over to
crisis intervention personnel to get the help that they needed.

There is no doubt that similar stories can be found throughout the law
enforcement community. Simply put, all across this country, there are Americans who
would not be alive today without this technique.
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4. These hearings have focused on the gap between law and technology. Is there
a gap between certain technologies that will result in what law enforcement
refers to as “Going Dark”? What is this and what problems will create for law
enforcement? What is being done to address this?

“Going Dark” is a term used by a coalition of federal, state, and local law
enforcement agencies to refer to the steadily increasing rate at which law enforcement
is losing access to communications streams that contain evidence of criminal activity.
The purpose of the initiative is to identify and gather the fiscal, technological, and
organizational resources necessary to reverse this dangerous trend.

To be clear, the “Going Dark” initiative is not an effort to increase the amount of
information law enforcement can obtain or to lower the legal standards that we must
meet to obtain it. Instead, it is an effort to minimize the rate at which communications
relevant to criminal and national security investigations migrate onto technologies that
law enforcement agencies simply cannot access, whatever legal process they might
possess.

ECPA reform and the “Going Dark” initiative are separate issues, but from the
law enforcement perspective, they implicate many of the same basic concerns. Legal
barriers such as an increase in ECPA proof standards are not the only ones that keep
communications records out of law enforcement hands. In many instances, we are
unable to utilize evidence that would be of enormous value in protecting the public
because the technologies used to carry and store that information are not accessible to
us, no matter what legal process we obtain.

As Congress moves forward with discussions of how it might simplify the legal
requirements for obtaining communications records, and whether or not to change the
standards law enforcement must meet to get the records it wants, the technology gap
has a place in the discussion. | would urge that Congress ensure that whatever level of
process it decides is appropriate, that steps are taken to guarantee that law
enforcement will be able to access the required communications technologies once that
process is obtained.
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Questions for the Record
Committee on the Judiciary
Subcommittee on the Constitution, Civil Rights and Civil Liberties Hearing
“Electronic Communications Privacy Reform and the Revolution in Location-Based
Technologies and Services”

June 24, 2010

Response of
Richard Littlehale
Assistant Special Agent in Charge
Technical Services Unit
Tennessee Bureau of Investigation

Questions of Congressman Henry C. “Hank” lohnson, Jr.

Questions for Mr. Littlehale

1. If ECPA reform is passed, would it interfere with service providers in their
providing information to law enforcement?

In order to address this question in the most complete way possible, | think it is
worth taking a moment to distinguish between ECPA reform as a whole, and the need to
reform ECPA in the way that DigitalDueProcess.org is advocating in particular. As
communications technology evolves, so too must the laws that govern it, and a
discussion about update ECPA is entirely appropriate, but we should remember that
ECPA can be reformed — that is, any areas in the law that are perceived to lack clarity
can be refined — without changing the current balance struck between privacy and
safety. There is always room to debate how that balance is struck, but that debate
should involve a robust presence by all stakeholders. Those stakeholders must surely
include the law enforcement community and the members of the general public who we
are sworn to protect, because any substantial change to the current balance of interests
may have substantial and far-reaching secondary implications for our effectiveness in
their defense.

With that said, and assuming that the question refers to ECPA reform as it has
been urged by DigitalDueProcess.org, then yes, it will interfere with law enforcement’s
use of communications records in support of both critical and routine investigations. It is
impossible to overstate the value of location evidence and other communications
records that can be obtained through the ECPA framework to law enforcement. These
techniques allow us to find a kidnapped child, apprehend a dangerous fugitive, or
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prevent a terrorist from following through on a violent plan. Time is always a factor in
investigations, and the more important the investigation, the more important time
becomes. Most of the DigitalDueProcess.org principals claim to be “clarifying” or
“simplifying” the law, but in fact they are also raising the level of proof from some lower
standard to probable cause. Any time you elevate the level of proof required for law
enforcement to gain access to the records it needs, you run the risk of increasing the
time it will take for law enforcement to reach time-critical stages of its investigations, or
reduce the number of investigations in which the techniques can be used.

On that note, let me address a point that DigitalDueProcess.org has made in
support of their efforts to raise the level of proof in these cases: they say that their
proposals won’t affect law enforcement’s ability to get communications records in truly
critical cases, because there are emergency provisions in many of the laws in this area. |
would respectfully differ; those emergency provisions will not insulate law enforcement
from the consequences of a significant change in the law. In many cases, under current
law, the decision of whether or not a particular set of circumstance constitutes an
emergency lies in the hands of a civilian employee in the service provider’s call center,
rather than in the judgment of a law enforcement officer with all the facts of the case
and all their experience and training to call upon. Couple that with the demands placed
on the often overwhelmed, understaffed call centers at many service providers, and the
result could be a refusal to declare an emergency in a case where it is warranted,
leaving law enforcement without recourse.

In closing, the present balance of judicial supervision and law enforcement
efficiency has existed for some time, and should not be abandoned without a
demonstrated need for an increase in privacy and a demonstrated pattern of abuse —
presently nonexistent -- by government officials. Yes, isolated instances of abuses have
been cited by the ACLU, but to say that enforcement as a whole should be deprived of
efficient use of this valuable tool because of those isolated instances is the functional
equivalent of saying that police officers shouldn’t be allowed to carry firearms because
there have been some instances where officers discharged their weapons when they
shouldn’t have done so.

The tools ECPA provides law enforcement are incredibly valuable, and the
current legal framework balances liberty and safety appropriately. | would respectfully
urge the members of the subcommittee to seek testimony from a number currently
serving law enforcement professionals about the effects of DigitalDueProcess.org’s
proposals before adjusting a framework that is of such critical importance to public
safety.
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Congressman Henry C. “Hank” Johnson, Jr.
Questions for the Hearing on ECPA Reform and the Revolution in
Location Based Technologies and Services

June 24,2010

1. If EPCA reform is passed, would it interfere with service providers in their providing
information to law enforcement?

Amendments to the Electronic Communications Privacy Act (EPCA) are necessary to
align the law with the technology advances that have evolved since its last examination
by the Congress. Recognizing how location technology has emerged as a crucial element
to effective emergency response by police, fire, emergency medical and other emergency
service agencies is but one example of what should be explicitly recognized by the law.
Advances in wireless technology has delivered more services to vastly more Americans
and served to enhance a core government responsibility- responding to a citizen
confronted with an emergency.

ECPA was enacted to establish rules governing how law enforcement agencies can obtain
third party information from telecommunications carriers and other service providers.
The law seeks a careful balance between the legitimate needs of law enforcement, the
burdens on carriers and service providers and the public’s reasonable expectations of
privacy. With the enormous technology changes in how information is transmitted,
stored and disposed of, the Subcommittee’s examination and record is vital to
determining that balance for the current and future environment. Included in the review
is the need to structure a fair and expeditious process that does not burden carriers or
providers while serving crucial nation security and law enforcement responsibilities. The
ability to respond to emergency circumstances where death or serious bodily injury is
threatened should be an important facet of the structure that emerges.

TruePosition believes that a fair balance can be struck. Yet it defers to the national
security and law enforcement agencies, telecommunications and other service providers
and public interests groups, and ultimately to the Congress as to how to best formulate
the balance. TruePosition’s purpose in participating in the hearings is to provide insight
to the technical characteristics of wireless location technology to assist the
Subcommittee. We present no stance with regard to what amendments should be
enacted. In providing technology and services, TruePosition’s foremost principle is
fidelity to the laws Congress enacts.
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Congressman F. James Sensenbrenner, Jr.

Questions for the Record
House Constitution Subcommittee Hearing
“Electronic Communications Privacy Act Reform and the Revolution in
Location-Based Technologies and Services”

1. How does GPS technique differ from Uplink-Time-Difference of arrival? How do
these differ from the cell-site location information we have heard today about
today? What are the differences in accuracy for locating the handset/cell-phone of
each of these?

Cell-site location information is an element of a carrier’s network. Generally, the data
presents the broad geographic area which can be used to identify the appropriate region, quadrant
or a more refined area of the call. Tn most circumstances, the data is not precise enough to assist
with identifying a location that can be used for emergency dispatch.

Two geolocation technologies have evolved to address the requirement for more specific
and reliable information to dispatch emergency response, a handset based technique known as
GPS/AGPS and a network based technique known as UTDOA.

Geolocation is the process of determining the location of a point in a coordinate system
by measuring the distances from the point of unknown location to three or more points of known
location. Graphically, in two dimensions, the location of the unknown point can be visualized as
the common intersection of three circles whose centers are at the location of the known points
and whose radii are the measured distances. Radiolocation uses the properties of radio waves to
measure the distances from the unknown point to the known points. The specific property
utilized is the velocity of radio wave propagation. Radio waves propagate, i.e. travel, at a
constant velocity. Therefore, the distance between two points can be determined by measuring
the time it takes a radio wave to travel between the two points and multiplying by the velocity of
propagation of radio waves to derive the distance.

Global Positioning System

The Global Positioning System (GPS) uses this property of radio wave propagation to
permit the determination of the location of a GPS receiver. The GPS is comprised of at least 24
satellites constantly orbiting the earth in six low earth orbits. Each satellite possesses a very
accurate time clock that is synchronized with the time clocks in all of the other GPS satellites.
Each satellite transmits at least one civilian signal with its own unique signature, i.e. code, with
its time of transmission and location of the satellite embedded into it. GPS receivers on the
surface of the earth with an unobstructed view to a number of GPS satellites receive the
transmissions from them and note the time of reception with respect to their local clock.
Typically, at least four GPS satellites uniformly distributed about the sky must be received to
accurately solve for the latitude, longitude, elevation and time offset between the GPS receiver’s
local clock and the GPS satellites’ clocks. Reception of more than four satellites will improve the
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accuracy of these four quantities. Reception of only three satellites permits determination of the
latitude, longitude and time offset but not the elevation of the GPS receiver. The GPS was
primarily designed for outdoor radiolocation because it requires an unobstructed view of
satellites uniformly distributed about the sky by the GPS receiver, i.e. a clear view of the sky.

There is another property of radio wave propagation that is important to consider in
radiolocation. Radio waves emanate spherically from their source to their destination as opposed
to a single point-to-point path from their source to their destination. This property permits
multiple listeners to hear radio broadcasts even though they are at many different locations. The
consequence of this spherical spreading for radiolocation is that the power of the radio wave
diminishes as it gets further from its source. Noise is always present in receivers and a receiver
can get so far away from a transmitter that the transmitter’s signal cannot be received reliably
because its power is too low with respect to the ever present noise level. The distance between
GPS satellites and GPS receivers on the surface of the earth is approximately 26,560 kilometers.
Thus, the powers’ of GPS signals are fairly low, with respect to noise, when they reach the
surface of the earth even with an unobstructed view of the satellites by the GPS receiver. The
power transmitted by GPS satellites is fixed.

GPS receivers used indoors will suffer additional attenuation, i.e. reduction in power, of
the GPS satellite signals by the materials that buildings are constructed of. When a radio wave
impinges upon building material a portion of its power will be reflected and the remaining
portion will be refracted into the building material. Reflection and refraction of radio waves
results in attenuation of the radio wave and, ultimately, an even lower power signal arriving at
the GPS receiver. Assisted GPS (AGPS) is a technique devised to enhance the integrity of
received GPS satellite signals by providing the GPS receiver additional information about the
GPS satellite signals so low powered ones can be recovered better in the presence of noise.
AGPS provides significant enhancement of the GPS satellite signals permitting them to be
received reliably in some indoor environments, like residential structures constructed primarily
of wood.

However, the attenuation of GPS satellite signals by buildings constructed of metal,
concrete and metal tinted glass is too great to permit indoor reception in these types of buildings
even with the signal enhancement provided by AGPS. Wireless handsets with AGPS receivers
are unable to receive a sufficient number of satellites to determine an accurate location indoors
of these common buildings.

Uplink-Time-Difference-of-Arrival

Uplink-Time-Difference-of-Arrival (UTDOA) is a network based geolocation technique
used for determining the location of E911 calls made from GSM handsets on their networks.
Like GPS it is also a time based geolocation technique in that it measures the time of travel of
radio waves. Specifically, the difference in time it takes the radio wave to travel from the
handset to a pairs of LMUs is the information utilized for UTDOA geolocation. However, the
radio wave it measures is the same signal the GSM handset uses for signaling and
communications on the GSM network. It measures the time of travel to multiple auxiliary
receivers collocated with the base stations. These auxiliary receivers are known as Location



124

Measurement Units (LMU) and are very accurately time synchronized to each other. A
minimum of three LMUs must receive the handset’s GSM signal to uniquely determine the
location of it. Reception of the handset by more than 3 LMUs also enhances the accuracy of the
location estimated. In this regard, UTDOA suffers in extreme rural conditions where cell sites
are arranged in a "string of pearls" configuration.

Although the radio waves UTDOA measures are reduced in power by attenuation from
building materials just like GPS, UTDOA provides accurate and reliable geolocation of handsets
even when they are indoors. This occurs for two reasons. First, the distances between the
transmitter, i.e. the handset, and receiver, i.e. the LMU, is much less than with GPS so there is
much less loss due to spherical spreading of the propagating radio wave. Second, and more
significant, the power output of handsets can be varied and are controlled by the wireless
network and dynamically adjusted many times per second to assure reliable communications.
Thus, when the loss between the transmitter and receiver increases because of attenuation by
building materials, the wireless network commands the handset to increase its output power to
compensate for this additional attenuation in order to achieve reliable communications. If a
handset can communicate with its wireless network from indoors then UTDOA can reliably and
accurately geolocate it.

2. Can you give us some examples of how cell-site location information has had a life
saving outcome in a medical or a non-law enforcement environment?

A/GPS and UTDOA, in contrast to basic cell site information, are technologies providing
significant enhancement to dispatching emergency response. The greatest challenge 911 Centers
face is determining where an emergency is. The standard of emergency dispatch is providing the
most effective resources in the most expeditious way possible. Time is unforgiving. Those
calling for emergency services are unsettled and distressed even in familiar surroundings. That
the trauma of an event delays response is affirmed emphatically by the daily experience of
police, fire, ambulance and other emergency service agencies.

Mobile device customers expect that 911 Centers have location ability paralleling the
wireline environment. There are now more than 265 million mobile devices in the US. The
estimates that nearly 50 percent of emergency calls originate from mobile devices are confirmed
in the US, Canada, the European Union and Australia. Over half of these calls are placed
indoors. The US is the global leader is location technology. In this regard, since the FCC’s rules
addressing location accuracy became effective, the improvements in emergency response-
dispatching emergency response to the correct location- are measureable and now the accepted
standard. The circumstances detailed below are but two incidents where location technology was
crucial:

e In February 2008, the United States Coast Guard (USCG) station in Corpus
Christi, Texas received an emergency call from a boater after his boat capsized in
the Gulf of Mexico. The caller was swept overboard and carried out to sea by
strong currents; he was confused and unaware of his position. Although wireless
coverage was marginal, the boater was able to use his mobile phone to make
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contact with the USCG that he was in urgent need of assistance. But due to his
location on the extreme fringe of the wireless network coverage, the call
disconnected before the boater was able to convey more information about his
position, direction of travel, or time of departure from port. With only with the
boater’s mobile phone number, the USCG faced a search and rescue mission
covering an estimated 100 square miles.

USCG contacted the wireless carrier that serviced the call to obtain any
information that would narrow the search area. The wireless carrier used
TruePosition’s Uplink Time Difference of Arrival (U-TDOA) Location Platform
to comply with the FCC’s E9-1-1 Phase IT mandate. The USCG officers provided
the wireless carrier with details establishing reasonable belief of an imminent
threat to life. The carrier’s security personnel determined the last known
registration event and the serving cell site/sector information.

The information coincided with the time of the mayday call to USCG. While this
historical information provided the USCG a geographic direction in which to
focus its search, it was unable to narrow the size of the search area from the initial
scope of 100+ square miles. Prevailing currents carried the boater to a sandbar in
the gulf. There, he reestablished a network signal and made a second call to the
USCG. The wireless carrier activated the U-TDOA Location Platform. U-TDOA
was able to quickly calculate the boater’s precise location and the wireless carrier
provided the latitude and longitude coordinates to the USCG for rescue.

Two factors made the difference in this search and rescue mission. First, the
boater’s wireless carrier deployed U-TDOA, enabling the location of any mobile
phone, in any environment. Second, because it is based on U-TDOA technology
and not GPS satellites, the system had the ability to locate all active handsets —
whether making calls or idle — allowing the wireless carrier to query this
information in a critical situation.

On July 8,2010 CBS 11 and TXA 21 News in Dallas, Texas reported that a
North Richland Hills Texas man nearly died after accidentally swallowing a
plastic fork. The incident happened after the man had stopped at a local
restaurant and bought a salad to bring home for lunch. He commenced eating it
while watching the news and started to choke. After failing to dislodge the
blockage, he called 911 on his cell phone, but was worried that dispatchers would
not be able to find his address without a landline. The 911 tape reveals a man
clearly in distress, gagging and choking on the phone. At times, the man’s voice
was barely a whisper. But a fast-acting North Richland Hills 911 dispatcher was
able to locate the caller's address and dispatched a detective who was in the
vicinity. The dispatcher’s and detective’s fast actions likely saved the man’s life.

For further details, see
http://cbs11tv.com/local/Plastic.Salad Fork.2.1793639.html
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3. Does a phone or other device that has GPS capability always transmit location
information or does the user of the device have to activate the function such as
placing a 911 call?

In a GPS device, the user has the ability to activate the location function of the device;
when 911 is dialed, the carrier is obligated to provide the 911 center the location of the
device consistent with FCC rules. Network based location technology can locate all
devices.
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Marc J. Zwillinger

Responses to Questions for the Hearing on ECPA Reform and the
Revolution in Location Based Technologies and Services

August 4, 2010

Questions from Congressman F. James Sensenbrenner, Jr.

1. Should a search warrant be required for all types of location irniformation,
some of which- may not be very precise?

Not necessarily. In keeping with the public’s expectation of location
privacy, the standard should reflect both the relative precision of the
location information and the nature of the tracking. A lesser standard
than a warrant may be appropriate where the data sought is relatively
nonspecific and isolated in time. For example, such a standard may be
aptly applied where the government is seeking data that only discloses
a target's location within a twelve mile radius of a cell tower at the time
a call is placed. However, as there is a greater expectation of privacy in
one’s precise location, a showing of probable cause should be required
before the government is given access to GPS data that can pinpoint a
target’s location inside a building or provide multiple location points
from which a targets movement can be tracked.

2. Wireless carriers retain or have access to a wide range of location
information; some of it is very general. Would the Digital Due Process
proposal sweep in routine business records showing that customer was
roaming on ancther network somewhere in Europe a month ago? If so, how
do you define the outsr boundaries of “location information?” is-an area code
location information?

No. Area codes are imprecise and therefore do not raise the same sort
of privacy concerns as granular location data. For example, area codes
do not indicate where the person is at the time he or she placed the call.
Currently, area codes would likely be included as connection records
under ECPA and can be obtained through use of a subpoena. This
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standard seems appropriate as this data does not reflect the location of
a target at any given time.

3. Is there a diminished expectation of privacy when a cell phone user is using-a
service like “Loopt,” that shows friends and family where users are?

A Loopt user's expectation of privacy is largely dependent on the privacy
controls that the individual has implemented on Loopt. If the user only
divulges his location to specific family and friends, then as with social
networks, he likely retains a certain expectation that his location is
*private” and the content {in this case the location information) should be
protected from government-access. However, if the user has made his
account information available to the public, it would be very difficult to then
argue that the location should be protected.
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Marc J. Zwillinger

Responses to Questions for the Hearing on ECPA Reform and the
Revolution in Location Based Technologies and Services

August 4, 2010

Questions from Congressman Henry C. “Hank” Johnson, Jr.

1.

As an attorniey, could you describe the negative effects of the uncertainty that
currently exists under the taw?

The lack of certainty under ECPA has resulted in confusion and
inefficiencies for the courts, law enforcement agencies, service providers
and users.

The resources of the legal system, including the courts and law
enforcement are wasted on litigation of the applicable standards. Judges
across the country are spending hours hearing these cases and issuing
{engthy and conflicting decisions with differing standards as to how the
government may access location information.. The variation can cause
friction between service providers and law enforcement on a daily basis,
especially when the provider and the law enforcement agency are located
in different judicial disfricts.

Further, the unsettied nature of the law can place prosecutions by law
enforcement in jeopardy. Although ECPA has no suppression remedy, any
data collection that is authorized under the Act but which does not meet
constitutional standards may result in a'conviction that is subject to
reversal should an appeliate Court find that the information was obtained
uniawfully.

As the holder of the data, service providers are negatively impacted by the
unpredictability of the law, as they are often caught in the middle of
litigation. {See question 3 for additional discussion).

Also, electronic service subscribers suffer under the current state of the
law because they can never be certain whether the data collected through
their interaction with a particular service will be secure if it is requested by
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faw enforcement. This may discourage certain subscribers from using the
services.

. Conversely, what would be the benefits of a reform that would infroduce a great
degree of certainty and consistency in the application of the ECPA statute?

A law that could be consistently applied would better protect privacy
rights, and at the same time facilitate the exchange of information between
law enforcement agencies and service providers. The enactment of new
legislation with properly robust standards could potentially prevent law
enforcement agencies from overstepping their bounds, provide clear
guidelines so that service providers are certain what they can and cannot
disclose and protect the integrity of prosecutions by ensuring that
evidence properly obtained under the statute will be admissible.

Another potential benefit of ECPA reform is the conservation of judicial
resources. As technology has becomie increasingly sophisticated,
magistrate judges have devoted a significant amount of time to analyzing
the correct application of-a 1986 law to 2010 electronic communications. In
fact, over the past five years, at least 30 federal opinions. containing
varying standards for government access to cell phone location
information were published. Enacting a standard that is more easily
applied and consistently applied would reduce the time spent litigating
these issues.

Additionally, new legislation could provide subscribers with a clear
understanding of the security of their data and help inform their.
expectation of privacy connected to the electronic services they use:

Finally, new legislation would also benefit service providers. {See answer
to Question 3).

. If ECPA reform is passed, would it interfere with service providers in their
providing information to faw enforcement?

No. In fact, it would likely help service providers better comply with
government demands. Because ECPA has not been applied consistently,
service providers are uncertain of their responsibilities to law enforcement.
As a result, service providers are often forced to litigate issues
surrounding the disclosure of information. For example, service providers
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that prudently withhoid information that falls into the “grey areas” of ECPA
often find themselves answering government motions to compel. On the
other hand, service providers that are deemed to have improperly
disclosed information - like the service provider in Quon v. Arch Wireléss
Operating Company, Inc. - may later find themseives held civilly liable for
those disclosures.
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Mr. Chairman, Members of the Committee, this statement was prepared for the hearing
“ECPA Reform and the Revolution in Location Based Technologies and Services” to be held on
June 24, 2010 before the House Committee on the Judiciary, Subcommittee on the Constitution,
Civil Rights, and Civil Liberties. We ask that it be included in the hearing record.

The Electronic Privacy Information Center (EPIC) is a non-partisan public interest
research organization established in 1994 to focus public attention on emerging privacy and civil
liberties issues. EPIC fully supports the Committee’s examination of the Electronic
Communications Privacy Act of 1986 (ECPA)' and locational information. Mobile devices have
become ubiquitous in modern society, and they have become increasingly capable of recording
and transmitting users’ locations. In light of this, it is important that clear standards are
formulated in order to protect the privacy of users by giving the users control over their own data
and requiring an opt-in model for the use of this data. This statement outlines several steps that
the Subcommittee on the Constitution, Civil Rights, and Civil Liberties can take to strengthen the
privacy protection of US customers whose data is collected and used by companies around the
world.

I. EPIC has a Longstanding Interest in the Privacy of Locational Data

In 1999, Congress amended the Communications Act of 1934 with the Wireless
Communication and Public Safety Act of 1999. The Act required wireless carriers to implement
911 emergency calling and added location privacy provisions to the Telecommunications Act.?
Section 222 protects location information along with other customer proprietary network
information (CPNI), requiring user “approval” for uses or disclosures.® CPNI includes
“information that relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of a
telecommunications carrier.”*

Express prior authorization of the customer is required for uses and disclosures of “call
location” information, with certain exceptions. These exceptions are to providers of emergency
services, to family and guardians in emergency situations, and to information or database
services solely for assisting in delivering emergency services.” Location technologies not based
on CPNI, or not run by an entity subject to the § 222 protections, are not covered by these
regulations. After the Act was passed, the Federal Communications Commission (FCC)
considered a rulemaking to develop guidelines governing the collection and use of location data
generated by wireless communications systems.

During this time, in April of 2001, EPIC filed comments encouraging the FCC to follow
through on the rulemaking process because “location privacy is one of the most significant issues
facing American consumers and the expeditious establishment of comprehensive,

! Pub. L. No. 99-308, 100 Stat. 1848 (codilied at 18 U.S.C. § 2510 el seq.).
ZPub. L. No. 106-81, 113 Stat. 1286 (1999)

>47 U.S.C. § 222(c)(1).

147U.S.C. § 222(h)(1)(A).

S47 U.S.C. § 222(d)(4).

House Judiciary Committee L Statement of EPIC
June 24, 2010 ECPA Reform
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technologically neutral privacy protections would serve the public interest. “° EPIC recognized
that locational tracking technologies “enable the creation of detailed daily itineraries for millions
of consumers, [and] have the potential to fundamentally alter the nature and use of wireless
communications systems. “” EPIC encouraged the FCC to enact rules that would give consumers
“meaningful control over the collection and use of location data.”

In later reply comments, EPIC stated that “rulemaking is needed . . . because some
commenters recognize limits on implied consent, while others do not.”® Because of this, EPIC
encouraged the FCC to “carefully constrict the circumstances under which implied consent could
be utilized, if at all™” and to clarify the meaning of several key terms—including “location
information”—that are used in the Act. EPIC recommended a number of other rules, including a
rule that would require consent to be specific as to the third party that can receive the
information and the purpose for which that information will be used by that party, and a rule that
would require carriers to keep a record of consent for as long as the permission is valid. With all
of these steps, EPIC sought to give users greater control over their locational information by
requiring opt-in consent for locational tracking.

The FCC ultimately declined to embark on rulemaking regarding the Wireless
Communications and Public Safety Act. The Commission said that a federal statute enacted in
1999 “imposes clear legal obligations and protections for consumers,”” and that “the better
course is to vigorously enforce the law as written, without further clarification of the statutory
provisions by rule.”"" Commissioner Michael Copps dissented, citing EPIC’s comments and
arguing, “Commission action is needed because the statute’s meaning apparently is subject to
varying interpretations within the industry.”'?

I1. Locational Privacy Concerns are Substantial and Growing More Severe

The FCC’s failure to address locational privacy issues should be remedied as soon as
possible. The problem grows more severe as the number of mobile device users increases and
location-based advertising technology becomes more advanced. The number of American cell
phone users increases every year. The Pew Research Center found that 77% of all adults had a
cell phone or other mobile device in 2008."* By April 2009, this number had risen to 85%."*

Cell phone usage is also increasingly commonplace among younger demographic groups.
A Pew Research Center study on Social Media and Mobile Internet Use Among Teens and

© EPIC, Comments to the F.C.C. on Commission Public Notice, DA 01-696 (Apr. 6, 2001), available at
hitp://www.epic.org/privacy/wireless/epic_comments.pdf.
A
® EPIC, Reply Comments to the F.C.C. on Commission Public Notice. DA 01-696 (Apr. 24, 2001). available at
hitp://www.cpic.org/privacy/wircless/epic_reply.pdl.
9

Id.
9F.C.C., Order Declining (o Commence Rulemaking to Establish Fair Location Information Practices (July 24,
2002), available ot http://epic.org/privacy/wireless/FCC_order pdf.
1

Id.
12 7d
'* Pew Research Center, Teens and Tntemet Over the Past Five Years: Pew Internet Looks Back (Aug. 19, 2009),
available at http:/fwww pewinternet. org/Reports/2009/ 14--Teens-and-Mobile-Phones-Data-Memo. aspx.
14 Id

House Judiciary Committee 2 Statement of EPIC
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Young Adults reported that three-quarters (75%) of teens and 93% of young adults ages 18-29
now have a cell phone. The level of usage in this age group has jumped rapidly from 2004 (45%
of teens had a cell phone), to 2006 (63% of teens had a cell phone), and then to 2008 (71% of
teens had a cell phone)." The Pew Research Center found that "in the past five years, cell phone
ownership has become mainstream among even the youngest teens. Fully 58% of 12-year-olds
now own a cell phone, up from just 18% of such teens as recently as 2004, "'°

Mobile devices have also become an increasingly popular way to access the internet. A
2009 Pew Research Center study reported that 55% of American adults connect to the internet
wirelessly, either through a WiFi or WiMax connection via their laptops or through their
handheld device like a smart phone.'” Roughly half of 18-29 year-olds have accessed the internet
wirelessly on a cell phone (55%).

Advertisers and technology companies are taking advantage of these trends and the lack
of federal regulation by developing technology that uses mobile device GPS tracking capabilities
in order to gather users’ information and serve targeted advertisements. On February 19, 2010, it
was reported that Point Inside, a company that makes shopping center mapping and navigation
apps for smartphones, had announced the launch of its new indoor mobile advertising platform
that provides the indoor location and location-specific advertising for mall-based retailers and
brands.’® Advertisements are served on smartphones based on user location and interest in a
particular store or brand."’

In late 2009, Google announced the launch of a Google smartphone, called the Nexus
One. There was wide speculation that Google, the internet’s largest advertising company, would
use these mobile devices as another opportunity to place advertisements.® Some speculated that
the company would offer users the choice to subsidize the phone cost by accepting
advertisements—a strategy that has been employed by a company in Germany **

Apple, the creator of a number of mobile devices, including the iPhone and iPad, recently
made an announcement that applications which utilize location-based advertising would be
spurned from its applications store. This announcement, paired with the company’s recent

1574
16 pew Research Center, Social Media and Mobile Internet Use Among Teens and Young Adults (Feb. 3, 2010),
available at hip://pewrescarch.org/pubs/1484/social-media-mobile-internel-usc-teens-millennials-lfewer-blog.
"7 Pew Research Center, Internet, Broadband. and Cell Phone Statistics (Jan. 5, 2010), available at
hitp://www pewinlernct.org/Reports/2010/Internet-broadband-and-cell-phone-statistics.aspx.
'¥ Mobile Marketing Watch Blog. Point Inside Latinches Indoor Mobile Advertising Solution Via Smart\ap
Android/iPhone Apps, Feb. 19, 2010, hitp://www.mobilemarketingwatch.com/point-inside-launches-indoor-mobile-
;(1gdve11jsing—solution—via-smanmap-alldroidiphone-apps-54l 4.

Id.
2 Matt Hamblen, Google ’s Nexus One Smartphone: Will Mobile Ads Offset Cost?. Computer World, Dec. 14, 2009,
http://www.compnterworld.com/s/article/print/9142245.
=!I Matt Hamblen, Alcatel Lucent to Serve Mobile Ads to Wireless Customers in Germany Who Opt-in, Computer
World, Junc 29, 2009, hup://www.computerworld.com/s/article/9134904.
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acquisition of advertising firm, Quattro Wireless, has caused increasing speculation that Apple,
itself, plans to have exclusive control over location-based advertisements on its products.”

Indeed, with the release of its newest operating system for the iPhone and iPad devices,
iPhone OS 4.0, alongside a new advertising platform called iAd, Apple has altered™ its Terms of
Service for users of those devices to include a provision that “Apple and [its] partners and
licensees may collect, use, and share precise location data, including the real-time geographic
location of your Apple computer or device.”*

Another recent grab for locational data has come from Google’s Street View product.
When Google began the Street View project in 2007, many privacy concerns were raised, but the
debates focused almost exclusively on the collection and display of images obtained by the
Google Street View digital cameras. It has been revealed Google was also obtaining a vast
amount of Wi-Fi data from Wi-Fi receivers that were concealed in the Street View vehicles.
Following independent investigations, Google now concedes that it gathered MAC addresses
(the unique device ID for Wi-Fi hotposts) and network SSIDs (the user-assigned network 1D
name) tied to location information for private wireless networks.” Google also admits that it has
intercepggd and stored Wi-Fi transmission data, which includes email passwords and email
content.™

As of June 18, 2010, investigations of Google’s Street View Wi-Fi data collection have
been initiated in eighteen countries and several U.S. states, as well as by the FTC and the FCC. ¥’
EPIC has written to the FCC suggesting that the actions may have violated, among other things,
the Wiretap Act as amended by ECPA.* Congressmen Edward Markey and Joe Barton wrote a
letter to the FTC asking for such an investigation, also asking whether that agency believed
Google had violated federal law.”

These examples show the ubiquitous nature of access to location-based data and the
necessity of clarity in the laws regulating this form of technology.

2 Chris Foresman, Apple Tells Devs that Location-Based Advertising is a No-no, Ats Technica, Feb. 5, 2010,
http://arstechnica.com/apple/news/2010/02/apple-tells-devs-that-location-based-advertising-is-a-no-no.ars ; Kevin
Anderson, Apple Lints at Location-based Advertising and Services Strategy, The Guardian Technology Blog, Feb.
3, 2010, http:/Avww.guardian.co.uk/technology/blog/2010/feb/05/apple-iphone-advertising-location,

2 David Sarno, Apple Collecting, Sharing iPhone Users’ Precise Locations, L.A. Times, June 21, 2010,
http://latimesblogs.latimes.com/technology/2010/06/apple-location-privacy-iphone-ipad. html.

Qf Apple, Privacy Policy, hilp://www.apple.com/lcgal/privacy/ (last visited Junc 22, 2010).

* Google, Data Collected by Google Cars, European Public Policy Blog, Apr. 27, 2010.

hitp://googlepolicy curope. blogspol.com/2010/04/dala-collected-by -google-cars.himl.

* Google, WiFi Data Collection: An Update, May 14. 2010, hitp://googleblog blogspot.com/20 10/05/wifi-data-
collcclion-updatc himl.

¥ For a full discussion of the status of these ongoing investigations, see EPIC, Investigations of Google Street View,
hitp://epic.org/privacy/sireetview/.

* Letter from EPIC to FCC Chairman Julius Genachowski, May 18, 2010, available at
http://epic.org/privacy/cloudcomputing/google/EPIC_StreetView FCC_Letter 05_21 10.pdf.

* Letter from Edward Markey & Joe Barton to FTC Chairman Jon Leibowitz. May 19, 2010, available at
hitp://epic.org/privacy/flc/google/5_19_10_Markey_Barton_FTC_rc_Google. WiFi.pdl.
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III.  The European Commission has Provided an Effective Model for Regulating
Locational Data

Concerns regarding locational privacy are arising in other countries, as well. The
responses in Europe, in particular, provide the United States with a possible model to protect the
privacy of locational data. With Directive 2002/58 on Privacy and Electronic Communications,
also known as E-Privacy Directive, the European Commission has created effective regulation of
locational data. The Directive addresses cellular location information.*

The Directive differentiates between location information needed to enable transmission
and location information used for value-added services.” Location data other than traffic data is
treated under Article 9, which requires that location data be processed anonymously or with
consent of the individual.

Obtaining this consent requires informing the user of the type of data, the purpose of the
collection, the duration of the collection and whether a third party will be doing the processing.
Consent may be withdrawn at any time, and there must be a simple and free means for a user to
refuse the processing of location data for a specific connection or transmission. The processing
of data is restricted to what is necessary for providing the value-added service.*® Further, Article
26 of the Universal Service Directive requires that Member states ensure that providers of public
telephone networks make call location information available to emergency authorities >

The Article 29 working party, an E.U. advisory group of experts on privacy and data
protection, has issued an opinion further clarifying the rule regarding location information.** .
Consent means specific consent, not obtained as part of an agreement to more general terms.*®
Location data may not be stored beyond the delivery of the location-based service, unless kept
for billing purposes, or anonymized.*® In locating employees, the working group considers the
collection excessive in situations where employees would be free to make their own travel
arrangements or where the location monitoring is done for the sole purpose of monitoring
employees and other means are available.®” Location information should not be collected outside
of working hours, and the working group recommends that location equipment which is also
used for private purposes permit employees to turn off the location tracking.

* Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 conceming the processing

of personal data and the protection of privacy in the clectronic communications sector (Directive on privacy and
electronic communications), available at http://europa.ew.int/eur-

lex/prifen/oj/dat/2002/1_201/1_2012002073 1en00370047 .pdf.

" 1d. at 35,

214 al Art. 9.

3 Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on universal service and
uscr's rights 1o clectronic communications networks and services (Universal Scrvice Directive), available at
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/1_108/1_10820020424en00510077.pdf.

*! Working Party 29 Opinion on the use of location data with a view Lo providing value-added services, 2130/05/EN,
November 2005, availuble af hitp://fec. europa ew/justice_home/fsj/privacy/docs/wpdocs/2005/wp115_en.pdf.

> id. at 5.

1d at 7.

7 1d a1l

w
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The Transatlantic Consumer Dialogue (TACD) has also passed a resolution on mobile
commerce that addresses privacy concerns of consumers.”® The resolution states that the E.U.
and U.S. governments should: “Protect consumer privacy in mobile commerce and prohibit use
of any personal data (including purchase and location information) for purposes that consumers
have not explicitly agreed to or that unfairly disadvantage them.” Industry group CTIA has
released a “Best Practices and Guidelines for Location-based Services.”® The guidelines “rely
on two fundamental principles: user notice and consent.”*’ Notice can be achieved by a
disclosure in a privacy policy and consent may be implicit.*' However, in situations such as child
safety or business settings, the decision on the use of location-based services will be made by the
account holder, rather than data subject.**

IV.EPIC’s Recommendations

We specifically recommend that the Subcommittee consider the following objectives in
the development of new safeguards to protect location data:

* Require that location not be collected or shared without affirmative user consent;

¢ Require that consent be fully informed consent: that users be informed of the
type of data and the purpose of the collection;

* Require that consent be specific intent: consent which is not obtained as part
of an agreement to more general terms;

* Require that companies provide users with a simple and free means to refuse
the processing of location data for a specific connection or transmission;

* Require that location data not be stored beyond the delivery of the location-
based service, unless kept for billing purposes, or anonymized.

V. Conclusion

EPIC respectfully requests that the Subcommittee takes the steps outlined in this
statement, including investigating the ways in which companies gather locational data from their
users; clarifying the Electronic Communications Privacy Act's treatment of how companies may
gather and store users’ data; adopting guidelines similar to those in the European Commission’s
Directive 2002/58, which would give users control over their locational data; adopting guidelines
that mirror those in the TACD resolution, which require companies to obtain explicit consent
from users in order to use location data; and ensuring the locational data privacy of U.S.
consumers.

Thank you for your consideration of these views.

** Transatlantic Consumer Dialogue, Resolution on Mobile Commerce, August 2005, hitp:/Avww.lacd org/cgi-
bin/db.cgi?page=view&config=admin/docs.cfg&id=283.

* CTIA - The Wireless Association, Best Practices and Guidelens for Location-based Services, April 2, 2008,
http://www.ctia.org/business_resources/wic/index.cfm/ATD/11300
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