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RECENT INSPECTOR GENERAL REPORTS
CONCERNING THE FBI

WEDNESDAY, FEBRUARY 24, 2010

HoOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME, TERRORISM,
AND HOMELAND SECURITY
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 3:05 p.m., in room
2141, Rayburn House Office Building, the Honorable Robert C.
“Bobby” Scott (Chairman of the Subcommittee) presiding.

Present: Representatives Scott and Gohmert.

Staff Present: (Majority) Bobby Vassar, Subcommittee Chief
Counsel; Ron LeGrand, Counsel; Veronica Eligan, Professional
Staff Member; (Minority) Caroline Lynch, Counsel; Kimani Little,
Counsel; and Crystal Jezierski, Counsel.

Mr. ScotT. Good afternoon. The Subcommittee will now come to
order. And I am pleased to welcome you today to this oversight
hearing before the Subcommittee on Crime, Terrorism, and Home-
land Security on recent Department of Justice inspector general re-
ports regarding the FBI.

Now, we expect votes any minute now, so we will probably get
called before we get to witnesses. So I will get my statement out
of the way, and perhaps the Ranking Member might want to, too.

The Office of Inspector General conducts independent investiga-
tions, audits, inspections and special reviews of the United States
Department of Justice personnel and programs to detect and deter
fraud, waste and abuse and misconduct; to promote integrity, econ-
omy, efficiency and effectiveness in the Department of Justice oper-
ations. To that end, the OIG has released several reports that focus
on the Federal Bureau of Investigation’s track record with respect
to handling information and effective cooperation with other Fed-
eral, State and local law enforcement agencies.

Today we will focus oversight on three recently released OIG re-
ports: The Explosives Investigation Coordination between the Fed-
eral Bureau of Investigation and the Bureau of Alcohol, Tobacco,
Firearms and Explosives; the Federal Bureau of Investigation’s
Foreign Language Translation Program; and A Review of the De-
partment’s Anti-Gang Intelligence and Coordination Centers.

And we recognize that the Office of Inspector General has re-
leased other studies, including a review of the Bureau’s use of exi-
gent letters and other informal requests for telephone records. We
will not address that issue today, but reserve it for a later hearing.
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We are here today to hear testimony about recent audits conducted
by the Office of Inspector General regarding FBI operations, audits
that will tell us how the FBI is doing in the specific areas assessed.

It is not unusual for Federal agencies to have overlapping juris-
dictions over particular subject matters or sections of Federal
Criminal Code. The FBI and the Bureau of Alcohol, Tobacco and
Firearms, for example, have overlapping jurisdiction regarding ex-
plosives investigations and other explosives-related programs. As
such, communication and information sharing between these two
Departments is critical to the Department’s counterintelligence
strategy. Failure to achieve effective intelligence sharing poses sub-
stantial risk to the safety and security of our Nation.

In this report the Office of Inspector General analyzed the level
of coordination and cooperation between the two agencies, with spe-
cific emphasis on information sharing on explosives-related inves-
tigations. Some of the issues to be addressed will include whether
these agencies are working together on a common goal of ensuring
our Nation’s security. Also, are they demonstrating the necessary
leadership and inspiring cooperation, confidence and respect within
and among other Federal, State and local law enforcement agencies
when responding to explosives-related events? Also, are their re-
spective operations conducted in ways to ensure that the most ef-
fective and efficient use of the taxpayers’ dollars is being used ef-
fectively? Are the most effective investigative and training meth-
odologies being utilized? Are these agencies sharing all available
information and resources not only with each other, but also with
other agencies in order to ensure that potential explosive-related
terrorism is thwarted?

We look forward to hearing not only about the FBI and ATF
issues that I have referred to earlier, but we also need to hear from
the Bureau’s Language Services Section witnesses about the back-
log of foreign translation materials and the challenges of meeting
its goals for hiring linguists.

Finally, we hope to gain better understanding of the status of the
Department’s antigang efforts and its progress and its challenges.
We acknowledge and appreciate the tremendous work that the Bu-
reau has performed over the last 100 years, and certainly recognize
that it makes contributions to national security and safety in a
number of areas other than those examined here today. However,
we must ensure that our agencies are effectively and efficiently ad-
ministering the programs and resources we provide, and that is the
primary goal of this oversight hearing regarding the areas exam-
ined by the Office of the Inspector General.

Opening statements will be made by the Department’s inspector
general, Mr. Glenn Fine, and Jennifer Shasky Calvery, the senior
counsel to the Deputy Attorney General, who will deliver a state-
ment on behalf of the Department of Justice and the FBI. It is also
my understanding that Ms. Margaret Gulotta, the Section Chief of
the Language Services Section of the FBI will not make an opening
statement, but will respond to questions.

At this time I will yield to the Ranking Member of the Sub-
committee, the gentleman from Texas, Judge Gohmert.

Mr. GOHMERT. Thank you, Mr. Chairman. And out of deference
to our witnesses who have gone to a lot of trouble to be here, and
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with regard to the votes we are about to have to have, I would ask
unanimous consent to submit my written eight-page statement for
the record and go right to the witnesses.

Mr. ScotT. Okay. Thank you.

[The prepared statement of Mr. Gohmert follows:]

Statement of Crime Subcommittee Ranking Member Louie Gohmert
Oversight Hearing on Recent IG Reports Concerning the FBI
Wednesday, February 24, 2010

Thank you, Mr. Chairman.

This hearing will examine three reports prepared by the
Justice Department’s Office of Inspector General, which
address a variety of topics relating to FBI, ATF and Justice

Department operations.

The first report addresses the FBI's language translation
program. This is the third audit of the program in five years.
The FBI's Language Services Section oversees the Foreign
Language Program, which is responsible for all of the FBI's
translation efforts and manages over 1,300 linguists across

the country.

Not surprisingly, the breadth and scope of the Program
has expanded in the eight years since the 9/11 terrorist

1



attacks and in keeping with the FBI’s intelligence-focused
mission. Linguists provide translation of materials for FBI
counterterrorism and counterintelligence investigations. The
FBI also relies upon these linguists for a variety of other
tasks including verbatim translations for court proceedings,
reviewing evidence for Brady materials, and interpreting

suspect or witness statements.

The Inspector General’s report found that while the FBI
reviewed all of the 4.8 million foreign language texts for
counterterrorism, counterintelligence, and criminal
investigations, it failed to review 31 percent, or 14.2 million of

the 46 million electronic files.

The report also concluded that the Program did not
review 25 percent, or 1.2 million of the 4.8 million audio

hours the FBI had collected. According to the Inspector



General, the bulk of this un-reviewed audio material was

collected for counterterrorism and counterintelligence cases.

With respect to the Program’s quality control measures,
the Inspector General concluded that the absence of a
consolidated collection and statistical reporting system
prevents the FBI from accurately determining the quantity of

foreign language materials that it collects and reviews.

.The Inspector General offered twenty-four
recommendations to improve the queign Language
Program, such as protocols to ensure the’timely review of
materials in high-priority counter-terrorism and counter-
intelligence cases and to improve the efficiency of its

contract linguist hiring process.



The second Inspector General report reviewed the
coordination between the FBI and ATF for explosives

investigations.

The two agencies share jurisdiction for investigating
federal explosives crimes. Despite attempts at streamlining
their mutual responsibilities, the ATF and FBI have
historically developed separate and often conflicting
approaches to exploéives investigations, training,

information sharing, and forensic analysis.

Because of a lack of coordination, the report found
disputes over jurisdiction occur throughout the country.
These disputes can cause confusion for local first
responders about which agency should be contacted for
explosive-incident responses. In turn, many investigations

are unduly delayed.



Unfortunately, the report concluded that disputes
between ATF and FBI personnel have affected working
relationships, and in some locations have resulted in their
racing to crime scenes to determine which agency leads an

investigation.

The report makes 15 recommendations to assist in
improving coordination and reducing conflict in explosives

investigations, training, and analysis.

Among other things, the inspector general
recommended that the Department implement new directives
delineating lead authority for explosives investigations. The
report also suggested that the agencies develop protocols

on joint investigations for explosives incidents.



Notably, the report also recommended that the agencies
consolidate and standardize a DOJ-wide curriculum for post-
blast investigative techniques and streamiine laboratory

analysis.

The third report assessed the performance of the
Justice Department’s anti-gang intelligence and coordination
centers. As part of the Department’s efforts to address gang
violence, the National Gang Intelligence Center (NGIC) and
the National Gang Targeting, Enforcement, and Coordination
Center (GangTECC) were established in 2006, along with the

creation of a gang unit within the Criminal Division.

NGIC is intended to serve as an intelligence resource for
gang investigations and provide analytical support to law
enforcement agencies. The NGIC is administered by the FBI
and includes intelligence analysts from federal, state and

local law enforcement organizations.
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GangTECC is a national anti-gang task force tasked with
coordinating multijurisdictional gang investigations, sharing
intelligence information between law enforcement agencies,

and de-conflicting gang investigations.

The Inspector General made a series of findings
regarding the operation and coordination of these centers.
With regard to NGIC, the Inspector General found that it has
failed to create a gang information database as directed by
Congress and is not effectively sharing gang intelligence

information.

The Inspector General found that GangTECC has
insufficient resources to carry out its mission, lacks the
necessary staff to coordinate multijurisdictional
investigations,\and is not performing its de-confliction

functions.
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Ultimately, the Inspector General concluded that NGIC
and GangTECC are ineffective as separate entities and
-recommended that the Department consider merging these
two centers. The Inspector General made fourteen other
recommendations to improve the Department’s anti-gang

efforts.

I look forward to hearing from our witnesses about each
of these reports and what steps are underway to address the
Inspector General’s recommendations. | yield back the

balance of my time.

Mr. ScOTT. We have one panel of witnesses with us today to dis-
cuss FBI oversight—the vote is just about to be called. So if some-
one is not here right now, don’t worry about it. I don’t think we
will be able to start with witnesses. I will just introduce them, and
then we will leave and come back in about 15 to 20 minutes.
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We have one panel of distinguished witnesses with us today to
discuss FBI oversight and recent reports issued by the Office of In-
spector General and the Department of Justice. Our first witness
will be Mr. Glenn Fine, who was confirmed by the United States
Senate as inspector general of the Department of Justice on De-
cember 15, 2000. He has worked for the Department of Justice
since 1995. His prior service with the Department includes special
counsel to the inspector general, Director of the OIG’s Special In-
vestigations and Review Unit, and assistant U.S. attorney for—in
Washington, D.C., where he prosecuted more than 35 criminal jury
trials, and handled numerous grand jury investigations, and ar-
gued cases in the District of Columbia and the U.S. Court of Ap-
peals.

He graduated magna cum laude from Harvard College in 1979
with an A.B. And degree in economics. He is a Rhodes scholar and
earned a B.A. And M.A. Degrees from Oxford. He received his law
degree from Harvard Law School in 1985.

Our second witness is Jennifer Shasky Calvery, senior counsel to
the Deputy Attorney General, U.S. Department of Justice, with the
responsibility for a range of criminal issues, including international
organized crime, gangs and violent crime. She also serves as the
Chair of the Attorney General’s Anti-Gang Coordination Com-
mittee, is a member of the National Gang Intelligence and Coordi-
nation Governing Board.

She received her law degree from the University of Arizona Law
School in 1997, her undergraduate degree in international affairs
from the George Washington University in 1993.

And I understand that she is going to need a little additional
time to complete her statement. And without objection, she will
have that additional time.

Now, while she will not be making an opening statement, our
third witness will be Ms. Margaret Gulotta, who is the Section
Chief of the Language Services Division, Director of Intelligence of
the FBI. She is the FBI’s senior executive responsible for managing
daily operations of the FBI’s Foreign Language Program, and man-
aging the deployment of linguists at the FBI, translation interpre-
tation, quality assurance, language analyst career development and
training matters. She has more than 25 years of hands-on experi-
ence in operational linguist deployment, as well as developing and
managing the FBI’s Foreign Language Program to keep pace with
the rapidly growing demand.

Without the sound on, I can’t quite tell what is going on on the
floor. It doesn’t look good. Well, let us proceed.

Each of your written statements will be made part of the record
in its entirety, and so we will ask you to summarize your testi-
mony. And we want to begin with Ms. Calvery. I think we will
have—you have an 8-minute statement, give or take? Yeah, I think
we will be able to get it in because when they start the vote, we
will have time.

Ms. Calvery.
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TESTIMONY OF JENNIFER SHASKY CALVERY, SENIOR COUN-
SEL TO THE DEPUTY ATTORNEY GENERAL, UNITED STATES
DEPARTMENT OF JUSTICE; ACCOMPANIED BY MARGARET
GULOTTA, SECTION CHIEF, LANGUAGE SERVICES SECTION,
DIRECTORATE OF INTELLIGENCE, FEDERAL BUREAU OF IN-
VESTIGATION, UNITED STATES DEPARTMENT OF JUSTICE

Ms. CALVERY. Wonderful. Good afternoon, Chairman Scott, Rank-
ing Member Gohmert and Members of the Committee. Thank you
for the opportunity to appear before the Committee today to dis-
cuss the Department’s plans for responding to the management
challenges identified by the inspector general in three separate re-
ports on three distinct topics.

I am joined by my colleague from the FBI, Margaret Gulotta,
who is the Chief of the FBI's Language Services Section, and an
expert on its Foreign Language Translation Programs. After my
opening statement, as mentioned by Chairman Scott, Ms. Gulotta
will be prepared to answer any of the Committee’s questions on the
report concerning the FBI's Foreign Language Translation Pro-
gram; whereas I am prepared to answer the Committee’s questions
concerning the report on explosive investigations between the FBI
and ATF, as well as the report on the Department’s anti-gang co-
ordination centers.

Let me begin by emphasizing that the Department appreciates
the important work of the inspector general in inspecting the three
programs and preparing the three reports we will be discussing
today. The time that the inspector general and his staff spent dis-
secting these programs and working with us to identify areas that
need improvement has resulted in critical feedback for the Depart-
ment’s leadership. We are pleased to inform the Committee that we
have already implemented many of the IG’s recommendations and
haﬁfe consulted with his staff on how we anticipate responding to
others.

In terms of specifics, please allow me to address each report in
turn. First, there is the report on Explosives Investigation Coordi-
nation between the FBI and ATF. The Department of Justice is
dedicated to keeping our Nation safe from those who seek to harm
us with explosives, and we recognize that a well-coordinated and
effective response to explosives incidents is a critical part of doing
so.

In response to the report, the Deputy Attorney General person-
ally convened a meeting with senior FBI and ATF leadership to
map a way forward for defining the most efficient application and
balance of the Bureau’s respective explosives enforcement assets
and responsibilities.

The Department has created four working groups, each focused
on one of the four areas of recommendation in the report: jurisdic-
tion, information sharing, training and laboratories. The groups in-
clude subject matter experts and representatives from senior lead-
ership from both ATF and FBI, as well as a representative from
the Deputy’s office.

The instructions to the working group were fairly straight-
forward. Each group was directed to prepare an issue paper pro-
viding a background on the problem they were addressing, includ-
ing a summary of any prior attempts to resolve the issue and why



13

they were unsuccessful. They were also directed to identify those
areas where there was consensus on how to resolve the rec-
ommendations in the report and provide a timeline for resolving
the issue with agreed-upon benchmarks for monitoring their
progress. To the extent that there remains disagreement on an
issue or recommendation, each was asked to provide options for re-
solving the recommendation and a roadmap for the Department to
decide the issue.

To that end the parties have been successful in narrowing the
areas still open for discussion and plan to present this information
to the Acting Deputy Attorney General in March. Understanding
the importance of reaching resolution, the Department will seek to
resolve this issue as soon as possible thereafter.

Turning now to the report on the Department’s Anti-Gang Intel-
ligence and Coordination Centers. Keeping our communities safe
remains a core mission of the Justice Department at a time when
far too many neighborhoods across this country are confronting the
destructive effect of drugs and violence associated with gangs. The
Department is committed to building on the significant efforts al-
ready undertaken in the initial years of the National Gang Intel-
ligence Center and the National Gang Targeting, Enforcement and
Coordination Center. However, the work of the IG and his staff has
also helped us recognize those areas where we need to improve.

The leadership of the Criminal Division of the FBI and the Office
of the Deputy Attorney General has been actively engaged for sev-
eral months in identifying possible structural changes that will en-
hance cooperation and coordination at NGIC and GangTECC, as
they are known for short. One specific idea we are pursuing is the
possibility of establishing a partnership with the Organized Crime
Drug Enforcement Task Force, or OCDEF, Fusion Center that
would allow NGIC and GangTECC to benefit from the OCDEF fu-
sion centers, establish IT solutions, auditing capabilities and ac-
cepted information-sharing practices.

We are working aggressively to resolve whether such a partner-
ship should go forward, the terms of any partnership, and the de-
velopment and implementation plan. The goal is to have these
three steps completed within approximately 6 months.

In addition, we are also pursuing a merger of the Gang Unit and
GangTECC into a single Criminal Division component to ensure co-
ordination. The Department also estimates being in a position to
move forward on this merger in the next 6 months.

We believe the organizational changes we are pursuing will help
us achieve the most effective response to the IG’s critiques. And
through a thoughtful, measured approach, we will develop a solu-
tion that will put both of the centers in the best possible position
to succeed in addressing gangs and gang violence.

Finally, let me use my remaining time to discuss the Inspector
General’s review of the FBI's Foreign Language Program. This
audit follows two earlier audits of the program in 2004 and 2005,
and it documents significant improvements that have been made in
the FBI’'s Foreign Language Program management. Nonetheless,
the Department recognizes there is still room for improvement, and
we are committed to undertaking the necessary steps to do so.
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Over the past several years, the FBI’s Linguist Training Program
has undergone significant expansion. The FBI continues to recruit
linguists as funding and personnel staffing levels permit. Yet while
the FBI's policy is to review 100 percent of its counterterrorism
audio materials, and the FBI does currently review more than 99
percent of those materials, the FBI does not have sufficient re-
sources to review all the counterintelligence audio materials due to
their sheer volume. The policy set by the FBI and the Intelligence
Community prioritize what materials should be reviewed based on
the collection that is most likely to contain intelligence information
of value. Like other parts of the Intelligence Community, the FBI
uses automated tools to efficiently prioritize which files should be
reviewed. And it is important to note that all counterintelligence
materials, as well as counterterrorism collections, are archived and
can be reviewed at a later time as additional intelligence warrants.

Thank you for the opportunity to appear before the Committee.
Section Chief Gulotta and I would be pleased to answer any ques-
tions the Committee Members may have. Thank you.

Mr. ScotT. Thank you.

[The prepared statement of Ms. Calvery follows:]
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Department of Justice Statement for the Record
Before the
Subcommittee on Crime, Terrorism, and Homeland Security
Committee on the Judiciary
United States House of Representatives
At a Hearing Entitled
“Oversight Hearing
On Recent Inspector General Reports Concerning the FBI”
Presented
February 24,2010
Introduction
Chairman Scott, Ranking Member Gohmert, and Members of the Subcommittee: the
Department of Justice appreciates the opportunity to discuss the important issues raised by the
Office of the Inspector General (OIG) Reports concerning the Department and its components.
In particular, this testimony will discuss the following three reports: 1. “Explosives
Investigation Coordination between the Federal Bureau of Investigation and the Bureau of
Alcohol, Tobacco, Firearms, and Explosives” (October 2009); 2. “A Review of the Department’s
Anti-Gang Intelligence and Coordinate Centers” (November 2009); and 3. “The Federal Bureau
of Investigation’s Foreign Language Translation Program” (October 2009), (hereinafter “the
OI1G Reports™).
The Department appreciates the important work of the Office of the Inspector General in
preparing the three reports discussed at today’s Subcommittee hearing. We strive to increase our
efficiency through cooperation and coordination among Departmental components and

leadership, and we welcome suggestions from the Inspector General in that regard. Accordingly,

with respect to the OIG Reports, both Department leadership and the relevant Departmental

o1-
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components have been engaged and responsive to OlG. We are pleased to inform the
Subcommittee that we have already implemented some of the OIG’s recommendations and we
anticipate working closely with O1G should we implement additional recommendations from the
OIG Reports going forward. We intend to continue working with the Inspector General and his
staff to address the OIG’s suggestions, concerns, and recommendations contained in the OIG

Reports.

OIG Review of “Explosives Investigation Coordination between the Federal Bureau of
Investigation and the Bureau of Alcohol. Tobacco, Firearms, and Explosives”

The Department of Justice recognizes the critical importance of a well-coordinated and
effective response to explosives incidents. We, the Department, the FBI and the ATF, are
dedicated to keeping our nation safe from those who seek to use explosives to do us harm. We
also recognize that it is equally important to adequately train our personnel and to ensure
effective information sharing with all appropriate entities within the government and our State,
local and tribal law enforcement partners.

We appreciate the constructive recommendations in the Office of the Inspector General
audit, which documents the Department’s challenges concerning the most efficient application
and balance of its explosives enforcement assets and responsibilities and offers some remedies to
those challenges. As with the OIG report on gangs, the Department agrees in concept with the
recommendations contained in the OIG report on explosives.

After reviewing the issues raised in the O1G report, on December 14, 2009, the Deputy

Attorney General convened a meeting with members of his staff and senior leadership from the
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FBI and ATF to establish a process to address the O1G recommendations. The Deputy Attorney
General directed the formation of four FBI/ATF working groups, each focused on one of the four
areas of recommendations in the report: jurisdiction, information sharing, training, and
laboratories. The groups included subject matter experts and representatives of senior leadership
from both ATF and FBI, as well as a representative from the Deputy’s office.

The instructions to the working groups were straightforward. Each group was directed to
prepare an issue paper providing a background on the problem they were addressing, including a
summary of any prior attempts to resolve the issue and why they were unsuccesstul. They were
also directed to identify those areas where there was consensus on how to resolve the
recommendations in the report and to provide a timeline for resolving the issue with agreed-upon
benchmarks for monitoring their progress. To the extent that there remained disagreement on an
issue or recommendation, each was asked to provide options for resolving the recommendation
and a roadmap for the Department to decide the issue.

After several meetings, the working groups prepared short issue papers, as directed.
While the training and laboratories groups were able to achieve substantial consensus, the
jurisdiction and information sharing groups continue to have areas of disagreement. These
issues are scheduled to be presented to the Deputy Attorney General in March 2010. The
Deputy’s Office is committed to staying engaged with each of the four working groups and
monitoring their progress in reaching the established benchmarks until the process is complete.

While the OIG audit focused on coordination challenges, it is also important to highlight
some of the successes and joint efforts between the ATF and FBI. From 2003 through 2008, the

ATF and FBI jointly investigated and recommended for prosecution 192 explosives-related cases
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involving 397 defendants. In addition, prior to the audit period, the ATF had already undertaken
efforts to improve information sharing through the use of the Bombing and Arson Tracking
System (BATS). In the past year, over 3,000 bomb technician and investigators have received
in-person BATS training, and the numbers of agencies and individual users registered in the
BATS have increased significantly, thus facilitating greater information sharing.

Another example of joint coordination is the Terrorist Explosives Device Analytical
Center (TEDAC), which is co-managed by the FBI and ATF. Through TEDAC, the leadership of
the FBI and ATF meet regularly to address inter-component issues. Although the FBI and ATF
each use their own platforms to manage their forensic reports, intelligence reports, and
explosives reference material, the systems have been adapted so that both FBI and ATF
information is available to TEDAC partners.

The challenges in aligning the explosives missions of ATF and the FBI predate the
movement of ATF from the Department of the Treasury into the Department of Justice. And
while significant progress has been made, we appreciate that more work needs to be done,
requiring the full attention and commitment of departmental leadership. Despite the long-
standing nature of the problem, the current leadership at the Department is confident that
continued implementation of the OlG recommendations will further strengthen coordination

between the FBI and ATF.

OIG Review of the Department’s Anti-Gang Intelligence and Coordination Centers

As with the OIG Review of Explosives Investigation Coordination, we also recognize the
importance of coordinating the Department of Justice’s efforts — among its components and with

our law enforcement partners — to address gang violence in the United States. Keeping our

_4-
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communities safe remains a core mission of the Justice Department at a time when far too many
neighborhoods across this country are confronting the destructive effects of drugs and violence
associated with gangs. We are strengthening our efforts to identify and prosecute the most
serious gang threats faced by our communities, building on the significant efforts already
undertaken in the initial years of the National Gang Intelligence Center (NGIC) and the National
Gang Targeting, Enforcement & Coordination Center's (GangTECC) existence.

We appreciate the constructive recommendations in the Office of the Inspector General
audit, which are similar in concept to changes already under review. The leadership of the
Criminal Division, FBI, and the Office of the Deputy Attorney General has been actively
engaged for many months in identifying possible structural changes that will enhance
cooperation and coordination at NGIC and GangTECC, and within our violent crime program
overall. In the months since the report was issued, the Department has taken the following
concrete steps to address the recommendations contained therein:

|. The managing components of NGIC and GangTECC agreed that establishing a
partnership with the OCDETF Fusion Center and Special Operations Division could
potentially alleviate many of their management challenges.

2. The Department initiated a process with the participating members of
NGIC/GangTECC to solicit their input on whether such a partnership should go
forward, the terms of any partnership, and the development of an implementation
plan for any resulting partnership.

3. The Department initiated a process to actively consider merging the Gang Unit and

GangTECC into a single Criminal Division Component to ensure better coordination.
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4. The Attorney General’s Anti-Gang Coordinating Committee convened a working

group to develop a common definition for “gang.”

We believe the organizational changes we are pursuing will help us achieve the most
effective resolution to the matters under review and will substantially improve the effectiveness
of NGIC and GangTECC. We are confident that this thoughttul, measured approach will help us
develop a solution that will put both NGIC and GangTECC in the best possible position to
succeed in addressing gangs and gang violence.

The work of NGIC and GangTECC, where law enforcement officers, analysts and
prosecutors work side by side each day, will continue as we evaluate future steps. There is more
to be done as we build upon the successes these groups have accomplished, including, for the
first time, identifying regional and national gang threats nationwide, producing a National Gang
Threat Assessment used widely by state and local law enforcement, increasing exposure for
priority gang targets by having the first gang member added to the OCDETF CPOT program,
and by actively promoting the search for violent gang fugitives in a nationwide Most Wanted
gang member program through national media outlets.

Our goal is to build on the expertise and experience of prosecutors, law enforcement
officers, and analysts at GangTECC and NGIC to create a more robust, dynamic and effective
anti-gang intelligence and coordination program that responds to the needs of our state, local and

federal partners and minimizes the growing threat posed by violent gangs.

OIG Audit of the Federal Bureau of Investigation’s Foreign Language
Translation Program
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The Department of Justice appreciates the Inspector General’s review of the FBI’s
Foreign Language Program. This audit follows similar audits in 2004 and 2005. While the
report documents “significant improvements” in the FBI’s Foreign Language Program
management, it also identifies areas for improvement. As of the close of this current audit, the
backlog in counterterrorism cases represents just over one-halt of one percent of all of the
counterterrorism audio collected since August, 2002. The audit also found that the FBI reviewed
100 percent of more than 4.8 million foreign language text pages collected from 2006 to 2008.
The audit even noted that the management of the Foreign Language Program has improved with
the establishment of the Foreign Language Program’s Quality Control and Standards Unit and a
new introductory training program for new linguists.

Nonetheless, the Department takes the OIG’s concerns about this program very seriously,
and it recognizes that there is room to improve the FBI’s foreign language translation programs.
The Department is fully committed to undertaking this effort. With regard to counterintelligence
collections, the Department and the FBT will continue to carefully prioritize and monitor the
most important material. The FBI recognizes that improvements can and should be made to the
Foreign Language Program, and the FBI is committed to working with the IG to make the
systems for handling foreign language translations more effective and efficient. In response to
the audit, the FBI has implemented measures that resolved or closed all 24 recommendations
identified by the IG.

The FBI remains concerned, however, that the 1G audit overstates the backlog of foreign
language materials to be reviewed. The IG’s methodology for counting the backlog does not

take into account that certain materials on FBT systems are duplicates of materials that have
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already been reviewed. At times, materials to be translated are electronically transferred from
one office to another or reloaded onto the FBI systems for additional analysis or other purposes.
The 1G audit counted these reloaded materials as unreviewed without considering whether they
had previously been reviewed. As a result, the FBI calculates the unreviewed counterterrorism
materials to be substantially less than the IG audit.

Tt is also important to consider the backlog for counterterrorism and counterintelligence
materials separately, as the policies for reviewing these materials are significantly different
While the FBI’s policy is to review 100 percent of its counterterrorism audio materials (and the
FBI currently reviews more than 99 percent of those materials), the FBI does not have sufficient
resources to review all the counterintelligence audio materials due to their sheer volume.
Counterintelligence materials make up more than 80 percent of all the FISA audio materials
collected by the FBI, and nearly five times the volume of the counterterrorism materials to be
reviewed. Therefore, the policies set by the FBI and the Intelligence Community prioritize what
materials should be reviewed based on the collection which is most likely to contain intelligence
information of value. Consistent with these policies, it is expected that a certain percentage of
lower priority counterintelligence materials will not be reviewed. The FBI continues to recruit
linguists as funding and personnel staffing levels permit, and has developed new tools and
protocols in order to address more of these materials where possible. But given the range of
languages at issue, the volume of materials to be reviewed, and the limited resources available to
the FBI, not all counterintelligence materials that are collected can be reviewed. Regardless, all
counterintelligence materials — as well as counterterrorism collections - are archived and can be

reviewed at a later time, as additional intelligence warrants.
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In addition, the 1G report suggests that the FBI has millions of electronic files that it
should review, but does not do so. In fact, the FBI uses automated tools to prioritize which files
should be reviewed, and this allows the FBI to be far more efficient in allocating its limited
resources to review and translate the electronic files that warrant it. It would be a waste of funds
and resources to manually review and translate every electronic file.

Over the past several years, the FBT’s linguist training program has undergone significant
expansion. For example, in 2006, the FBI developed a two-week Language Analyst Specialized
Training course, and since then, several hundred linguists have taken this course. The FBI also
began the linguist quality control program in 2005. The program has rapidly developed and
matured and is now providing valuable feedback to linguists and managers throughout the FBL
The Foreign Language Program has shifted the management of all routine quality control
reviews from the field to headquarters to ensure proper and complete compliance with all quality
control policies.

The FBI recognizes that it has not fully met its hiring goals for linguists and continues to
work to improve its hiring programs. The FBI’s rigorous foreign language proficiency testing,
security vetting, and competition with other intelligence agencies and translation vendors explain
some of the reasons why these goals have not been met. All contract linguists must go through a
background check, which can be difficult because these linguists often have extensive foreign
connections necessitating a thorough, complex evaluation. While efficiency is very important,
security evaluation of any potential personnel must also be comprehensive and rigorous to

prevent penetration into the FBI by a person with ties or allegiance to a foreign government or
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terrorist group. Nevertheless, the Foreign Language Program is implementing innovative

solutions to recruit applicants and to reduce the cycle time for processing new linguists.

Conclusion
Thank you for the opportunity to submit this written Statement for the Record on behalf

of the U.S. Department of Justice.

-10-

Mr. ScOTT. Mr. Fine, if you can stay within 5 minutes, we can
hear you now. If you are going to go over a little bit, we will come
back.

Mr. FINE. Okay. I think I can do that.

Mr. Scort. Okay.
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TESTIMONY OF GLENN A. FINE, OFFICE OF THE INSPECTOR
GENERAL, UNITED STATES DEPARTMENT OF JUSTICE,
WASHINGTON, DC

Mr. FINE. Mr. Chairman, Ranking Member Gohmert and Mem-
bers of the Subcommittee, thank you for inviting me to testify
about several recent OIG reports related to the FBI. At the request
of the Subcommittee, I will focus my testimony on three recent OIG
reviews: first, the report examining coordination between the FBI
and ATF in explosives investigations; second, the FBI's Foreign
Language Translation Program; and third, the coordination of ef-
forts to combat gang violence.

Our first report examining FBI and ATF explosives coordination
found that the two agencies were not adequately coordinating their
work, and that the Department’s management of coordination was
ineffective. For example, based on a survey of explosives specialists,
managers, and State and local bomb squads, and over 100 inter-
views of ATF and FBI employees in the field, we found that con-
flicts continue to occur between the FBI and ATF throughout the
country regarding which agency should lead Federal explosives in-
vestigations. In particular, we determined that FBI and ATF inves-
tigators sometimes race to be the first Federal agency on the scene
of an explosives incident, and some agents candidly acknowledged
to us that they operated under the assumption that possession is
nine-tenths of the law, meaning that they believe their agency
would have lead authority if they arrived first at the scene.

These disputes can have important consequences, such as delay-
ing investigations, interviews and crime scene processing, and con-
fusing State and local first responders about which agency is the
Federal lead on an explosives investigation.

Our audit also found that the FBI and ATF each maintain dis-
tinct explosives reporting databases, training facilities and labora-
tories. Our audit made 15 recommendations to the Department,
FBI and ATF, to improve coordination. The Department recently
provided to us an updated response describing its plans to address
the issues in our report, including the creation of four working
groups to resolve the disputes between the FBI and ATF. The De-
partment’s updated response indicates to us that it is taking our
recommendations seriously, and we plan to carefully monitor the
Department’s progress in addressing these important issues.

In our second report, on the FBI's Foreign Language Translation
Program, we found that the FBI still cannot accurately determine
the amount of foreign language material it collects and that re-
mains unreviewed, because it still lacks an accurate, automated
collection and statistical reporting system. However, our audit
showed that the FBI continued to have significant amounts of
unreviewed audio and electronic files on counterterrorism and
counterintelligence investigations. The inability to translate and re-
view these materials can increase the risk that the FBI will not de-
tect important investigative and intelligence information. It is also
important to note that we found that the FBI has made improve-
ments in its quality control of translations.

We also analyzed the FBI’s progress in hiring linguists. We found
that the number of linguists performing translations for the FBI
had decreased since our last audit, from 1,338 in March 2005 to
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1,298 in September 2008, and the FBI did not achieve its linguist
hiring goals for 2 of 14 critical languages. The FBI’s failure to meet
its hiring goals affects its ability to translate the materials it col-
lects, including material for higher-priority cases.

In a third report, we examine the work of two anti-gang centers
the Department established in 2006, the National Gang Intel-
ligence Center and the National Gang Targeting, Enforcement and
Coordination Center, known as GangTECC. We found that the two
centers had not improved the coordination and execution of the De-
partment’s anti-gang initiatives and had not made a significant im-
pact from the Department’s anti-gang activities.

Recently the Department provided an updated response to the
recommendations in our report describing changes the Department
is considering to improve the effectiveness of NGIC and
GangTECC. In our opinion, because of the importance of anti-gang
efforts and the prevalence of gang violence, it is critical that the
Department take swift action to improve the coordination of anti-
gang initiatives.

In sum, our reviews have examined important FBI programs and
provided specific recommendations for improvement. We appreciate
the Subcommittee’s focus on these issues, and we will continue to
provide oversight in these critical areas.

That concludes my statement, and I would be pleased to answer
any questions.

Mr. Scort. Thank you.

[The prepared statement of Mr. Fine follows:]
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Mr. Chairman, Ranking Member Gohmert, and Members of the Subcommittee
on Crime, Terrorism, and Homeland Security:

Thank you for inviting me to testify about recent Office of the Inspector
General's (OIG) reports related to the Federal Bureau of Investigation (FBI).

The FBI faces significant challenges in handling its many critical duties.
After the terrorist attacks of September 11, 2001, the FBI has reoriented its
focus to make counterterrorism its top priority, but at the same time it must
continue to address its many pressing traditional law enforcement
responsibilities.

As part of the OIG’s ongoing oversight work, we have reviewed a variety
of important FBI programs. At the request of the subcommittee, I will mainly
focus my testimony on three recent OIG reviews: (1) coordination between the
FBI and the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) in
explosives investigations; (2) the FBI's foreign language translation program;
and (3) the FBI's and the Department of Justice’s coordination of efforts to
combat gang violence.

Within the past year we have also issued several other reports on
important FBI programs. My testimony briefly summarizes the findings of
some of these reviews. Finally, my testimony highlights several ongoing OIG
reviews of FBI programs.

I. Explosives Investigation Coordination Between the FBI and ATF
In October 2009, the OIG issued an audit report that examined the
coordination between the FBI and ATF in explosives investigations, and the

Department of Justice’s oversight of these coordination efforts.

Qur audit found that FBI and ATF were not adequately coordinating
explosives related operations, and the Department’s management of the FBI
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and ATF’s coordination efforts was ineffective. We found that conflicts
continued to occur throughout the country about whether the FBI or ATF
would be the lead agency for federal explosives investigations and about their
differing explosives-handling techniques.

Federal law gives the FBI and ATF concurrent jurisdiction over most
federal explosives crimes. Yet, the FBI and ATF have developed separate and
often conflicting approaches to explosives investigations and related activities
such as explosives training, information sharing, and forensic analysis.

As discussed in our report, after ATF was transferred from the
Department of the Treasury to the Department of Justice in 2003, the Attorney
General issued a Memorandum (the 2004 Attorney General Memorandum)
that attempted to define the roles of the FBI and ATF in explosives
investigations and related activities. However, our audit found that the
Department, the FBI, and ATF did not implement the 2004 Attorney General
Memorandum’s procedures for explosives information sharing, database
consolidation, training, and coordination of laboratory resources.

In addition, the 2004 Attorney General Memorandum contained
ambiguous directives for determining which agency had lead authority for
explosives matters. We also found that a subsequent 2008 Memorandum of
Understanding between the FBI and ATF did not adequately clarify
investigative jurisdiction and instead reiterated many of the ambiguous
elements of the 2004 Attorney General Memorandum.

Based on our survey of ATF and FBI explosives specialists, field
managers, and state and local bomb squads, as well as over 100 interviews of
ATF and FBI employees in the field, we found that conflicts continue to occur
between the FBI and ATF throughout the country regarding which agency
should lead federal explosives investigations and which techniques should be
used to neutralize explosives. For example, 33 percent of ATF explosives
specialists and 40 percent of FBI bomb technicians who responded to our
survey reported having disputes with their counterparts at explosives
incidents in fiscal years 2007 and 2008.

Our audit also found that the FBI and ATF explosives investigators
sometimes raced to be the first federal agency on the scene of an explosives
incident, and disputes have occurred when one agency arrived first and the
other agency believed the explosives incident fell within its lead agency
authority. Some FBI and ATF agents candidly acknowledged to us that they
operated under the assumption that “possession is nine-tenths of the law,”
meaning that they believed their agency would have lead authority if they
arrived first at the scene.



31

We found that these disputes can delay investigations, interviews, and
crime scene processing; can confuse local first responders about which federal
agency is the federal lead on explosives matters; and can undermine federal
and local relationships. In fact, over three-quarters of explosives specialists at
both ATF and the FBI who responded to our survey believed that the other
agency had duplicated capabilities already at the explosives scene, resulting in
delayed decision-making,.

Our audit also found that the FBI and ATF each maintain distinct
explosives-incident reporting databases to manage laboratory forensic reports,
incident reporting, and technical explosives-related information and
intelligence. In particular, although the 2004 Attorney General Memorandum
required the FBI and ATF to consolidate their records of criminal explosives
incidents reported by federal, state, and local agencies into ATF's Bombing and
Arson Tracking System (BATS), the FBI only provided a one-time transfer of its
explosives-incident data, and the FBI had not reported any subsequent
explosives-incident information to BATS since 2004. The separate FBI and
ATF explosives databases result in a duplication of effort and the inability to
accurately determine trends in explosives incidents.

Further, the majority of state and local bomb squad commanders
responding to our survey reported that they rarely or never entered incident
information into BATS or queried BATS to obtain information. As a result,
BATS is not the comprehensive resource envisioned for reliably determining
trends and providing useful explosives-related statistics.

The 2004 Attorney General Memorandum also directed ATF to
coordinate all DOJ post-blast explosives training. However, our audit found
that the FBI and ATF did not implement this directive. Instead, the FBI and
ATF continue to separately operate their respective explosives-training
facilities and programs and run uncoordinated post blast training programs.
In particular, the FBI and ATF have not worked together to establish joint
explosive-training priorities, such as identifying what training is needed, who
has the most pressing need for the training, and who can provide such
training.

The FBI and ATF also continue to maintain separate laboratories that
perform explosives-related analyses. The 2004 Attorney General
Memorandum required a Laboratory Review Board to examine laboratory
resources and workloads and make recommendations for the most productive
allocation of DOJ laboratory resources. Yet, we found no evidence that the
Board fulfilled this requirement, issued any report regarding potential
consolidation, or developed any guidance on how resources and workloads
should be allocated between the two agencies’ laboratories.
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We also found that ATF does not participate in the majority of Joint
Terrorism Task Forces led by the FBI. Likewise, the FBI does not fully
participate in ATF-led Arson and Explosives Taskforces.

In April 2009, in accord with the President’s Homeland Security
Presidential Directive (HSPD)-19, the Department of Justice established an
inter-departmental Joint Program Office (JPO). This office, led by the FBI, was
designed to bring resolution to issues among agencies not resolved by other
mechamisms, and to serve as a resource for policy, planning, and decision
support. When responding to our report, the FBI and the Department
asserted that the JPO has recently been successful in resolving some of the
issues identified in our report, specifically citing the development of
community-wide consensus standards for training of explosive-detection
canine teams, which will be published in a guidelines document for
implementation nationwide.

Yet, as our audit report noted, the JPO was not designed to function as
a deciding authority on roles and responsibilities for the FBI and ATF in
handling explosives incidents, but instead was conceived to be a formalized
inter-agency discussion forum. Moreover, the JPO cannot impose consensus
on components with opposing policy positions, who continue to make
decisions independently. We concluded that absent forceful leadership from
the Department of Justice to resolve differences between the FBI and ATF, the
long history of FBI and ATF competition over explosives-investigations
activities is likely to persist.

Our audit made 15 recommendations to the Department, FBI, and ATF
to improve explosives-related coordination, including considering establishing a
Department directive that clearly defines jurisdiction between the agencies;
establishing a formal procedure for the Department to resolve jurisdictional
disputes; requiring reviews of the most efficient uses of Department explosives
training programs and laboratory resources; and issuing new agency guidelines
to promote explosives-incident reporting and information sharing by both
agencies.

At the time our audit was issued, the Department said it agreed in
concept with our recommendations, although it did not respond individually to
each in its initial response to our report.

On January 29, 2010, the Department provided the OIG with an updated
response which stated that the Department was committed to ensuring that
the concerns raised in our report were resolved clearly and conclusively. This
updated response also described the Department’s plans for addressing the
recommendations in our report. In particular, the response stated that the
Department has established four working groups, composed of representatives
from the Deputy Attorney General's Office, the FBI, and ATF, to address the

4
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recommendations of our report. The response also described the steps the
working groups were taking to either reach consensus on appropriate steps to
resolve the recommendations, or options for a decision by the Department on
actions that should be taken to resolve the recommendations.

We believe the Department’s updated response indicates it is taking our
recommendations seriously, and we plan to carefully monitor the Department’s
progress in addressing the important issues identified in our report. We also
believe that it is critical for the Department to promptly address these issues,
both to avoid confusion and duplication of effort, and also to ensure the best
use of the Department’s resources in explosives investigations.

II. The FBI's Foreign Language Translation Program

Over the past five years, the OIG has issued three audit reports on the
FBI's Foreign Language Translation Program (FLP) — the first report in 2004,
the second report in 2005, and the most recent report in October 2009.

Our first audit in 2004 found that significant amounts of audio material
collected for FBI counterterrorism and counterintelligence operations were
awaiting translation, including material collected for the FBI's highest priority
cases. Our second audit in 2005 found that while the FBI had made some
improvement in several areas of its foreign language translation program,
significant deficiencies remained. For example, the 2005 audit determined that
the FBI's backlog of audio material awaiting translation had increased since
the 2004 audit, and that the FBI was not prioritizing the translation of high
priority material in accordance with its national priorities and its overall
mission. In addition, the FBI still did not have a comprehensive statistical
collection and reporting system to accurately report backlog statistics. The
2005 audit also concluded that the FBI needed to improve the management of
its linguist resources by developing linguist hiring goals.

In October 2009, we issued our third audit examining the FBI's foreign
language program. The 2009 audit determined that the FBI still cannot
accurately determine the amount of foreign language material it collects and
the amount of material that remains unreviewed because the FBI still lacks a
consolidated, accurate collection and statistical reporting and evaluation
system. While the FBI is consolidating several of its systems, it still relies on
its field offices to manually report workload data, which often results in
inconsistent and inaccurate statistics.

Our 2009 audit also showed that the FBI continued to have significant
amounts of unreviewed audio and electronic files that it collected for its
counterterrorism, counterintelligence, and criminal investigations between
fiscal years (FY) 2006 and 2008.
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The exact volume of unreviewed materials is not precise because of
deficiencies in the FBI's collection systems and its procedures for accounting
for materials. However, the FBI's data shows that the amount of unreviewed
material is large. For example, the number of unreviewed electronic files has
increased signficantly.

With regard to one area of unreviewed materials — audio material in
counterterrorism cases — the FBI's raw data indicates that the amount of
unreviewed counterterrorism audio material increased from about 8,600 hours
in FY 2003 to nearly 47,000 hours through FY 2008. The FBI asserted in
response to our report that there has been a 40 percent reduction in the FBI's
counterterrorism audio backlog. The FBI based this assertion on its
consideration of “refined” data from one collection system, which we call
Collection System A in our report. The FBI believes that Collection System A
contains almost all of the counterterrorism audio collections. By refining what
it believes to be anomalies in Collection System A's backlog, such as duplicate
audio recordings, audio associated with an expired court order and inactive
cases, or audio with only English language recorded, the FBI calculated that its
backlog of counterterrorism audio material awaiting translation was 4,770
hours as of September 2008.

However, while we agree with some of the FBI's reasons for deleting
audio material from Collection System A’s backlog totals, we have concerns
about the refinement process, and the refined data has not been verified.
Moreover, the FBI's calculation of 4,770 is limited only to manually refined
data from one system, Collection System A. While our report acknowledged
that the actual backlog of unreviewed counterterrorism audio is lower than the
47,000 raw number from the FBI's data system, we also believe that the true
number is likely higher than the 4,770 refined figure advanced by the FBI.

In addition, it is important to note that this statistic relates to only one
category of unreviewed materials — audio material in counterterrorism cases -
and does not relate to the significant amounts of unreviewed
counterintintelligence audio, and unreviewed counterterrorism and
counterintelligence electronic files. We also found that the FBI did not have a
strategy for guiding its foreign language translation program to keep pace with
its growing collection of electronic files.

Our audit concluded that not translating or reviewing counterterrorism
and counterintelligence materials can increase the risk that the FBI will not
detect information that may be important to its counterterrorism and
counterintelligence efforts.

Our audit analyzed the FBI's qua_lify control over its foreign language
translations. Our report determined that the FBI has made improvements in
this area. For example, the FBI created a unit dedicated to quality control of
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FBI translations and also established a tracking system capable of monitoring
compliance with quality control guidelines. However, we identified some
continued deficiencies in the management and oversight of the quality control
process, such as the FBI's not ensuring that linguists who had Not Satisfactory
ratings for their translations received follow-up assessments.

Our audit also analyzed the FBI's progress in hiring linguists. We found
that the number of linguists performing translations for the FBI had decreased
since our last audit, from 1,338 in March 2005 to 1,298 in September 2008.
We also found that the FBI did not achieve the linguist hiring goals for
languages it identified as critical to FBI operations. For example, in FY 2008
the FBI only muet its hiring target for 2 of the 14 critical languages for which it
set goals.

We concluded the FBI's inability to meet its hiring goals affects its ability
to translate the materials it collects and to reduce the backlog of unreviewed
material, including material for high priority cases.

The FBI's process to hire linguists remains slow. In our audit, we
determined that from FYs 2005 through 2008 it took the FBI approximately
19 months to hire a contract linguist, an increase from the 16-month period we
found in our 2005 audit. The security clearance adjudication processes and
proficiency testing accounted for the longest periods of time in applicant
processing.

In our audit report, we made 24 additional recommendations to help the
FBI improve its management of its foreign language translation program. For
example, we recommended that the FBI report accurate, comprehensive data
on the backlog of unreviewed foreign language audio material from all audio
collections, not solely from Collection System A, and we recommended that the
FBI develop a proactive strategy for keeping pace with translating and
reviewing its increasing collection of electronic files.

The FBI agreed with our recommendations and stated that it is taking
steps to implement them. We will continue to monitor the FBI's performance in
this important area.

III. Review of the Department’s Intelligence and Anti-Gang Coordination
Centers

In November 2009, the OIG issued a report that examined two anti-gang
centers the Department established in 2006 to help combat gang-operated
criminal networks in the United States: (1) the National Gang Intelligence
Center (NGIC); and {2) the National Gang Targeting, Enforcement, and
Coordination Center {GangTECC).
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The FBI is responsible for administering NGIC, which is designed as a
multi-agency center to develop and share gang-related information. The
Department’s Criminal Division is responsible for supervising GangTECC,
which is intended to coordinate overlapping gang investigations, ensure that
tactical and strategic gang intelligence is shared between law enforcement
agencies, and serve as a central coordinating and deconfliction center for
multi-jurisdictional gang investigations involving federal law enforcement
agencies.

However, our report concluded that the two centers have not significantly
improved the coordination and execution of the Department’s anti-gang
initiatives and have not made a significant impact on the Department’s anti-
gang activities.

For example, we found that NGIC has not established a centralized gang
information database for collecting and disseminating gang intelligence
because of technological limitations and operational problems. In addition, the
communications infrastructure that would allow NGIC to access gang-related
information from state databases has not progressed beyond the development
phase. We also determined that NGIC has few regular users outside of the FBI
and GangTECC, recelves few requests for information, and produces reports
that are of limited usefulness. State, local, and tribal law enforcement agencles
averaged only 3 requests per year to NGIC, and submitted only 13 of the 213
total requests for information from NGIC’s inception in 2006 to February 2009.

In our discussions with NGIC and GangTECC personnel and other law
enforcement officials about why NGIC was not used more frequently by law
enforcement agencies, we found that NGIC was not perceived as an
independent, multi-agency center by many law enforcement personnel. Rather,
it was repeatedly referred to as being “FBI-centric” in the products it generates
and the intelligence analysis it provides.

With regard to GangTECC, our review found that GangTECC has a
broad, multi-purpose mission but no operating budget. The lack of an
operating budget has prevented GangTECC managers from taking actions
essential to its operations, including hosting case coordination meetings and
conducting effective outreach to the law enforcement community. In addition,
GangTECC has not established itself as the central coordination and
deconfliction entity as envisioned because GangTECC’s niember agencles and
federal prosecutors are not required to inform GangTECC of their gang-related
investigations and prosecutions.

Most important, in examining the relationship between NGIC and

GangTECC, we found that the two entities have not worked together effectively.
While the two centers share an office suite, their co-location has not led to the
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anticipated partnership between NGIC and GangTECC, and communication
between the two centers remained limited and ad hoc.

Our report made 15 recommendations to help improve the Department’s
anti-gang efforts, including that the Department consider whether to merge
NGIC and GangTECC under common leadership. We believe that a merger
could improve their ability to support and coordinate the Department’s anti-
gang initiatives on a national level. In response to the report, the Department
stated that it concurred in concept with the 15 recommendations and was in
the process of evaluating and formulating measures to respond to the
recommendations.

On February 3, 2010, the Department provided us with an updated
response to the recommendations in our report. This response described
organizational changes the Department is considering implementing to improve
the effectiveness of NGIC and GangTECC. In particular, the Department stated
that it is considering establishing a partnership between NGIC, GangTECC and
the Organized Crime Drug Enforcement Task Force Fusion Center and the
Special Operations Division. The Department also stated that it has begun
considering whether to merge GangTECC and the Criminal Division's Gang
Unit into a single Criminal Division component to ensure better coordination,
although it stated its belief that a partnership will likely effectively address the
concerns underlying this recommendation.

In our opinion, because of the importance of anti-gang efforts, and the
prevalence of gang violence, it is critical that the Department of Justice take
swift action to improve the coordination of its anti-gang initiatives.

IV. Other Completed OIG Reports Regarding the FBI

In addition to the three reviews described above, the OIG has recently
issued several other reports on significant issues concerning FBI operations.
In this section of my testimony, I briefly discuss some of those recently
completed reviews.

Oversight of the FBI's Sentinel Case Management Project

In November 2009, we issued the fifth in a series of OIG audit reports
examining the FBI's ongoing development of its Sentinel case management
project, which is intended to upgrade the FBI's information technology tools by
providing the FBI a fully electronic case management system and an
automated workflow process.

Our audit found that the FBI's development of Sentinel continues to
progress. However, our November 2009 report identified several new areas of
concern with the overall progress of Sentinel and, in particular, the
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implementation of Phase 2 of the project. Phase 2 originally was intended to
deliver to the FBI eight electronic forms, implement more efficient work
processes, and begin the migration to Sentinel of administrative case data
currently in the FBI's Automated Case Support (ACS) system. Our audit found
the FBI and the contractor, Lockheed Martin, encountered considerable
challenges in deploying the new electronic forms and has deferred deployment
of the forms to later stages of the Sentinel project.

Moreover, our report found that while the FBI's estimate of Sentinel's
overall cost had not increased from the initial $451 million, the overall project
completion date was extended to September 2010, three months later than the
FBI had estimated at the time of our last audit report and nine months later
than originally planned.

Given our concerns at the completion of our fifth Sentinel report, we
immediately initiated another review of the Sentinel project. This ongoing
review has raised additional concerns about the progress of Sentinel, including
the timing for its completion. Recently our auditors were briefed by FBI
officials regarding the status of Sentinel's Phase 2 and the planning for the
final phases of the project. We were informed that while Phase 2 of Sentinel
was conditionally accepted by the FBI on December 2, 2009, it has yet to be
deployed, and testing of Phase 2 products is ongoing because of performance
and usability issues. Additionally, due to delays in deploying Phase 2 of
Sentinel, the FBI acknowledges that its schedule for completion will have to be
extended again and that the costs for the project as a whole are likely going to
increase above Sentinel’s budget of $451 million. The FBI has not received or
determined a new estimated completion date.

Our reviews of Sentinel will continue, and we will continue to evaluate
and report on the progress of this critical information technology upgrade.

Review of the FBI's Use of Exigent Letters and Other Informal
Requests to Obtain Telephone Records

In January 2010, the OIG released a report examining in detail the FBI's
improper use of exigent letters and other informal requests to obtain telephone
records without legal process. For example, the report identified various
informal methods the FBI used to obtain telephone records improperly, such as
requests by e-mail, face-to-face requests, on post-it notes, or by telephone. In
addition, the report examined the accountability of FBI employees, supervisors,
and managers who were responsible for these flawed practices.

We understand that the findings in this report will likely be the subject of

a separate hearing by a subcommittee of the House Committee on the
Judiciary, and at suggestion of the Committee I do not address our findings
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from that review in my testimony today. We look forward to discussing this
report at that hearing.

The FBI's Terrorist Watchlist Nomination Practices

In May 2009, we issued an audit report that examined the FBI's
practices for making nominations to the consolidated terrorist watchlist. This
watchlist is used by frontline government screening personnel to determine
how to respond when a known or suspected terrorist is encountered while
seeking entry into the United States or is encountered by law enforcement
officers inside the United States. The failure to place appropriate individuals
on the watchlist, or the failure to place them on the watchlist in a timely
manner, increases the risk that they are able to enter and move freely within
the United States.

The OIG audit found that the FBI had failed to nominate many known or
suspected terrorists to the consolidated terrorist watchlist in accordance with
FBI policy, did not nominate many others in a timely manner, and did not
update or remove terrorist watchlist records as required. The OIG made 16
recommendations to the FBI regarding nominations to, modifications of, and
removal of identities from the consolidated terrorist watchlist, and the FBI
agreed to implement these recommendations.

FBI Discipline

In May 2009, we issued a report examining whether the FBI's
disciplinary system had imposed consistent, reasonable, and timely discipline
on its employees who committed misconduct. We concluded the FBI's
investigations of misconduct generally were thorough and were conducted in a
consistent manner, and the timeliness of these investigations has improved.

However, we found that potential misconduct by FBI employees was not
consistently reported, as required by FBI policy. to FBI headquarters or to the
OIG. In addition, while FBI disciplinary decisions generally were reasonable,
some of the decisions about which penalties to impose contained
inconsistencies that could not be explained by the record in the case files. We
also determined that the FBI did not ensure that employees who were
suspended for misconduct actually served their suspensions. Moreover, with
regard to allegations of a double standard of discipline in the FBL we found
that, although the number of substantiated cases on FBI Senior Executive
Service (SES) employees that were appealed during our entire review period
was small, the evidence indicated that SES employees were treated more
leniently on appeal than non-SES employees, and that this more lenient
treatment was not justified.
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Our report made 16 recommendations to help the FBI improve its
disciplinary system, including ensuring that FBI employees report misconduct
to FBI headquarters or the OIG, requiring the FBI to better document in the
case files the information it considers when making disciplinary decisions,
documenting the consideration of precedent in disciplinary decisions, ensuring
that FBI policies are applied consistently to all levels of employees at all stages
of the disciplinary process, and reviewing the files of suspended employees to
ensure that they served their suspensions. The FBI concurred with most of our
recommendations and has stated that it has begun taking steps to address
them.

The FBI's Weapons of Mass Destruction Coordinator Program

In September 2009, we issued a report evaluating the FBI's efforts to
prepare for weapons of mass destruction (WMD) threats, including how the FBI
ensures that WMD Coordinators in FBI field divisions identify WMD threats.
The FBI has established a WMD Coordinator position in each of its field
divisions to serve as the point-person on WMD matters. We concluded that the
WMD Coordinators need to be more involved in the process used by each field
office to identify and forecast WMD threats and vulnerabilities.

Our report made 13 recommendations for the FBI to enhance the
responsibilities and training of its WMD Coordinators and to help improve field
division WMD-related efforts. For example, we recommended that the FBI
enhance day-to-day coordination between WMD Coordinators and field office
Intelligence Analysts. Additionally, we recommended that the FBI develop
qualification standards and training plans for field division personnel charged
with preventing and detecting WMD threats. The FBI agreed with our
recommendations and stated that it would implement them.

V. Ongoing OIG Reviews in the FBI

The OIG is conducting ongoing reviews on a variety of important FBI
programs. The following are some examples of ongoing OIG reviews.

Follow-up Audit of the FBI's Casework and Resource Allocations.
This review is the fourth in a series of OIG audits examining the FBI's
management of its personnel resources and the FBI's reprioritization of these
resources. In particular, the audit will describe how the FBI has allocated and
utilized its personnel resources between FYs 2005 and 2009 and will also
examine whether the FBI has improved its processes for assessing its
investigative human resource needs and assigning resources to its national
priority areas. Further, our audit examines trends in the types of cases the FBI
is working,.

12
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Review of the FBI's Investigation of Certain Domestic Advocacy
Groups. The OIG is examining allegations that the FBI targeted certain
domestic advocacy groups for scrutiny based upon their exercise of rights
guaranteed under the First Amendment. This review will include an
examination of allegations regarding the FBI's investigation of these groups,
and the predication for any such investigations.

Review of the FBI's Forensic DNA Sample Backlog. The OIG has
initiated an audit of the FBI's forensic DNA sample backlog. Our audit is
designed to determine the length of time the FBI takes to process and forward
forensic DNA sainple test results to FBI field offices and law enforcement
partners, to identify the number of forensic DNA samples that remain
unprocessed by the FBI Laboratory, and to evaluate the FBI's efforts to reduce
any backlog of forensic DNA submission samples.

VI. Conclusion

In conclusion, the FBI faces challenges in addressing its wide-ranging
responsibilities. Our reviews have examined many FBI programs and provided
specific recommendations for improvement. We appreciate the Subcommittee’s
focus on these issues, and we will continue to provide oversight in these
important areas.

That concludes my statement and I would be pleased to answer any
questions.

13

Mr. Scort. We still have time. Let us see if we can get some
questions in. Okay.

Mr. Fine, the ATF used to be in the Department of Treasury.
Was there much confusion when they landed in the Department of
Justice? Was the transition smooth or not smooth?

Mr. FINE. I think the transition was relatively smooth, particu-
larly at the top levels. But I think that the Department did not ef-
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fectively coordinate the overlapping jurisdictions of the ATF and
the FBI. They did try to do so. They put together some committees
and groups, and they actually had some important directives. Un-
fortunately those directives weren’t followed and weren’t followed
through with, and I think that is what led us to the situation we
are in today.

I think now the Department is taking action; it is establishing
working groups. But it is important that they follow through with
this. That is the critical issue.

Mr. ScorT. You have 15 specific recommendations. Are there any
questions that all 15 will be complied with?

Mr. FINE. Well, we always question whether they will be com-
plied with. They have agreed with them; they have concurred with
them. I think they are taking steps to implement them. We will fol-
low through to make sure they do. We often get concurrence, but
we need to see the follow-through as well.

Mr. ScorT. Ms. Gulotta, it was represented that 2 of 14 critical
languages, the hiring was not completed. Was that due to a lack
of resources or a lack of ability to find people qualified for the posi-
tions?

Ms. GULOTTA. Well, frequently it is due to the lack of our ability
to find people who are qualified for positions. Actually the IG re-
ported in the most recent report that it takes about 18 applicants
to put 1 person through the front door. It is very difficult for us
to find certain languages. The people have to be U.S. citizens, they
have to want to work for us, and they have to go through a lan-
guage testing process. About 95 percent of our linguists are native
speakers of the foreign language, so they usually pass the foreign
language portion of our test, but sometimes they have some great
difficulty with the English language portion of our test. And once
we get through the testing, which eliminates probably about three-
quarters of our applicants, they have to go through a polygraph ex-
amination, a background investigation, a security-risk assessment,
and then they are hired.

Mr. SCOTT. Are there scholarships or anything available to try to
increase the people who may be qualified?

Ms. GULOTTA. Not at the FBI currently, although we do have
some intern programs that are geared toward hiring students that
have capability in Middle Eastern languages. And we have a na-
tional security internship now that we bring students on board. We
actually partner with the Homeland Security where we have each
10 interns, and they spend a half day studying at George Wash-
ington University and a half day working at the FBI and at the De-
partment of Homeland Security.

Mr. Scott. Thank you.

Mr. Gohmert.

Mr. GOHMERT. Thank you, Chair.

Mr. Fine, in the 2004 report, we are finding that there were
weaknesses in the FBI’s ability to review and translate counterter-
rorism and counterintelligence audio material. Of the weaknesses,
what still exists?

Mr. FINE. I think there are still issues that need to be addressed.
One has to do with the hiring of linguists, as we just heard, includ-
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ing the time it takes to hire linguists. It is taking longer now than
before to hire linguists.

Mr. GOHMERT. How can that be sped up?

Mr. FINE. I think they need to provide more resources to this
issue and also particularly——

Mr. GOHMERT. Resources meaning money, people, what?

Mr. FINE. People in terms of human resources to handle the ap-
plications and, more important, to do the security investigations,
the background tests. They are now taking approximately 14
months for background investigations. That is a long time. There
are some issues with background investigations, but it shouldn’t
take that long. I think that is the real delay in hiring linguists that
we are seeing there. I also think

Mr. GOHMERT. Don’t you think terrorists would be willing to wait
14 months before they attack if they know we have got this prob-
lem? I am being sarcastic. I am being very sarcastic. That is a
problem. It is a major problem.

Mr. FINE. Yes, indeed.

Mr. GOHMERT. The point being, they don’t wait 14 months. They
take advantage of our weaknesses. And we need to obviously pur-
sue that. But I know it has got to be a nightmare trying to do an
IG report, do all these inspections. Do you have a checklist of
things you go down to review and to see what is being done prop-
erly, not properly, not done at all? Or do you just generally go in
and start inspecting, looking around, talking to people?

Mr. FINE. I think each program is different. But with this one,
we have done previous reviews of the Foreign Language Trans-
lation Program. We did one in 2004. We looked at the progress in
2005. And then again in 2009, we looked at the progress as well.
So we are not starting from scratch each time on this one. We are
looking to see what improvements they have made and what they
still need to do.

Mr. GOHMERT. Ms. Gulotta, how much of the total counterterror-
ism audio collection has the FBI been able to review of the total
collection?

Ms. GuLoTTA. We have actually been counting the collection
since August of 2002. And since that time we have reviewed 99
percent of all the collections.

Mr. GOHMERT. All right. Well, the audit suggests that the FBI
is collecting millions of electronic files that are not being reviewed.
Is there anything being done to review those files it is not review-
ing?

Ms. GULOTTA. Well, to begin with, there isn’t an expectation that
we will review all those files because——

Mr. GOHMERT. Well, how do you know what not to review?

Ms. GuLoTTA. Well, we have certain tools we can use to look at
that, but then we also know that some of those just from the face
of them are not going to be reviewed.

Let me give you an analogy. The last couple of days, I went to
my mailbox and I pulled out a lot of mail, but most of it was junk
mail.

Mr. GOHMERT. I understand the analogy, but I am wanting spe-
cific facts about the situation, what you are not reviewing. So I
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know the analogy. I can go through my mailbox the same way very
quickly, but——

Ms. GULOTTA. The point is that in order to have the systems, our
current systems, reflect the materials as reviewed, the person who
is reviewing those electronic files must open them up and read
them. And so they don’t need to read them. They can tell by the
title, just like we can tell by the envelope——

Mr. GOHMERT. If you just went by the title of bills here that we
pass as to what it means, you would make a major mistake. And
that is a little perplexing, too. Say hypothetically I were a terrorist,
would I be wise to put in my subject line, this is about the attack
next Tuesday in New York, or might I have some less obvious title
that you might not suspect?

Ms. GULOTTA. We definitely don’t expect the terrorists to say, the
bomb is in the trunk of the car, and it will go off at 2. We know
that that is not going to happen. And if there is ever a doubt, of
course we are going to review every single piece of material that
is expected——

Mr. GOHMERT. But that is my question. How do you know? I
know it is a terrible question, but how do you know unless you
open it up and see if there is something that may relate?

Ms. GULOTTA. The same way I know that when I get a stack of
mail in my mailbox, I know what is junk that I don’t have to open
up and read carefully, and I know those things that I have to read.
And when there is doubt, I do open it up and take a look at it.

Mr. GOHMERT. Is there anybody that inspects to make sure that
you are—because I am sure you are perfect. But just in case you
were to ever make a mistake, is there anybody that looks over your
decision of what not to open?

Ms. GULOTTA. Actually we do review the work of the linguists to
make sure that when they do claim that there is no intelligence of
value, that we do spot-check their work. So when they claim that
there is no intelligence of value, and there is intelligence of value,
we can detect that. But with the materials that we don’t review,
they are all archived, and we do review them according to prior-
ities.

Mr. GOHMERT. So if somebody does attack, and we missed the
message that they were going to attack, we can always go back and
say, you should have caught this one. That helps.

And I am sorry. This is a serious issue. But it just seems that
we need on something this serious belt and suspenders to make
sure we don’t miss a critical e-mail. And if it is taking 14 months
to clear linguists, that is not helpful.

You need help. We need the resources to protect Americans. I ap-
preciate your-all’s effort, and I appreciate what you are trying to
do to keep us safe. I am sorry, Ms. Calvery. I read your testimony,
I read the information background, and I appreciate your work.
And I can tell you from a personal standpoint, ATF and FBI work
extremely well back in east Texas, and they were very helpful in
wrapping up 10 church fires and working together. But thank you.

Mr. ScotT. Thank you.

I also serve on the Education and Labor Committee, and it seems
to me there may be something we can do to expand the number
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of qualified applicants, because obviously if you have trouble re-
cruiting people to do translating, that exposes us to problems.

I would like to thank our witnesses for their testimony today. We
apologize for the confusion in starting, but we are going to have to
bolt out of here in just a second. We will have additional written
questions which we will forward to you and ask that you answer
as promptly as you can in order that the answers can be made a
part of the record. And without objection, the hearing record will
remain open for 1 week for submission of additional materials.

[The information referred to follows:]
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Questions From The House Judiciary Committee
Subcommittee on Crime, Terrorism, and Homeland Security
For Inspector General Glenn Fine

February 24, 2010 Hearing on “Recent Inspector General Reports
Concerning the Federal Bureau of Investigation”

Explosives Investigation Coordination between the FBI and ATF:

1. The Office of the Deputy Attorney General (ODAG) has indicated
that the FBI and ATF are taking steps to address the recommendations
included in your audit of explosives investigation coordination.
Specifically, ODAG has directed the formation of four working groups to
address each of the main areas of improvement identified by your offices
October 2009 audit: jurisdiction, information sharing, training, and
laboratories. With respect to these issues:

A. What are the primary obstacles to reaching a clear
jurisdictional arrangement for explosives investigations
between FBI and ATF? What, in your opinion, are the key
elements to such an arrangement?

The chief obstacles to reaching a clear jurisdictional arrangement were
the competing views of the FBI and ATF’s on each entity’s appropriate
jurisdiction, and the lack of clear direction from the Department on how to
resolve this conflict. The overlapping jurisdiction has resulted in competition
among the components, unnecessary duplication of efforts, and problematic
responses to explosives incidents.

For example, our report found that a previous attempt to assign
jurisdiction between the FBI and ATF, the 2004 Attorney General
Memorandum, was unsuccessful because this memorandum is ambiguous in
assigning jurisdiction among the components. The 2004 Memorandum assigns
ATF jurisdiction over all explosives incidents, except for incidents related to
terrorism and those within the FBI’s “traditional” jurisdiction. As a result, each
component can logically claim a right to respond to almost every incident, at
least initially. While the purpose of a subsequent 2008 Memorandum of
Understanding between the FBI and ATF was to clarify the roles and
responsibilities of the FBI and ATF during explosives investigations, this
memorandum did not change or clarify the criteria for determining “lead
agency” jurisdiction. Moreover, the Department did not effectively follow
through to clarify the ambiguities in the jurisdictional assignments and the
differing interpretations by the FBI and ATF.

A workable arrangement must clearly define which agency has the lead
agency authority for each category or type of explosives event. For example,
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guidance could consider dividing explosives authorities by device type
(incendiary incidents versus explosive devices), geography (rural versus urban
incidents in a jurisdiction), or lead authority over technical services (render-
safe procedures versus technical evidence collection or arson analysis).
Further, the Department could consider establishing a clear and quick
procedure for the FBI and ATF to use in seeking resolution of jurisdictional
conflicts. The Department could also require the FBI and ATF to develop
protocols on joint investigations for explosives incidents, consistent with any
new Department directives. Moreover, it is critical for Department leadership
to carefully monitor the implementation of on any new guidance, convene
regular meetings to work out any disagreements or ambiguities in the
application of the new guidance, and maintain close oversight of this important
issue.

B. In your report, you indicate that separate FBI and ATF
explosive databases resulted, not only in a duplication of
effort, but also in an inability to accurately determine trends
in explosives incidents. What are the advantages of
maintaining a single explosives incident database?

A consolidated explosives incident database would provide various
benefits. It would give investigators a single source to obtain comprehensive
statistics on explosives incidents. It would achieve uniformity in the reporting
process for explosives incidents. It would help law enforcement personnel
identify trends in the use of explosives, such as the types of explosives most
commonly used, the type of materials used in explosives incidents, and
effective methods used for rendering explosives devices safe or in detecting the
explosive before detonation.

The lack of accurate, comprehensive statistics in a consolidated
explosives database can also adversely affect how federal resources are
allocated. For example, the FBI uses statistics and trends generated from its
FD-542 database for its assessment of the needs of its explosives programs.
Yet, by relying only on FBI data, the FBI does not consider the information
from other federal responders, including ATF, and from state and local
responders. This additional data would provide a more complete assessment of
where FBI resources are needed. Likewise, ATF does not have access to the
FBI's incident data and consequently has a less than a complete picture of
explosives incident activity in determining where to allocate ATF resources.

Further, a single database would promote better information sharing.
With hundreds of federal, state, and local law enforcement agencies generating
explosives information, a comprehensive database of explosives incidents
would permit analysis of explosives threats and further advance the

2
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information-sharing environment required by the Homeland Security
Presidential Directive-19.

C. Your report shows that the FBI and ATF maintain separate
training facilities, explosives laboratories, and post-incident
training programs—despite a 2004 Attorney General
Memorandum directing the consolidation of these efforts. Can
you estimate the cost to the taxpayers of maintaining these
facilities and programs separately?

It is difficult to accurately estimate the cost of overlapping FBI and ATF
training facilities, explosives laboratories, and post-incident training programs,
but we believe those costs are significant.

First, it is important to note that part of the intent of the 2004 Attorney
General Memorandum was to review the feasibility for consolidating DOJ
explosives training facilities. However, that review never occurred, and
separate facilities have been maintained at significant cost.

As a result of the ineffective implementation of the 2004 Attorney
General Memorandum, both components have expended or are proposing
expending millions of dollars for building explosives-training facilities. For
example, in 2004 the FBI opened a $23 million Hazardous Devices School
which trains all civilian bomb technicians at the Redstone Arsenal in
Huntsville, Alabama. The FBI also completed a Secure Training Facility for
$4.8 million in October 2008 and has requested $13.1 million for a training
facility at the Redstone Arsenal, which would focus on large-vehicle born
explosives.

At the same time, ATF maintains the National Center for Explosives
Training and Research (NCETR) in Fort A.P. Hill, Virginia, and the Canine
Training and Operations Support Branch located in Front Royal, Virginia. In
addition, ATF is constructing an NCETR facility at Redstone Arsenal. ATF has
expended $28.5 million on construction of this facility and sought another
$41.6 million of non-personnel funding for ranges, classrooms, and
development costs at the facility. Between 2004 through 2007, ATF budgeted
an average of $2.6 million for explosives training and the FBI allocated an
average $5.9 million, not including training performed in its field divisions.

Despite their overlapping missions, the FBI and ATF also have not
worked together to establish joint explosives-training priorities, such as
identifying what training is needed, who has the most pressing need for the
training, and who can best provide that training. As a result, the Department
does not have a comprehensive approach for providing explosives-related

3
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training to federal, state, and local investigators, and the costs of maintaining
these separate facilities are significant.

To more effectively use overlapping training resources, we believe that
the Department’s Training Board should meet to consider consolidation of
training programs and to develop a training plan for all DOJ explosives-related
efforts. The plan needs to assess the training needs of federal, state, and local
explosives specialists and assign priorities to those programs that most
effectively meet those needs. In addition, the components must identify
funding requirements and focus their training efforts in those priority areas.

With respect to explosives laboratory expenses, between 2005 through
2008, ATF has averaged $2.13 million in annual explosives-related laboratory
expenses. For that same time period, the FBI has averaged $6.08 million for its
Explosives Unit and contributions to the Terrorist Explosive Device Analytical
Center, out of a total $76.18 million annual budget for the FBI’s Laboratory
Division.

2. These working groups are expected to present short issue papers to
the Deputy Attorney General sometime this month. Your report cites
several previous attempts to resolve jurisdictional conflict between the
FBI and ATF through memoranda of understanding and directives from
the Attorney General. Why did these earlier attempts fail? In your
opinion, what are the elements of a successful jurisdictional
arrangement?

We believe that the previous attempts to resolve jurisdictional disputes
failed because of the lack of adequate follow through and oversight by
Department leadership. We recognize that it is not an easy decision, or an easy
task, to resolve this jurisdictional conflict. Yet, while the Department has
previously attempted to provide guidance, the Department did not ensure the
guidance was workable, that the components were implementing the guidance,
and that ambiguities and continuing conflict over jurisdiction had been
resolved.

The most critical element in a successful jurisdictional arrangement
between the FBI and ATF is to clearly define which agency controls an
explosives case under which circumstances. While the FBI argues that it
should be given priority over all explosives investigations until a terrorism
nexus has been ruled out, we repeatedly heard from ATF, FBI, and local
officials that the vast majority of explosives cases in the country are not
terrorist-related.
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We believe that clear jurisdictional arrangements should be established,
and that the components should be willing to defer to each other’s area of
expertise. We also believe that, as noted in response to question 1, the
Department should consider establishing a clear and quick procedure for the
FBI and ATF to use in seeking resolution of jurisdictional conflicts. The
Department should also require the FBI and ATF to develop protocols on joint
investigations for explosives incidents, consistent with new Department
directives.

FBI’s Foreign Language Translation Program:

3. The FBI does not agree with the method by which your office
calculated the backlog of material not reviewed by the Language Services
Section. How did your office arrive at its estimate of the backlog? How
do you respond to the FBI’s criticism of the method? Is it correct to
state that the backlog has increased in recent years?

Our report presented an estimate of the backlog through the use of the
FBI's data. The OIG reported in our 2004 and 2005 report that the FBI lacks a
consolidated collection and statistical reporting and evaluation system to
provide accurate numbers of the backlog. Unfortunately, that deficiency still
exists today.

As a result, the FBI must manually consolidate and “refine” data from its
systems to arrive at an estimate of the backlog. However, when presenting this
“refined” data, the FBI uses only one of several FBI collection systems —
referred to as Collection System A in the OIG report. Other FBI collection
systems do not have an automated and centralized means of providing a
comprehensive account of unreviewed material.

In the process, FBI headquarters requires field offices to submit data
each month on material collected and reviewed outside Collection System A.
The FBI's Language Services Section then consolidates data submitted by the
field offices, adds data from Collection System A, and generates collected and
reviewed totals for the FBI as whole.

In our report, we presented the FBI data from this monthly reporting
process, which the FBI had provided to us. We also acknowledged in the report
that the unreviewed amounts we included in our report may, because of FBI
collection system limitations, include duplicate data or previously reviewed
material reloaded on systems for further review. Nevertheless, the monthly
reported figures are the only data maintained by the FBI that account for all
collected material on all FBI collection systems.

W
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In its response to our report, the FBI focused on “refined” data which
related to only one category of material — untranslated counterterrorism audio.
The FBI’s unrefined monthly reporting data indicated that the FBI accrued
47,000 hours of unreviewed audio material between fiscal years 2003 and
2008. When the FBI refined its backlog total for counterterrorism audio by
subtracting audio hours associated with collections that it does not believe
should be included in its backlog computations, it arrived at a total figure of
4,770 hours of unreviewed counterterrorism audio.

While we agree with some of the FBI’s reasons for deleting audio material
from the backlog totals, the refined data has not been verified, and we have
serious concerns about the refinement process. For example, as noted above,
the FBI’s refined data uses data from only one system, Collection System A, not
from all its systems. Second, we have concerns about the accuracy of the
method the FBI uses to refine its counterterrorism audio backlog data. As
discussed in our report, FBI Language Services staff members identify what
they believe to be duplicates or anomalies in the data from the field offices,
send an e-mail to the field office, and if no response is received from the field
subtract the data from the untranslated category. This process, in our view, is
not likely to result in fully accurate data.

Additionally, we have concerns with the FBI subtracting from its backlog
totals material collected that is entirely in English and material for which it
cannot identify the language being spoken. In our opinion, the FBI must
review this material and should not discount it from its backlog totals.
Further, the FBI does not include in its backlog totals material that it has
previously reviewed and that it must review again, such as material being
admitted as evidence in a criminal prosecution. While this material may not be
backlog in the sense that the material has previously been reviewed, it
nevertheless is material that a linguist must review again and therefore will
affect the FBI’s ability to review newly collected material in the same language.
All these concerns highlight our skepticism of the accuracy of the FBI’s
refinement process and its refined backlog totals.

In short, while we acknowledged in our report that we believe that the
actual backlog of unreviewed counterterrorism audio is lower than the 47,000
raw number from the FBI’s data system, we also explained why we believe the
true number is higher than the 4,770 refined figure advanced by the FBI.

In addition, it is important to recognize that the FBI presents refined
data in only one category of collections — counterterrorism audio — and that
there are significant amounts of untranslated counterintelligence audio,
counterintelligence electronic files, and counterterrorism electronic files, as our
report described. For example, for counterintelligence audio, we presented in

6
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our report data from the FBI’s comprehensive monthly reporting process. This
FBI data showed that between fiscal years 2003 and 2008 the FBI did not
review over 1.1 million audio hours that it collected, and that this total
represented 31 percent of the total counterintelligence audio collections
according to the FBI’s monthly reporting data.

As to whether we believe the backlog of untranslated materials is
increasing, the data indicates that the backlog is increasing, particularly in the
amount of untranslated electronic files. Moreover, some basic facts support
this conclusion that the backlog is increasing. Over time the FBI is collecting
much more material — in counterterrorism and counterintelligence audio and
electronic files — but it has fewer translators to review this material. As our
report noted, in 2005 the FBI had 1,338 linguists, and in 2008 that number
declined to 1,298. With increasing amounts of materials collected and fewer
linguists to translate these materials, we believe the backlog is increasing, as
the numbers indicate.

Finally, it is important to reiterate that this issue only arises because,
despite our recommendations in 2004, the FBI still lacks an accurate
automated system to determine the amount of unreviewed material.

The Department’s Anti-Gang Intelligence and Coordination Centers:

4. GangTECC was created shortly after the National Gang Intelligence
Center (NGIC), and was intended to work seamlessly with NGIC as part of
the Department’s overall anti-gang effort. Your report indicates that
GangTECC has no operating budget. Can GangTECC fulfill its mission
without funding? Should the Department preserve GangTECC, roll its
components into another entity, or dissolve the unit altogether?

We do not believe GangTECC, which is intended to coordinate gang
investigations on a nationwide basis, can effectively fulfill its mission without
an adequate, dedicated budget. Currently, GangTECC is dependent upon
resources contributed by its member agencies. That dependency limits
GangTECC's ability to manage its activities because member agencies will
generally only fund those GangTECC projects directly related to investigations
within their respective agencies.

For example, our report found that although GangTECC has successfully
coordinated several gang cases, it has also missed coordination opportunities
because one or more member agencies were not willing to provide funding for
its representatives to attend coordination meetings. A dedicated budget would
allow GangTECC to organize more meetings to assist law enforcement agencies
with information sharing on gang targets. Also, a dedicated budget would

7
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enable GangTECC to conduct investigative outreach to law enforcement
agencies that may not be aware of the services that GangTECC can provide.

While we believe that GangTECC serves a valuable function, its lack of
an adequate budget, along with the lack of coordination between GangTECC
and NGIC, has undermined its effectiveness. We continue to believe the
Department should consider merging GangTECC and NGIC. Yet, whether
GangTECC and NGIC are merged or continue to function as partners, it is
critical that their operations be coordinated and integrated better.

Mr. Scotr. Without objection, the Subcommittee stands ad-
journed. Thank you very much.
[Whereupon, at 3:37 p.m., the Subcommittee was adjourned.]
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APPENDIX

MATERIAL SUBMITTED FOR THE HEARING RECORD

Responses of the Federal Bureau of Investigation
to Questions for the Record
Arising from the February 24, 2010, Hearing Before the
House Committee on the Judiciary

Subcommittee on Crime, Terrorism, and Homeland Security

Regarding “Oversight Hearing on Recent
Inspector General Reports Concerning the FBI”

1. How daes the FBI prioritize its translation efforts? How does the FBI know that there is
not important counterterrorism or counterintelligence information in lower priority
materials that have not yet been translated?

Response:

The FBI prioritizes its translation ¢fforts based on the polential threat
{counterterrorism, counterintelligence, or criminal) represented by each target.
The threat level is evaluated based upon classified Intelligence Community
standards. Consistent with the FBI’s top priority of preventing terrorist attacks, it
is the FBI's policy that all counterterrorism materials will be reviewed, while the
review of counterinteiligence materials receives a lower priority consistent with
the FBI's established priorities. While we recognize that there may be important
information in these lower-priarity counterintelligence materials, we believe our
finite foreign language resources should be applied first to our highest priority
collection, followed by our most recently collected materials in the lower
priorities.

2. Please provide the percentage of counterintelligence audio, counterintelligence
electronic files, and counterterrorism electronic files translated by the FBI’s Forcign
Language Pragram.

Response:

In Fiscal Year (FY) 2009, the FBY's review rate was 76.77% for
counlerintelligence audio, 59.32% for counterintelligence Electronic Data Files
(EDFs), and 72.01% for counterterrorism FDFs, These numbers understate the
percentage of EDFs reviewed because the current processing systems do not
reflect an EDF as having been reviewed unless a specific workflow marking is
manually selected for that product even though it may have been either reviewed
in a “preview pane™ or electronically scanned for potential intelligence content.
In either gt these two cases, the EDF would continue to be reflected as part of the
unrevicwed backlog even though it had been reviewed. The FBI is currently
working on modifications to the processing systems to address this issue.
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3. The Office of the Deputy Attorney General (ODAG) testified that, since August 2002,
the FBI has reviewed 99 percent of all counterterrorism audio, How does ODAG know
that the FBI has reviewed 99 percent of all counterterrerism audio files when the FBI does
not have a comprehensive automated means to track the counterterrorism audio files it
reviews?

Response:

While the FRI docs not have a means of automatically tracking the processing of
counterterrorism audio files, mannal calculations based on collection and
processing totals reflect a processing rate of 99%.

4, In audits of the Forcign Lunguage Program in 2004 and 2005, the Office of the Inspector
General (O1G) recommended that the FBI implement an automated collection system. At
the time, the FB] agrecd with that recommendation. The QIG indicated in its 2009 audit,
however, that no such system yet exists. Why has the FBI not yet implemented an
automated collection system, and when can the suhcommittee expect such a system to be in
place?

Response:

A contract has been awarded for a new Digital Collection System, with phased
deployment scheduled to begin in the third quarter of FY 2010 and to be
completed by the end of FY 2013. This new system will be a major improvement
over the current one and will help implement the recommendation made by the
Office of the Inspector General (01G). However, lor technological reasons, we
may need to continue to collect some types of data {c.g., Voice-Over-Internet
Protocol) on other systems in the near term. The FBI will continuc to pursue
additional efficiencies and capabilities in this critical area.

5. Please explain the difference between your calculation of the backlog of untranslated
material and the estimate provided by the OIG in its 2009 audit.

Response;

The O1G developed its estimate of the accrued backlog for unaddressed
counterintelligence and counterterrorism materials by examining monthly reports
produced by the Foreign Language Program (FLP}. These reports include total
amounts collected and total amounts processed. The O1G subtracted “processed”
from “collected™ to determine “backlog.” The FLP's method of computing
backlog has cvolved te account for materials that are included in ““collection™ but
do not need to be reviewed for initial intelligence purposes. For example, the FBI
is able to identify and discount large amounts of duplicate material produced

-
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when audio is forwarded from one site to another (and not properly “backflowed™
to the originating site (o show that it has been reviewed), material that has been
re-imported so a “Brady review™ can be conducted, and other material that
investigative personnel have determined doces not require review but is still
residing on collection systems. These issues have been well documented in this
and previous OIG audits. Thus, the FBI believes the FLP’s “refined” data reflects
the backlog much more accurately.

All unaddressed materials relating to counterterrorism investigations must be
initially reviewed for intelligence regardless of their age. All such materials are
included in the backlog calculation, which is 4,770 hours (though subsequent
examination of this backlog has revealed collection that should not have been
included in this total, decreasing the truc backlog). Over time, the “backlog”
calculated by the LG without accounting for the amounts “refined” by the FL.P
has grown te nearly 47,000 hours.

There is no accrual of unrcviewed counterintelligence materials. Becausc the
amount of counterintelligence material requiring review changes daily as older
material is no longer considered part of the “backlog,” the FLP docs not subject
the counterintelligence collection (o (he sume relinetnent process as it does
counterterrorism materials, with the exception of the FBI’s highest priority
counterintelligence collection. Nevertheless, the FLP has verified that many of
the conditions warraniing the “refinement” of the counterterrorism collection
similarly apply (o the counterintelligence collection, causing the raw numbers for
any backlog of counterintelligence data to be inflated.

6. The subcommittee understands that the FBI removes unreviewed connterintelligence
data from the backlog after a certain period of time because it is no longer decmed to be
timely or relevant information. How does the FBI know that the data is no longer timely or
relevant if it has not reviewed the information?

Response:

Counterintelligence materials are prioritized according to the potential threat they
address. Over many years of collecting, processing, and reporting on these types
of targets, the FBI has learned that this intelligence is highly “perishable,”
meaning this information loses value very quickly. We recognize, though, that a
portion of the information may be relevant or useful at some point long after
collection. Consequently, all of the collection is archived for [ater retrieval should
subsequent reporting make that appropriate.
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7. The OIG estimates that in FY 2008 the FBI collected but did not translate more than
150,000 hours of material in counterintelligence cascs of the second highest priority.
Although the FRI’s method of calenlating the backlog may differ from that of the OIG,
there still appears to be a significant amount of potentially impeortant information left
untranslated in high priority cases. What can the FBI do to ensure that it translates all
higher priority cases in a timely manner?

Response:

The FBI currently reviews all of the highest priority matenal i1 collects in a timely
manner. Inorder to process all of the FBI's countenintelligence collection,
regardless of priority, the FB1 would require additional linguists.

8. What additional resources does the FBI require to review all collected material,
including all audio material and electronic files, particularly in high priority cases?

Response;

The FLP has identified the need for an additional 603 language analysts and
funding for an additional 56 contract linguists in order to meet a 100% proccssing
goal for existing and anticipated collections and 10 address new foreign language
requirements associated with recent FBI initiatives in cyber, organized. white
collar, and violent crime and in foreign counterintelligence. Seventy-nine new
positions would also be required to administer the work flow and to ensure quality
control.

9. Differences in estimating the backlog notwithstanding, the OIG audit indicates (1) that
the FBI has fewer linguists on staff since 2004, and (2) that the FBI is collecting an
increasing amount of information every year. Giving the increasing need for translation
services, what is the cause of the FBI's decline in the number of linguists on staff? How can
the subcommittee and the Congress assist the Foreign Language Program in meeting its
hiring goals?

Responsec:

The FBI actually has more linguists warking today (and at the end of the most
recent audit) than it did at the end of the 2004 audit. The apparent decline in the
number of linguists is the result of an internal FBI audit of contractors who
continue fo appear on the FLI’s roles even though they have not provided
translation services for years. The removal ol these names from the BI's active
linguist records created the illusion that fewer linguists work lor the FBI now thau
in the past.
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The personncl needed to process 130% of colleetion are identified in responsc to
Question §, above.

10, Although adequate background investigations are important, the OIG audit states that
the FBI takes an average of 14 months to complete a background investigation for
prospective linguists. Additionally, the time needed to hire linguisis has risen since the
2003 report, from 16 months to 19 months. What is the cause of the increase? What can
the FBI do to hire linguists in a more timely fashion?

Response:

The time frames for applicant hiring cited by the OIG include initial applicant
processing, language testing, and the administration of the polygraph
examination. The FBI is currently developing the capability to administer the
battery of language tests in third-party testing centers. We anticipate that this
capability will be operational by early 2012 and will reduce the time required to
administer the series of language tests, which currently averages 130 business
days, by more than half.

The FBI hires language analysts from its available pool of contract linguists, all of
whomn have Top Secret clearances. The FBI's Security Division is responsible for
the background investigation and security adjudication of both the contract
linguist applicants and the “employce conversions” drawn from their ranks to
become language analysts. [n addition to the thorough background investigation
required for a Top Secret clearance, the security adjudication process involves a
growing number of record checks (including checks of various Intelligence
Community databases) and a securily risk assessment by the appropriate FBI
substanlive division. The security adjudications of contract linguist applicants
and employee conversions are time consuming because these candidates, most of
whom are foreign born and/or have spent a significant amount of their adult lives
overseas, are considered “high-risk.” The FBI has recently added three positions
to expedite the processing of contract linguist applicants through the background
investigation and security adjudicalion processes.

11. Would the FBI benefit from a classified hearing to answer any of these questions?

Response:

The FBI would be able to explain the nuances of FISA collections, the backlog,
and the prioritization system in greater detail during a closed hearing.

9.3
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Top Management and Performance Challenges
in the Department of Justice — 2009

1. Counterterrorism: Counterterrorism remains the highest priority of the Department of
Justice (Department or DOJ). While recent terrorism arrests demonstrate the Department’s focus
on and progress in its counterterrorism efforts, the Department in general and the Federal Bureau
of Investigation (FBI) in particular still face significant challenges in fully performing this
critical mission.

For example, in May 2009 the Office of the Inspector General (OIG) issued an audit that
examined the FBI’s practices for making nominations to the consolidated terrorist watchlist. The
watchlist is used by frontline government screening personnel to determine how to respond when
a known or suspected terrorist requests entry into the United States. The failure either to place
appropriate individuals on the watchlist or to place them on the watchlist in a timely manner
increases the risk that they are able to enter and move freely within the United States. However,
the OIG audit concluded that the FBI did not consistently nominate known or suspected terrorists
to the consolidated terrorist watchlist in accordance with FBI policy and did not update or
remove watchlist records as required.

The deficiencies identified in this audit followed our findings in a March 2008 audit report that
watchlist nominations from FBI field offices often were incomplete or contained inaccuracies,
which caused delays in the nominations process. Although the FBI agreed with our March 2008
recommendations and began taking corrective actions, our May 2009 audit report identified
continued internal control weaknesses that contributed to incomplete and inaccurate watchlist
records. In the May 2009 report, the OIG made 16 new recommendations to the FBI regarding
nominations to, modifications of, and removal of identities from the consolidated terrorist
watchlist, and the FBI agreed to implement all of these recommendations.

In another follow-up review, the OIG examined the FBI's Foreign Language Translation
Program. The FBI's ability to timely translate the large amount of foreign language materials it
regularly collects is critical to national security. OIG audits in 2004 and 2005 found significant
deficiencies in the FBI’s Foreign Language Translation Program. The OIG’s October 2009 audit
found that many of these deficiencies have not been fully corrected. Specifically, we found that
the FBI continued to have significant amounts of unreviewed foreign language materials in
counterterrorism and counter intelligence, the FBI's highest priority investigative areas.
Moreover, the FBI still does not have an automated means for assessing the amount of material it
collects for translation. In addition, while the FBI has improved its compliance with quality
control requirements and begun requiring experienced linguists to have a formal quality control
review performed once every four quarters, we identified numerous linguists who have not had
the quality of their work reviewed for over 3 years. Moreover, the FBI continues to fall short in
meeting its linguist hiring goals, resulting in a decrease in the number of linguists since 2005 at
the same time there has been an increase in the amount of material for translation. The OIG
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made 24 new recommendations to assist the FBI in improving the management of its Foreign
Language Translation Program.

As Attorney General Holder noted in his congressional testimony, communication and
information sharing are critical to the Department’s counterterrorism strategy. However, in a
recent audit the O1G found that the FBI and the Bureau of Alcohol, Tobacco, Firearms and
Explosives (ATF) are not adequately coordinating their explosives-related operations. The O1G
audit found that jurisdictional disputes occur between the FBI and ATF, delaying explosives
investigations and resulting in a disjointed federal response to explosives incidents, some of
which involve terrorist incidents. Despite an Attorney General memorandum in August 2004
and a 2008 Memorandum of Understanding between the FBI and ATF, allocation of
investigative authority between the two agencies is unclear, and disputes between the agencies
have continued regarding lead agency authority for federal explosives investigations.

The FBI's development of an automated system to track terrorist threats and suspicious incidents
was intended to disseminate immediate threat information to the FBT's law enforcement and
intelligence partners. An OIG November 2008 report examining the FBI's Guardian Threat
Tracking System (Guardian) revealed shortcomings in the accuracy, timeliness, and
completeness of the information entered in Guardian. The deficiencies identified by this audit
resulted in threat information not being made available to all Guardian users. The FBI has
recently developed E-Guardian, a companion system to provide state and local law enforcement
with the capability to share local terrorism incident information with the FBI and to receive
nationwide unclassified terrorism incident information from the FBI. Following our review, the
FBI officially launched E-Guardian in January 2009.

In accord with the National Strategy for Combating Terrorist Use of Explosives in the United
States, the OIG evaluated the FBI's efforts to prepare for weapons of mass destruction (WMD)
threats, including how the FBI ensures that WMD Coordinators in FBI field divisions identify
WMD threats and attacks. Our audit found that although the FBI has established a WMD
Coordinator position in each of its field divisions to serve as the point-person on WMD matters,
the WMD Coordinators need to be more involved in the process used by each field office to
identify and forecast WMD threats and vulnerabilities. We also recommended that the FBI
enhance day-to-day coordination between WMD Coordinators and field office Intelligence
Analysts. Additionally, we found that the FBI needs to develop qualification standards and
training plans for field division personnel charged with preventing and detecting WMD threats.
The OIG made 13 recommendations for the FBI to enhance the responsibilities and training of its
WMD Coordinators and to help improve field division WMD-related efforts.

The OIG is currently evaluating the FB1’s efforts to investigate national security cyber intrusion
cases. We are assessing the efforts of the FBI National Cyber Investigative Task Force to
address potential national security cyber intrusion threats. In addition, our audit is examining the
FBI field offices’ capabilities to investigate national security cyber intrusion cases.

Another recent OIG review determined that the Department had failed to appropriately perform
its critical legal function during the early phases of a controversial intelligence gathering activity.
In the weeks following the terrorist attacks of September 11, 2001, the President authorized the
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National Security Agency (NSA) to conduct a classified program to detect and prevent further
attacks in the United States. The program was reauthorized by the President every 45 days, with
certain modifications. The activities carried out under these authorizations were referred to as
the President’s Surveillance Program (PSP). TIn July 2009, the OTIG completed a 407-page
classified report that examined the Department’s controls over and use of information related to
the PSP and the Department’s compliance with legal requirements governing the PSP. The OIG
report focused in particular on the Department’s role in providing legal advice concerning the
Program and on the FBI's role as a consumer of information from the Program. In conjunction
with four other Intelligence Community OIGs, we also issued a 40-page summary of the
unclassified material from the OIG reports.

In our review, we found that only one Office of Legal Counsel (OLC) attorney was read into the
PSP during its first year and a half of operation. The OIG concluded that it was extraordinary
and inappropriate that a single attorney was relied upon to conduct the initial legal assessment of
the PSP, and that the lack of oversight and review of his work, as customarily is the practice of
OLC, contributed to a legal analysis of the PSP that at a minimum was factually flawed. The
OIG also concluded that the limited access to PSP information also undermined the
Department’s ability to perform its critical legal function during the PSP’s early phase of
operation.

The OIG also sought as part of its review to assess the role of PSP-derived information and its
value to the FBI's overall counterterrorism efforts. Our interviews with FBI agents and analysts
responsible for handling PSP information generally were supportive of the program as “one tool
of many” in the FBI’s anti-terrorism efforts that “could help move cases forward,” although most
PSP leads were determined not to have any connection to terrorism. The OIG concluded that
although PSP-derived information had value in some counterterrorism investigations, it generally
played a limited role in the FBI's overall counterterrorism efforts.

In sum, while the Department continues to make counterterrorism its top priority, recent OIG
reviews have highlighted the continuing challenge for the Department in addressing this critical
area.

2. Restoring Confidence in the Department of Justice: In the past several years, the
Department of Justice has faced criticism for politicization in the hiring of career officials,
dismissal of U.S. Attorneys, and alleged misconduct in several prosecutions. These issues
involve a small number of the many important responsibilities the Department handles and also
involve only a small percentage of the Department’s dedicated work force. Yet, these issues can
affect confidence in the objectivity and non-partisanship of the Department of Justice as a whole
and can undermine the confidence in the many critical decisions the Department makes.
Consequently, restoring confidence in the Department is an important and ongoing challenge.

In 2008, the OIG and the Department’s Office of Professional Responsibility (OPR) issued two
joint reports which substantiated serious allegations of improper politicized hiring practices in
the hiring processes for career attorney positions in the Department’s Honors Program and
Summer Law Intern Program and in hiring for career positions by staff in the Office of the
Attorney General.
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Another joint OIG/OPR report issued in 2008 concluded that partisan political considerations
played a part in the Department’s removal of U.S. Attorneys in 2006. We concluded that the
process used to select the U.S. Attorneys for removal was fundamentally flawed, and the
oversight and implementation of the removal process by the Department’s most senior leaders
was significantly lacking. The Department’s removal of the U.S. Attorneys and the controversy
it created severely damaged the credibility of the Department and raised doubts about the
integrity of Department prosecutorial decisions.

In January 2009, the OIG and OPR issued another joint report which found that Bradley
Schlozman, the former Acting Assistant Attorney General (AAG) for the Civil Rights Division,
had hired lawyers for career positions in the Division and had made personnel decisions based on
attorneys’ political or ideological affiliations. Our investigation concluded that in doing so
Schlozman violated federal law (the Civil Service Reform Act) and Department policy, both of
which prohibit discrimination in federal employment based on political affiliations.

As noted in our 2008 analysis of the Department’s top management challenges, the Department
has taken significant steps to correct problems we found in these four reviews. For example, the
Department returned the responsibility for hiring career employees from politically appointed
officials to career employees, and the Department provided training for these selecting officials.
The Department also developed new briefing and training materials for Department political
appointees that stresses that the process for hiring career employees must be merit based, and
that ideological affiliations may not be used as a screening device for discriminating on the basis
of political affiliations. In addition, the former Attorney General appointed a special counsel to
investigate whether any crime was committed related to removal of the U.S. Attorneys, and that
investigation is ongoing.

However, the Department has still not responded to the OIG’s recommendation that the
Department clarify its policies regarding the use of political or ideological affiliations to select
career attorney candidates for temporary details within the Department. The Department’s
guidance on this issue is inconsistent, and we recommend that the Department clarify the
circumstances under which political considerations may and may not be considered when
assessing career candidates for details to various Department positions.

While the Department has taken important steps on the issues of politicized hiring and firing that
we identified in our reports, the Department is also faced with significant issues arising from
several recent prosecutions, including the prosecution of former Alaska Senator Ted Stevens. In
April, after a jury trial, the Department moved to dismiss the indictment charging Stevens with
violating government ethics laws. According to the Department, it dismissed the indictment
after trial because it concluded that certain information should have been provided to the defense
for use at trial. The Department’s handling of this case created concern about the prosecutors’
adherence to professional standards of conduct. Federal judges in other districts also have
questioned whether the Department is adequately adhering to professional standards of conduct
and addressing concerns of prosecutorial misconduct. For example, judges in the District of
Massachusetts, the Northern District of Alabama, and elsewhere have questioned the
professional conduct of Department prosecutors. The judges expressed concerns primarily about
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prosecutors failing to disclose exculpatory or impeachment information to the defense and the
manner in which prosecutors handled certain informants and witnesses.

Other issues regarding the professional responsibility of the Department’s attorneys have also
been reported on during the past year, including the OIG report about the President’s
Surveillance Program, which is discussed in the previous management challenge. In another
matter involving national security issues, allegations have arisen concerning the role Department
attorneys played in providing legal advice relating to enhanced interrogation techniques. A
report by OPR on this issue is pending.

In response to these concerns about prosecutorial conduct, the Department has taken a variety of
actions. For example, in August 2009 the Department created a working group to consider best
practices for prosecutors in fulfilling their disclosure obligations. The Department also
announced a new training program in which all United States Attorneys’ Offices have been
directed to appoint a Discovery Trainer who will be required to attend a training conference,
which will focus on discovery issues, including Brady-Giglio, Rule 16, Jencks, informants, and
agent and attorney notes. The Discovery Trainers will then present mandatory training to all
Assistant U.S. Attorneys in their districts by the end of the year. In addition, the Department
plans to hire an official to oversee this training process, assess the need for additional
improvements, and ensure continued implementation of the reforms.

In short, we believe that restoring confidence in the professionalism of the Department is a
continuing challenge. The Department needs to ensure that the diligence, hard work, and sound
ethics of the overwhelming majority of Department employees are not undermined by the few
but highly visible incidents of potential misconduct. While the Department’s leadership, both at
the end of the past Administration and during this Administration, has taken important steps to
confront this challenge, it must remain focused on this critical issue.

3. Recovery Act Funding and Oversight: In addition to the traditional challenge the
Department faces each year in managing more than $3 billion in grant funds, the Department has
received additional grant funds from the American Recovery and Reinvestment Aet of 2009
(Recovery Act). The Recovery Act, which provides $787 billion in total funding intended to
provide a stimulus to the economy, includes $4 billion in Department grant funding to enhance
state, local, and tribal law enforcement; to combat violence against women; and to fight Internet
crimes against children. The distribution of Recovery Act funding among the various
Department grant programs is shown in the chart below.
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and local governments to support a broad range of activities aimed at preventing and controlling
crime and improving the criminal justice system. This money is approximately 4 to 18 times
more than the annual funding that the Department awards through the TAG Program each year
($496 million in fiscal year (FY) 2005, $202 million in FY 2006, $305 million in FY 2007, and
$108 million in FY 2008).

Yet, despite the significant influx of Recovery Act money that the Department must oversee, the
number of grant administrators who award and oversee these grant programs has not
significantly increased. Therefore, these same grant administrators who already were challenged
to provide adequate oversight of annual JAG grant funds face additional challenges in overseeing
the Recovery Act funding,.

The Department plans to monitor grant recipients through a combination of oversight methods,
including on-site program and financial reviews, desk reviews of recipient reports, and analyses
of single audit results. Effective monitoring by each of the Department’s three grant-making
agencies is crucial to the early identification and correction of problems among the Recovery Act
grant recipients. As discussed in more detail in the management challenge on grant
management, the Office of Justice Programs (OJP) has taken steps to improve its monitoring
efforts by strengthening its Office of Audit, Assessment, and Management (OAAM). The OIG
will be assessing the effectiveness of these improvements as we audit the Department’s oversight
of Recovery Act awards.

In another example of the Recovery Act challenge, the Department’s Office of Community
Oriented Policing Services (COPS) received an additional $1 billion in Recovery Act funds in
2009 for the hiring of career law enforcement officers. This is approximately three times larger
than the average annual appropriations for COPS grants over the past 5 years. In addition, the
focus of COPS grants in recent years had shifted from hiring police officers to providing funds
for law enforcement equipment and technology. The result is that COPS must now manage a

$1 billion Recovery Act hiring program with staff that may need to be retrained and refocused in
overseeing a significantly larger number of hiring grants. Yet, the COPS’ staff to administer its
grant programs has declined from 214 in 1999 to 116 in October 2009. While COPS has
recently increased its staffing in response to the Recovery Act challenges, as of September 2009
only eight grant monitors were on board in the COPS Grant Monitoring Division. Consequently,
we are concerned with COPS’ ability to provide effective grant management over thousands of
grants with such a limited number of staff.

To address the management challenges presented by the infusion of Recovery Act funding, the
Department has taken important steps. These steps include:

e OJP has implemented a High Risk Grantee Designation program to assess a grantee’s risk
before awards are made and to strengthen its monitoring of these grantees.

e COPS created the 2009 COPS Hiring Recovery Program Grant Owner’s Manual to assist
grantees with the administrative and financial matters associated with the grants.
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o COPS plans to offer free access to interactive online training courses and resources to
help grantees manage their grants and implement their community policing plans under
the Recovery Act.

e The Office on Violence Against Women (OVW) held several pre-award conference calls
with potential applicants to clarify Recovery Act solicitation requirements, and OVW is
developing a monitoring plan for Recovery Act awards.

At the same time, the OIG has taken proactive steps to help the Department in its oversight of
Recovery Act money. For example, the OIG has provided Department officials and grant
administrators with training on the grant management process in an effort to prevent fraud or
misuse of the funds. Since enactment of the Recovery Act in February 2009, the OIG has trained
over 800 Department grant officials in order to raise awareness of the specific fraud, waste, and
misuse risks related to Recovery Act and other grant funding.

The OIG also has reviewed draft documents prepared by the Department, including both pre-
award documents for grant applicants and post-award guidance for grant recipients, and provided
advice to Department officials regarding these documents. We have also provided guidance to
the Department regarding appropriate internal controls and best practices when awarding and
overseeing Recovery Act funds.

In addition, the OIG prepared a document, entitled Improving the Grant Management Process,
which contains recommendations and best practices that O1G auditors and investigators have
identified which granting agencies should consider adopting to reduce waste, fraud, and abuse in
grants. We distributed this document to Department grant managers and posted it on our
website, and we also provided it to other Departments involved in grant activities.

The OIG also has initiated several reviews to examining DOJ’s management of Recovery Act
funds. For example, we have ongoing audits on the the Byrne formula and competitive grant
programs; OJP’s grants for correctional facilities on tribal lands; COPS Hiring Recovery
Program; OVW’s Recovery Act programs; and ATF’s use of Recovery Act funds for Project
Gunrunner, a national initiative to reduce firearms trafficking to Mexico. In our initial report on
ATF’s Project Gunrunner, we concluded that some of ATF’s planned activities do not appear to
represent the best use of Recovery Act resources to reduce firearms trafficking.

In addition to our reviews of the Department’s management and oversight of Recovery Act
funds, we also are auditing samples of individual grantees that received Recovery Act awards.
Our audit work is being performed in phases, and we are providing grant administrators
significant findings from our work as quickly as possible so that these issues can be promptly
addressed.

Special agents from the OIG Investigations Division field offices and auditors from our regional
audit offices have reached out to state administering and oversight agencies regarding DOJ
Recovery Act funds. In these meetings, we discuss our work and encourage these officials to
report to us any evidence of potential waste, fraud, or abuse in the use of Department funds.
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In sum, grant management has been a long-standing challenge for the Department, and this year
even more so when the Department must award and oversee an extra $4 billion in grant funds
under the Recovery Act. While the Department has taken positive steps on oversight of
Recovery Act funds, it must continue to focus on the challenge of protecting these funds from
fraud, waste, and abuse.

4. Civil Rights and Civil Liberties: Meeting the Department’s counterterrorism and law
enforcement responsibilities presents a variety of substantial challenges, but the Department
must protect individual civil rights and civil liberties while pursuing these responsibilities.

The need for an appropriate balance was highlighted by our reviews of the FBI’s misuse of
national security letters (NSL), which the OIG first reported on in March 2007. As a follow-up
to our reviews of the FBI’s use of NSLs and Section 215 orders for business records, the OIG is
completing a review of the FBI's use of exigent letters and other improper requests to obtain
telephone records. In our March 2007 NSL report, we discovered a practice by which the FBI
used over 700 exigent letters rather than NSLs to obtain telephone toll billing records. We
determined that by issuing exigent letters, the FBI circumvented the NSL statutes and violated
the Attorney General’s Guidelines and internal FBI policy. Our ongoing review is examining in
greater detail the FBI's use of exigent letters and is assessing accountability for the FB1's
improper use of these letters and other informal requests for telephone records.

The Department and the FBI have taken steps to improve their use and oversight of intelligence
authorities such as national security letters. In the OIG’s March 2008 follow-up report on NSLs,
we found that the FBI and the Department had made significant progress in implementing the
recommendations contained in our first report and in adopting additional corrective measures to
address the serious problems in NSL usage and oversight we had identified. We also found that
the FBI had devoted substantial time and resources to ensure that its field managers and agents
understood the seriousness of the FBI's shortcomings in its use of NSLs and their responsibility
for correcting these deficiencies.

Yet, while we found that the FBI and the Department have taken positive steps to address the
issues that contributed to the serious misuse of NSL authorities, significant additional work
remains to be done. First, it remains to be seen how effectively the FBI’s Office of Integrity and
Compliance — established after issuance of the OIG’s March 2007 NSL report — will be able to
detect and correct non-compliance with the rules governing the intrusive investigative techniques
available to the FBI. In the coming year, the O1G will review the work of the FBI's Office of
Integrity and Compliance to determine the effectiveness of this new office.

In addition, the Department has yet to issue final minimization procedures concerning the
retention of NSL-derived information. A Department Working Group has developed
recommendations for NSL minimization procedures, which are still being considered within the
Department and have not yet been issued. We believe that the Department should promptly issue
final minimization procedures for NSLs that address the collection of information through NSLs,
how the FBI can upload NSL information into FBI databases, the dissemination of NSL
information, the appropriate tagging and tracking of NSL-derived information in FBI databases
and files, and the time period for retention of NSL-obtained information. At this point, more
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than 2 years have elapsed since our first report was issued recommending such procedures, and
final guidance is needed and overdue.

In addition, the {/SA PATRIOT Reauthorization Act of 2005 (Reauthorization Act) required the
Department to implement minimization procedures for business records obtained pursuant to
Section 215 orders. The Reauthorization Act required that specific procedures be designed for
Section 215 material that would minimize the retention and prohibit the dissemination of non-
publicly available information conceming United States persons consistent with national security
interests. The Reauthorization Act required that these procedures be adopted by September 5,
2006.

However, there was disagreement between the Department and the FBI regarding the definitions
and scope of minimization procedures in general, including the time period for retention of
Section 215 records, and whether to include procedures for addressing information received in
response to but beyond the scope of a Section 215 order. To meet the statutory deadline, the
Department adopted sections of the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection of October 31, 2003 (Guidelines) as “interim”
minimization procedures for business records.

We concluded that these interim minimization procedures were deficient because the interim
procedures were not specific to Section 215 records — in fact, compliance with the Guidelines
was already a prerequisite to obtaining a Section 215 order. We therefore recommended again
that the Department continue to work to develop appropriate standard minimization procedures
for Section 215 records. According to the FB1, the Department has drafted new minimization
procedures for business records. However, these procedures have not been issued.

Other OIG reports issued during the past year raise additional concerns about the need to balance
aggressive law enforcement with protection of civil rights and civil liberties. As noted in the
counterterrorism challenge, the OIG examined the FBI's management of the consolidated
terrorist watchlist and raised a concern that while it is important to place names on the watchlist
when appropriate, it is also important to remove names from the list when they no longer should
be there. We found in our March 2008 audit that FBI case agents did not consistently update
watchlist records when new information became known and that in many instances the FB1 did
not remove watchlist records when appropriate. In a follow-up audit issued in May 2009, the
OIG similarly concluded that the internal controls over the processes used to nominate
individuals to the terrorist watchlist are weak or nonexistent and that, similar to findings in our
previous review, did not update or remove watchlist records as required.

In sum, while its counterterrorism responsibilities are its highest priority, the Department faces
the ongoing challenge of balancing individual civil rights and civil liberties as it seeks to protect
our nation’s security.

5. Financial Crimes: While the Department has recognized the need to aggressively
investigate and prosecute financial crimes, this challenge has been exacerbated recently. With
the downturn in the economy, the Department is facing a significant increase in various types of
economic crimes, including mortgage fraud, white collar crimes, health care fraud, and grant and
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procurement fraud. The Department’s challenge involves addressing these crimes with limited
resources that are also focused on counterterrorism, violent crimes, and other pressing issues.

While many types of financial crimes have been increasing in recent years, mortgage fraud has
seen a dramatic spike, with the FBI reporting more than double the number of criminal mortgage
fraud investigations over the past 3 years. Congress recently passed the Fraud Enforcement and
Recovery Act of 2009, which authorizes a significant increase in the FBI’s mortgage and
financial fraud investigative program. In addition, this Act gives the Department new authority
to prosecute fraud occurring in private institutions that generated many of the subprime
mortgages but were previously not covered under federal criminal bank fraud statutes.

The Department also has seen significant growth in corporate fraud and misconduct in the
securities and commodities markets at the institutional, corporate, and private investor levels.
The FBI reports that it is currently investigating over 189 major corporate frauds, 18 of which
have losses over $1 billion. The most recent high-profile case that exemplifies this trend is the
investigation in which Bemard L. Madoff pled guilty in March 2009 to 11 felony charges of
securities fraud and related charges and was sentenced in June 2009 to 150 years in prison. In
addition to prosecuting white collar criminals, a major challenge for the Department will be to
aggressively pursue the recovery of the remaining assets through asset forfeiture laws to restore
funds to the victims of financial crime.

The Department also recently announced its intention to combat health care fraud by joining with
the Department of Health and Human Services (HHS) to create a task force called the Health
Care Fraud Prevention and Enforcement Action Team. Health care fraud has been a long-
standing challenge for the federal government, with the FBI estimating that losses in the

United States exceed $50 billion annually. As health care spending continues to increase, the
FBI estimates that health care fraud will show a corresponding increase.

The DOJ-HHS task force is intended to increase coordination, intelligence sharing, and training
among HHS, DOJ, and other law enforcement agencies to address health care fraud. During the
past year, the Department had one particularly notable success when it announced a $2.3 billion
settlement with American pharmaceutical company, Pfizer Inc., to resolve criminal and civil
liability arising from the illegal promotion of certain pharmaceutical products.

At the same time, the Department continues to focus on procurement and grant fraud. In 2006,
the Department created the National Procurement Fraud Task Force to promote the prevention,
early detection, and prosecution of procurement fraud. This task force focuses on civil and
criminal enforcement of defective pricing, product substitution, misuse of classified and
procurement-sensitive information, false claims, grant fraud, labor mischarging, fraud involving
foreign military sales, ethics and conflict of interest violations, and public corruption associated
with procurement fraud. As described above, the need to prevent, detect, and deter procurement
and grant fraud became even more acute during this past year with enactment of the Recovery
Act.

While the Department is investing increased resources in combating financial crime, one of its
major challenges will be to ensure that its various components that address financial crimes —
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including the Criminal Division, the Civil Division, the Antitrust Division, the U.S. Attorneys’
Offices, and the FBI — effectively share information and collaborate on the investigation and
prosecution of these offenses. In addition, the Department also needs to ensure effective
collaboration with other federal agencies, with state and local law enforcement partners, with
private industry, and with consumers.

In sum, deterring, investigating, and prosecuting financial crimes is a challenge that has grown
significantly more complex. While the Department has undertaken initiatives to help address
this problem, it must continue to focus its efforts on meeting this heightened challenge.

6. Sharing of Intelligence and Law Enforcement Information: The need to effectively
share law enforcement and intelligence information remains a high priority for the Department in
meeting many of its critical missions.

Over the past several years, the Department has made significant improvements in its sharing of
information. For example, the FBT has improved the sharing of intelligence information with
other members of the intelligence community and enhancing its role in joint operations and
analytic centers. In addition, the National Security Division has played an important role in
improving coordination between law enforcement and intelligence personnel within the
Department.

However, the Department faces continuing and substantial challenges in this area. For example,
a September 2009 OIG report evaluated the United States National Central Bureau (USNCB),
the U.S. representative to the International Criminal Police Organization (INTERPOL).
INTERPOL assists in the exchange of information among law enforcement agencies in the
United States and throughout the world to detect and deter international crime and terrorism
through a network of 187 member countries. Our audit found that the USNCB has not made
critical international criminal information, such as information regarding some international
fugitives and habitual criminals, available to law enforcement agencies in the United States. In
addition, the USNCB has not implemented processes to ensure that the INTERPOL information
it makes available to U.S. law enforcement agencies is current, accurate, complete, and timely.
The OIG made 27 recommendations to the Department to improve the sharing of INTERPOL
information among U.S. law enforcement agencies. The Department agreed with the
recommendations and has begun taking actions to address them.

Domestically, participation by the FBI and other Department components in state “fusion
centers” is a key element of the National Strategy for Information Sharing (Strategy), which
established a framework for information sharing among federal, state, and local government
agencies. In addition, the Department operates or participates in several intelligence centers
designed to ensure broad dissemination of critical law enforcement and intelligence information.

In November 2009, the OIG issued a report that examined the operations of two such intelligence
centers that are central to the Department’s sharing of law enforcement information in support of
its anti-gang effort: the National Gang Intelligence Center (NGIC) and the National Gang
Targeting, Enforcement, and Coordination Center (GangTECC). In NGIC, intelligence analysts
from the federal, state, and local law enforcement provide a centralized intelligence resource of

12



73

information for law enforcement agencies conducting gang investigations. GangTECC is
intended to serve as a central coordinating and deconfliction center for multi-jurisdictional gang
investigations involving federal law enforcement agencies.

However, our review found that NGIC and GangTECC have not been effective in meeting their
fundamental mission of sharing information about gangs. For example, we found that, 3 years
after its creation, NGIC still has not established a gang information database as directed by law.
Such a database was mandated to ensure that law enforcement agencies nationwide had access to
information about gangs. In addition, while GangTECC developed a list of high priority violent
gangs, it did not disseminate this information widely in the law enforcement community. The
OIG concluded that GangTECC has not established an effective program for coordinating gang
investigations and prosecutions.

In an ongoing review, the OIG is examining the Drug Enforcement Administration’s (DEA)

El Paso Intelligence Center (EPIC), including its intelligence coordination role. EPIC has
evolved from a drug intelligence center to an all-threats national tactical intelligence center that
manages and provides information to a wide range of federal, state, and local law enforcement
agencies. While EPIC’s focus is along the Southwest border, EP1C provides information and
services to a growing number of users (over 19,000 as of June 2009) across the United States and
abroad.

Law enforcement agencies and the intelligence community increasingly rely upon common
access to information systems within and across agencies. The capabilities of these systems and
the ease of access to stored information are critical to the effectiveness of the information sharing
systems. During the past year, the O1G assessed the status of various projects involving
enhancement of information sharing systems within the Department and found their progress to
be mixed. For example, our reviews of the FBI’s efforts to upgrade its information technology
(IT) systems determined that the FBI is making progress in addressing deficiencies in its
information sharing capabilities. However, the successful completion of the FBI's Sentinel case
management system remains a continuing challenge, with the most difficult phases of the project
yet to come.

In addition, as noted in the counterterrorism challenge, in November 2008 the OIG reported on
its review of the FBIs terrorist threat tracking system known as Guardian. Guardian provides
the FBI with the ability to share investigative data about terrorist threats within the FBI, as well
as with other government agencies to enhance analysis of the information, to better identify
patterns and trends, and to inform development of proactive investigative activities. The OIG
found that the Guardian system represents a significant improvement in how the FBI previously
tracked and handled threat information. However, the Guardian system needs improvements to
address shortcomings in the accuracy, timeliness, and completeness of its information. The FBI
generally requires that all threat information obtained from ongoing counterterrorism
investigations be entered in Guardian. Our audit found that in almost half of the cases tested,
threat information was not entered in Guardian, thereby preventing such information from being
readily available to all Guardian users, including the FBI's law enforcement and intelligence
partners. The O1G made seven recommendations to improve the FBT’s tracking of terrorist
threats and suspicious incidents.
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The OIG’s September 2009 audit of the FBI's and ATF’s coordination of explosives
investigations, also described in greater detail in the counterterrorism challenge, found that the
ongoing lack of coordination between these two components has impeded information sharing on
explosives investigations. In particular, the agencies have failed to develop a single-search
explosive-incident database and do not participate widely in interagency task forces as required
by the Implementation Plan for the National Strategy for Combating Terrorist Use of Fxplosives
in the United States.

In sum, while the Department has made progress on improving its ability to share a greater range
of law enforcement and intelligence information, it continues to face a variety of operational,
technical, and coordination challenges to fully address this critical need.

7. Grant Management: The OIG has identified grant management as a significant
challenge for the Department since inception of this list, not only in terms of making timely
awards of billions of dollars of grant funds but also in maintaining proper oversight over grantees
to ensure the funds are used as intended. This challenge is particularly acute for the Department
in 2009 because in addition to managing over $3 billion in grant funding from its regular fiscal
year appropriation, the same grant administrators also must oversee disbursement and oversight
of $4 billion in grants under the Recovery Act. The challenges the Department faces in ensuring
the integrity of Recovery Act funds are described in a separate challenge, while this section
focuses on the continuing challenge the Department faces in ensuring the overall efficiency and
integrity of its grant programs.

Several OIG reviews completed during this past year demonstrate the significant difficulties the
Department has faced in the past in ensuring proper management of its grant funds. For
example, in September 2009 the OIG released a report that raised concerns about the fairness and
openness of OJP’s National Institute of Justice’s (NIJ) practices for awarding tens of millions of
dollars in grants and contracts in FY 2005 through FY 2007. Our audit, which was requested by
Congress, found that the N1)’s process for reviewing grant applications — including initial
program office reviews, peer reviews, documentation of program office recommendations, and
documentation of NIJ Director selections — raised concerns about the fairness and openness of
the competition process.

In addition, we found that several NIJ staff involved in the grant award process had potential
conflicts of interest with grantees receiving awards but nevertheless participated in the approval
process for the grants in question. We also found that the NIJ did not adequately justify the sole-
source basis for some non-competitively awarded contracts and could not demonstrate that these
contract awards were properly exempt from the competitive process required by government
contracting regulations. The Department agreed with the nine recommendations we made in this
report and has begun taking corrective actions to address each of the audit recommendations.

In April 2009, the OIG released a report which also found significant deficiencies in how OIP’s
Office of Juvenile Justice and Delinquency Prevention (OJJDP) awarded over $113 million in
discretionary grants in FY 2007. Our review found that OJJDP allocated $74 million of the
$113 million it awarded that year for non-competitive grants or “invitational awards” to 17
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organizations after officials from the Office of the Attorney General, the White House, and
Congress contacted OJP to lobby for non-competitive awards to certain organizations. Yet, the
OJP Director stated that she could not remember who specifically had contacted OJP to request
funding for specific applicants, nor could OJP provide us with any documents showing that it
made merit-based assessments for these invitational grants. Because OJP lacked such evidence,
we could not determine if the awarding of these invitational grants without competition was
appropriate and whether it was the best allocation of OJJDP funds.

With respect to the competitive awards OJJDP made in FY 2007, we also found that OJJDP
skipped several steps in its peer review process that are critical to ensuring that objective criteria
are applied uniformly to all the applicants during the peer review process. In addition, our audit
found that the OJJDP Director recommended, and the OJP Assistant Attorney General approved,
awards to several organizations whose proposals received peer review scores that were lower
than applications submitted by other organizations that did not receive award recommendations.
We concluded that OJP and OJJDP decision makers should have justified and documented the
rationale for award recommendations that deviated significantly from peer review results.

In March 2009, the O1G examined the Department’s Convicted Offender DNA Backlog
Reduction Program (Backlog Reduction Program), a grant program that provides funding to help
states reduce the backlog of convicted offender DNA samples. We found that the Backlog
Reduction Program has contributed to the decrease in the national backlog of convicted offender
DNA samples awaiting analysis, although the overall nationwide backlog may continue to grow
because of recent legislation that increases the number of offenses for which DNA samples of
arrestees can be collected. However, we identified deficiencies in the Department’s handling of
the program, such as a failure to provide adequate guidance to the state laboratories on collecting
and reporting performance information. We also found significant delays in starting several
Backlog Reduction Program awards, which caused over 180,000 convicted offender DNA
samples to not be uploaded in a timely manner to the Combined DNA Index System (CODIS), a
national DNA-profile matching service maintained by the FBI. In addition, the Department
continued to award funding to several state laboratories that had not utilized previous award
funding.

Recent OIG audits and investigations of grant recipients have also resulted in civil or criminal
actions, reflecting the continuing need for close grant oversight by the Department. For
example, the National Training and Information Center, a national organizing, policy, research
and training center for grassroots community organizations, agreed in June 2009 to repay
$550,000 to settle a lawsuit alleging that it improperly used Department grant money to lobby
Congress regarding the award of future grants. In another OIG investigation, a tribal leader pled
guilty to falsely stating that she had hired three police officers after receiving $225,000 in grant
funding from the Department’s Office of Community Oriented Policing Services when in fact
she spent the money on personal items and did not hire any officers.

Recognizing the important management challenge it faces, the Department has taken significant
steps toward improving its grant management process during the past 18 months. In May 2008,
the Associate Attorney General issued a memorandum directing the OJP Assistant Attorney
General to document all discretionary funding recommendations and decisions. Under this

15



76

policy, future award recommendations must contain a list of all applications received that
includes the lowest scoring application funded as well as every application scoring higher,
regardless of whether it was selected for funding, and a brief explanation of why a listed
application was not recommended for funding.

In addition, OJP has made progress in staffing its Office of Audit, Assessment, and Management
(OAAM), a unit intended to improve internal controls and streamline and standardize grant
management policies and procedures across OJP. OAAM also has worked more closely with the
OIG during the past year to improve grant management processes, and it now meets with the
OIG on a quarterly basis to discuss grant issues. OAAM also plans to strengthen its grant
monitoring processes by ensuring it reviews a minimum of 10 percent of active awards, performs
quality reviews of granting agencies’ site visit reports, and conducts program assessments of
grant programs. OAAM also implemented the OJP High Risk Grantee Designation program to
identify high-risk grantees in order to impose special conditions on and increase its monitoring of
those grantees.

The Department has taken other responsive measures during recent months in response to a
document we issued entitled, “Tmproving the Grant Management Process.” Shortly after
passage of the Recovery Act, the O1G surveyed its staff and reviewed prior audit reports to
identify significant grants management issues. Based on this review, we drafted a document that
provides 43 recommendations and examples of best practices that granting agencies should
consider adopting to minimize opportunities for fraud, waste, and abuse in awarding and
overseeing both Recovery Act and non-Recovery Act grant funds. The Department has taken
positive steps in response to the recommendations in this report. For example, OJP stated that it
will now apply program —specific audit recommendations by the OIG to all applicable programs,
rather than to just the specific program the OIG audited. OJP is also conducting OJP-wide
assessments to improve internal controls and identify opportunities for improvement. In
addition, OJP is more aggressively identifying and working to mitigate risks among individual
grantees by assessing each potential grantee’s risk during the grant-award process and imposing
on high-risk grantees special conditions that provide a range of potential sanctions, including the
withholding of funds.

We believe that through these recent actions and other planned improvements, the Department is
demonstrating a commitment to improving the grant management process, and we have seen
significant signs of improvement. However, considerable work remains before grant
management of the billions of dollars awarded annually in Department grants is no longer
considered a top Department challenge.

8. Detention and Incarceration: The Department continues to face a significant challenge
in safely and economically managing the federal inmate and detainee populations, particularly in
light of the rise in the number of inmates and detainees and the increasing costs needed for this
purpose.

The federal inmate population has dramatically increased over the past 30 years, rising from

fewer than 25,000 inmates in the Federal Bureau of Prisons’ (BOP) custody in 1980 to more than
209,000 inmates in 2009. Approximately 83 percent of these inmates are confined in BOP-
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operated facilities, with the balance housed in privately managed or community-based facilities
and local jails. The majority of growth in recent years has been in the numbers of medium and
high security inmates who cannot be housed in contract facilities. They therefore must be
housed either by adding beds to existing BOP institutions or by building new institutions.
System-wide overcrowding continues to be a serious issue with BOP facilities at 37 percent
above rated capacity as of April 2009.

In addition to safety issues presented by overcrowding, the BOP also must address other threats
to inmates’ safety, including sexual abuse in prisons. The Prison Rape Elimination Act of 2003
requires the Department to promulgate national standards for the detection, prevention,
reduction, and punishment of sexual abuse in detention facilities by June 2010,

This year the OIG examined in-depth the Department’s efforts to prevent sexual abuse of federal
inmates by correctional staff. Our September 2009 report found that allegations of criminal
sexual abuse and non-criminal sexual misconduct at BOP institutions more than doubled from
FY 2001 through FY 2008. BOP officials told us they believe this increase is due to the BOP’s
efforts during this time period to educate and encourage staff and inmates to report abuse.
However, our review found that while the Department’s progress in implementing staff sexual
abuse prevention programs has improved since 2001, the Department needs to take additional
steps to effectively deter, detect, investigate, and prosecute staff sexual abuse of federal
prisoners.

For example, we found that BOP officials at some prisons — in an effort to protect alleged inmate
victims — automatically isolate and segregate the victims and subsequently transfer them to
another federal prison without first considering less restrictive options for safeguarding them
from further harm. Inmates often view such actions as punitive and may be reluctant to report
their sexual abuse or cooperate with investigators if they are automatically isolated or moved to
another institution. Additionally, BOP officials could not verify that alleged inmate victims had
received appropriate victim services, such as psychological assessments and medical treatment.
The OIG also identified improvements that should be made in staff training, inmate education,
and oversight of the BOP’s program to reduce staff sexual abuse of inmates.

We also analyzed the prosecution of staff sexual abuse of inmates. Since 2006 when the law
changed sexual abuse of inmates from misdemeanor to felony crimes, the percentage of cases
accepted for prosecution by Department prosecutors has increased from 37 percent under the old
law to 49 percent under the new law. We also found that the prosecutors who accepted these
cases had a very high success rate, with all but 7 of the 90 prosecutions resolved during the
period of our review resulting in convictions. However, some prosecutors continued to express a
general reluctance to prosecute these cases. We concluded that training federal prosecutors on
the detrimental impact of staff sexual abuse on inmates, other prison staff, and prison security
would improve the Department’s effectiveness in prosecuting these cases.

The OIG is also reviewing other aspects of the BOP’s eftorts to handle its difficult mission of
housing inmates in safe, secure, and cost-efficient facilities. One OIG review is currently
examining the BOP’s strategies and procedures for hiring correctional officers. 1n another
review, we are investigating allegations that the BOP failed to adequately address concerns that
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staff and inmates at several BOP institutions were exposed to unsafe levels of lead, cadmium,
and other hazardous materials in computer recycling operations

With approximately one-third of BOP’s 115 institutions 50 years or older, the increasing prison
population also exacerbates a challenge for the BOP in repairing failing infrastructure at these
institutions. While the BOP prioritizes facilities that need the most attention, significant
additional money is needed to address what can become, at its most serious, a safety and health-
related issue.

In addition to the BOP’s challenges, the Department must also provide adequate and economical
housing for the increasing number of federal detainees taken into custody by the United States
Marshals Service (USMS). Approximately 56,000 federal detainees awaiting trial or sentencing
are housed each day by the USMS, primarily in jails under contract with the USMS. The
Department’s Office of the Federal Detention Trustee (OFDT) provides oversight of the USMS’s
detention activities and manages the budget for housing USMS detainees, a budget which in

FY 2009 totaled more than $1.2 billion.

The USMS houses the majority of its federal detainees in space leased from state and local
governments, with the remaining detainees housed in BOP facilities or in private correctional
facilities. The USMS maintains contracts, known as Intergovernmental Agreements (1GA), with
about 1,800 state and local facilities to house these detainees. Over the years we have found
problems with the manner in which the per diem charges the Department pays for each detainee
(also known as a jail-day rate) are determined and with the Department’s monitoring of the
charges. We are initiating another audit of the Department’s process for identifying and
negotiating fair and reasonable per diem rates.

In sum, the Department’s detention and incarceration responsibilities continue to pose prisoner
safety and financial challenges that have intensified in recent years due to rising federal prisoner
and detainee populations.

9. Information Technology Systems Planning, Implementation, and Security: Like
other government organizations and private corporations, the Department faces an ongoing
challenge managing the more than $2 billion it annually spends on information technology (IT)
systems — and ensuring that its decisions in IT planning, development, and security maximize the
impact of these expenditures.

The Department has had mixed results in successfully meeting this challenge. Although the
Department has made progress in planning for new 1T systems, the Department still faces
delayed implementation, deficient functionality, and cost overruns of some IT systems. In
addition, while the Department has developed sound processes and procedures for identifying IT
vulnerabilities, it has been slow to implement systems to address the vulnerabilities.

The OIG continues to be concerned that the Department does not exercise direct control over [T
projects among Department components. Historically, the Department’s components have
resisted centralized control or oversight of major IT projects, and the Department’s Chief
Information Officer (CIO) does not have direct operational control of Department components’
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IT management. We believe the Department should enhance the CIO’s oversight of the
development of high-risk IT systems throughout the Department.

Several of our audits have identified continuing concerns about the development of critical
Department IT systems. For example, a March 2009 OIG audit report examined progress toward
developing a Department-wide Litigation Case Management System (LCMS). The LCMS
project was intended to develop an IT infrastructure for storing case information, managing it
centrally, and making it available to the approximately 14,500 authorized users in the
Department’s seven litigating divisions. However, our audit found that the LCMS project, which
the Department began in 2004, was more than 2 years behind schedule, approximately

$20 million over budget, and at significant risk of not meeting the Department’s requirements for
litigation case management.

Our audit concluded that both the Department and its contractor shared responsibility for the
significant delays and budget overruns in this project. We recommended that the Department
reevaluate the viability of implementing the LCMS in litigating divisions other than the
Executive Office for United States Attorneys and United States Attorneys’ Offices, including an
assessment of whether there is a commitment and adequate funding to continue development of
the system. We also urged better oversight of this project to minimize or avoid further schedule
and cost overruns.

In August 2009, subsequent to the issuance of our report, we met with senior Department
managers to discuss the Department’s response to our recommendations. The Department
expressed a strong commitment to meeting the need for the LCMS and to fully implementing our
recommendations. We agree with the need for such a system, and we believe that with adequate
funding, commitment from the litigating divisions, improved planning and development, and
better controls, the Department can complete the LCMS system successfully. However, the
Department must be vigilant in its oversight of this project and should carefully monitor its
progress.

Another example of the challenge the Department faces in this area is the FB1’s ongoing effort to
upgrade its case management system, known as the Sentinel project. In March 2006, the FBI
awarded a contract to Lockheed Martin to develop Sentinel in four phases. At that time, the FB1
estimated that Sentinel would cost a total of $425 million and be completed by December 2009,

In October 2009, the O1G completed its fifth report on the progress of Sentinel. Sentinel appears
generally to be on track, but we identified several areas of concern. For example, we found that
the newly delivered portions of Sentinel did not provide significant additional functionality to
users as initially planned. We also determined that the FBI and Lockheed Martin agreed to delay
the projected completion date until September 2010, 9 months later than originally planned.
Moreover, the FBI and Lockheed Martin agreed that Lockheed Martin’s costs to complete

Phase 2 of the project have increased by $18 million. We also raised concerns that an increase in
turnover and unfilled staff vacancies on the Sentinel project management team left it without
enough staff with the appropriate skill level. We made six new recommendations to assist the
FBI in addressing these and other issues.
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As the Department develops new IT systems, it also must ensure the security of those systems
and the information they contain. Specifically, the Department must balance the need to share
intelligence and law enforcement information with the need to ensure that such information
sharing meets appropriate security standards.

We have found that the Department has made significant progress in the area of 1T security and
has developed sound processes and procedures for identifying IT vulnerabilities. A December
2008 OIG audit found that the Department lacked effective methodologies for tracking the
remediation of identified IT vulnerabilities. Our report made four recommendations to assist the
Department in its efforts to address such vulnerabilities. Since the issuance of our report, the
Department has established the Justice Security Operations Center (JSOC), which provides real-
time monitoring of the Department’s networks to detect vulnerabilities and threats. The JSOC
mitigates threats and vulnerabilities by blocking known threats from accessing the Department’s
systems and creating real-time alerts to components for immediate remediation as issues arise.
In addition, the Department has developed an inventory of all IT devices on the Department’s
networks, updated annually, to ensure that monthly scans adequately cover the Department’s
entire IT environment.

Portable 1T media pose significant IT security risks in the Department and across government.
As an initial step in assessing the Department’s efforts to safeguard information stored on
portable devices, the OIG reviewed the Civil Division’s laptop computer encryption program and
practices. In areportissued in July 2009, we found that all the Civil Division’s laptops were
encrypted and compliant with the Department’s requirements, but we identified a serious
vulnerability in that a large percentage of the laptops used by Civil Division contractors to
process data on behalf of the Civil Division were not encrypted. The Civil Division relies on
contractors for assistance in various aspects of sensitive litigation involving national security,
banking, and insurance. We found that this information security lapse resulted from the Civil
Division’s failure to provide its contractors with security instructions for protecting Department
data.

The OIG is now auditing the Criminal Division’s laptop computer security programs and
practices. In addition, we are evaluating whether the Department has communicated to all
components the national strategy to combat identity theft, and whether it has developed the
infrastructure to implement its responsibilities under the strategy.

In sum, if the Department is to build on the advances it has made in IT systems planning,
implementation, and security, it must closely manage its TT projects to ensure the systems are
cost-effective, well-run, secure, and able to achieve their objectives.

10.  Financial Management and Systems: While financial management and systems has
been identified as a top management challenge for the Department since 2003, the Department
has made significant improvements in its financial reporting. At the same time, there has been
an increasing demand for accountability and transparency throughout the federal government,
and this need for accurate, near real-time financial information continues to present a significant
management challenge for the Department.
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Department’s financial management automation issues. The UFMS is intended to standardize
and integrate financial processes and systems to more efficiently support accounting operations,
facilitate preparation of financial statements, and streamline audit processes. It also will enable
the Department to exercise real-time, centralized financial management oversight. We support
the Department’s implementation of the UFMS and believe the system can help eliminate the
weaknesses in the Department’s current disparate financial management systems.

Yet, the Department’s efforts over the past several years to implement the UFMS have been
subject to fits and starts, primarily because of problems obtaining sufficient funding for the
project, staff turnover, and other competing priorities. Despite the fact the Department selected
the vendor 5 years ago for the unified system and selected an integrator to implement the unified
system 3 years ago, full implementation of the UFMS has occurred at only one component, the
DEA. While successfully implementing the UFMS at the DEA is a significant achievement, the
DEA’s legacy system was one of the most modern financial management systems within the
Department. Thus, the central issue to this challenge remains largely unaddressed because the
Department’s other components continue to use five major, unintegrated and, in some cases,
antiquated financial accounting systems.

Implementation of the UFMS is not projected to be completed in all Department components
until FY 2013 at the earliest. Until that time, Department-wide accounting information will
continue to be produced manually, a costly and time consuming process that undermines the
Department’s ability to prepare financial statements that are timely and in accordance with
generally accepted accounting principles, as well as the ability to provide detailed financial
information for newly emerging requirements.

However, the Department, by achieving another year of overall positive financial statement audit
results, has made progress in its overall financial management. Nevertheless, we remain
concerned that the Department has not yet been able to replace its legacy financial systems with
a single integrated financial management system. Implementation of the UFMS is critical for the
Department to meet the need for accurate, timely financial information.
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EXECUTIVE DIGEST

Gangs pose a serious threat to public safety throughout the
United States. Gang membership and gang-related criminal activity has
increased over the past 10 years, and gang violence is making increased
demands on law enforcement resources in many communities. Experts predict
that these trends will continue as gang-operated criminal networks expand. As
of September 2008, there were an estimated 1 million gang members — an
increase of 200,000 since 2005 — belonging to over 20,000 gangs that were
criminally active within the United States.!

According to the 2009 National Gang Threat Assessment, criminal gangs
commit as much as 80 percent of the crime in many communities.2 In
addition, a number of U.S.-based gangs are working with foreign-based gangs
and criminal operations to facilitate transnational criminal activities. Typical
gang-related activities include alien smuggling, armed robbery, assault, auto
theft, drug trafficking, extortion, fraud, home invasions, identity theft, murder,
and weapons trafficking.

The Department of Justice (Department) has stated that it is leading the
effort to combat the public safety threat posed by national and international
gangs. Its anti-gang strategy is intended to achieve “maximum impact at the
national level against the most violent gangs in the United States.”

In January 2007, Attorney General Alberto Gonzales announced that the
Department had taken several steps to address gang violence. Among those
efforts were the establishment of three new entities: (1) the National Gang
Intelligence Center (NGIC), which was established by statute in January 2006,
integrates the gang intelligence assets of all DOJ agencies and other partner
agencies; (2) the National Gang Targeting, Enforcement, and Coordination
Center (GangTECC), established in June 2006 by the Attorney General, serves
as a central coordinating center for multi-jurisdictional gang investigations;
and (3) the Gang Unit, another Attorney General initiative created in September
2006, develops and implements strategies to attack the most significant gangs

! National Gang Intelligence Center and National Drug Intelligence Center, 2009
National Gang Threat Assessment, November 2008, iii, 6.

2 2009 National Gang Threat Assessment, ifi.

¢ Department of Justice Fact Sheet: The National Gang Intelligence Center and the
National Gang Targeting, Enforcement, and Coordination Center, November 28, 2007.
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and serves as the prosecutorial arm of the Department’s efforts against violent
gangs.

The Office of the Inspector General (OIG) conducted this review to
examine the intelligence and coordination activities of NGIC and GangTECC
(the Centers), and to assess the effectiveness of their contributions to the
Department’s anti-gang initiatives.# Specifically, we examined whether the
Centers provide comprehensive gang intelligence and coordination services to
enhance gang investigations and prosecutions in the field. In addition, we
assessed the effectiveness of the Department’s management and co-location of
the Centers.

National Gang Intelligence Center (NGIC)

NGIC was established by statute in January 2006 to “collect, analyze,
and disseminate gang activity information” from various federal, state, and
local law enforcement, prosecutorial, and corrections agencies.> The Federal
Bureau of Investigation (FBI) used existing resources from its Criminal
Intelligence Section to establish NGIC. The public law that established NGIC
also charged the FBI with administering NGIC as a multi-agency center where
intelligence analysts from federal, state, and local law enforcement work
together to develop and share gang-related information. NGIC was to provide a
centralized intelligence resource for gang information and analytical support to
law enforcement agencies. For fiscal year (FY) 2008, NGIC’s budget was
$6.6 million and, as of June 2009 there were a total of 27 staff at the NGIC.

Gang Targeting, Enforcement, and Coordinating Center (GangTECC)

On February 15, 2006, Attorney General Gonzales announced plans to
create a new national anti-gang task force as part of an initiative to combat
gangs and gang violence. On June 26, 2006, GangTECC began operations
under the leadership of the Department’s Criminal Division. Its mission is to
bring together the Department’s operational law enforcement components and
the Department of Homeland Security’s Immigration and Customs
Enforcement (ICE) to identify, prioritize, and target violent street gangs whose
activities pose a significant multi-jurisdictional threat. According to its
Concept of Operations, GangTECC is intended to coordinate overlapping
investigations, ensure that tactical and strategic intelligence is shared between
law enforcement agencies, and serve as a central coordinating and
deconfliction center. Unlike NGIC, GangTECC is not authorized a separate

+ We use the term “Centers” when referring to NGIC and GangTECC.

5 28 U.8.C. 534 note (2006).
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budget by statute. Instead, costs are borne by the contributing agencies. As of
early 2009, there were a total of 17 GangTECC staff members.

RESULTS IN BRIEF

Our review found that, after almost 3 years of operation, NGIC and
GangTECC still have not made a significant impact on the Department’s
anti-gang activities. Despite being located in the same office suite, both NGIC
and GangTECC are not effectively collaborating and are not sharing
gang-related information.

Most importantly, NGIC has not established a gang information database
for collecting and disseminating gang intelligence as directed by statute. NGIC
is perceived as predominately an FBI organization, and it has not developed the
capability to effectively share gang intelligence and information with other law
enforcement organizations.

In contrast, we found that GangTECC has no budget and lacks the
resources to carry out its mission. We also found that the Criminal Division
has not filled an attorney position at GangTECC that is intended to enable it to
provide guidance to law enforcement officials conducting gang investigations
and prosecutions. In addition, because GangTECC’s member agencies and the
United States Attorneys’ Offices (USAO) are not required to inform GangTECC
of their investigations and prosecutions, GangTECC cannot effectively
deconflict the Department’s gang-related activities as directed by the Deputy
Attorney General. Further, GangTECC'’s efforts to publicize its priority gang
targets have lagged.

As a result of the above, NGIC and GangTECC are not effectively
providing investigators and prosecutors with “one-stop shopping” for gang
information and assistance, and they are not contributing significantly to the
Department’s anti-gang initiatives.

The following sections of this Executive Digest describe our findings in
these areas.

NGIC has not developed a gang information database as directed by
Congress.

In funding NGIC, Congress directed that NGIC was to, among other
things, serve as an “information management mechanism for gang intelligence
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on a national and international scope.”® To accomplish this, NGIC planned to
create and maintain a library of gang identification information and make that
library available to investigators, prosecutors, and other law enforcement staff.
In addition, NGIC planned to establish electronic bridges to federal, state, and
local information technology systems to connect disparate federal and state
databases containing gang information or intelligence.

However, technological limitations and operational problems have
inhibited NGIC from deploying a gang information database. For example,
NGIC has not developed the electronic bridges necessary to allow it to access
information from states that have technologically disparate databases on
gangs.” In addition, performance issues with a contractor contributed to the
delay in the development of the gang library. As of July 2009, the information
management system and electronic bridges have not progressed beyond the
development phase. Unless NGIC can obtain a technical solution for bridging
these databases, NGIC’s ability to use existing gang information will be very
limited.

We believe that development of a gang information management system
is crucial to support the Department’s anti-gang initiatives and must be
achieved as soon as possible. Therefore, we recommend that:

1. NGIC establish a working group composed of representatives from its
member agencies and state and local law enforcement to identify
methods for sharing gang-related intelligence across the law
enforcement community. This working group should address, among
other issues: (a) a definition of “gang” and criteria for identifying gang
membership; and (b) data standards for entering gang information
into databases.

2. NGIC create an implementation plan that identifies functional
requirements with milestone dates to procure a gang information
management system.

6 Conference Report, Making Appropriations for Foreign Operations, Export Financing,
and Related Programs for the Fiscal Year Ending September 30, 2005, and For Other Purposes,
November 19, 2004, H. Rept. 108-792.

7 For example, California, Colorado, Florida, Illinois, Minnesota, South Carolina, Texas,
Washington, and Wisconsin are some of the states that have gang databases of varying types
and sizes.
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NGIC is not effectively sharing gang intelligence and information.

To effectively share gang intelligence and information, NGIC must know
the needs of the law enforcement personnel who are its customers and ensure
they are aware of the NGIC’s capability to support their gang-related
investigations and prosecutions. We analyzed NGIC’s Request for Information
workload to identify patterns or trends in the customers who are submitting
requests and the types of assistance that they are requesting. We found that
from January 1, 2006, to February 19, 2009, NGIC received requests for
assistance from 18 customer groups for 16 types of information.

We found that NGIC has few regular users outside of the FBI,
GangTECC, and itself. These three organizations accounted for 64 percent of
all requests received by NGIC. The remaining 36 percent of the requests were
distributed among 15 other customer groups. With respect to the “state, local,
and tribal law enforcement” customer group, our analysis showed that few
requests came from these potential customers. This customer group
encompasses the majority of law enforcement agencies and personnel in the
United States — over 30,000 agencies and 700,000 sworn officers — and has the
greatest interactions with criminally active gangs in the United States. Yet,
despite its large size, this customer group made an average of only 3 requests
per year and submitted only 13 of the 213 total requests for information
received by NGIC from its inception in 2006 to February 2009.

The following table illustrates NGIC’s top customers and the number of
requests for information made by these customers.

3 A Request for Information is NGIC’s term for its customers’ inquiries and requests for
assistance from the Center’s analysts. NGIC creates a Request for Information each time it
receives a query from a customer by e-mail, telephone, or in person.
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Table 1: NGIC Top Five Customers

Fiscal Year=
Unknown

Customer Group 2006 2007 2008 2009 Date Total
FBI 14 4 20 26 7 71
GangTECC 0 0 31 16 0 47
NGIC o] 0 0 18 [¢] 18
State, Local, and Tribal 3 0 7 3 0 13
Law Enforcement
El Paso Intelligence 0 1 6 1 o] 8
Center (EPIC)P
Total 17 5 64 64 7 157

“ Two of the fiscal years in this table are partial years. FY 2006 covers the period January
1, 2006 to September 30, 2006, and FY 2009 covers the period October 1, 2008 to
February 19, 2009.

L EPIC is a multi-agency intelligence center that collects and disseminates information
related to drug, alien, and weapon smuggling in support of field enforcement entities
throughout the southwest region of the United States.

Source: NGIC.

In discussions with the NGIC and GangTECC personnel and other law
enforcement officials about why NGIC was not used more frequently by law
enforcement agencies, we found that NGIC was not perceived as an
independent, multi-agency center by many of the law enforcement personnel
we interviewed. [t was repeatedly referred to as being “FBI-centric” in the
products it generates and the intelligence analysis that it provides.

We also found that, in the 38-month period we examined, NGIC
responded to only about six requests a month. While this increased to about
17 requests a month in the first 5 months of FY 2009, that number is still
small given NGIC’s staffing of 20 intelligence analysts. NGIC management
attributed the small number of requests to the law enforcement community’s
unfamiliarity with NGIC — despite the Center’s attempts to advertise its
presence — and to NGIC personnel not recording all the requests they received.

Although GangTECC’s operational guidance states that it is intended to
be a major user of NGIC’s gang intelligence services, its use remains limited.
We spoke with 12 GangTECC personnel about the kind of assistance they
might need from NGIC. Six members stated that GangTECC needs case
support for the investigations it coordinates, but they believe NGIC is more
oriented toward providing intelligence products. Some NGIC personnel also
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agreed that there was a benefit to NGIC analysts providing case support to
GangTECC. We found that when NGIC analysts have provided case support to
GangTECC, results have been favorable.

We also found that while customer satisfaction surveys are routinely
distributed asking customers to rate NGIC intelligence products for quality and
value factors and to provide comments, NGIC is not using the results from
these surveys to assess its performance. By not analyzing these customer
comments, NGIC is missing an opportunity to more appropriately tailor its
products to meet the needs of its customers.

Finally, in our interviews, the OIG found that NGIC’s intelligence
products are of limited usefulness to Gangl'ECC personnel for their work.
Some GangTECC personnel expressed the opinion that NGIC intelligence
products were written only by the FBI representatives at NGIC and that the
products therefore reflected only the FBI’s data. In addition, one NGIC analyst
told the OIG that NGIC intelligence analysts were “writing history” rather than
producing leads that can be acted on. Some NGIC personnel were also
concerned about the length of time it took to disseminate their intelligence
products.

We believe that the absence of a monitoring process to assess NGIC’s
customer satisfaction with products and services reduces NGIC’s ability to
share relevant gang-related information and provide useful support to law
enforcement personnel who are conducting gang investigations and
prosecutions. We recommend that:

3. NGIC analyze the responses to past customer surveys on intelligence
products to identify improvements that would make its intelligence
products more useful to customers.

4. NGIC expand its customer satisfaction surveys to include recipients of
all of its products and services.

5. NGIC analyze the types of information being requested and the time
spent responding to each request type to better allocate its resources.

6. NGIC track all requests for information that it receives.
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GangTECC has insufficient resources to carry out its mission of
coordinating gang investigations and prosecutions.

GangTECC has a broad, multi-purpose mission, but only 12 members
and no operating budget. Participating components are required to contribute
staff to GangTECC and pay their salaries out of their own budgets. The lack of
an operating budget has prevented GangTECC managers from taking actions
essential to its operations, including hosting case coordination meetings and
conducting effective outreach to the law enforcement community. Almost all
GangTECC members we interviewed, as well as the GangTECC Director and
Criminal Division officials, stressed that the lack of an operating budget is the
biggest hindrance for GangTECC, particularly when it prevents the GangTECC
personnel from fully participating in case coordination meetings.

Coordination efforts. Organizing and participating in case coordination
meetings is central to GangTECC’s mission to identify common targets between
law enforcement agencies. GangTECC identifies opportunities to coordinate
gang investigations with multiple law enforcement agencies and attempts to
organize case coordination meetings to bring together federal, state, and local
investigators, analysts, and prosecutors to share information. Successfully
coordinated cases may enable charges to be brought against large,
geographically dispersed gang-related criminal enterprises.

GangTECC has coordinated 12 cases that involved multiple law
enforcement agencies and jurisdictions, and these efforts resulted in better,
stronger cases for prosecution. GangTECC has also facilitated cooperation and
coordination in over 100 other cases in which investigators or agencies would
not initially share information on common targets with one another. Law
enforcement personnel we interviewed who used the GangTECC’s services
reported high levels of satisfaction and told us that case coordination was the
most helpful service that GangTECC could provide to the field.

Notwithstanding the demonstrated value, the GangTECC Director told us
there have been at least five occasions when GangTECC has been unable to
host or even attend out-of-state case coordination meetings because it was
unable to fund travel costs. For example, GangTECC could not host case
coordination meetings for two cases involving the Latin Kings gang. As a result
of the limitations on GangTECC’s ability to execute its mission, opportunities to
better coordinate the Department’s efforts to combat gang crime have been lost.

Outreach. Despite GangTECC’s efforts, the lack of a budget has
prevented GangTECC from adequately advertising its services. Among other
things, GangTECC is unable to sponsor field training, routinely attend
conferences of gang investigators, or provide materials at those conferences.
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Communications. Lack of a budget also hampers GangTECC’s internal
and external communications. GangTECC members cannot e-mail documents
to each other or collectively store and track information on a shared drive.
Rather, GangTECC members have been manually tracking the assistance they
provide in logbooks. Also, without a dedicated server of its own, GangTECC
cannot assign unique e-mail addresses for its members to use for customer
contacts. Instead, members use the e-mail addresses from their parent
agencies.

GangTECC lacks critical staff to provide guidance on gang investigations.

Another resource issue for GangTECC is that the Criminal Division has
not assigned prosecutors to work with GangTECC. GangTECC’s Concept of
Operations states that, in addition to the Criminal Division attorneys initially
assigned to GangTECC, “it is anticipated that the Gang Unit prosecutors will
work closely with GangTECC.” Although the GangTECC Director told the OIG
that the Center’s relationship with the Gang Unit has improved since the
summer of 2008, we found that Gang Unit attorneys still do not typically spend
time at GangTECC or attend any of GangTECC’s working meetings.
Furthermore, the two units occasionally have competing priorities with respect
to gang investigations. We believe that establishing written protocols to
mandate cooperation and coordination as envisioned for GangTECC and the
Gang Unit would diminish conflict and increase cooperation between the two
entities.

In addition, the Criminal Division has not assigned an attorney to serve
as a liaison between GangTECC and the USAQOs, which limits GangTECC’s
ability to coordinate with USAOs nationwide. Knowledge of USAO gang
caseloads and strategies would assist GangTECC and, more importantly, the
Department with case coordination and enhancement of gang-related
investigations and prosecutions. In addition, without the presence of an
attorney knowledgeable about gang investigations and prosecutions, it is more
difficult for GangTECC to resolve conflicts between different jurisdictions and
agencies.

We concluded that, if the Department continues to view national anti-
gang efforts as a priority and GangTECC as the best way to coordinate multi-
agency anti-gang investigations and prosecutions, it must dedicate sufficient
resources to GangTECC to allow it to achieve its mission. Therefore, we
recommend that:

7. The Department request a separate operating budget for GangTECC.
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8. The Criminal Division assign and locate at GangTECC at least one
full-time experienced prosecutor, as discussed in GangTECC’s
Concept of Operations.

9. The Criminal Division and Governing Board direct GangTECC and the
Gang Unit to jointly develop written protocols addressing: (a) how
often and under what conditions GangTECC and the Gang Unit
should meet to share information on gang-related cases; (b) what
gang-related information should be regularly shared between the two
entities; (c) criteria for GangTECC to follow in referring gang cases to
the Gang Unit; and (d) a method for determining which component
will coordinate directly with the field office and district USAO.

Deconfliction by GangTECC is not occurring as directed by the Deputy
Attorney General.

Over its 3-year existence, GangTECC has not established itself as the
central coordination and deconfliction center envisioned by its Concept of
Operations.? Although it was intended that GangTECC would “provide a
strong, national deconfliction center for gang operations,” neither GangTECC’s
own participating components nor USAOs are required to notify GangTECC of
newly opened gang cases. Consequently, GangTECC cannot effectively
deconflict the Department’s anti-gang activities on a national level.

In the absence of a Department-wide requirement to notify GangTECC of
anti-gang activities, GangTECC began a pilot project with NGIC in November
2008 to deconflict newly opened gang cases. GangTECC members used
databases from their respective agencies to query newly opened gang cases and
compiled a list of subject names related to each case. NGIC analysts then
manually checked those names against the names of targets in four different
member components’ databases to identify potential overlapping investigations.
For example, for the FBI the initial pilot project examined over 500 subjects
identified in FBI-initiated cases and found 38 who were also under
investigation by another component. However, the manual process proved to
be too labor- intensive and the pilot project was suspended in April 2009.

Nonetheless, GangTECC’s pilot deconfliction project demonstrated the
need for deconflicting gang investigations. The OIG believes a process that
requires newly opened gang-related investigations to be reported to GangTECC
would require a minimum investment of resources while improving
coordination of multi-jurisdictional gang investigations. We recommend that:

9 The deconfliction process is intended to identify overlapping investigations to prevent
resources being wasted on redundant activities.

U.S. Department of Justice X
Office of the Inspector General
Evaluation and Inspections Division



94

10. The Department require all participating GangTECC members
report every newly opened gang-related investigation to GangTECC
at the time the component opens the case.

11. The Department direct that each USAQ notify GangTECC of each
newly opened gang case immediately upon opening the case.

GangTECC’s efforts to publicize priority gang targets have lagged.

GangTECC is required to use information from NGIC and other sources
to identify priority targets and propose strategies to neutralize the most violent
and significant gang threats. According to the GangTECC Director, GangTECC
and NGIC first identified 13 priority gang targets in 2006. However, we found
little evidence during our review that the list was used outside the two Centers.

In September 2008, GangTECC began to develop its Targeting
Prioritization Project in an effort to update the original list of 13 priority targets.
Using information from the 2009 National Gang Threat Assessment,

GangTECC completed its initial assessment in February 2009 which included
the identification of 17 priority gang targets. That information could be used
as a guide for law enforcement to focus resources, but, as of September 2009,
GangTECC had not released that information to the field. While the GangTECC
Director told us that he would like to identify priority targets on an annual
basis, GangTECC does not have a method for collecting the necessary gang
data from law enforcement agencies.

GangTECC has developed a strategy to use information from Federal
Bureau of Prisons’ (BOP) databases to better target individuals who
communicate with federal inmates and may be involved in suspicious activity
such as multiple inmates who are classified in a Security Threat Group that
receive money from the same person.* If criminal activity is suspected,
GangTECC investigators review the case and a formal referral package is sent
to the agencies involved.

According to the GangTECC Director, this is significant because 4 of the
17 priority gang targets that GangTECC identified are prison gangs. However,
GangTECC has yet to develop strategies to address the remaining 13 priority
gang targets.

10 [nmates classified in Security Threat Groups include individuals such as street gang
members, suspected terrorists, and known bomb experts.

U.S. Department of Justice xi
Office of the Inspector General
Evaluation and Inspections Division



95

GangTECC’s ability to accomplish its targeting mission is also hampered
because it has no analytical staff, only investigators. Without analysts,
GangTECC cannot independently conduct the analysis required to identify
priority targets, detect patterns that may be exploited by investigators and
prosecutors, or create strategic and tactical products for the field. NGIC’s
operational plans require it to provide this analytical assistance to GangTECC,
but we found the assistance only occurred on a limited basis. We recommend
that:

12.  GangTECC and NGIC (a) immediately disseminate information on
the 17 gangs that they have identified as posing the greatest
threat, and (b) develop a plan for periodically updating and
disseminating information on high-threat gangs.

13. GangTECC and NGIC develop law enforcement strategies and
initiatives to address the additional identified priority targets.

14. GangTECC and NGIC increase the use of NGIC’s analytical
resources to support GangTECC’s targeting mission.

NGIC and GangTECC are not effective as independent entities.

NGIC and GangTECC’s operational plans required them to co-locate so
that they would establish a relationship in which the resources of each Center
would be integrated with and fully utilized by the other. An effective NGIC and
GangTECC partnership would include deconfliction, identification of priority
gang targets, and sharing of gang information. While the Centers are located in
the same office suite in the same building, this co-location of NGIC and
GangTECC did not lead to the anticipated partnership. Our discussions with
NGIC and GangTECC personnel regarding their interactions found that
communication between the two Centers remains limited and ad hoc.

In addition, while both NGIC and GangTECC advertise at conferences
and in their pamphlets that they provide investigators and prosecutors with a
“one-stop shopping” capability for gang information and assistance, this
capability has not been achieved due to various impediments. NGIC is
administered by the FBI while GangTECC is administered by the Criminal
Division. We found that differing leadership and management philosophies,
funding sources (dedicated funding versus funding through contributions by
member agencies), and investigative priorities have limited the Centers’ ability
to work together effectively.

We believe that the Department should consider merging NGIC and
GangTECC into a single unit under common leadership. Merging the Centers
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could improve their ability to support and coordinate the Department’s anti-
gang initiatives at a national level by reducing incompatibilities that result from
the current organizational alignment, creating a better joint operating
environment, and providing for a more reliable resource stream to support the
Centers’ mission. Therefore, we recommend that:

15. The Department consider merging NGIC and GangTECC.
CONCLUSIONS

NGIC and GangTECC were created to be the Department’s national
intelligence and coordination mechanisms for gang-related investigations and
prosecutions. However, we found that after more than 3 years, the Centers
have not significantly improved the coordination and execution of the
Department’s anti-gang initiatives. Despite being co-located to facilitate
interagency cooperation, they are not effectively working together, which has
hindered their ability to make a significant impact on the Department’s anti-
gang activities.

Most importantly, because of performance issues with a contractor and
technological challenges associated with establishing electronic bridges
between disparate state and local databases, NGIC has not established a gang
information database for collecting and disseminating gang intelligence as
directed by Congress.

Furthermore, NGIC is perceived as predominately an FBI organization
that does not effectively share gang intelligence and information with other law
enforcement organizations. Overall, in the 38-month period we examined NGIC
received only 213 requests for information - about 6 requests a month.
Moreover, the preponderance of FBI and internal requests suggests that the
NGQGIC remains primarily focused on FBI investigations and has not become the
national resource on gang intelligence for federal, state, and local law
enforcement as envisioned. Also, NGIC’s customers report that NGIC’s
intelligence products have limited usefulness.

In addition, because components and USAOs are not required to inform
GangTECC of their investigations and prosecutions, GangTECC cannot
effectively deconflict the Department’s gang-related activities as directed by the
Deputy Attorney General. Also, the Criminal Division has not filled an attorney
position intended to enable GangTECC to provide guidance to law enforcement
officials conducting gang investigations and prosecutions. Although
GangTECC has a broad, multi-purpose mission, it has no operating budget.
This has prevented GangTECC managers from taking actions essential to
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GangTECC operations, such as hosting case coordination meetings and
conducting effective outreach to the law enforcement community.

We also found that, although the Centers were co-located to facilitate
interagency cooperation and gang-related information sharing, NGIC and
GangTECC have made only limited use of each other’s resources.
Furthermore, communication between the two Centers’ personnel occurs only
on an ad hoc basis.

Because co-location of the Centers has proven insufficient to ensure that
collaboration between the Centers occurs, the OIG’s primary recommendation
is that the Department consider merging NGIC and GangTECC into a single
unit under common leadership. This action could improve the Centers’ ability
to support and coordinate the Department’s anti-gang initiatives at a national
level. Merging the Centers could reduce incompatibilities that result from the
current organizational alignment, create a better joint operating environment,
and provide for a more reliable resource stream to support the Centers’
missions.

While we believe that merging the Centers would improve their ability to
assist gang investigations and prosecutions, merger alone is insufficient to
support the Department’s anti-gang initiatives. Major improvements are
needed in the areas discussed in this report if the Centers are to effectively
coordinate and support gang investigators and prosecutors nationwide. We
therefore make 15 recommendations to help improve NGIC’s and GangTECC’s
missions of assisting federal, state, and local law enforcement to address
violent regional and national gangs.
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BACKGROUND

Introduction

Gangs pose a serious threat to public safety throughout the
United States. Gang membership and gang-related criminal activity have
increased over the past 10 years, and gang violence is requiring significant law
enforcement attention in many communities. Experts predict that these trends
will continue as gang-operated criminal networks expand. As of September
2008, there were an estimated 1 million gang members — an increase of
200,000 since 2005 — belonging to over 20,000 gangs that were criminally
active within the United States.!!

Neighborhood-based street gangs account for the majority of criminally
active gangs in the United States, with approximately 900,000 gang members
living in local communities nationwide and about 147,000 in prisons or jails.
The 2009 National Gang Threat Assessment said that gang members are
continuing to migrate from urban areas to suburban and rural communities,
thus expanding the gangs’ influence in those regions. According to the
Assessment, the percentage of U.S. law enforcement agencies reporting gang
activities within their jurisdictions increased from 45 percent in 2004 to
58 percent in 2008.

In addition, the Assessment stated that criminal gangs commit as much
as 80 percent of the crime in many communities.2 Typical gang-related
activities include alien smuggling, armed robbery, assault, auto theft, drug
trafficking, extortion, fraud, home invasion, identity theft, murder, and
weapons trafficking. In addition, some U.S.-based gangs are working with
foreign-based gangs to facilitate criminal activities.

The Department of Justice (Department) is combating the public safety
threat posed by national and international gangs with an anti-gang strategy
intended to achieve “maximum impact at the national level against the most
violent gangs in this country.”!¢ In January 2007, the Attorney General
announced that the Department had taken several steps to address gang
violence, including the establishment of three new entities: (1) the National

11 National Gang Intelligence Center and National Drug Intelligence Center, 2009
National Gang Threat Assessment, November 2008, iii, 6.

2 2009 National Gang Threat Assessment, iii.

'3 Department of Justice Fact Sheet: The National Gang Intelligence Center and the
National Gang Targeting, Enforcement and Coordination Center, November 28, 2007.
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Gang Intelligence Center (NGIC), established by statute, integrates the gang
intelligence assets of all DOJ agencies and other partner agencies; (2) the
National Gang Targeting, Enforcement, and Coordination Center (GangTECC),
an Attorney General initiative, serves as a central coordinating center for multi-
jurisdictional gang investigations; and (3) the Gang Unit, also an Attorney
General initiative, develops and implements strategies to attack the most
significant gangs and serves as the prosecutorial arm of the Department’s
efforts against violent gangs.'4

According to the Department’s Strategic Plan for fiscal years (FY) 2007 to
2012, the partnership between NGIC and GangTECC is one of the strategies
intended to address the prevalence of gangs and gang violence. In addition, the
Department co-located NGIC and GangTECC at a facility in Northern Virginia
in an attempt to facilitate interagency cooperation and to enhance gang-related
information sharing among federal, state, local, and tribal governments and
law enforcement agencies.'s

A joint NGIC and GangTECC publication described the partnership of the
two Centers as a means to provide investigators and prosecutors with “one-
stop shopping” for gang information and assistance. The combination of
NGIC’s intelligence capability with GangTECC’s coordination and targeting
function is also intended to provide federal, state, and local law enforcement
with access to nationwide intelligence and coordination of gang crime
investigations bringing together intelligence analysts, law enforcement agents,
and prosecutors to “attack the problems caused by gangs and gang-related
violence at all ends.”’® For example, investigators and prosecutors would be
able to use the nationwide databases of participating agencies to get
information on individual gang members, the relationships between gang
members, gang structures, and criminal activities.

Purpose

The Office of the Inspector General (OIG) review examined the intelligence
and coordination activities of NGIC and GangTECC, and assessed the

4 We use the term “Centers” when referring to NGIC and GangTECC.

5 The Gang Unit has designated workspace in the same office suite shared by NGIC
and GangTECC in Northern Virginia but its staff primarily works at Criminal Division offices in

Washington, D.C.

16 Department of Justice Fact Sheet: The National Gang Intelligence Center and the
National Gang Targeting, Enforcement and Coordination Center, November 28, 2007.
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effectiveness of their contributions to the Department’s anti-gang initiatives.”
Specifically, we examined whether each organization provided comprehensive
gang intelligence and coordination services to enhance gang investigations and
prosecutions in the field. In addition, we assessed the effectiveness of the
Department’s management and co-location of the Centers.

Scope

We conducted our fieldwork from July 2008 through April 2009. We
examined NGIC’s operations from January 2006 through April 2009 (NGIC’s
establishment to the end of fieldwork) and GangTECC’s programs and activities
from June 2006 through April 2009 (GangTECC’s establishment to the end of
fieldworkj.

A detailed description of our methodology is contained in Appendix I.
NGIC

NGIC was established by statute in January 2006 to “collect, analyze,
and disseminate gang activity information” from various federal, state, and
local law enforcement, prosecutorial, and corrections agencies.'® NGIC initially
was formed from an existing gang unit within the Criminal Intelligence Section
at the Federal Bureau of Investigation (FBI).'> NGIC’s mission is to provide a
centralized intelligence resource for gang information and analytical support to
law enforcement organizations. The FBI administers NGIC as a multi-agency
center where intelligence analysts from federal, state, and local law
enforcement work together to develop and share gang-related information. As
of June 2009, NGIC had 27 staff.

In FY 2005, the year NGIC was established, its budget was $1.7 million.
In FYs 2006 through 2009, the NGIC budget ranged from $6.6 million to $6.8
million per year (Table 2).

7 Our review does not examine the specific activities of the Criminal Division’s Gang
Unit.

s 28 U.S.C. 534 note (2006)

' The FBI converted existing resources from its Americas Criminal Enterprise/Violent
Crimes Intelligence Unit to establish NGIC.
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Table 2: NGIC Budget, FY 2005 Through FY 2009 (in Millions)

FY 2005 FY 2006 FY 2007 FY 2008 FY 2009

NGIC Budget $1.7 $6.8 $6.8 $6.6 $6.6

Source: NGIC FY 2007 — FY 2014 Spend Plan.

According to its Concept of Operations (see Appendix IlI}, NGIC’s mission

is to:

support law enforcement agencies through timely and accurate
information sharing and strategic/tactical analysis of federal,
state, local, and tribal law enforcement intelligence focusing on the
growth, migration, criminal activities, and associations of gangs
that pose a significant threat to communities throughout the
United States.

The NGIC Concept of Operations established the following specific goals
for NGIC to accomplish its mission:

1.

2.

Establish and maintain an FBI-facilitated multi-agency NGIC.

Research, acquire, and implement technology to manage the exchange
of gang information among federal, state, local, and tribal law
enforcement agencies.

. Provide the law enforcement community with a “one-stop shop”

mechanism for quick-checks or data calls to support law enforcement
requests for information regarding suspected or known gangs and/or
gang members.

. Conduct timely research and analysis which seeks to identify and

neutralize emerging trends of the most violent gangs.

. Provide analytic support to law enforcement investigations,

operational/intelligence initiatives, and issues of immediate concern.

. Provide intelligence support for GangTECC and other law enforcement

agencies to deconflict and coordinate gang related investigations and
prosecutions.

. Develop and maintain strong partner and customer relations to

maximize analytical and information exchange efforts.
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NGIC Organization

The NGIC Director position is designated as an FBI position and is filled
by a Special Agent who reports to the Section Chief of the Gang/Criminal
Enterprise Section at the FBI, which is within the FBI’s Criminal Investigative
Division. Of the two NGIC Deputy Director positions, one is permanently
designated as an FBI intelligence analyst position, while the other is rotated
among the agencies represented in the NGIC membership.2¢

Agencies that currently contribute staff members to NGIC include the
FBI; Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF); Drug
Enforcement Administration (DEA); Federal Bureau of Prisons (BOP); National
Drug Intelligence Center (NDIC); United States Marshals Service (USMS);
Immigration and Customs Enforcement (ICE) of the Department of Homeland
Security; U.S. Customs and Border Protection (CBP) of the Department of
Homeland Security; Department of Defense (DoD) National Guard; and state
and local law enforcement. Figure 1 depicts the NGIC staffing and organization
structure.

20 The rotating NGIC Deputy Director position is currently filled by an FBI senior
investigator whose time is spent at GangTECC, supporting GangTECC, and handling a
GangTECC caseload. There has not been an NDIC representative to NGIC since January 2009,
or a Law Enforcement Fellow since June 2008.
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Figure 1: NGIC Organization
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Source: NGIC.

Each intelligence analyst who works at NGIC is assigned specific gangs
to research and analyze, with a total of 20 different gangs assigned among the
20 intelligence analysts. The duties performed by NGIC analysts and other
personnel vary. NGIC employees may assist in investigations, respond to
requests for information and assistance from the Center’s customers, generate
intelligence work products, perform outreach to the law enforcement
community, deconflict investigations, serve as liaisons with other agencies,
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work on special projects, work with the Law Enforcement Online (LEQ) systern,
and perform administrative duties.?2!

The intelligence work products NGIC analysts produce include
intelligence assessments, intelligence bulletins, regional and national threat
assessments, information papers, link charts showing connections among
individuals and organizations, timelines of activities, and related analytical
products for operational support and intelligence purposes. The analysts also
make presentations at state gang investigator training conferences and provide
training to federal law enforcement agencies. In addition, NGIC responds to
requests for information from federal, state, and local law enforcement officials
on various gang topics.

GangTECC

On February 15, 2006, the Attorney General announced plans to create a
new national anti-gang task force as part of his initiative to combat gangs and
gang violence. On June 26, 2006, GangTECC bhegan operations and combined
the Department’s operational law enforcement components and the
Department of Homeland Security’s ICE component to identify, prioritize, and
target violent street gangs whose activities posed a significant multi-
jurisdictional threat. According to its Concept of Operations (see Appendix IV),
GangTECC is to coordinate overlapping investigations, ensure that tactical and
strategic intelligence is shared between law enforcement agencies, and serve as
a central coordinating and deconfliction center for law enforcement
investigations of gangs.2?

GangTECC personnel are contributed by participating Department
components and are subject to approval by the Criminal Division’s Assistant
Attorney General. Unlike NGIC, GangTECC is not authorized a separate
budget. Instead, costs are borne by the contributing agencies. As of April
2009, 17 GangTECC staff members worked at the Center full time.2® In

21 LEO is a secure website hosted by the FBI that makes information available to the
federal, state, and local law enforcement entities that subscribe to it.

22 GangTECC performs operational deconfliction, which involves determining whether
cases are connected to one another, in order to avoid duplication.

25 QOur use of the term GangTECC “members” refers to the representatives from the
participating agencies who are assigned to and working full time at the NGIC/GangTECC
facility.
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addition, three staff members were assigned to GangTECC on a detailed
basis.?1

In a July 2006 memorandum (see Appendix V), the Deputy Attorney
General identified the following four goals for GangTECC:25

Assist the initiation of gang-related investigations and enhance
existing investigations and prosecutions.

Aid in coordination, deconfliction, and effectiveness of gang-related
initiatives, investigations and prosecutions.

Develop an enhanced understanding of the national gang problem
and propose strategies and targets to neutralize the most violent,
and significant threats.

Coordinate with and support the National Gang Intelligence
Center.

GangTECC Organization

The Criminal Division oversees GangTECC operations, and the Director’s
position is filled by a senior attorney from that Division. The Deputy Director
position is a 2-year rotating position, to be filled by a participating component.
The current Deputy Director is from ATF. Agencies that contribute staff and
support to GangTECC include the Criminal Division, ATF, FBI, BOP, DEA,
USMS, and ICE. Figure 2 shows GangTECC’s organization.

21 Two of the three detailees are individuals from the Department’s Leadership
Excellence and Achievement Program (LEAP), a part-time program that provides a series of
developmental experiences for DOJ employees. The third detailee is a law enforcement
Executive Fellow from a local police department.

25 Paul J. McNulty, Deputy Attorney General, Memorandum for the Establishment of
the National Gang Targeting, Enforcement & Coordination Center (GangTECC), and Governing
Board of GangTECC and the National Gang Intelligence Center, July 25, 2006.
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Figure 2: GangTECC Organization
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GangTECC members identify potential targets for gang cases, deconflict
gang investigations, link investigations with common targets, and provide
cross-agency information to agents conducting gang investigations in the field.
Unlike NGIC analysts, GangTECC investigators typically do not produce written
products, as their work primarily focuses on coordinating gang-related
investigations. However, the BOP representative at GangTECC is a gang
intelligence officer who provides regular intelligence reports to support ongoing
and potential gang investigations.
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Access to Databases

Although the Centers are co-located, they do not share a database. NGIC
and GangTECC members have network access only to the databases and
systems of their home agencies. In addition, all NGIC analysts can also access
the FBI’s databases and systems. However, neither NGIC nor GangTECC
members have independent access to the other member agencies’ databases
and systems. For example, an FBI member of NGIC who needs information
found only in an ATF database or system must go to an ATF member at NGIC
to obtain that information. The same is true at GangTECC. NGIC has
established partnerships with other federal, state, and local law enforcement
agencies that have gang-related information and, in some cases, has made
arrangements to access those agencies’ information.

GangTECC and NGIC Governing Board

The July 2006 memorandum from the Deputy Attorney General
established a Governing Board to oversee the activities of the NGIC and
GangTECC.2¢ The Deputy Attorney General determined that the Governing
Board would be chaired by the Directors of both GangTECC and NGIC and
would meet, at a minimum, on a quarterly basis. According to GangTECC’s
Director, the Board has held quarterly meetings. Furthermore, until the April
9, 2009 meeting, no minutes were recorded for previous Governing Board
meetings.

The Board is comprised primarily of high-level agency representatives
from Department components that contribute personnel and support to NGIC
and GangTECC. Other members include representatives from the Executive
Office for United States Attorneys (EOUSA), the Department’s Chief Information
Officer, the Subcommittee on Violent and Organized Crime of the Attorney
General’s Advisory Committee, the Attorney General’s Anti-Gang Coordination
Committee (AGCC), NDIC, and the Regional Information Sharing Systems
(RISS).%7

The Governing Board approves policies and procedures for NGIC and
GangTECC to ensure that they are consistent with the anti-gang policies

25 On July 28, 2005, the Deputy Attorney General established a Governing Board only
for NGIC. The Deputy Attorney General’s July 2006 memorandum, which established
GangTECC, expanded the Governing Board to oversee both NGIC and GangTECC because of
the need for coordination between the entities.

27 RISS is a national network comprised of six multistate centers operating on a
regional basis. [ts mission is to support law enforcement efforts nationwide to combat illegal
drug trafficking, identity theft, human trafficking, violent crime, terrorist activity, and to
promote officer safety.
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established by the Attorney General, the Deputy Attorney General, and the
AGCC. In the spring of 2007, the Governing Board approved the Concepts of
Operations outlining NGIC’s and GangTECC’s goals and objectives.

Gang Unit

In September 2006, several months after GangTECC’s creation, the
Attorney General created the Gang Unit in the Criminal Division to develop
strategies for prosecuting the most significant national and transnational gangs
in the country. The Criminal Division’s Gang Unit, originally called the Gang
Squad, is a group of experienced federal prosecutors who are responsible for
assisting local United States Attorneys’ Offices (USAQ) in prosecuting gang
cases of national importance and coordinating with USAOs on legal issues and
multidistrict gang cases. The Gang Unit is also responsible for providing legal
expertise on federal domestic violent crime offenses and federal firearms and
explosives violations. According to the Criminal Division’s FY 2009 budget
documents, Gang Unit prosecutors are to “work hand-in-hand” with
GangTECC and NGIC in a “collective effort to target and dismantle the most
serious gang related threats nationwide.”?3

28 While the Gang Unit’s work relates to our review of NGIC and GangTECC, we did not
review whether the Gang Unit’s activities are meeting its stated mission.
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RESULTS OF THE REVIEW

NGIC AND GANGTECC ARE NOT FULLY MEETING THE ROLES FOR
WHICH THEY WERE CREATED

Three years after the creation of NGIC, it still has not
developed a gang information database as directed by law.
Further, due to its limited outreach efforts and the
perception that the NGIC is FBI-centric, NGIC had received
only 213 requests for assistance from law enforcement
agencies in 3 years, an average of only 6 requests per month.
Moreover, some agencies that routinely encounter gang issues
in their work were not frequent customers of NGIC.

Regarding GangTECC, we found that the lack of an
independent budget has hindered it from implementing an
effective program for coordinating gang investigations and
prosecutions, or an effective outreach program. In addition,
GangTECC did not implement a process to deconflict
investigations until January 2009, 3 years after it was
created. The manual deconfliction process it then
implemented proved unworkable and was discontinued within
several months. Also, GangTECC lacks sufficient attorneys to
provide guidance on gang investigations. After updating its
list of priority gang targets, GangTECC still has not
disseminated the information widely.

NGIC has not developed a gang information database as directed by
Congress.

In funding NGIC, Congress directed that NGIC was to, among other
things, serve as an “information management mechanism for gang intelligence
on a national and international scope.”?® To accomplish this, NGIC developed
plans to create and maintain a library of gang identification information
accessible through the FBI’s LEO, an information sharing network. It also
developed plans to establish “electronic bridges” to federal, state, and local
information technology systems to connect disparate federal and state

22 Conference Report, Making Appropriations for Foreign Operations, Export Financing,
and Related Programs for the Fiscal Year Ending September 30, 2005, and For Other Purposes,
November 19, 2004, H. Rept. 108-792.
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databases containing gang information or intelligence.?® As detailed below,
because of technological and operational problems, the information
management system and electronic bridges have not progressed beyond the
development phase.

Past Action to Obtain a Gang Information System

On September 11, 2007, NGIC contracted with a technology provider to
design, deliver, and deploy a database of information on gangs (gang library),
software applications for searching and retrieving information in the library,
and computer servers. However, a year later, NGIC determined that the
contractor was unable to meet the contract’s requirements for the library and
other software applications. In addition, the contractor included software
features that NGIC did not need or request. The contractor attempted to
correct issues that NGIC identified in the software applications and the
management of the project. For example, the contractor replaced a program
manager in an effort to improve supervision of the project in order to meet its
milestone dates. On October 1, 2008, the contract was not renewed, although
some applications that were developed by the contractor may be able to be
modified and used by a new contractor, such as the partially developed gang
library. According to the FBI’s Information Technology (IT) personnel working
on this contract, approximately $2.7 million was paid out on this contract
before the decision was made not to renew it.

Recent NGIC Action to Obtain a Gang Information System

On April 8, 2009, NGIC solicited input from IT companies for NGIC’s
intent to “design, develop, and implement an integrated NGIC Information
System.” The functional requirements specified by NGIC for its proposed
information system are identical to those specified by Congress when NGIC was
created: an “information management mechanism for gang intelligence on a
national and international scope.” NGIC officials said this solicitation is not
intended to award a contract to actually build a gang information database.
Rather, it is to determine whether IT companies thought there were technical
limitations in satisfying the functional requirements of an NGIC information
management system and answering any questions the companies might have
about the project.?!

30 NGIC informed us it does not intend to create a national gang intelligence database.
Instead, NGIC is developing an information system that will include its gang library and the
electronic bridges to access various gang databases maintained by the states or other federal
entities. For the purpose of this report, OIG is referring to NGIC’s information system when we
discuss the implementation of a gang information management database.

31 Subsequently, a Request for Bids was offered to any contractor wanting to bid on the
project and a contract was awarded on September 1, 2009.
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Difficulties in creating electronic bridges to other gang databases

In addition to overcoming the technical obstacles to creating an
information management system, establishing electronic bridges from NGIC’s
information management system to state or federal databases is complicated
by differing configurations, systems, and security requirements.®2 These issues
must be overcome if the NGIC is to develop a cost-effective gang information
system accessible to stakeholders at the federal, state, and local law
enforcement levels. However, more than four years after the Department’s
Office of the Chief Information Officer provided a report to the Deputy Attorney
General, NGIC has still not addressed an important issue the report raised
regarding electronic bridging:

[An] integrated system for anti-gang information need not be a
single monolithic data warehouse . . . existing systems should be
connected together and enabled to interoperate.

Unless NGIC obtains a technical solution for bridging between federal and state
databases, NGIC’s ability to use existing gang information will be limited.

The FBI has stated that a major problem contributing to the technical
solution is that there is no standard nationwide definition of what constitutes a
“gang” or “gang member,” making uniform entry into a database problematic.
This issue also was recognized in the Office of the Chief Information Officer
report to the Deputy Attorney General, which stated that:33

In addition, the NGIC should help drive community-based
development of policy standards, from the definition of categories
of gangs to criteria for assertion of gang membership.

The lack of clarity in defining gangs and what constitutes gang
membership has resulted in states creating their own gang definitions and
disparate databases using various state standards of gang membership. For
example, Colorado’s standards for updating its database with a confirmed
“gang member” requires satisfying one of several factors that range from
admitting to gang membership, to committing a gang-motivated crime to
exhibiting gang membership (clothing, tattoos, mannerisms, etc.). On the other

32 Report to the Deputy Attorney General, Feasibility Assessment of an Integrated Anti-
Gang Network for the Department of Justice, Office of the Chief Information Officer, July 15,
2005, 11-15.

35 Report to the Deputy Attorney General, Feasibility Assessment of an Integrated Anti-
Gang Network for the Department of Justice, Office of the Chief Information Officer, July 15,
2005, 11-16.
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hand, Texas allows any state law enforcement agency to create its own gang
database and include information on individuals who meet two of five criteria.
The criteria are: (1) self-admission of criminal street gang membership;

(2) identification as a criminal street gang member by a reliable informant or
other individual; (3) corroborated identification as a criminal street gang
member by an informant or other individual of unknown reliability; (4) evidence
that the individual frequents a documented area of a criminal street gang,
associates with known criminal street gang members, and uses criminal street
gang dress, hand signals, tattoos, or symbols; or (5) evidence that the
individual has been arrested or taken into custody with known criminal street
gang members for an offense or conduct consistent with criminal street gang
activity.

We believe that before NGIC creates a gang information system, it must
resolve the issue of defining the term “gang” and establish standards for what
constitutes gang membership. Without resolving these issues, NGIC runs the
risk of establishing electronic bridges to databases with questionable gang
information or generating incorrect gang intelligence based on information from
these databases.

In summary, NGIC has yet to fulfill the requirement to create a
comprehensive national gang information database to support the
Department’s anti-gang initiatives. Moreover, although several states have
established databases containing gang intelligence information, the
development of the NGIC system has not progressed sufficiently for us to
evaluate whether it can resolve technological obstacles and build on these
existing databases.

Recommendations
We recommend that:

1. NGIC establish a working group composed of representatives from its
member agencies and state and local law enforcement to identify
methods for sharing gang-related intelligence across the law
enforcement community. This working group should address, among
other issues: (a) a definition of “gang” and criteria for identifying gang
membership; and (b) data standards for entering gang information
into databases

2. NQIC create an implementation plan that identifies functional
requirements with milestone dates to procure a gang information
management system.
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NGIC is not effectively sharing gang intelligence and information.

For the NGIC to effectively share gang intelligence and information, it
must both know the needs of the law enforcement personnel who are its
customers and ensure they are aware of the Center’s capability to support their
gang-related investigations and prosecutions. When it receives a query from a
customer by e-mail, telephone, or in person, NGIC creates a Request for
Information. We examined NGIC’s Request for Information workload to identify
patterns or trends in the customers who are submitting requests and the types
of assistance that they request. In our review, we found that the NGIC received
few requests for assistance, averaging less than six a month. We also found
that some agencies that routinely encounter gang issues in their work — such
as ATF — rarely used NGIC for gang-related intelligence products and services.

In addition, we found that NGIC did not have an adequate process in
place to monitor customer satisfaction with its intelligence products and other
types of assistance. Finally, we found that GangTECC customers who used
NGIC’s intelligence products considered them to have limited usefulness.

NGIC has few regular users outside of the FBI, GangTECC, and itself.

From January 1, 2006, to February 19, 2009, NGIC received requests for
assistance from 18 customer groups for 16 types of information. We analyzed
the customers and the information requests to identify trends. Because
GangTECC was intended to be one of the major users of NGIC’s services, we
also analyzed GangTECC’s requests. The results of our analysis follow.

Majority of NGIC customers consisted of three groups and some customer groups
are underrepresented or not represented at all.

We analyzed the 18 customer groups that requested information from
NGIC (see Table 3). We found that the majority of NGIC’s work — 64 percent —
came from just three organizations: the FBI, GangTECC, and NGIC itself. We
also noted that Gangl'ECC had submitted the second largest number of
requests for information to NGIC, but only recently began requesting
information on a regular basis from NGIC in FY 2008.%1 (We further discuss
the interactions between NGIC and GangTECC later in the report.)

The remaining 36 percent of requests for information from NGIC were
distributed among 15 other customer groups. The largest of these customer
groups is the state, local, and tribal law enforcement.

4 According to GangTECC members, they submitted requests to NGIC prior to this
time, but the requests were not tracked GangTECC or NGIC.
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According to NGIC management reports, NGIC personnel attempted to
advertise NGIC’s presence and establish points of contact among state and
local law enforcement by attending over 30 conferences, including 14 that were
specifically for state and local gang investigators. NGIC also serves as an
advisor to the National Alliance of Gang Investigators Association Governing
Board, which has allowed the Center to develop lines of communication to
approximately 20,000 state and local gang investigators. However, despite
NGIC’s outreach efforts, this customer group made an average of only 3
requests per year, submitting only 13 of the 213 (6 percent) total requests for
information received by NGIC from its inception in 2006 to February 2009.
Moreover, NGIC has received no requests for gang-related information from
tribal law enforcement officials, a group specifically identified by NGIC in its
operational plan as one with which it would share gang intelligence.

NGIC management stated that there were two reasons for the small
number of requests received by the Center. The first reason was due to the law
enforcement community’s lack of familiarity with NGIC, despite its attempts to
advertise its presence. The second proffered reason was that some NGIC
personnel may not have been recording all of the requests that they received.
The NGIC Director stated that NGIC personnel receive many phone calls from
state and local law enforcement contacts, but what they do in response to
these phone calls may not be captured as a response to a request for
information. While we could not verify the quantity of work not properly
recorded, none of the NGIC analysts mentioned to us that this type of
telephone inquiry was a significant part of their workload.

We also noted that the customers from whom NGIC has received few
requests for gang information include several components of the Department
that routinely address gang-related matters in their operations. For example,
the USMS has submitted just five requests and ATF only one. Similarly, the
High Intensity Drug Trafficking Areas (HIDTA), the National Drug Intelligence
Center (NDIC), and the Office of National Drug Control Policy (ONDCP) have
submitted one request each.?® The reasons for this low usage rate are
discussed below.

35 The HIDTA program enhances and coordinates the drug control efforts of
participating local, state, and federal law enforcement agencies by providing resources to
combat drug trafficking in critical regions of the United States. HIDTAs are areas within the
United States. that are designated by the ONDCP Director as exhibiting serious drug trafficking
problems and harmfully impacting other areas of the country. NDIC is a Department
component whose mission is to coordinate, consolidate, and disseminate drug intelligence from
all national security and law enforcement agencies. ONDCP is a component of the Executive
Office of the President that establishes policies, priorities, and objectives for the Nation’s drug
control program.
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Table 3: NGIC Customer Requests for Information

Fiscal Year®

Unknown
Customer Group 2006 | 2007 | 2008 | 2009 Date Total

FBI 14 4| 20| 26 71
GangTECC 0 31 | 16 47
NGIC 18 18
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A Two of the fiscal years in this table are partial years. FY 2006 covers the period
January 1, 2006 to September 30, 2006 and FY 2009 covers the period October 1, 2008
to February 19, 2009.

b Records in which the requester name field was blank or there was insufficient
information to identify the requester are grouped as “Unknown.”

Source: NGIC.
NGIC is not perceived as an independent, multi-agency center.

In discussing why NGIC was not used more frequently by law
enforcement agencies, we found that NGIC is perceived by many law
enforcement personnel as being FBI-centric in the products it generates and
the intelligence analysis that it provides. NGIC and GangTECC personnel also
voiced their concerns about NGIC’s FBI-centric image.
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Of the 14 NGIC analysts we interviewed, 4 referred to the NGIC as
“FBI-centric.” One of the four analysts said that the “law enforcement
community’s fear is [NGIC] is still part of the FBI . . . .” In addition, four
GangTECC personnel indicated the same perception. One of the four Gang
TECC personnel stated that “people [are| reluctant to share information with
NGIC because . . . [the] Center is essentially the FBI’s own gang intelligence
shop.” Some concerns expressed by law enforcement officials included that the
information sharing is not reciprocal and that intelligence products generated
by NGIC reflect only FBI information and not information from other agencies.

Overall, we found that in the 38-month period we examined, NGIC
received only about 6 requests for information a month. The rate of
information requests increased to about 17 requests a month in the first 5
months of FY 2009. However, that number is still small given the NGIC’s
staffing of 20 intelligence analysts. Moreover, the preponderance of FBI and
internal requests suggests that the NGIC remains primarily focused on FBI
investigations and has not become the national resource on gang intelligence
for federal, state, and local law enforcement as envisioned. Until state and
local law enforcement agencies rely on the NGIC’s services, NGIC’s ability to
assist gang investigations will be limited and the Center’s resources will
continue to be underutilized.

Information NGIC provides is broad, but sometimes of limited use.

We also examined the requests received by NGIC to identify the types of
information requested and any trends in the requests over time. During the
time period we examined, almost half of the 213 requests were for gang
background information (40), queries for BOP targeting packages (33), or
information on specific gang members (29).2¢ These requests were mirrored in
our interviews with NGIC customers, during which they stated that the types of
services that would be helpful to them were gang background information
(general and specific groups) and investigative analyses on specific groups and
trends observed. Table 4 shows the 16 categories of requests NGIC received.

3% The requests related to queries for BOP targeting packages are generated by
GangTECC and is part of their priority targeting function by identifying inmates and their
associates outside the prison system who assist them in committing crimes.
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Table 4: Types of Information Requested From NGIC

1

388 5| 3|88k,

528 5| 2|z2)is

eI=%) 2| £|35|E
Request Type
Gang Background Information 40 5 3 11 20 1
BOP Targeting Information 33 (0] 0 24 9 0]
Specific Individual Information 29 0 0 12 17 0
Case Support 18 3 3 0 11 1
Training/Presentation 16 1 0 4 10 1

o

S:lrilzg(i;ted Priority Organization Target 14 8 1 0 0 5
Product Reviews 10 0 1 5 4 0
EPIC Request 7 [¢] 0 6 1 0
FBI Management Taskings 7 1 0 4 2 0
Miscellaneous 4 [¢] 1 1 1 1
Briefings 3 o] o] 0 3 0
Deconfliction 3 (0] 0 0 3 0
Graffiti Identification 3 (9] 0 1 2 0
Threat Assessment 3 0 1 1 0 1
Tattoo Identification 2 1 0 1 0 0
Gang-related Travel 2 [¢] 0 0 0 2
Blank/ Unknown 19 2 1 14 0 2
Total 213 21 11 84 83 14

Note: EPIC requests are requests that are initially received by EPIC and subsequently
forwarded to NGIC for further processing. FBI management taskings include providing
briefing points or gang summaries to senior FBI managers.

Source: NGIC.

We also examined the types of information requested to identify trends in
the services provided by NGIC and possibly help NGIC determine which
services it should concentrate on or discontinue. We found instances in which
NGIC no longer received or had only recently began to receive certain types of
requests. For example, we noted that during its first two years of operation,
NGIC received requests for Consolidated Priority Organization Target
validations, a program which compiles a list of major international drug
trafficking and money laundering organizations for the Department to target.
During the first year (2006), this category accounted for 38 percent (8 of 21) of
the requests for information received by NGIC. When asked about these
requests, NGIC management stated that all of these requests are generated by
FBI agents and are forwarded to NGIC which, in turn, forwards the requests to
the Special Operations Division for processing because NGIC is not a drug
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enforcement entity.?” An NGIC analyst was designated as a contact person for
Consolidated Priority Organization Target validations and was responsible for
assisting the requestor with processing the request. However, NGIC analysts
did not perform any analyses on these requests, and NGIC has not received
any validation requests since 2007.

We also determined that during the 3 years we examined, over half of the
information categories included less than 10 requests. However, we found no
evidence that NGIC analyzed the requests it received and the amount of time
required to process each request, evaluated shifting trends in information being
requested, identified request types that merit the most attention, or realigned
their resources to address the most important categories. We believe NGIC
should examine the types of services that have been requested and the
resources expended on each type to identify those most appropriate for the use
of its limited resources.

Interaction between GangTECC and NGIC remains limited.

Although GangTECC’s operational guidance states that it is intended to
be a major user of NGIC’s gang intelligence services, it only recently began to
request information on a regular basis from NGIC in early 2008 and its use of
NGIC information remains Iimited. Beginning on February 28, 2008, and
through the remaining 8 months of FY 2008, GangTECC submitted 31 requests
for information — the most for any customer in that fiscal year overall.*® Of all
the Requests for Information received by NGIC from January 1, 2006 to
February 19, 2009, GangTECC accounts for 22 percent (47 of 213).

Although the number of requests submitted by GangTECC to NGIC has
increased, most of GangTECC’s requests (33 of 47, or 70 percent) were queries
for information for inclusion in the “BOP targeting packages” it prepares which
contain information on individuals outside of the BOP facility who
communicate with federal inmates and may be involved in suspicious

37 FBI stated that prior to the creation of NGIC, the FBI's Gang Unit processed
Consolidated Priority Organization Target validations. Upon creation of the NGIC, FBI entities
continued to forward these validations to NGIC even though NGIC was not a drug enforcement
entity. Ultimately, these requests were stopped. FBI added that it was not known at the
beginning, the number of requests that would be made, nor the requests that would become
obsolete as missions and objectives changed.

3% Both GangTECC and NGIC personnel stated that requests were submitted prior to
this date but that neither Center tracked these requests. Using other information provided by
NGIC, the OIG was able to identify another nine instances in which there were joint efforts by
NGIC and GangTECC for the time period covering July 11, 2006 to July 15, 2008. These
instances were identified as talking points, briefings, tactical analysis, and travel for meetings.
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activity.?® This type of request is handled between two NGIC and GangTECC
staff members. The remaining 14 requests (30 percent) were spread among 6
categories of information (Table 5).

Table 5: Types of Information GangTECC
Requested From NGIC

10/1/08 -
Type of Request FY 2008 2/19/09 Total
BOP Targeting Packages 24 9 33
Specific Individual Information 4 1 5
Gang Background Information 1 0 1
Training Presentation 1 0 1
Case Support 0 2 2
Deconfliction 0 3 3
Graffiti Identification [¢] 1 1
Blank/Unknown 1 o] 1
Total 31 16 47

Source: NGIC.

We spoke with GangTECC personnel about the kinds of assistance for
which they look to NGIC. Six of 12 GangTECC employees stated that
GangTECC needs intelligence case support from NGIC, but they also told us
that they believed NGIC is more oriented to providing intelligence products that
are not tailored to a particular case. For example, case support could require
an analyst to review information gathered during the course of an investigation
and then conduct analyses to show how multiple gang cases fit together. The
GangTECC personnel we interviewed said they often do not find NGIC products
useful for this purpose. As Table 5 illustrates, GangTECC requests for case
support do not constitute a significant portion of GangTECC’s requests to
NGIC.

In the instances where GangTECC received case support from NGIC
analysts, they said the results were favorable. The GangTECC Director stated
that an NGIC analyst did “a phenomenal job” working with intelligence analysts
from five or six other federal law enforcement agencies to obtain information on
a case and then briefed the GangTECC agent about it. Some NGIC personnel
also agreed that there was a benefit to NGIC analysts providing case support to

32 The BOP representative to GangTECC requests information about those individuals
from the NGIC analyst who is designated as the contact point for processing this type of
request. The NGIC analyst queries databases and provides information found on the
individuals to the GangTECC BOP representative. The GangTECC BOP representative adds
information obtained from NGIC to the targeting package and is given to a GangTECC member
to review. Some targeting packages may be referred to other agencies for further investigation.
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GangTECC. For example, one analyst told the Ol1G that, as a result of what she
learned from the analyses that she performed on several investigations, she
plans to write an intelligence bulletin.

The Directors of GangTECC and NGIC also told us that they had
regularly exchanged information since the inception of the Centers. However,
our discussions with the staffs of both Centers did not elicit information
indicating there was a significant direct exchange of information between the
analysts and investigators during the first years of the Centers’ operations.
Our analysis of FY 2009 workload, and our follow up interviews with analysts
and investigators, found that interactions had improved in FY 2009, although
the interactions remain limited and ad hoc in nature.

Although GangTECC’s use of NGIC has increased, the
underrepresentation or absence of key law enforcement customers, and the
overall small number of requests received, calls into question NGIC’s
effectiveness to share relevant gang-related information and provide useful
support to law enforcement personnel who are conducting gang investigations
and prosecutions.

NGIC'’s monitoring of customer satisfaction with its intelligence products is
deficient.

We reviewed customer satisfaction surveys distributed by the FBI to
identity whether the above concerns were reflected in customers’ opinions
about the services provided by NGIC. The OIG found that NGIC had no process
for monitoring the survey responses to determine whether its intelligence
products are meeting customer’s needs. In addition, we found that the surveys
NGIC administered only cover the intelligence products generated by NGIC and
not the other services that it provides.

The FBI survey asks NGIC customers who have either requested an
intelligence product or received an intelligence product generated by NGIC
analysts to rate the product for quality. They rate such factors as whether the
product was timely, relevant, clear, and reliable — on a scale of 1 (strongly
disagree) to 5 (strongly agree). Customers also are asked to rate the value of
the product, including whether the product (1) helped close an intelligence gap,
(2) changed an investigative priority, (3) resulted in a more informed decision
on an investigation, or (4) identified new information on a pending
investigation.

NGIC did not use customer responses to assess its own performance.

Our analysis of 511 customer satisfaction surveys returned to NGIC
found that customers expressed overall satisfaction with NGIC intelligence
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products.’® For the factors of quality and value, NGIC averaged a score of 3.5
out of 5 for the 511 surveys. However, we noted that 333 (65 percent) of the
responses came from recipients in NGIC’s parent agency, the FBI, while
non-FBI customers accounted for only 41 or 8 percent of the customer surveys
returned. The surveys did not identify the originating entity in 137 instances
(27 percent).

We also found that NGIC does little with comments made on the
customer satisfaction surveys. Specifically, the Deputy Director told us that
NGIC has “followed up on several forms on occasion” but has not attempted to
analyze the information customers have included in comments on the survey
forms. For example, one survey on the topic of gang involvement in mortgage
fraud schemes stated that the “intelligence assessment was very basic and
lacked specific information for identifying mortgage/real estate transactions
that may be gang related.” We believe that NGIC could have issued a
supplemental product to address the concerns of this FBI customer, but it did
not. An NGIC official said they do not have adequate resources to analyze
customer comments.

NGIC intelligence products have limited usefulness to GangTECC personnel.

Because GangTECC was intended to be a major user of NGIC’s services,
we asked GangTECC personnel which NGIC intelligence products they had
used during the course of their work. Products provided by NGIC addressed a
variety of issues such as prison gangs, identifying new gang tattoos, the
methods gangs use to incorporate religion as part of the gang identity, conflicts
between rival gangs, mortgage fraud schemes that a particular gang was
involved in, and gang involvement in the sexual exploitation of women and
children. Four GangTECC investigators stated that they were not familiar with
any of NGIC's intelligence products. Of the remaining six investigators, two
were aware of NGIC’s products, but described them as too theoretical, broad,
and historical to provide operational information. Only four investigators
reported using NGIC’s products to obtain background information about a
particular gang.

One NGIC analyst told the OIG that NGIC intelligence analysts were
“writing history” rather than producing leads that can be acted on. He said the
analysts were telling the readers about previous cases rather than analyzing

10 Surveys are included as part of each product and each person who obtains a copy of
an NGIC intelligence product may submit a survey response. Therefore, there are more survey
responses on file than there have been products issued. Further, because LEO did not provide
us with information on the number of intelligence products downloaded, we do not know how
many customers received them.
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transactions that are occurring and recommending action, such as establishing
a wiretap.

Some GangTECC personnel stated that NGIC intelligence products were
written only by the FBI representatives at NGIC and that the products therefore
would only reflect the FBI's data. A GangTECC member gave an example that
if he asked NGIC for information about cases opened on the MS-13 gang, his
experience was that NGIC might provide only those cases the FBI worked on.
An FBI GangTECC member commented that since most of the NGIC products
he receives come from the FBI analyst at NGIC, he is not sure if information
from other agencies is included.

In addition to the usefulness of NGIC’s intelligence products, some NGIC
personnel we interviewed were also concerned about the time it took NGIC to
disseminate its intelligence products. One of the NGIC members told us that
“it is impossible for the FBI analysts to get a product out that’s timely because
there are so many review levels.” He provided an example where it had taken
NGIC 3 months to issue an assessment of a prison escape that involved gang
members. An NGIC analyst from the FBI stated that while the NGIC analysts
had been told intelligence products are important, their reports may sit on a
reviewer’s desk for weeks. She cited an example in which a product was held
up because the “title didn’t work.” The analyst said that as a result, the report
sat on a reviewer’s desk for 6 weeks when the matter “could have been resolved
in 10 minutes.”

The FBI stated that, as mandated by the FBI’s Directorate of Intelligence,
NGIC managers must allow time for their analytical products to be reviewed
and edited by entities within the Directorate of Intelligence, which can delay
dissemination. However, we noted that this review process does not apply to
the analytical products generated by personnel of other member agencies.

The absence of an effective process to assess customer satisfaction with
NGIC products and services, to assess the usefulness of other services NGIC
provides, or to assess other unmet customer needs reduces NGIC’s ability to
share relevant gang-related information and provide useful support to law
enforcement personnel who are conducting gang investigations and
prosecutions.

Recommendations
We recommend that:
3. NGIC analyze the responses to past customer surveys on intelligence

products to identify improvements that would make its intelligence
products more useful to customers.
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4. NGIC expand its customer satisfaction surveys to include recipients
of all of its products and services.

5. NGIC analyze the types of information being requested and the time
spent responding to each request type to better allocate its resources.

6. NGIC track all requests for information that it receives.

GangTECC has insufficient resources to carry out its mission of
coordinating gang investigations and prosecutions.

When it was established, GangTECC was provided with only eight
members, no operating budget, and a broad, multi-purpose mission."!
Because GangTECC does not have an operating budget, participating
components are required to assign staff to GangTECC and pay their salaries
out of their own budgets. The lack of an operating budget also has prevented
GangTECC managers from taking actions essential to implementing the Center.
For example, GangTECC cannot fund travel to case coordination meetings for
its member nor representatives from state and law enforcement agencies
working on the case. Also, GangTECC has been unable to implement
electronic communication and tracking capabilities or fund its Executive Fellow
program which provides opportunities for state and local law enforcement
officers to enhance their skills by working with federal law enforcement
agencies for a 6-month period.’?2 Communicating with state and local agencies
is vital to GangTECC’s ability to coordinate cases, collect gang intelligence, and
identify priority targets. Moreover, GangTECC’s outreach and training efforts
have been hindered due to a lack of funding. Officials in the Criminal Division
and the Office of the Deputy Attorney General agreed that lack of an operating
budget is GangTECC’s biggest problem. The impact that the lack of funds has
on GangTECC’s ability to execute its broad mission is detailed below.

GangTECC’s case coordination efforts are limited by the lack of an operating
budget.

Organizing and participating in case coordination meetings is central to
GangTECC’s mission. Members of GangTECC identify opportunities to link
local agency gang investigations by reviewing open cases to compare targets

11 The Deputy Attorney General’s July 26, 2006, memorandum specified that at least
seven experienced agents from the Department’s components be assigned to GangTECC. The
eighth member was to be from ICE.

42 In June 2009, ATF assigned one of its grant-funded Executive Fellows to work at
GangTECC.
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and to determine whether other components have initiated or begun building
cases on the same targets. After linking related investigations, the Center
attempts to organize case coordination meetings to bring together federal,
state, and local investigators, analysts, and prosecutors to share information.
If successful, the coordinated cases bring charges against large, geographically
dispersed gang-related criminal enterprises.

For example, GangTECC identified that violent national street gang
investigations being conducted by federal and local agencies from the east and
west coasts were connected. GangTECC arranged for ATF to fund travel
expenses for a federal agent and local law enforcement officers from the east
coast to meet with the federal and local prosecutors, federal agents, and local
officers on the west coast. As a result, the agents located the primary gang
member who was directing the migration of the west coast gang to the east
coast. According to an investigator involved in this case, GangTECC served an
integral role in coordinating the exchange of information between investigators
on both coasts in an investigation that subsequently resulted in almost 30
conspiracy indictments under the Racketeer Influenced and Corrupt
Organizations Act (RICO).

During its 3-year existence, GangTECC has coordinated 12 cases
involving multiple law enforcement agencies and jurisdictions. In addition,
according to GangTECC’s Director, GangTECC also has facilitated cooperation
in over 100 cases where investigators or agencies would not initially share
information on common targets with one another. Law enforcement personnel
we interviewed who had used GangTECC’s services reported high levels of
satisfaction and told us that case coordination was the most helpful service
that the Center could provide to the field. Ten of the customers we interviewed
stated that they used the information provided by GangTECC to coordinate
with other agencies. As a result, they identified instances in which the same
individual was the subject of investigations in multiple jurisdictions.

Many customers commented that they did not previously know of the
connections identified by GangTECC and would not have discovered them
without GangTECC’s assistance. As gang investigations expand into larger,
cross-agency investigations and prosecutions, GangTECC’s USMS
representative told us that gang investigators in the field have received critical
information about gang members who are wanted suspects, resulting in the
apprehension of fugitive gang members.

However, GangTECC’s efforts have been hindered by resource
limitations. The GangTECC Director told us there have been at least five
occasions when the Center has been unable to host, or even attend, case
coordination meetings out of state because it was unable to fund travel costs.
For example, GangTECC could not host case coordination meetings for two
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cases involving a national gang. In other instances, GangTECC could not send
representatives from all the components involved in a case against another
national gang to a coordination meeting, nor could they send representatives
from the state and local law enforcement agencies that were involved in the
case. We were informed that videoconferencing or conference calls would not
suffice for these meetings because the participants need case files available for
review in order to share and exchange information about their investigations.
Although some of the GangTECC representatives are allocated small budgets
from their home components for gang-related cases, they are typically only
permitted to use the funds for their home components’ cases.

Almost all of the 12 GangTECC members we interviewed, as well as the
GangTECC Director and Criminal Division officials, stressed that lack of an
operating budget is the biggest hindrance for the Center, particularly when it
prevents the Center’s personnel from fully participating in case coordination
meetings. The Criminal Division’s FY 2009 congressional budget request
recognized this problem, stating:

Travel to various locations for investigative case coordination
meetings, conferences and operational planning is a basic and
essential need for the success of GangTECC. Currently, this travel
is unfunded and being paid by each of the participating
components when and if they can afford it.

As a result of the budgetary limitations on GangTECC’s ability to execute
its mission, opportunities to better coordinate the Department’s efforts to
combat gang crime have been missed.

Lack of technology hampers GangTECC’s communications.

Although GangTECC members told us that cross-agency information
sharing is relatively easy to accomplish given their proximity to each other,
GangTECC members cannot e-mail documents to each other, use a uniform
e-mail system to exchange information across components, or collectively store
and track information on a shared drive. GangTECC members also cannot
send Center-wide e-mails and electronic information to its customers because
there is no common e-mail system. Instead, GangTECC members must use
servers from their respective agencies to communicate electronically within
GangTECC as well as to its customers.

The lack of a dedicated server inhibits GangTECC’s ability to collectively
store and track information. Rather, GangTECC members have been manually
tracking the assistance they provide in hard copy logbooks. The GangTECC
Director told us that having a common computer system or developing a
method for existing system to communicate would greatly assist the Center in
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its intelligence sharing and case coordination duties. In addition, almost every
regional and national gang has a large presence on the Internet through social
networking and private websites and GangTECC lacks funding for equipment
to exploit this potential source of information on gangs.

GangTECC is unable to engage in needed outreach efforts.

We found that even though GangTECC has made some efforts, its
services are not adequately advertised. GangT'ECC’s operational plans state
that its outreach efforts “will utilize various methods to inform federal, state,
and local law enforcement and prosecutors of the resources available to them
through GangTECC.” The plans further specify that outreach “includes
sponsoring domestic and international training, providing materials at national
and regional conferences, and posting information on law enforcement websites
and publications.” In accordance with its operating plan, GangTECC has
conducted several training sessions or presentations since its inception at a
variety of venues, including the California Gang Investigators Association, the
National District Attorneys Association, Project Safe Neighborhood conferences,
the National Sheriffs’ Association, the Virginia Department of Corrections, and
the Los Angeles Sheriff’s Department.

Nonetheless, field components generally remain unaware of GangTECC’s
services. Only 30 percent (7) of the GangTECC customers we interviewed told
us that other agents or officers in their organization were aware of the Center.
Four others said they believed that only those who worked gang investigations
knew about GangTECC. At least two of the customers who received assistance
from GangTECC (after the Center contacted their offices) still did not know
what other types of services were provided by GangTECC. Another customer
said “GangTECC is a good concept, but they need better communication with
the field and better advertising as to what they can offer the field.”

We found that GangTECC members are aware that the Center is not well
known. Most GangTECC members we interviewed (8 of 12) also told us that
only some in the law enforcement community were aware of the Center. Half of
them (4 of 8) stated that those in the law enforcement community that were
aware of GangTECC probably did not know what assistance GangTECC could
provide. In fact, four believed the law enforcement community was not aware
of GangTECC at all and that GangTECC needed to “advertise” more.

Forty percent of the GangTECC customers we interviewed stated that
sending information via e-mail and making presentations at conferences and
meetings is the best way for GangTECC to advertise its services. However,
GangTECC’s ability to sponsor training and produce conference materials to
conduct outreach is hindered by the lack of an operating budget. Although
GangTECC members have made presentations at approximately 60 meetings
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and conferences, the Center has been unable to sponsor any “domestic and
international training,” as mandated by its Concept of Operation. Nor does
GangTECC have money to produce materials for distribution at national and
regional conferences.*

In late 2007, the Criminal Division agreed to make $25,000 available to
GangTECC for outreach efforts in response to the Director’s request for funds to
cover training materials and related expenses for advertising at gang
conferences. However, this small one-time disbursement is not sufficient to
support GangTECC’s long-term need to develop its training and outreach efforts.

In summary, the lack of an operating budget has hindered GangTECC’s
ability to function as the Department’s anti-gang central coordination center.
It has limited the Center’s participation in case coordination meetings and
prevented it from directly supporting field operational costs. Internally, the
lack of its own budget has prevented GangTECC from funding its state and
local law enforcement Executive Fellow program, limited its electronic
communication and tracking capabilities, and limited its outreach efforts to
other federal, state and local law enforcement agencies.

If GangTECC is to provide the services described in its operational plans,
the Center will need a dedicated, annual operating budget. Other multi-agency
enforcement centers, such as the Special Operations Division, EPIC, and
OCDETF, have agency-sponsored funds made directly available to them that
allow them to carry out their missions." If the Department continues to view
national anti-gang efforts as a priority and GangTECC as the best way to
coordinate multi-agency anti-gang efforts, we believe it must seek more
resources for the Center to allow it to fully achieve its mission.

13 NGIC has included information about GangTECC in some of its pamphlets and
brochures.

11 EPIC is a multi-agency intelligence center that collects and disseminates information
related to drug, alien, and weapon smuggling in support of field enforcement entities
throughout the southwest region.
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Recommendation

We recommend that:

7. The Department request a separate operating budget for GangTECC.
GangTECC lacks critical staff to provide guidance on gang investigations.

GangT'ECC’s Concept of Operations states that, in addition to the
Criminal Division attorneys initially assigned to GangTECC, “it is anticipated
that the Gang Unit prosecutors will work closely with GangTECC.” According
to the Criminal Division’s FY 2009 budget request, Gang Unit prosecutors are
to “work hand-in-hand” with GangTECC and NGIC “to comprehensively target
and coordinate multi-jurisdictional gang investigations and prosecutions and
develop national strategies to disrupt and dismantle these dangerous
organizations.” However, we found that the Criminal Division has not assigned
prosecutors to GangTECC and there are few instances in which GangTECC and
the Gang Unit worked together.

The Criminal Division has not assigned prosecutors to GangTECC.

GangTECC’s operational plan states that, in addition to providing a
Director to GangTECC, the Criminal Division will assign one trial attorney on a
full-time basis at the Center and that “additional prosecutors may be assigned to
join GangTECC as the need arises.” The trial attorney’s duties were to (1) advise
the agency representatives on legal matters, (2) assist the Director in his or her
duties, and most importantly, (3) serve as an additional liaison between
GangTECC and USAOs nationwide. The absence of an attorney to fulfill the
liaison role between GangTECC and the USAOs has limited the Center’s ability
to coordinate with USAOs nationwide. A prosecutor’s knowledge of USAO gang
caseloads and strategies would assist GangTECC with case coordination and
help GangTECC in resolving conflicts between different jurisdictions and
agencies. The Criminal Division helped write and adopt the GangTECC
operational plan. However, as of April 2009, the Criminal Division had not filled
the trial attorney position or provided any other attorneys to GangTECC.

The presence of an attorney at GangTECC also would facilitate better
interaction with the Criminal Division’s Gang Unit. In the summer 2008,
GangTECC members reported to OIG that it had very little interaction with
Gang Unit attorneys. The Gang Unit Chief explained that interaction between
Gang Unit prosecutors and GangTECC was hampered by the Gang Unit’s
shortage of prosecutors and a large caseload that requires Gang Unit attorneys
to travel nationwide. As a result, Gang Unit prosecutors are not routinely
available to work with GangTECC investigators. In May 2009, the GangTECC
Director told the OIG that the Center’s relationship with the Gang Unit had
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improved from a year earlier. For example, he said Gang Unit attorneys are
now working with GangTECC members to coordinate several cases. However,
Gang Unit attorneys still do not typically spend time at GangTECC, attend any
of GangTECC’s staff meetings, and the two units occasionally have competing
priorities.

According to the Gang Unit Chief, the Unit focuses on four particular
gangs. In contrast, GangTECC investigates many different gangs, and
GangTECC members told us that the Gang Unit may not always be interested
in taking cases involving gangs other than the four it targets. We also found
that there were no protocols that specify the nature of the coordination
between GangTECC and the Gang Unit. GangTECC and the Gang Unit both
have responsibilities related to the prosecution of gang cases and both entities
receive requests for assistance with gang prosecutions from federal agents in
the field. However, neither component has agreed on specific criteria to
determine which gang cases should be referred to the Gang Unit. GangTECC
personnel cited a problem in one case in February 2009 when GangTECC
referred a national gang case to the Gang Unit for prosecution. Prior to
accepting the case, the Gang Unit limited GangTECC’s communication with the
district’'s USAO staff that GangTECC found overly restrictive. We believe that
GangTECC and the Gang Unit should develop written protocols that detail how
the two groups will cooperate and coordinate their efforts.

In addition, four of the GangTECC customers (investigators) we
interviewed said they needed guidance from prosecutors to get their cases
prosecuted and suggested that GangTECC should facilitate their contact with
an attorney. The Senior Counsel to the Criminal Division Assistant Attorney
General told us the prosecutor’s position in GangTECC had never been filled
due to a lack of resources. The OIG believes that the addition of prosecutorial
resources at GangTECC will enhance the Center’s ability to assist with gang
investigations and ultimately prosecutions.

Recommendations
We recommend that:

8. The Criminal Division assign and locate at GangTECC at least one
full-time experienced prosecutor as discussed in GangTECC’s Concept
of Operations.

9. The Criminal Division and Governing Board direct GangTECC and the
Gang Unit to jointly develop written protocols addressing: (a) how
often and under what conditions GangTECC and the Gang Unit
should meet to share information on gang-related cases; (b) what
gang-related information should be regularly shared between the two
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entities; (c) criteria for GangTECC to follow in referring gang cases to
the Gang Unit; and (d) a method for determining which component
will coordinate directly with the field office and district USAO.

Deconfliction by GangTECC is not occurring as directed by the Deputy
Attorney General.

GangTECC is not serving as a national anti-gang deconfliction center as
directed by the Deputy Attorney General. According to the GangTECC
Director, effective deconfliction is required to avoid duplication of effort and to
ensure resources are not wasted. Over its 3-year existence, however,
GangTECC has not established itself as the central coordination center
envisioned by its own Concept of Operations, which states that the Center will
“provide a strong, national deconfliction center for gang operations.” Moreover,
the Department has not established policy to require that field component
offices decontflict their gang cases through GangTECC, and few offices choose
to do so. The following sections discuss GangTECC’s attempts to implement an
operational deconfliction process.

Participating GangTECC components and USAOs are not required to deconflict
through GangTECC.

None of GangTECC’s participating components require their field offices
to notify GangTECC about newly opened gang cases. One component proposed
an internal policy to require deconfliction with GangTECC. An FBI GangTECC
member told us in March 2009 he drafted a policy that mandates FBI field
offices use GangTECC to deconflict gang cases. The new policy would require
field FBI investigators to notify GangTECC of new gang cases by including the
FBI GangTECC representative in their electronic communications to FBI
Headquarters. However, the proposed policy remains under review by FBI
Headquarters officials. None of the other GangTECC components has
implemented, or even proposed, a similar requirement.

We also noted that each of the 94 USAOs has designated an Anti-Gang
Coordinator to provide leadership and focus to anti-gang efforts at the district
level.?5 Although the Anti-Gang Coordinators work with local law enforcement
and others to develop a comprehensive anti-gang strategy for their districts,
they do not work with GangTECC - the Department entity created to develop
that type of strategy. As a result, GangTECC is not notified when USAOs open
or close gang cases.

45 As part of the Department’s anti-gang efforts, the Attorney General directed each
United States Attorney to appoint an Anti-Gang Coordinator and to develop district-wide anti-
gang strategies in January 2007. During 2008, the districts updated their anti-gang strategies
and provided them to EOUSA.
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Because neither the components’ field offices nor the USAQOs notify
GangTECC about their gang investigations and cases, the Center cannot
effectively deconflict the Department’s anti-gang activities on a national level.
We believe that requiring participating GangTECC components to notify
GangTECC of newly opened gang cases in the field would be a significant step
toward GangTECC addressing its deconfliction mission for the Department.

GangTECC suspended its pilot project to deconflict gang investigations.

In the absence of a Department requirement to notify GangTECC of anti-
gang activities, in November 2008 GangTECC began a pilot project with NGIC
to deconflict newly opened gang cases. The deconfliction process was intended
to identify overlapping investigations and meet GangTECC’s deconfliction
responsibility. As described earlier, NGIC has not developed a gang database
and therefore does not have the technology to query multiple data sources at
once.

Instead, in the pilot project GangTECC members and NGIC analysts
manually queried several databases. To accomplish this, GangTECC members
generated lists every 30 days that contained the names and identifying
information of targets of gang-related investigations opened in the prior 60
days. Each GangTECC member retrieved this information by querying their
home agencies’ databases. The lists of names generated were then provided to
an NGIC analyst who ran the names through the databases of each participating
component at NGIC.

The FBI was the first component to
deconflict its gang targets for the pilot
project. The initial FBI list contained over
500 names of individuals for whom the FBI

GangTECC Deconfliction
Efforts (FBI Cases Only)

221 hits:
» 94 from DEA

had initiated investigations. When_ the NGIC > 65 from USMS
analysts checked those names against the 3 50 from ATF
names of targets in four different member » 12 from ICE
components’ databases, the analysts 38 significant names

obtained 221 “hits” (see text box). The
analysts then informed the members of the respective components about the
“hits.” After a member from each component reviewed their respective
component’s cases, GangTECC began eliminating duplicates and aliases from
the list. Through this exercise, GangTECC and NGIC analysts were able to
identify that the FBI was investigating at least 38 gang targets who were also
being investigated by another component or federal agency.

Although the manual deconfliction process identified some duplicate
investigations, the GangTECC Director said it was too labor intensive.
Consequently, he suspended the pilot project in April 2009. The GangTECC
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Director told us that he met with the Special Operations Division and OCDETF
in May 2009 to ask for assistance with deconfliction through analysis of
communications data. OCDETF has a database that stores investigative
information from multiple law enforcement agencies that could be used for
deconfliction purposes, making the process less labor-intensive for NGIC
analysts. As of June 2009, no agreement had been reached on OCEDTF’s role
in GangTECC's deconfliction process.

Early deconfliction of gang cases will maximize the use of resources and
facilitate coordination of multi-jurisdictional gang investigations. The OIG
believes the existence of a gang information management system is integral to
GangTECC’s meeting its deconfliction mission. Without a database and
accurate knowledge of ongoing gang cases, GangTECC cannot effectively
deconflict gang investigations.

Recommendations
We recommend that:

10. The Department require all participating GangTECC members
report every newly opened gang-related investigation to GangTECC
at the time the component opens the case.

11. The Department direct that each USAO notify GangTECC of each
newly opened gang case immediately upon opening the case.

GangTECC’s efforts to publicize its priority gang targets have lagged.

A primary GangTECC mission established in its operational plan is to
develop an enhanced understanding of the national gang problem and propose
strategies to neutralize the most violent and significant gang threats. In
August 2006, GangTECC and NGIC identified 13 priority gang targets. During
our interviews with GangTECC members in summer 2008, investigators stated
that they were assigned specific gangs to monitor and had two on-going
investigations involving priority targets.

Although GangTECC and NGIC shared the 13 priority targets with its
Governing Board and the Department’s Anti-Gang Coordinating Committee, it
is unclear whether this information was shared with the rest of the law
enforcement community, and we found little evidence regarding the use of this
list beyond GangTECC and NGIC during our review.

In an effort to update the original list of 13 priority gang targets,
GangTECC developed a new method to identify priority targets in the fall of
2008 which led to a new list of 17 priority gang targets. As of September 2009,
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however, it had not shared the new list of 17 priority gang targets with the
field. Separate from its effort to develop a list of priority gangs, in October
2007 GangTECC began to develop BOP targeting packages that identify
inmates and their associates outside the prison system who engage in
suspicious activities. The following sections describe GangTECC’s efforts to
identify the most serious gang threats.

GangTECC has developed a new method to identify priority targets.

GangTECC’s operational plan calls for it to use information from NGIC
and other sources to identify targets for investigations by field agents.
Specifically, GangTECC’s Concept of Operations states that the Center should
“use the intelligence provided by NGIC and other sources to identify and
recommend priority target groups, activities, geographic areas and individuals.”
The GangTECC Director said GangTECC’s development of its Targeting
Prioritization Project to update the existing list of 13 priority targets was
delayed until September 2008 while NGIC worked with NDIC on the 2009
National Gang Threat Assessment, which was completed in November 2008.

GangTECC, with the assistance of NGIC, created a threat matrix that
contained characteristics associated with each gang such as the gang’s
organization, its propensity for violent crime, the size of the gang, the types of
weapons used by the gang, and whether the gang was involved in drug
trafficking. The Centers then assigned point values to the characteristics in
the matrix to develop a score corresponding to the relative threat posed by each
gang, with a higher score indicating the gang was a greater threat relative to
gangs with lower scores.

Once the Centers developed the threat matrix, GangTECC used
information from the 2009 National Gang Threat Assessment as a source for
information for its targeting project.* In February 2009, NGIC used the matrix
to assign scores for the most reported gangs in the 2009 National Gang Threat
Assessment. The gangs were assigned to one of two “tiers” based on their
scores, with Tier 1 consisting of the two or three gangs that pose the greatest
threat. According to the GangT'ECC Director, establishment of these tiers was
intended to assist law enforcement agencies in each region with focusing their
gang efforts on the most significant threats. Through its process, GangTECC
identified 17 high priority gangs across the United States. Examples of high
priority gangs identified by GangTECC include:

16 In November 2008, NDIC and NGIC jointly completed the 2009 National Gang Threat
Assessment. The Assessment provides an analysis of data collected from federal, state, and
local law enforcement agencies about the nature of the gang problem in their areas. For the
2009 Assessment, the country was divided into seven regions and law enforcement personnel
from each region identified the gangs they believed to be the most dangerous in their area.
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» Gangster Disciples — This street gang is active in 110 cities and 31
states and has an estimated membership of 25,000 to 50,000. Their
main source of income is the distribution of drugs, but the gang is
also involved in other criminal activity, such as homicide, assault,
auto theft, firearms violations, and money laundering.

e Surefios — This street gang is composed of members from various
gangs who put aside former rivalries when they enter the prison
system and unite under the name Surefios. Some members have
direct links to Mexican drug trafficking organizations. Their main
source of income is drug distribution within prison systems and in the
community, as well as extortion of street-level drug distributors. They
are also involved in other criminal activities such as assault,
carjacking, home invasion, homicide, and robbery.

In April 2009, GangTECC shared the results of its prioritization
assessment with its Governing Board, headquarters officials from its member
agencies, EOUSA, and the Attorney General Anti-Gang Coordination
Committee. However, as of September 2009, GangTECC had not shared the
targeting results with the field. Although representatives from GangTECC’s
participating components received priority targeting results at the Board
meeting, the information was not disseminated to their respective field offices.

In addition to these notifications, the GangTECC Director told the OIG
that the priority target information will be disseminated to other law
enforcement agencies through various presentations, including at Project Safe
Neighborhood conferences. The Director stated that the information also will
be distributed to state and local law enforcement in a tri-fold handout via mail,
but he could not provide a timeframe on when this was to occur because
GangTECC lacked the funds to design and print the brochure. According to
the GangTECC Director, he would like to carry out the target prioritization
process annually, but does not have an efficient method for collecting the
requisite information on gang activity from law enforcement agencies.

Prior to identifying priority targets, GangTECC developed a strategy to
identify outside targets that are potentially assisting criminal activity inside
federal prisons. Specifically, GangTECC used information from BOP databases
to develop “targeting packages” of information on gangs. The GangTECC/BOP
Targeting Packages have successfully generated cases against gang members.
According to the GangTECC Director, GangTECC is coordinating investigations
on 5 of the 17 identified priority gangs.
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GangTECC’s lack of analytical support affects its ability to fully accomplish its
targeting mission.

Because GangTECC does not have its own analytical capability, it is
limited in its ability to independently identify priority targets and patterns that
can be exploited by investigators. In addition, it cannot create strategic or
tactical products for the field. The Deputy Attorney General’s memorandum
creating GangTECC required the participating member components to provide
investigators, not analysts. Since investigators are not trained to perform the
same type of work as analysts, the GangTECC Director told the OIG that the
Center’s targeting efforts were reliant upon NGIC’s analytical resources.

This is consistent with the reason the two Centers were co-located - to
facilitate interagency cooperation and gang-related information sharing.
Despite the Centers collaborative efforts to identify priority targets, we found
that gang information was rarely shared between GangTECC and NGIC. For
example, in the summer 2008 several NGIC analysts and managers told the
OIG that they were unfamiliar with GangTECC’s mission. Also, half of
GangTECC members stated they did not share any information with NGIC. We
also believe that the efforts to inform the field of the priority targets could have
occurred in a more timely fashion if the Centers had collaborated to do so.

We also note that unlike other multi-agency federal law enforcement
centers, GangTECC does not have its own analytical resources. Other
multi-agency entities such as the DEA’s Special Operations Division and EPIC
have analysts who are trained to provide strategic and operational support to
the investigators. The Director of the Special Operations Division told the OIG
that the Special Operations Division’s investigators and analysts work in teams
to facilitate better communication. The investigators direct the investigation
and the analysts use databases, charts, and other information to show links
between cases. In contrast, communication between NGIC analysts and
GangTECC agents is disjointed when it occurs.

To assist Departmental anti-gang activities, GangTECC should develop a
plan to improve how it identifies priority targets for the field and disseminate
the information it develops in a timely manner. GangTECC has developed
plans for targeting 4 priority targets, but must also develop additional
strategies to address its remaining 13 priority targets. However, to carry out
any such strategies or initiatives, GangTECC will need to address its lack of
analytical support or develop a better working relationship with NGIC.
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Recommendations
We recommend that:

12. GangTECC and NGIC (a) immediately disseminate information on
the 17 gangs that they have identified as posing the greatest
threat, and (b) develop a plan for periodically updating and
disseminating information on high-threat gangs.

13.  GangTECC and NGIC develop law enforcement strategies and
initiatives to address the additional identified priority targets.

14. GangTECC and NGIC increase the use of NGIC’s analytical
resources to support GangTECC’s targeting mission.
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NGIC AND GANGTECC ARE NOT EFFECTIVE AS INDEPENDENT ENTITIES

NGIC and GangTECC are mnot operating effectively
despite being co-located. We found that their separate
management structures have hindered their ability to
coordinate and communicate. As a result, the two
centers do not provide a “one-stop shopping” capability
that was envisioned and currently advertised.

The effectiveness of NGIC and GangTECC to contribute to the
Department’s anti-gang initiatives is dependent upon their working together to
achieve common goals, which include deconflicting gang investigations,
identifying priority targets, and sharing gang information. However, the OIG
found that several factors, discussed in the sections above, impair their ability
to achieve their common goals and contribute to the Department’s anti-gang
initiatives. We believe that the Department should consider merging the two
organizations.

Both NGIC and GangTECC advertise at conferences and in their
pamphlets that they provide investigators and prosecutors with a “one-stop
shopping” capability for gang information and assistance. This capability has
not been achieved, in part, because the Centers’ separate management
structures are not conducive to achieving these goals. These organizations
have different approaches to funding, staffing requirements, and investigative
priorities that prevent an effective partnership between the two Centers.
Co-location of NGIC and GangTECC was not enough to overcome these
differences in order for an effective partnership to occur.

Instead, NGIC and GangTECC communicate on an ad hoc and limited
basis. For example, GangTECC members told the OIG that they did not
communicate with NGIC analysts on a regular basis. In addition, some
GangTECC personnel we interviewed were unfamiliar with NGIC’s intelligence
products, while other GangTECC personnel found NGIC intelligence products
useful only for general background information for their investigations.

The lack of coordination between the Centers was recognized by some
NGIC and GangTECC personnel we interviewed. For example, one NGIC staff
member stated that the two organizations did not work together as much as he
expected given their close proximity to one another and their similar goals and
objectives. In addition, an NGIC analyst stated that the operations of the two
organizations are not cohesive and that the Centers did not mesh together
structurally. A GangTECC agent voiced similar thoughts, stating that
GangTECC needed to find a direction in concert with NGIC, and that there was
not enough coordination between the two entities.
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Combining the two organizations under a single Department entity could
facilitate a common vision for the two organizations and a more uniform
approach to assisting gang investigations, create a better joint operating
environment, and provide for a more reliable resource stream to support the
Centers’ missions. A merger also would enable the Centers to move closer to
providing the “one-stop shopping” capability that was envisioned and is
advertised. We therefore believe that the Department should consider merging
NGIC and GangTECC into a single unit under common leadership.

While a merger of the Centers will provide a more uniform approach to
assisting gang investigations and prosecutions, merger alone is insufficient to
assure a major contribution to the Department’s anti-gang initiatives. Major
improvements are needed in the areas discussed in this report if the Centers
are to effectively coordinate and support gang investigators and prosecutors
nationwide.

Recommendation
We recommend that:

15. The Department consider merging NGIC and GangTECC.
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CONCLUSION AND RECOMMENDATIONS

NGIC and GangTECC were created to be the Department’s national
intelligence and coordination mechanisms, respectively, for gang-related
investigations and prosecutions. However, we found that after more than
3 years, the Centers have not significantly improved the coordination and
execution of the Department’s anti-gang initiatives. Although the Centers were
co-located to facilitate interagency cooperation, collaboration, and gang-related
information sharing, they are not effectively doing so. Many factors
contributed to the Centers’ inability to make a significant impact on the
Department’s anti-gang activities.

For example, we found that because of poor performance by a contractor
and technological challenges associated with establishing electronic bridges
between disparate state and local databases, NGIC has not established a gang
information database for collecting and disseminating gang intelligence as
directed by Congress. We believe that development of a gang information
management system is crucial to support the Department’s anti-gang
initiatives and must be achieved as soon as possible.

Although the NGIC and GangTECC partnership was created to provide
investigators and prosecutors with “one-stop shopping” for gang information
and assistance, that has not occurred. For example, because GangTECC’s
member agencies and USAOs are not required to inform GangTECC of their
investigations and prosecutions, GangTECC cannot effectively deconflict the
Department’s gang-related activities as directed by the Deputy Attorney
General. Also, the Criminal Division has not filled an attorney position
intended to enable GangTECC to provide guidance to law enforcement officials
conducting gang investigations and prosecutions. GangTECC'’s efforts to
publicize priority gang targets have lagged.

NGIC is perceived as predominately an FBI organization, and it does not
effectively share gang intelligence and information with other law enforcement
organizations. Overall, in the 38-month period we examined, NGIC received
only 213 requests for information — about 6 requests a month. Moreover, the
preponderance of FBI and internal requests suggests that the NGIC remains
primarily focused on FBI investigations and has not become the national
resource on gang intelligence for federal, state, and local law enforcement as
envisioned. Also, NGIC’s intelligence products have limited usefulness to its
customers. We believe this is due in part to the Center’s failure to monitor its
customers’ needs or satisfaction with its products and services.

We also found that, although the Centers were co-located to facilitate
interagency cooperation, collaboration, and gang-related information sharing,
NGIC and GangTECC have made only limited use of each others’ resources.
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Furthermore, services and communication between the two Centers’ personnel
occur only on an ad hoc basis.

Finally, although GangTECC was assigned a broad, multi-purpose
mission, it has no operating budget. This has prevented GangTECC managers
from taking actions essential to GangTECC’s operations. Among other things,
GangTECC has been limited in its ability to host case coordination meetings
and conduct effective outreach to the law enforcement community.

Since co-location of the Centers has proven insufficient to ensure that
their common goals are met, the OIG recommends that the Department
consider merging NGIC and GangTECC into a single unit under common
leadership. Merging the Centers could improve their ability to support and
coordinate the Department’s anti-gang initiatives at a national level by
reducing incompatibilities that result from the current organizational
alignment, creating a better joint operating environment, and providing for a
more reliable resource stream to support the Centers’ mission.

However, while we believe that merging the Centers could improve their
ability to assist gang investigations and prosecutions, merger alone is
insufficient to support the Department’s anti-gang initiatives. Major
improvements are needed in the areas discussed in this report if the Centers
are to effectively coordinate and support gang investigators and prosecutors
nationwide. We therefore make 15 recommendations to help improve the
NGIC’s and GangTECC’s missions of assisting federal, state, and local law
enforcement to address violent regional and national gangs.

Recommendations
We recommend that:

1. NGIC establish a working group composed of representatives from its
member agencies and state and local law enforcement to identify
methods for sharing gang-related intelligence across the law
enforcement community. This working group should address, among
other issues: (a) a definition of “gang” and criteria for identifying
gang membership; and (b) data standards for entering gang
information into databases.

2. NGIC create an implementation plan that identifies functional
requirements with milestone dates to procure a gang information
management system.

3. NGIC analyze the responses to past customer surveys on intelligence
products to identify improvements that would make its intelligence
products more useful to customers.
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10.

11.

12.

13.

14.

15.

NGIC expand its customer satisfaction surveys to include recipients
of all of its products and services.

NGIC analyze the types of information being requested and the time
spent responding to each request type to better allocate its resources.

NGIC track all of requests for information that it receives.
The Department request a separate operating budget for GangTECC.

The Criminal Division assign and locate at GangTECC at least one
full-time experienced prosecutor as discussed in GangTECC’s
Concept of Operations.

The Criminal Division and Governing Board direct GangTECC and
the Gang Unit to jointly develop written protocols addressing: (a)
how often and under what conditions GangTECC and the Gang Unit
should meet to share information on gang-related cases; (b) what
gang-related information should be regularly shared between the two
entities; (c) criteria for GangTECC to follow in referring gang cases to
the Gang Unit; and (d) a method for determining which component
will coordinate directly with the field office and district USAQ.

The Department require all participating GangTECC members report
every newly opened gang-related investigation to GangTECC at the
time the component opens the case.

The Department direct that each USAO notify GangTECC of each
newly opened gang case immediately upon opening the case.

GangTECC and NGIC (a) immediately disseminate information on the
17 gangs that they have identified as posing the greatest threat, and
(b) develop a plan for periodically updating and disseminating
information on high-threat gangs.

GangTECC and NGIC develop law enforcement strategies and
initiatives to address the additional identified priority targets.

GangTECC and NGIC increase the use of NGIC’s analytical resources
to support GangTECC’s targeting mission.

The Department consider merging NGIC and GangTECC.
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APPENDIX I: METHODOLOGY OF THE OIG REVIEW

We conducted in-person and telephone interviews, performed data
analyses and document reviews, and observed information systems and
database demonstrations. We also observed an NGIC criminal analytic training
conference and visited the DEA’s Special Operations Division facility. In
addition, we coordinated with the U.S. Government Accountability Office
(GAO), which was conducting both domestic and international gang reviews
concurrently with this OIG review, to ensure that our review was not
duplicative of GAO’s.

Interviews

NGIC and GangTECC. We interviewed NGIC and GangTECC personnel to
learn about their roles and responsibilities and how the two Centers interact
with each other. At NGIC, we interviewed the Director, Deputy Director, 2
supervisory intelligence analysts, 14 intelligence analysts, 1 program analyst,
and 1 former law enforcement fellow. We also interviewed three newly assigned
NGIC personnel from CBP and DoD. In March 2009, we conducted follow-up
interviews with six NGIC analysts to assess whether changes in operations had
occurred since our initial interviews.

At GangTECC, we interviewed the Director, Deputy Director, and 12
GangTECC members (11 investigators and 1 intelligence officer). We also
conducted follow-up interviews with six GangTECC members to assess whether
changes had occurred since our initial interviews.

Department Components. We interviewed officials from the Department’s
federal law enforcement components listed below to discuss their programs and
methods for investigating gang crime and how they interact with NGIC and
GangTECC. We also interviewed personnel from the Criminal Division, Office
of the Deputy Attorney General (ODAG), the Executive Office for the United
States Attorneys (EOUSA), and the Justice Management Division (JMD) to
gather information about the creation of both Centers, oversight mechanisms
in place, prosecution of gang crime, and NGIC and GangTECC’s budgets. The
following is a list of the staff we interviewed at each component:

¢ ATF — We interviewed personnel from the Field Management Staff, the
Office of Training and Professional Development, the Firearms Division,
Field Intelligence, the Office of Strategic Intelligence and Information,
and the Firearms Enforcement Branch. We also interviewed ATF field
personnel who received assistance from GangTECC.
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* DEA - We interviewed DEA field personnel who received assistance from
GangTECC.

¢ FBI - We interviewed the former Section Chief of the Gang/Criminal
Enterprise Section, the Chief of the MS-13 National Gang Task Force,
FBI budget personnel to obtain an understanding of NGIC’s budget, and
FBI field personnel who received assistance from NGIC and GangTECC.

¢ USMS - We interviewed the Chief Inspector of Task Force Operations in
the Investigative Services Division, a Senior Inspector located at the
BOP’s Sacramento Intelligence Unit, and a USMS field representative
who received assistance from GangTECC.

* Criminal Division — We interviewed the former Deputy Assistant Attorney
General, the former Senior Counsel to the Assistant Attorney General,
the Gang Unit Chief, and the Acting Director of Resource Planning and
Evaluation regarding budget requests made on behalf of GangTECC.

¢ ODAG - We spoke with the current and two former Chairs of the
Attorney General’s Anti-Gang Coordination Committee and a former
Senior Counsel to the Deputy Attorney General.

¢ EOUSA - We interviewed the Counsel for Legal Initiatives and an
attorney detailed to the National Anti-Gang Coordinator position.

¢ JMD - We obtained budget information about GangTECC from the
Deputy Assistant Attorney General Controller in JMD and staff from the
JMD’s budget office.

* DEA’s Special Operations Division - We gathered information about the
DEA’s Special Operations Division creation, structure, operation, and its
interaction with the field and GangTECC. In addition, managers from
the Special Operations Division and the Organized Crime Drug
Enforcement Task Force (OCDETF) Fusion Center explained to OIG
evaluators how these two organizations interact with each other. 17 We
compared the Special Operations Division organization (another
multi-agency component) with that of the two Centers to determine if
there were “lessons learned” that could be adopted by NGIC and
GangTECC.

17 OCDETF is a multi-agency center led by the DEA. OCDETF’s primary mission is to
identify, disrupt, and dismantle the most serious drug trafficking and money laundering
organizations and those primarily responsible for the nation’s drug supply.
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Non-Department Personnel. We conducted telephone interviews with
personnel from the following state, local, and international law enforcement
agencies who received assistance from NGIC and GangTECC from 2006 to
2008 in order to collect data on the services each Center provided to its
customers: (1) Prince William County Police Department in Virginia, (2)
Houston Police Department in Texas, (3) Bucks County Department of
Corrections in Pennsylvania, (4) Wyandotte Police Department in Michigan,
(5) Society Hill Police Department in South Carolina, (6) Royal Canadian
Mounted Police in Canada, and (7) Europol office in Washington, D.C. We also
conducted a telephone interview with a representative from the Chicago Legal
Aid Office in Illinois who had requested assistance from NGIC.

Data Analyses

We analyzed NGIC’s workload to identify any trends and patterns in the
type of work being done at the Center. We also analyzed customer satisfaction
surveys returned to NGIC. In addition, we reviewed logbooks in which some
GangTECC members manually record work they performed. Finally, we
performed analyses to identify trends and patterns in NGIC and GangTECC
customer bases.

NGIC. We analyzed NGIC’s Request for Information database for the
period of January 1, 2006, to February 19, 2009, to determine the number and
types of requests NGIC received by fiscal year, the entities that submitted the
requests, the length of time NGIC took to process the requests, and which
NGIC personnel processed the requests.

We analyzed interview responses for selected NGIC customers regarding
customer opinions of the services or assistance received, how the services or
assistance received was used by the customers, and what other NGIC services
or assistance the customers would have found useful. We selected every fourth
NGIC customer entered in the NGIC’s database for interview. Of the 33
customer entries selected, we analyzed customer responses for 27 entries. We
were unable to reach the customers for the remaining 6 entries.

We also reviewed customer satisfaction surveys returned to NGIC during
the period January 2006 to March 2007. We reviewed the surveys to
determine the average scores given by NGIC customers on the quality and
value of NGIC intelligence products that they received. We analyzed additional
comments given by NGIC customers regarding the intelligence products that
were used to identify patterns and trends.

GangTECC. Some GangTECC members record the work they perform in
one or more of the four loghooks that represent GangT ECC’s four goals
described in the Background section of our report. Entries are made in the
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corresponding loghook based on the task or service a member performed. We
reviewed the 363 entries made in the logbooks from January 1, 2008, through
July 31, 2008.

We selected the customer for every tenth logbook entry, which yielded 36
customers, whom we then attempted to contact. We analyzed customer
responses for the 24 customers who completed our telephone interviews
regarding the types of services or assistance received, how they used the
services or assistance they received, what other services the customers would
like from GangTECC, and their awareness of GangTECC services in the field.

Information Systems

NGIC and GangTECC personnel provided demonstrations of the various
agency-specific information systems and databases they use in their daily
work. In addition, we were given access to the FBI’s LEO network where NGIC
maintains a Special Interest Group for subscribers to share gang information
and where NGIC posts its intelligence assessments, bulletins, and information
papers.

Document Review

We reviewed Attorney General and Deputy Attorney General documents
that established GangTECC. We also examined internal and congressional
documents related to NGIC’s budget authorization and appropriations and
GangTECC’s budget requests.

We reviewed the Concepts of Operations for both Centers and analyzed
the Centers’ effectiveness in meeting the goals and objectives established for
them by the Governing Board. We also reviewed NGIC’s organizational
structure, examples of intelligence products, internal reports on the
effectiveness and efficiency of NGIC operations, outreach efforts, and training
material. We assessed GangTECC’s communication policies and procedures;
examples of GangTECC services, outreach efforts, and success stories; and the
logbooks used to track customer requests and workload.

We also reviewed information provided by the participating Department’s
agencies and components pertaining to their respective gang-related law
enforcement operations and initiatives, gang investigation tracking methods,
and gang-related performance measurements so that we could assess the
availability of gang data and refine our review plan.
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APPENDIX II: NGIC PUBLIC LAW
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APPENDIX III: NGIC CONCEPT OF OPERATIONS (EXCERPT)

Goal 1: Establish and maintain an FBI-facilitated multi-agency NGIC.

 Objective: Establish cooperation and/or participation from the ATF,
BOP, DEA, DOJ, ICE, NDIC, RISS, and USMS in staffing the NGIC
through the assignment of Intelligence Analytical personnel and/or the
provision of data or other support

¢ Objective: Develop a Memorandum of Understanding (MOU) with each
participating agency.

¢ Objective: Coordinate with the Office of Congressional Affairs, or agency
equivalent, to seek Congressional funding for federal agency support to
the NGIC.

e Objective: Coordinate with RISS to promote effective information flow
and information sharing between the NGIC and the federal, state, local,
and tribal law enforcement community.

Goal 2: Research, acquire, and implement technology to manage the exchange
of gang information among federal, state, local, and tribal law enforcement
agencies.

¢ Objective: Coordinate with participating agencies to research and
identify in-house or commercial technology available to the NGIC for the
efficient collection, storage, and manipulation of federal, state, local, and
tribal gang information.

¢ Objective: Establish an information exchange backbone and leverage
existing networks.

¢ Objective: Through available technology, establish “electronic bridges” to
federal, state, and local IT systems.

Goal 3: Provide the law enforcement community with a “one-stop-shop”
mechanism for quick-checks or data calls to support law enforcement requests
for information regarding suspected or known gangs and/or gang members.

¢ Objective: Develop and implement NGIC protocols to provide a timely
and comprehensive response to requests for information, representing a
coordinated integration of participating agencies’ information.
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Objective: Create a centralized data management system within the
NGIC for all relevant gang intelligence collected through normal
operations of the NGIC, and public source information collected as
permitted by statute and policy. NGIC does not intend to create a
national gang database.

Objective: Create and maintain a current, comprehensive library of gang
identification symbols, clothing, signs, tattoos, codes, writings, graffiti,
and philosophies through the collection of raw intelligence and
investigative information voluntarily submitted by the law enforcement
community.

Objective: Consult with Counsel’s offices of all participating agencies
and the DOJ on legal issues regarding information sharing of intelligence
and investigative information.

Goal 4: Conduct timely research and analysis which seeks to identify and
neutralize emerging trends of the most violent gangs.

Objective: Identify National Gang Collection Priorities (NGCP’s) for the
purposes of collecting intelligence on domestic and transnational gangs
that pose a significant multi-jurisdiction threat and that adversely
impact many communities through violence, drug distribution, and
recruitment of local youth.

Objective: Identify trends and patterns of both domestic and
transnational gang activities as they relate to issues of national security,
border protection, and public safety.

Objective: Produce actionable coordinated tactical and/or strategic
intelligence products (including, but not limited to: Intelligence
Assessments, Intelligence Bulletins, both Regional and National Threat
Assessments, Target Support Packages, and Information Papers), using
sophisticated technical and analytical tools, to support the initiation and
enhancement of gang investigative efforts.

Objective: Implement biometrics to include facial recognition capabilities
within the NGIC and interface with state, local, and tribal agencies.

Goal 5: Provide analytic support to law enforcement investigations,
operational/intelligence initiatives, and issues of immediate concern.

Objective: Assist the Gang Targeting Enforcement and Coordination
Center (GangTECC) and law enforcement agencies in prioritizing targets
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for investigation and prosecution, devising investigative strategies, and
allocating resources to address gang problems.

Goal 6: Provide intelligence support for GangTECC and other law enforcement
agencies to deconflict and coordinate gang related investigations and
prosecutions.

¢ Objective: Establish a relationship between the NGIC and GangTECC, to
include the co-location of the two entities.

* Objective: Through requests for information and relational analyses of
pending and closed gang investigations reported to the NGIC, develop
and implement procedures to identify conflict and report, as appropriate,
to GangTECC.

Goal 7: Develop and maintain strong partner and customer relations to
maximize analytical and information exchange efforts.

e Objective: Assist United States and foreign law enforcement, whenever
possible, in identifying those gangs posing the greatest threat through
information-sharing forums and dissemination of various intelligence
products.

* Objective: Host workshops and in-service training focusing on specific
priority groups, geographical regions, and/or specific gang issues.

¢ Objective: Establish a Law Enforcement Fellows Program allowing state
and/or local sworn and analytical personnel to work in the NGIC for a
six-month period of time, to foster state and local law enforcement ties.
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APPENDIX IV: GANGTECC CONCEPT OF OPERATIONS (EXCERPT)

Goal 1: Assisting the initiation of gang-related investigations and enhancing
existing investigations and prosecutions.

Objective: GangTECC will proactively identify and disseminate case-
specific intelligence to federal, state and local law enforcement that can be
used to support gang-related investigations and prosecutions.

Objective: GangT'ECC will facilitate the development of targeted strategic
and tactical products designed specifically to support investigations and
prosecutions.

Objective: GangTECC will collect and share gang-related intelligence,
analysis and targeting information, in cooperation with originating
agencies and existing practices.

Objective: GangTECC will provide additional assistance to law
enforcement and prosecutors as requested and as appropriate, given
resources and priorities.

Goal 2: Aiding in coordination, deconfliction, and effectiveness of gang-
related initiatives, investigations and prosecutions.

Objective: GangTECC will identify appropriate opportunities for inter-
agency and inter-district coordination and will help link together local
investigations and prosecutions into coordinated, strategic, inter-agency,
inter- jurisdictional enforcement operations, consistent with existing
authorities and practices of the Departments of Justice and Homeland
Security.

Objective: GangTECC will help to connect investigators and prosecutors
to resources and intelligence outside their districts.

Objective: To identify cross-district and cross-agency linkages,
GangTECC will coordinate closely with, and will rely on the capabilities
of, existing entities such as Special Operations Division (SOD) and ATF’s
National Tracing Center.
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Objective: GangTECC will assist in resolving conflicts between
different jurisdictions and agencies when their investigations or
prosecutions overlap.

Goal 3: Developing an enhanced understanding of the national gang problem
and propose strategies to neutralize the most violent and significant threats.

Objective: GangTECC will use the intelligence provided by the
National Gang Intelligence Center (NGIC) and other sources to identify and
recommend priority target groups, activities, geographic areas and
individuals.

Objective: GangT'ECC will use intelligence generated by the NGIC, as
well as independent assessments of gang-related drug trafficking,
firearms trafficking, and other interstate and international criminal
activities, including the fugitive status of gang members, to help
identify patterns that can be exploited by investigators and
prosecutors.

Objective: GangTECC will help develop strategies and initiatives that
address those priority targets.

Goal 4: Coordinating with and supporting the NGIC.

Objective: The interagency NGIC has as its core mission the collection,
analysis and dissemination of gang-related intelligence. GangTECC will co-
locate with the NGIC and will serve as a major customer of the
intelligence products of the NGIC.

Objective: GangTECC will share information with NGIC on its identified
priority target recommendations, and will focus and prioritize
intelligence collection and analysis through taskings and other guidance
to the NGIC.

Objective: GangTECC will help ensure that case-related intelligence in
the field is being shared with the NGIC in a timely manner.

Objective: GangTECC will work with the NGIC to address any problems
inherent in the collection of gang-related intelligence from the field or other
Centers.
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APPENDIX V: DEPUTY ATTORNEY GENERAL MEMORANDUM
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On Juns 76, 2006, the Nahms! (‘gng”iamem& Enforcement & Camdmaﬁmx Cenier
(Gang TECC )begnn operations. In secordanice with the Attoiiey General’s dirsction, Gang- .
- TECC 8 aamalii-sgency-ceniter that will serve as g critical catalyst ina unified federal effort ta
help. cixsmpt and dismantls the most vivlent gangs in the United Siates, (JangTECC will be co--
Totated with thy Nativnal Gdng Intelligence Canter WGTP,L which is temporaily boused in
~ Washington, T, af the FBI Hesdquarters: Gang TROC will work in close coordination with the’
NGTG, and will e 4 B iy domsumer of NGIC intellipance. Speeifically, GangTECC w:u.

S ARt ;mnazmn of gaug-related investigaiivng: and mhance cxlsﬁng
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shall be subject ta approval by the Asszstam Altoiriey (‘ene;al for the Crifminal Divmcm ’
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Cambating the thrmt caf \qu&mnmmmai gasigs 1s.one uf the Depastments top prioritiss.
T appregiaté the work Undertaken ‘bybqvmwnt agents and presacutors, iy interagency pmnm' :
fran:the Deparimsnt of Homeland Security, and sepresentatives fromvarions infelligence and
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. “Eherefore, fo-ensure the most effective coordingtion of anti-gang am:rts by the
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shalkvo-chaiy e Goveming Board:

The Go\'rm‘m’ng Eqard shall have the following rientbers:

- Di re@lar\ Pederal Bursau of lnvasnszman
Director, Bureiy of Alcohol, Tobacco, Birearnis, and Expilcswes
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Administeatos; Drug Bnforcement Admi ign
Direcior, Exeoitive Office fmUm?ed States Attorneys
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« Divegtor; Uniled Seates Marshals Senvice
Diractor, Matlonal Gang Tueligence Conter
Dirgetor, National Gang Targeting, Bnioreement & Coordination Center
Chief nforination Officer, Department of Tushoe
- Chitf Inforoatin O ficer, Feder! Bisatcof Investtgation
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A einber of the Gwemi‘ng Baard may designate soy person who is part of the member's -
component oy cunittittee to. perfirm the duties of the merber on the Goveming Board, The:
Bowrd inay add Suc‘h ather members; invitees, or pammpants a8 it desmis apgr prigie;
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The Gisvernirig Boerd shall approve ‘poticics and procedures for the NGIC and-

CangTECC; Sneliding, but not fimited 15, the.congept of oporations and any cessaty standard
Gpierating procednres for the tevo entities. The Governisy Board shall ensure that sl NGIC and

GangTECC policies and prosedures are consistent with the ani-gang policies sstablished by the

Atiorney Gengral, the Duputy Attommey General, and the Atrormey Gensral’s Anii-Garig

Cuordination Compalitee (the Comnrttes):

The Governing B shall mect within 30 days of the deto of {his memorandum and:
thereatier at thecall of the co-chaits, bt nol fess than.ace; quarterly.

« No'Tater than 90 days from the date of this metmiorandum, the Goventing Bostd shall
submit a-wiiiten repirt to the Commiltes updating the projress ox tlie governing docutnents for
Doty the NGIC and GangTECC, and reportiig on the activities of sach. 'No fater than 180 duys
fromi the dine of this momorandun, the Goveming Board shall submit # writfen report to the
Carmmitter outlining plans for relocating the NGIC and Gang TECC 1 & néw localion
‘ecomiisnded by the Goveming Board, I reviewing pitential locations, the Goverging Board

=shall considet co-locaiion with the Special Operationg Division in Chantilly, Virginia. The.
telocation shall proseed with 211 deliversis speed, and shigll soeur ro Jefor than March 31,2007

“Thereafter the Governing Board shall submit ait aiinual report to the Committes detsifing the: .
activities and suooesses of both thie NGIC and GAngTRECC, o later than the Jast day of eseh
fiscal year; : .

: To the exifent s memoranum tonflicls with the July 28, 2005, Deputy Audméjv
Genera]'s memorandun establising the Governing Board of the NGIC, this memorandum
conirols: . ‘ :
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APPENDIX VI: GLOSSARY

AGCC Attorney General’s Anti-Gang Coordination Committee

ATF Bureau of Alcohol, Tobacco, Firearms and Explosives

BOP Federal Bureau of Prisons

CBP Customs and Border Protection (Department of Homeland
Security)

DEA Drug Enforcement Administration

DoD Department of Defense

EOUSA Executive Office for United States Attorneys

EPIC El Paso Intelligence Center

FBI Federal Bureau of Investigation

GangTECC National Gang Targeting, Enforcement, and Coordination Center

GAO Government Accountability Office

HIDTA High Intensity Drug Trafficking Areas

ICE Immigration and Customs Enforcement (Department of Homeland
Security)

JMD Justice Management Division

LEAP Leadership Excellence and Achievement Program

LEO Law Enforcement Online

NDIC National Drug Intelligence Center

NGIC National Gang Intelligence Center

OCDETF Organized Crime Drug Enforcement Task Force

ODAG Office of the Deputy Attorney General
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ONDCP

RICO

RISS

USAO

USMS

Office of National Drug Control Policy

Racketeer Influenced and Corrupt Organizations Act
Regional Information Sharing Systems

United States Attorney’s Office

U.S. Marshals Service
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APPENDIX VII: DEPARTMENT’S RESPONSE

U.S. Pepartment of Justice

Office of the Deputy Attorney General

Washingsom, D.C. 30530
Noveémber 10, 2009

MEMORANDUM
TO: Michael D. Gulledge
Assistant Inspecter General for Evaluation and Inspection
Office of the Inspector General
FROM: Jermifer Shasky Calvery ;’g/. y 595
Senior Counsel
Office of the Deputy Attoracy General
SUBIECT: Jaint Respanse to the OTG's Drafl Report: “A Review of the
¢ Inty nee oordination Cenel

The Office of the Deputy Attorney General (ODAG) very much appreciates the
opportunity to review and respond to the Office of the Inspector General’s drat audit report
entitled, “A Review of the Department’s Anti-Gang Intelligence and Coordination Centers”
(hereinafter, “Report”). This memorandum will serve as the joint response to the Report
on hehalf of the Criminal Division, the Federal Bureau of Investigation {(FBI}, and the
ODAG.

The Department of Justice is highly cormitted to leading the effort to combat the
public safety threat pased by national and international gangs. We dre equaily committed

to providing effective and pung i and coordination services to
support enhanced gang investigations and prosecutions nationwide.

The Report documents the Department's challenges in achieving the maximum
impact at the nationa) leve] against the most viclent gangs in the United States, and providing
i i and p with one i d source for pang information and assistance.
‘The Department agrees with the concept of the recommendations that are reflected in the
body of the Report and is taking steps te address each of those recommendations. At the
same time, we recognize, and have discussed with O1G staff, that we are considering
organizational changes that might modify how we impl those dations in
order to achieve the most effective resolution fo the matiers under review.

U.S. Department of Justice
Office of the Inspector General
Evaluation and Inspections Division
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“2-

Neotwithstanding the challenges, it also bears noting that the Depariment's anti-gang
intelligence and coordination centers have been warking together and within: two months of
werking together, the centers jointly identified 13 priority gang threats. Accordingly, they
have certainly established a foundation upon which to build further success. Addressing
the identified challenges wili only serve to enhance their overall effectiveness and increase
their impact on the gang problem in this country,

In conclusion, based upon a review of the Report, the ODAG agrees in concept with
all 15 recemmendations directed to the Criminal Division, FRI, and ODAG and is in the
process of evaluating and formulating measures to resolve many of the identified issues.
The ODAG appreciates the professionalism exhihited by your staff in working jointly with
our combined representatives fo complete this evaluation and inspection.

Please feel [ree to contact me should you have any questions.

U.S. Department of Justice
Office of the Inspector General
Evaluation and Inspections Division

62
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APPENDIX VIII: OIG ANALYSIS OF THE
DEPARTMENT’S RESPONSE

The Office of the Inspector General provided a draft of this report to the
Office of the Deputy Attorney General (ODAG), the Criminal Division, and the
FBI for their comments. The consolidated Department response prepared by
the ODAG is included in Appendix VII of this report. The OIG’s analysis of the
Department’s response and the actions necessary to close the
recommendations are discussed below.

Recommendations 1 to 15. See pages 43 and 44 for the text of the
recommendations.

Status. Unresolved — open.

Summary of the Department’s response. The Department agreed in
concept with all of the recommendations in the report. The Department also
stated that it is in the process of evaluating and formulating measures to
address the recommendations, which may include considering organizational
changes. The Department also stated that the final form of the organizational
changes might affect how it implements the measures to achieve the most
effective resolution to identified issues.

OIG Analysis. Because the Department did not provide specific
responses to the recommendations, or a discussion of any specific planned
corrective actions or proposed completion dates, we consider all
recommendations in this report to be “unresolved.” To resolve the
recommendations, the Department should provide specific responses to the
recommendations, including proposed corrective actions and completion dates,
by January 29, 2010.

U.S. Department of Justice 63
Office of the Inspector General
Evaluation and Inspections Division
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EXPLOSIVES INVESTIGATION COORDINATION BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION AND
THE BUREAU OF ALCOHOL, TOBACCO,
FIREARMS AND EXPLOSIVES

EXECUTIVE SUMMARY

The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) and
the Federal Bureau of Investigation (FBI) share jurisdiction for investigating
federal explosives crimes.! Despite attempts at coordination and division of
jurisdiction, these components have historically developed separate and
often conflicting approaches to explosives investigations and related
activities such as explosives training, information sharing, and forensic
analysis.

0OIG Audit Approach

This Office of the Inspector General (OIG) audit examined the
Department of Justice (DOJ) oversight and the FBI's and ATF’s operations of
explosives-related activities from fiscal year (FY) 2003 through April 2009.
The objective of this review was to evaluate the level of coordination
between the FBI and ATF in explosive investigations, including the
effectiveness of explosive incident protocols to determine lead agency
jurisdiction, the extent of information sharing and consolidation of explosives
data, the degree of training coordination, and the use of laboratory
resources for explosives analysis.?

We conducted interviews with over 100 ATF and FBI employees,
including personnel from both components’ headquarters and in 8 locations
with both ATF and FBI field divisions or offices. Qur FBI interviews included
officials in the Counterterrorism Division, Criminal Investigative Division,
Laboratory Division, and Critical Incident Response Group. ATF interviews
included officials from the Office of Field Operations, National Center for
Explosive Training and Research, Explosive Enforcement Division, U.S. Bomb

* See Appendix III for a more detailed description of FBI and ATF explosives-
investigation authorities.

2 Explosives incidents include: actual or attempted bombings with improvised (i.e.,
homemade), misused commercial or military, or incendiary explosives devices (e.g.,
gasoline bombs); recovered explosives and explosives components; render-safe operations
to dispose of or destroy recovered explosives; accidental detonations of commercial
explosives; threats to bomb; and the use of hoax devices.
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Data Center, and Laboratory. We also conducted interviews with staff in the
Office of the Deputy Attorney General and the DQOJ Office of the Chief
Information Officer.

We reviewed policies and procedures for explosives investigations and
interagency interactions, Special Agent training records, and explosives-
related course curricula. Additionally, we analyzed case data for FY 2003
through mid-FY 2008 from both components’ case management systems and
the Bombing and Arson Tracking System (BATS).> We also developed and
sent survey questionnaires to all ATF and FBI Field Division Special Agents-
in-Charge, ATF and FBI Special Agent Bomb Technicians, ATF Certified
Explosive Specialists, ATF Explosives Enforcement Officers, and the
commanders of each accredited state and local bomb squad in the country.

Appendix I contains a more detailed description of our audit
objectives, scope, and methodology.

Results in Brief

Qur audit found that the FBI and ATF are not adequately coordinating
explosives-related operations and have developed similar technical abilities
to respond to explosives incidents. Conflicts continue to occur throughout
the country regarding which agency is the lead agency for federal explosives
investigations and their differing explosives-handling techniques. These
disputes can cause confusion for local first responders about the roles of the
FBI and ATF during explosives-incident responses and delays in conducting
investigations. Disputes between ATF and FBI personnel have affected
working relationships, and in some locations have resulted in their racing to
crime scenes to determine which agency leads an investigation. The
disputes have also resulted in the two agencies declining to work and train
together.

In 2004, DOJ attempted to define the roles of the FBI and ATF in
explosives investigations and related activities through an Attorney General
Memorandum.® However, this 2004 memorandum contained ambiguous
directives for determining lead agency authority for explosives matters. In
addition, DQJ, the FBI, and ATF did not implement the memorandum’s
procedures for explosives information sharing and database consolidation,
training, and laboratory resources.

3 BATS is ATF’s automated incident reporting system developed to streamline the
gathering, retrieving, reporting, and archiving of investigative information of fires and the
criminal misuse of explosives.

+ See Appendix IV for the 2004 Attorney General Memorandum.
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A subsequent 2008 Memorandum of Understanding between the FBI
and ATF also did not clarify investigative jurisdiction.®> This memorandum
reiterated many of the ambiguous elements of the 2004 Attorney General
Memorandum and stated the FBI and ATF, in instances where the motive of
an explosives incident {e.g., a criminal act or terrorist incident) is not readily
apparent, will jointly investigate the incident pending a definitive
determination of intent. However, we found during this review that each
agency viewed the criteria articulated in the memorandum differently. In
addition, we found that a significant percentage of the FBI and ATF field
division managers and explosives specialists we interviewed or surveyed
believe their own agency should lead an investigation when the motive of an
incident is not readily apparent.®

Our audit also found that the FBI and ATF maintain separate
explosives-related databases to manage laboratory forensic reports, incident
reporting, and technical explosives-related information and intelligence. The
2004 Attorney General Memorandum directed the consolidation of DOJ’s
explosives-incident reporting systems within ATF and required DOJ’s Chief
Information Officer to perform a feasibility study for consolidating all of
DO0J’s explosives databases. ATF identified BATS to be the DOJl’'s
consolidated explosives-incident reporting system. Although the FBI
provided an initial data file of its explosives-incident information to ATF in
2004, it has not reported any subsequent explosives-incident information
into BATS. Moreover, ATF did not consolidate its own incident reporting
systems into BATS. DOJ’s OCIO conducted a feasibility study in November
2004 and concluded that DOJ needs to develop a more coordinated program
for access to arson and explosives information, resources, and technologies.
However, we found that DOJ has not adequately addressed the proliferation
of explosives related databases within the FBI and ATF. As a result, the
agencies’ separate databases cause a duplication of effort and the inability to
accurately determine trends in explosives incidents.

The 2004 Attorney General Memorandum also directed ATF to
coordinate all DOJ post-blast explosives training and certify all explosive
detection canines deployed by DOJ components. However, the FBI and ATF
have not implemented either directive.

> See Appendix VI for the 2008 Memorandum of Understanding.

® Between 20 to 30 percent of FBI and ATF field division managers and about
40 percent of the FBI and ATF explosive specialists — Explosive Enforcement Officers,
Special Agent Bomb Technicians, and Certified Explosive Specialists — responding to our
survey believe their agency has initial lead agency jurisdiction when it is not clear whether
an explosives incident is related to terrorism.
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The 2004 Memorandum required that an Explosive Training Review
Board assess possibilities for consolidating all DOJ explosives-related training
and training facilities. DOJ did not convene the board and never examined
the feasibility of consolidating all DOJ explosives-training programs and
facilities. Instead, the FBI and ATF continue to operate separately their
respective explosives-training facilities and programs and they disagree on
certain aspects of training - for example, the guidelines for training
explosives-detection canines.

The FBI and ATF each have laboratories that perform explosives-
related analyses. The 2004 Attorney General Memorandum directed that a
Laboratory Review Board be established to examine DOJ] laboratory
resources and workloads and to make recommendations to the Deputy
Attorney General for the most productive allocation of DOJ laboratory
resources. Although a Laboratory Review Board was formed in September
2004, it still has not provided a report or recommendations to the Deputy
Attorney General.

The issues we found related to investigative jurisdictional disputes,
database information consolidation and sharing, and the lack of coordination
between the FBI and ATF in explosives-related operations also increase the
risk that DOJ will not meet the requirements of Homeland Security
Presidential Directive (HSPD)-19, which requires a united, multi-layered
strategy to mitigate the threat and prevent the use of explosives by
terrorists.

Our report makes 15 recommendations to DOJ, the FBI, and ATF to
assist in improving coordination and reducing conflict between the FBI and
ATF on explosives investigations and related activities. This audit report
contains detailed information on the full results of our review of ATF and FBI
coordination of explosives investigations and associated support activities.
The remaining sections of this Executive Summary discuss our audit findings
in more detail.

Background

Federal law provides the FBI and ATF with concurrent jurisdiction over
most explosives incidents. After Congress merged ATF into DOJ, DOJ took
steps to direct greater collaboration between the FBI and ATF on explosives-
related matters. On March 4, 2004, Attorney General Ashcroft created the
Explosives Review Group (ERG) to “identify options and develop
recommendations” for the most effective coordination of explosives
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investigations.” The ERG completed its review and reported its findings and
recommendations to the Deputy Attorney General on May 3, 2004.

In the ERG report, the FBI and ATF disagreed on the roles and
responsibilities of each agency for responding to and investigating explosives
incidents. In the ERG report, the ATF Chairman of the ERG stated that the
basis of the disagreement resulted from each component’s belief that it
would be best suited to coordinate DOJ assets at crime scenes involving
explosives. ATF believed it should have primacy because explosives
enforcement and related issues are inherent functions of its central mission;
FBI considered it to be the lead agency because it should determine whether
an explosives incident has a nexus to terrorism making it a matter
exclusively for the FBI to investigate. The FBI and ATF recognized that few
explosives incidents are terrorism-related.

In response to the ERG's recommendations, on August 11, 2004, DOJ
issued an Attorney General Memorandum entitled Coordination of Explosives
Investigations and Related Matters (2004 Memorandum) that directed:

s ATF to control the investigation of all explosive incidents, except in:
(1) cases in which a Joint Terrorism Task Force (JTTF) determines the
incident is related to terrorism, and (2) cases in which the FBI
traditionally has exercised jurisdiction;®

¢ all DOJ arson and explosives incident databases to be consolidated into
a single ATF-maintained system accessible to all DOJ law enforcement
components;

¢ the DOJ Chief Information Officer to examine the potential for
consolidating all DOJ arson and explosives databases;

¢ DOJ to form a Laboratory Review Board to examine laboratory
resources and workloads and develop recommendations for the most
productive allocation of DOJ laboratory resources;

7 As mandated by the Attorney General’s March 4, 2004, Memorandum entitled
Review Group Concerning Coordination of Explosives Investigations and Training, the
Explosives Review Group (ERG) was comprised of senior officials from ATF (acting as Chair),
the FBI, Office of the Deputy Attorney General, Office of Legal Policy, and the Criminal
Division. The memorandum specifically identified as issues for ERG review: explosives-
related training, explosives investigations, and the maintenance of databases related to
explosives.

8 Examples of crimes within the FBI's traditional jurisdiction that can involve
explosives include bank robberies, hate crimes, and organized crime.

\'
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¢ the establishment of an Explosives Training Review Board to review
potential consolidation of explosives training programs and facilities,
and the FBI and ATF to consolidate all post-blast explosives training
budget, curricula, teaching, and scheduling functions under ATF; and

e DOJ components to use only ATF-certified explosives-detection
canines.

The 2004 Memorandum also directed the Deputy Attorney General to
resolve all issues relating to: FBI-ATF jurisdiction over explosive
investigations; consolidation of FBI and ATF post-blast explosives training;
and consolidation of arson and explosives databases. The 2004
Memorandum also directed the Deputy Attorney General to oversee the
allocation and use of laboratory resources.

Determining Lead Agency Investigative Jurisdiction

The ERG report made no recommendation regarding investigative
jurisdiction. The 2004 Memorandum is ambiguous regarding investigative
jurisdiction, which has contributed to conflict and ongoing coordination
issues between the FBI and ATF. The 2004 Memorandum assigns ATF
jurisdiction over all explosives incidents, except for incidents related to
terrorism and those within the FBI's “traditional” jurisdiction. As a result,
each component can logically claim a right to respond to almost every
incident.

One incident identified during the audit highlights how the ambiguous
language of the 2004 Memorandum is subject to interpretation and has left
the issue of agency investigative jurisdiction unresolved. In September
2004, an FBI field division assumed it had the authority to lead an
explosives investigation until it determined that there was no link to
terrorism. When the ATF disagreed with this interpretation, the United
States Attorney for that jurisdiction sought further clarification of the 2004
Memorandum from the Office of the Deputy Attorney General. According to
the United States Attorney, the Office of the Deputy Attorney General
responded:®

? See Appendix VII for the memorandum from the United States Attorney.

Vi
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It is more accurate to say that this [the 2004 Memorandum]
means the ATF has jurisdiction unless and until it is determined
that the explosives incident is related to terrorism; than it is to
say that the FBI or the JTTF has jurisdiction unless and until it is
determined that the incident is not related to terrorism . . . that
“default” jurisdiction is with the ATF.

This response from the Deputy Attorney General’s office provides
significant guidance concerning which agency DOJ intended to exercise initial
lead-investigative authority, at least in circumstances in which jurisdiction is
unclear. Such a clarification, however, was never formally incorporated into
any policy, protocol, or other written direction provided by the Office of the
Deputy Attorney General to other United States Attorneys, the FBI, or ATF.

2004 Attorney General Memorandum Not Being Implemented

In 2006, Deputy Attorney General Paul McNulty reconvened the ERG to
assess progress in implementing the 2004 Attorney General Memorandum
and to identify specific ways to improve coordination. The ERG reported to
Deputy Attorney General McNulty on January 12, 2007, that four of the
seven directives had no issues requiring resolution by the Office of the
Deputy Attorney General. The ERG report concluded that three of the seven
directives within the 2004 Memorandum - those relating to information
sharing, training, and explosives canines — either had not been implemented
or remained highly contested between the two components.*® Our audit
found that the FBI and ATF are still not coordinating explosives-related
operations and activities for these three areas and that the Office of the
Deputy Attorney General did not resolve any of these conflicts. In addition,
we determined that issues also remain unresolved for two additional
directives in the 2004 Memorandum — investigative jurisdiction and
laboratories.

Ambiguous 2008 Memorandum of Understanding
After informal prompting by the Office of the Deputy Attorney General,

in July 2008 the FBI and ATF signed a Memorandum of Understanding that
was issued through the Office of the Deputy Attorney General entitled

% The FBI and ATF developed white papers that they attached to the ERG report
describing each component’s competing position on the three contested issues.

vii
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Protocols for Response to Explosives Related Incidents (2008
Memorandum).'* The purpose of the 2008 Memorandum was to clarify the
roles and responsibilities of the FBI and ATF during explosives investigations
and to encourage a more productive partnership. However, the 2008
Memorandum did not change the criteria for determining lead agency
jurisdiction. As shown in the following table, both the 2004 and 2008
memoranda define jurisdiction according to the crime underlying the
explosives incident.

Jurisdictional Definitions

ATF shall control the investigation of all Coordination of a joint response will be the
explosives events except: responsibility of the respective Special Agents-
+ where the incident is terrorism, in-Charge:
the JTTF is responsible « the agency with responsibility for the
« where the FBI has traditionally underlying felony will assume
exercised jurisdiction investigative lead

o where the incident is terrorism, the JTTF
is responsible
Source: 2004 Memorandum and 2008 Memorandum

The 2008 Memorandum requires the FBI and ATF to undertake a joint
response during the initial phase of an incident. ATF and FBI Special
Agents-in-Charge are directed to coordinate such joint responses under the
standard that “the agency with the responsibility for the underlying felony
will assume investigative lead, as coordinated by the [Special Agents-in-
Charge].” The 2008 Memorandum requires joint investigations pending a
definitive determination because jurisdiction may not be readily apparent at
the outset of a response.

As shown in the following table, however, the results of our survey
questionnaires demonstrate that both components’ explosives specialists and
field management have widely divergent understandings of the 2008
Memorandum’s guidance on investigative jurisdiction when a link to
terrorism is unclear.

™ According to the 2008 Memorandum, the Attorney General, Deputy Attorney
General, and key representatives from the FBI and ATF developed the memorandum
regarding the DOJ response to explosives-related incidents. See Appendix VI for the July 8,
2008, ATF-FBI Memorandum of Understanding.

viii



171



172



173



174

Incident Reporting not Consolidated

The 2004 Memorandum directed the consolidation of all DOJ arson and
explosives incident databases, including the FBI's Automated Incident
Reporting System (AIRS) and ATF’s BATS into a single ATF-maintained
database.® In 2004 ATF designated BATS as DOJ’s single database for the
reporting and sharing of explosives incident information. Federal law
mandates that all federal agencies report information concerning explosives
incidents to DOJ, and by extension to BATS."* Reporting, however, is
voluntary for state and local agencies.

Inconsistent Reporting

Although the FBI discontinued use of its AIRS database and
transferred its AIRS data to the ATF’s BATS database in 2004, the FBI has
not reported any additional explosives incident information into BATS since
this initial data transfer. Likewise, ATF has not consistently reported all its
explosives incidents into BATS. Rather the FBI and, to a lesser extent, ATF
rely on state and local agencies responding to the same explosives incidents
to report information on the incidents to BATS. However, the FBI and ATF
do not have processes to ensure that state and local agencies actually report
to BATS. In fact, officials from both components told us they were aware of
significant under-reporting by state and local bomb squads of their
involvement in explosives incidents. By not reporting explosives incidents to
BATS and not ensuring that state and local responders reported to BATS, the
FBI and ATF have not complied with their reporting requirements and have
thereby reduced the utility of BATS.

Instead of requiring explosives specialists to report explosive incidents
to BATS, the FBI requires its explosives specialists to report explosives
incidents and activities internally to its FD-542 database. From 2004 to
2008, we found 4,454 explosives incidents recorded in the FD-542

3 See U.S. Department of Justice Office of the Inspector General, Bureau of Alcohol,
Tobacco, Firearms and Explosives and Federal Bureau of Investigation’s Arson and
Explosives Intelligence Databases, Audit Report Number 05-01 (October 2004). An earlier
DOJ OIG audit found that DOJ had not efficiently and effectively collected and made
available to the federal, state, and local law enforcement community information relating to
arson and the criminal misuse of explosives. Specifically, the similar responsibilities of ATF
and the FBI in compiling data have resulted in duplication of effort, duplicate reporting of
incidents by state and local agencies, and a lack of uniformity in the reporting process.

* 18 U.S.C. § 846 (b).
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When asked about the reasons for not using BATS, half of the survey
respondents who checked the choice “other” indicated that access issues
such as difficulty in obtaining passwords or getting technical assistance
prevented them from using BATS. In addition, 41 percent of the state and
local bomb squad commanders who responded to our survey indicated that
their lack of participation had more to do with the difficulty in using BATS.
Further 24 percent indicated a need for BATS end-user training while 27
percent complained that BATS reports required too much information and
took too much time to complete.

DOJ Review of Explosives Databases

In November 2004, the DQJ’s Chief Information Officer conducted a
feasibility study for consolidating all of DOJ’s explosives databases, as
required by the 2004 Memorandum. The assessment concluded that DQOJ
needs to develop a more coordinated program for access to arson and
explosives information, resources, and technology. In addition to
maintaining rival bomb data centers to provide technical information to
explosives specialists, the DOJ components also each possess separate
databases for managing laboratory forensic reports, incident reporting, and
technical explosives-related information.

Explosives Training and Canines

The audit found that the FBI and ATF continue to expand their
respective explosives training facilities, run uncoordinated post-blast training
programs, and disagree on training guidelines for explosives-detection
canines and on render-safe protocols. According to the ATF, it met with the
FBI to discuss explosives training issues in the months following the issuance
of the 2004 Memorandum as well as in December 2006 and May 2008.
However, DOJ never convened the Explosives Training Review Board
(Training Board), as required by the 2004 Attorney General Memorandum,
and did not examine the feasibility of consolidating all DOJ explosives
programs and facilities.

Explosives Training Facilities

One of the objectives of the 2004 Memorandum was to review the
feasibility of consolidating DOJ explosives training facilities. However, since
the issuance of the memorandum, both the FBI and ATF have expanded
their explosives training facilities. The FBI opened a $23 million Hazardous
Devices School in 2004 which trains all civilian bomb technicians at the
Redstone Arsenal in Huntsville, Alabama. The FBI also completed a Secure
Training Facility for $4.8 million in October 2008 and has proposed

Xiv



177



178

prevented Special Agent Bomb Technicians from attending required re-
certification training. However, these specialists are still responsible for
explosives missions within their agencies, and public safety necessitates that
they obtain adequate training for re-certification.

Explosives Training Disputes

Even though our review of the agencies’ training programs confirmed
the 2004 ERG report finding that ATF’s and FBI’s post-blast training is
essentially the same, our survey of ATF and FBI explosives personnel
indicated that 92 percent of FBI specialists and 83 percent of ATF specialists
rarely or never coordinated their post-blast training curricula. In addition,
ATF is responsible for certification of all DOJ explosives-detection canines;
however, the FBI continues to disagree with ATF on canine certification
standards. We also found that DQJ sent conflicting signals to the
components, directing that one standard for training canines be
administered through ATF, but also funding a working group seeking to
adopt a different standard through the FBI and DOJ’s National Institute of
Justice.

Laboratory Resources

The FBI and ATF each have laboratories that perform forensic analyses
on various types of evidence, including explosives evidence. The FBI
Laboratory is located in Quantico, Virginia. ATF has laboratories located in
Ammendale, Maryland; Walnut Creek, California; and Atlanta, Georgia.
Additionally, the FBI and ATF are part of the Terrorist Explosive Device
Analytical Center (TEDAC), which is located within the FBI Laboratory in
Quantico, Virginia. TEDAC is an FBI-led initiative organized in response to
requests from the Department of Defense. It was created in December 2003
to coordinate and manage interagency efforts for gathering and forensically
analyzing terrorist Improvised Explosive Devices (IEDs) from war zones in
Irag and Afghanistan. The Director of TEDAC is an FBI employee and the
Deputy Director is an ATF employee. Although TEDAC has its own staff and
forensic equipment, because they are housed within the FBI Laboratory,
dedicated FBI Laboratory personnel and equipment have been used to
conduct TEDAC analyses.

We found that the average number of days required to process a
laboratory submission in ATF, FBI, and TEDAC laboratories varies
significantly, as shown in the chart below.
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key action outlined in the Implementation Plan was to identify and document
the specific roles and responsibilities of departments and agencies through
all phases of incident management for terrorist use of explosives.

Additionally, the HSPD-19 Implementation Plan established an
HSPD-19 Implementation Joint Program Office (JPO) led by the FBI in
partnership with other agencies.'®* According to the FBI, the JPO was
designed specifically to bring resolution to issues not previously resolved
through other mechanisms. For example, the FBI noted that the
Department of Homeland Security (DHS) and DOJ will co-lead an
interagency advisory board responsible for developing uniform standards for
explosives-detection canine teams, including annual certification and
recurring proficiency training. DHS and DOJ, building on the previous ATF
National Canine Advisory Board, created the National Explosives Detection
Canine Advisory Board, which includes participants from major professional
canine associations. The FBI believes that as a result of the creation of this
advisory board for the first time, there is consensus across the explosives-
detection canine community that national training and performance
standards are needed.

However, we found that the JPO was not designed to function as the
deciding authority on roles and responsibilities for the FBI and ATF in
handling explosives incidents, but instead was conceived to be a formalized,
interagency discussion forum. Unless there is consensus among the
agencies involved the JPO cannot force settlement between components.
Therefore, while the JPO and its members may be used to assess and reflect
community opinion and advise on priorities, individual agencies will continue
to make programmatic and budgetary decisions independently.

In our judgment, if DOJ does not conclusively address the issue of the
roles and responsibilities for the FBI and ATF in handling explosives incidents
and related matters, competition between the components on fundamental
issues involving explosives investigations and lead agency authority will
likely continue and impede the progress of HSPD-19 implementation.

Recommendations

Our report makes 15 recommendations to DOJ, the FBI, and ATF to
assist in improving coordination and reducing conflict between the FBI and
ATF on explosives investigations and related activities. We believe it is
critical that DOJ issue a new directive to clearly define lead investigative
authority between the FBI and ATF and require coordination of investigative

18 The JPO, which meets monthly, had its inaugural meeting on April 8, 2009.
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actions when it is unclear at the outset as to which of the agencies has lead
investigative authority. Additionally, these recommendations include
developing protocols on joint investigations for explosives incidents,
implementing new policies to ensure both federal reporting to the BATS and
development of a more user-friendly system, as well as agreeing on
standardized post-blast curricula, render-safe procedures, and canine
training standards.
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CHAPTER I: INTRODUCTION

The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) and
the Federal Bureau of Investigation (FBI) share jurisdiction for investigating
the criminal use of explosives. Since Congress specifically provided the FBI
and ATF with concurrent jurisdiction to investigate explosives crimes, both
agencies have developed similar, even parallel, operational and technical
abilities, such as responding to and investigating explosives incidents,
collecting and analyzing intelligence and forensic evidence, and training their
employees and other law enforcement agency partners.! The framework for
coordinating explosives-related activities between the FBI and ATF is set out
in several agreements signed by the Directors of the FBI and ATF, by
mandates from the Attorney General, and most recently in a February 2007
directive issued by President Bush.

Concurrent Legal Authority Over Explosives Crimes

The FBI has traditionally investigated several federal crimes that may
be committed with explosives, such as bank robbery, hate crimes, and
organized crime. In 1990, the Attorney General formally assigned the FBI
lead responsibility for investigating all crimes for which it has primary or
concurrent jurisdiction and which involve domestic terrorist activities.? By
statute ATF, as part of the Department of the Treasury (Treasury), was
assigned primary jurisdiction governing the importation, manufacture,
distribution, and storage of explosive materials and enforcement of federal
explosives laws. In 1982, ATF was also given expanded authority to

t Explosives incidents include actual or attempted bombings with improvised (i.e.,
homemade), misused commercial or military, or incendiary) explosives devices (e.g.,
gasoline bombs); recovered explosives and explosives components; render-safe operations
to dispose or destroy recovered explosives; accidental detonations of commercial
explosives; and threats to bomb and the use of hoax devices.

2 18 U.S.C. § 2332b (f) and 28 C.F.R. § 0.85. Section (l). Prior to 1990, the FBI had
already been investigating terrorist bombings under a series of Presidential directives, such
as a September 6, 1939, directive on subversive activities and the 1982 National Security
Decision Directive-30 entitled U.S. Policy on Counterterrorism. See Appendix III for a more
detailed description of FBI and ATF explosives-investigation authorities.
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investigate crimes of arson involving not only explosives but also accelerants
such as gasoline and other flammable liquids.?

In 2002, the Homeland Security Act, among other things, transferred
ATF enforcement functions from Treasury to the Department of Justice
(D0J).* The Homeland Security Act and the associated Safe Explosives Act
of 2002 state that ATF is responsible for investigating criminal and
regulatory violations of the federal firearms, explosives, arson, alcohol, and
tobacco smuggling laws and any other investigation of violent crime or
domestic terrorism that is delegated to ATF by the Attorney General.®

The FBI and ATF currently investigate very similar criminal activities
involving explosives — differing mainly by the motive of the perpetrator or
the location of the crime. The FBI views explosives use as one of many
types of weapons criminals wield in furtherance of a terrorist act or another
underlying crime, defining its jurisdiction by the criminal motive. ATF, on
the other hand, views its explosives jurisdiction as covering any improper
use of explosives regardless of motive, defining its jurisdiction based on the
fact that an explosive is intended to be or has been used to commit a crime.
The concurrent authorities and differing rationale over jurisdictional
decisions have resulted in conflicts between the FBI and ATF concerning
which agency has lead investigative authority over specific explosives
incidents.

Agreements to Divide Concurrent Jurisdiction

To address their concurrent investigative authority over explosives
crimes, the FBI and ATF have a history of attempting to establish exclusive
areas of jurisdiction. Such divisions of labor have resulted in relatively fine
distinctions justifying which agency will respond to similar explosives
incidents. For instance, ATF’s location within Treasury for much of the last

3 The Omnibus Crime Control and Safe Street Act of 1968, 18 U.S.C. §§ 921 et seq.
as amended in the Gun Control Act of 1968, 26 U.S.C. §§ 5841 et seq., prohibited
unlicensed trade in firearms and explosives. The Organized Crime Act of 1970, at 18 U.S.C.
88 842 and 844, covers unlawful acts and penalties. 18 U.S.C. § 843 regulates the
explosives industry. 18 U.S.C. § 846(b) authorizes the establishment of a national
repository of information on incidents involving arson and suspected criminal misuse of
explosives. The National Firearms Act, Title 26 U.S.C. Chapter 53, includes criminal
provisions for the unlawful manufacture, transfer, and possession of destructive devices,
including explosives or incendiary bombs, grenades, and mines.

* 28 U.S.C. § 599A (2008).

> The Homeland Security Act is Pub. L. 107-296, and Subtitle C, Title XI, is the Safe
Explosives Act.
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37 years resulted in the FBI handling all explosives cases involving federal
buildings except for Treasury facilities, which ATF handled.®

1973 Memorandum of Understanding

In 1973, the FBI, ATF, and United States Postal Service signed a
Memorandum of Understanding (MOU) that attempted to divide enforcement
activities for explosives-related crimes among these agencies. This
memorandum divided jurisdiction based mainly on differences in the location
of bombings but contained overarching exceptions based on the motives of
perpetrators, such as terrorism.

According to the 1973 MOU, ATF would be the lead investigative
agency over regulatory violations (such as loss or theft of commercial
explosives), the interstate transportation of explosives with unlawful intent
(other than through the mail), explosives use against property used in or
affecting commerce (such as bombing stores or warehouses), explosives
possession or use directed at Treasury buildings, and any use of explosives
during the commission of another felony where ATF had jurisdiction of the
underlying felony (such illegal gun dealers using explosives).

On the other hand, the 1973 MOU provided that the FBI would be the
lead investigative agency for arson and bomb threats communicated by
phone or mail, for the use or attempted use of explosives to damage
property owned or used by the U.S. government (except Treasury facilities),
for cases when explosives were used in the commission of another felony for
which the FBI had primary jurisdiction (such as bank robbery), and for the
unauthorized possession of explosives in a building used by the U.S.
government (except Treasury facilities). The memorandum also permitted
the FBI to assert the lead on any explosives use directed against diplomatic
functions, college campuses, or which appeared at the outset to have been
perpetrated by terrorist or revolutionary groups or individuals.

Fair Oaks Accords
In 2000, five ATF and five FBI Special Agents-in-Charge on a Joint

Field Managers Working Group issued a report that recommended
coordination actions be formalized into a joint investigation protocol for use

¢ Although the U.S. Postal Service also reserved lead agency jurisdiction for
explosives incidents in its facilities under the 1973 MOU, this report refers only to ATF and
FBI divisions of authority.
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at the scene of an explosives incident.” The resulting report, also known as
the “Fair Oaks Accords,” was specific on when joint-lead agency cases
should be used, which agency would be the lead agency in other instances,
and in what types of bombings each agency’s laboratory would be used. For
example, the Fair Oaks Accords recommended a joint “50/50” approach for
bombings related to women's reproductive health care providers, houses of
worship, colleges and universities, and environmental and animal rights
movements. For these four areas, the investigative strategies, search
warrants, pursuit of leads, and media were to be jointly managed by ATF
and FBI agents. In addition, the agreement recommended that evidence
from explosives crime scenes involving women's reproductive health care
providers and houses of worship would be sent to ATF laboratories, while
evidence from colleges and universities and environmental and animal rights
movements would be sent to the FBI Laboratory. However, the Fair Oaks
Accords and its recommendations were not implemented.

Attorney General Forms the Explosives Review Group

In March 2003, about a month after joining DOJ, ATF officials proposed
that the information and publication functions of the FBI's Bomb Data Center
be merged into and managed by ATF. It also recommended that ATF be
designated as DOJ’s primary responding agency to all explosives scenes, and
be allowed to coordinate DQOJ assets for the entire on-scene investigation
regardless of the motive, including terrorism. This proposal was not
implemented, and DOJ took no formal steps to redefine responsibilities in
explosives incidents for the subsequent year.

On March 4, 2004, the Attorney General Ashcroft created the
Explosives Review Group (ERG) to develop recommendations regarding the
most effective coordination of explosives investigations between the FBI and
ATF.® The ERG completed its initial review and reported its findings and
recommendations to the Deputy Attorney General on May 3, 2004. ATF
chaired the ERG and reported that, with respect to jurisdiction, the majority
of bombings in the United States have no link to terrorism, and that when

7 The July 18, 2000, Working Group Report recommended joint response and
common ownership of crime scenes, immediate joint notification, fellowship exchanges of
laboratory personnel, joint crime scene processing standards, specific attributes of joint
investigations, and delineation of applicable types of incidents.

® As mandated by the Attorney General's March 4, 2004, Memorandum entitled
Review Group Concerning Coordination of Explosives Investigations and Training, the
Explosives Review Group (ERG) was comprised of senior officials from ATF (acting as Chair),
the FBI, Office of the Deputy Attorney General, Office of Legal Policy, and Criminal Division.
The Memorandum identified as issues for ERG review explosives-related training, explosives
investigations, and the maintenance of databases related to explosives.

4
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terrorism was indicated all available resources necessary would be used to
fully respond. However, the FBI and ATF did not reach agreement on many
issues, such as the role each component should have in explosives
investigations when the motive is not clear. Further, the FBI advised the
chair of the ERG that it did not agree with the report as drafted and
submitted an alternative report highlighting what it believed were the areas
of agreement. Although the FBI did not explain in its report why the two
agencies could not come to an agreement, the ERG Chairman described in
the report the basis of the disagreement as follows:

Each agency believes it is best suited to coordinate DOJ assets at the
crime scene: ATF because explosives and fire investigation is an
inherent function of its primary mission and because of the strengths
of its specialized positions, and the FBI because of its mandate to
detect and prevent terrorism.

The FBI believes it is appropriate to treat all incidents or threats
involving explosives, destructive devices, firearms, or arson as
potential terrorism until the best available information determines
otherwise and that only the FBI can determine if an incident is related
to terrorism.

2004 Attorney General Memorandum

In response to the ERG's report, on August 11, 2004, Attorney General

Ashcroft issued a memorandum entitled Coordination of Explosives
Investigations and Related Matters (2004 Memorandum). This
memorandum directed:

ATF to control the investigation of all explosives incidents, except in:
(1) cases in which a Joint Terrorism Task Force (JTTF) determines the
incident is related to terrorism, and (2) cases in which the FBI
traditionally has exercised jurisdiction;®

all DOJ arson and explosives incident databases to be consolidated into
a single ATF-maintained system and accessible to all DOJ law
enforcement components;

within 90 days, the DOJ Chief Information Officer to examine and
report to the Deputy Attorney General on the feasibility of
consolidating all DOJ arson and explosives databases;

° Examples of crimes within the FBI’s traditional jurisdiction that can involve

explosives include bank robberies, hate crimes, and organized crime.
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¢ DOJ to form a Laboratory Review Board to examine laboratory
resources and workloads and develop recommendations for the Deputy
Attorney General;

+ the FBI and ATF to consolidate all post-blast explosives training
budget, curricula, teaching, and scheduling functions under ATF and,
as soon as practicable, require that only ATF-certified explosives-
detection canines be used;

¢ all DOJ personnel engaged in or related to post-blast explosives
training to remain with their respective agencies and continue to
provide training as they did prior to consolidation; and

e the FBI and ATF to organize an Explosives Training Review Board to
report to the Deputy Attorney General on the feasibility of
consolidating DOJ's explosives training programs and facilities.®

The 2004 Memorandum also stated that the Deputy Attorney General
would resolve all issues relating to jurisdiction over explosives
investigations, post-blast explosives training consolidation, and the
consolidation of arson and explosives databases as well as direct the
allocation and use of laboratory resources. The 2004 Memorandum did not
reference the 1973 MOU to either incorporate or supersede this agreement.

2008 Memorandum of Understanding

Despite the direction provided in the Attorney General’s 2004
Memorandum, the FBI and ATF continued to pursue separate investigations;
develop uncoordinated strategies and priorities; and operate separate
information systems for communication, reporting, and performance
measurement. After informal prompting by the Office of the Deputy
Attorney General, ATF and the FBI signed another MOU on July 8, 2008,
entitled Protocols for Response to Explosives Related Incidents (2008
Memorandum).!* According to the memorandum, ATF and FBI Special
Agents-in-Charge are required to coordinate where the motive of an
explosives incident (criminal act or terrorist incident) is not readily apparent.
The 2008 Memorandum directs that the investigation proceed jointly and
vigorously with key decisions made in a timely and collaborative manner,
thereby encouraging joint investigations pending a definitive determination
of intent. Additionally, the 2008 Memorandum states that the agency with

0 See Appendix IV for the 2004 Attorney General Memorandum.

1 See Appendix VI for the 2008 Memorandum of Understanding.

6
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the responsibility for the underlying felony will assume the investigative lead
and that FBI and ATF Special Agents-in-Charge will determine jurisdiction in
the best interest of public safety and law enforcement.

Homeland Security Presidential Directive-19

A government-wide review of strategies to prevent terrorist bombings
on American soil also affected the jurisdictional issues between the FBI and
ATF. On February 12, 2007, President Bush signed Homeland Security
Presidential Directive-19 (HSPD-19), which required executive branch
agencies to develop, under the leadership of the Attorney General, a layered
and united approach to aggressively deter, prevent, detect, protect, and
respond to terrorists’ evolving efforts to employ explosives in the United
States. A united approach was contained in the National Strategy for
Combating Terrorist Use of Explosives in the United States (National
Strategy), which the President signed on December 20, 2007. The National
Strategy contained 36 recommendations to improve federal efforts to
combat potential terrorist attacks using explosives. To implement the
National Strategy, the Attorney General, in coordination with the Secretaries
of Defense and Homeland Security and the heads of other federal agencies,
developed an Implementation Plan.

One key action outlined in the Implementation Plan was the
identification and documentation of the specific roles and responsibilities of
departments and agencies through all phases of incident management
pertaining to terrorist use of explosives, from prevention and protection
through response and recovery. Therefore, coordination of DOJ explosives-
related operations, primarily those of the FBI and ATF, is required to comply
with the HSPD-19 Implementation Plan.

Parallel Explosive Capabilities

A major function of the FBI and ATF explosives programs is to assist
the 471 accredited state and local bomb squads located throughout the
United States. These local bomb squads are usually the first responders to
explosives incidents and are primarily responsible for the “render-safe
procedures” on explosives.’? The FBI and ATF provide training, equipment,
and assistance to state and local bomb squads, when requested, through FBI

2 In render-safe procedures, specialists neutralize unexploded ordnance (including
improvised explosive devices) to prevent an uncontrolled detonation.
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and ATF Special Agent Bomb Technicians (SABT), ATF Explosives
Enforcement Officers (EEOQ), and ATF Certified Explosives Specialists (CES).**

SABTs are investigators trained at the FBI's Hazardous Devices School
who can assist local bomb squads in render-safe procedures and provide
training to state and local responders.'* As of May 2009, ATF had 5 full-time
SABTs and the FBI had 174 SABTSs, of which 30 were dedicated full-time to
this role. Explosive Enforcement Officers are generally former military
explosives ordnance disposal specialists (not Special Agents) authorized to
render-safe explosives or incendiary devices, conduct technical examinations
to make destructive device determinations, and assist in training. Certified
Explosive Specialists are ATF Special Agents trained in post-blast crime
scene investigations and explosives handling, but they do not perform
render-safe procedures.’® ATF had approximately 241 CESs and 27 certified
EEQOs as of March 2009.

As shown in Exhibit 1-1, certified state and local bomb technicians are
located in all 50 states, ATF EEOs in 11 states, and FBI SABTS in 42 states.

3 Dther specialists include explosives-detection canine handlers and forensic
scientists such as chemists, metallurgists and technical experts who provide laboratory
analysis of explosives, destructive devices, accelerants, and blast or arson debris submitted
by investigators.

% The FBI manages the administration and funding for the Hazardous Devices
School, the training academy for all civilian bomb technicians, which is operated by the U.S.
Army Ordnance Munitions and Electronics Maintenance School at Redstone Arsenal in
Huntsville, Alabama.

* In addition, each agency organizes special units, such as the FBI’s Evidence
Response Team and the ATF’s National Response Team, which respond to major incidents.

8
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Appendix I contains a more detailed description of our audit objective,
scope, and methodology. The following chapters provide our findings,
conclusions, and recommendations.

11
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CHAPTER II: DETERMINING LEAD AGENCY JURISDICTION

Since ATF’s merger into DOJ in January 2003, the FBI and ATF have
continued to carry out criminal explosives investigations independently of
each other. DOJ issued in 2004 ambiguous directives regarding the division
of labor for explosives and related activities without establishing a
framework for resolving issues at the scene of the incident. Additionally,
both ATF and the FBI have not conceded their initial positions of seeking
lead authority in all explosives investigations, and consequently disputes
between the components over leading investigations and different render-
safe procedures continue to occur throughout the country. These disputes
adversely affect the agencies’ working relationships and can confuse local
agency first responders. The absence of a coordinated federal approach can
also hinder DOJ’s ability to effectively respond, investigate, and prevent
explosives crimes.

2004 Attorney General Memorandum Not Implemented

On November 14, 2006, more than 2 years after the 2004
Memorandum was issued, Deputy Attorney General Paul McNulty
reconstituted the Explosives Review Group (ERG) to assess the need to
establish or clarify operational protocols for improving the coordination of
explosives incident investigations. The ERG reported to Deputy Attorney
General McNulty on January 12, 2007, that three of the seven directives
within the 2004 Memorandum - information sharing, training, and
explosives canines - either had not been implemented or remained highly
contested between the two components. In addition, the FBI and ATF
developed white papers that they attached to the ERG report describing each
component’s position on these three issues.*”

Our audit found that the FBI and ATF are still not coordinating
explosives-related operations and activities for the three areas identified by
the ERG report. In addition, as identified in Exhibit 2-1, we determined that
issues also remain unresolved for two additional directives in the 2004
Memorandum - investigative jurisdiction and laboratories.

7 See Appendix V for the ERG's January 12, 2007, memorandum.
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Some of the most significant language of the 2004 Memorandum
involves the conflict resolution authority of the Deputy Attorney General.
However, we determined that over a 4-year period and despite the ERG
report noting significant unresolved issues, the Office of the Deputy Attorney
General did not exercise its authority to resolve the conflict, particularly in
the five areas we identified in Exhibit 2-1.18

While the 2007 ERG report made no recommendations regarding
investigative jurisdiction, we believe the 2004 Memorandum is ambiguous as
to investigative jurisdiction, which has contributed to conflict and continuing
coordination issues. The 2004 Memorandum states that ATF controls the
investigation of all explosives incidents, except for incidents related to
terrorism and “traditional” FBI jurisdiction.'* As a result, each component
can logically claim a right to respond to almost every incident. The ERG
report noted that jurisdictional disagreements arose due to the difficulty in
establishing the motive when an incident occurred, but disputes were
worked out in the field. We found the ambiguity has resulted in
disagreements that required ATF and FBI field division management and
agency headquarters involvement to resolve.

One example identified during our audit highlights how the language
used in the 2004 Memorandum is unclear and open for interpretation. In
September 2004, an FBI field division assumed it had the authority to lead
explosives investigations until it determined whether there was a link to
terrorism. When the ATF disagreed with this interpretation, the United
States Attorney for that jurisdiction sought further clarification of the 2004
Memorandum from the Office of the Deputy Attorney General. According to
the United States Attorney, the Office of the Deputy Attorney General
responded:?®

1 Between 2004 and 2009, there have been four different confirmed Deputy
Attorneys General. Several officials from the ATF and FBI stated that after Deputy Attorney
General Comey left office in 2005, leadership from the Office of the Deputy Attorney
General on ATF and FBI coordination diminished greatly.

¥ As discussed in Appendix III, the FBI has broad authority over many crimes that
could involve explosives.

20 See Appendix VII for the memorandum from the United States Attorney.

14
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It is more accurate to say that this [the 2004 Memorandum]
means the ATF has jurisdiction unless and until it is determined
that the explosives incident is related to terrorism; than it is to
say that the FBI or the JTTF has jurisdiction unless and until it is
determined that the incident is not related to terrorism . . . that
“default” jurisdiction is with the ATF.

This response from the Deputy Attorney General’s office provides
significant guidance as to which agency DOJ intended to exercise initial lead-
investigative authority, at least in circumstances where jurisdiction is
unclear. Such a clarification, however, was never formally incorporated into
any policy, protocol, or other written direction provided by the Office of the
Deputy Attorney General to other United States Attorneys, the FBI, or ATF.

We believe that clear and specific direction is needed from DOJ to
eliminate the ambiguity in the 2004 Memorandum and the continuing
conflicts and non-cooperative practices between the FBI and ATF in areas
where the two agencies have exhibited an inability to reach agreement. DOJ
must also oversee ATF and FBI explosives-related efforts to ensure these
agencies put a clarified policy into practice.

Ambiguous 2008 Memorandum of Understanding

In an effort to clarify roles and responsibilities and to facilitate a more
productive partnership, in July 2008 the FBI and ATF signed a Memorandum
of Understanding issued by the Office of the Deputy Attorney General
entitled Protocols for Response to Explosives Related Incidents.?! The 2008
Memorandum was issued 18 months after the 2007 ERG report and more
than 4 years after the Attorney General’s 2004 Memorandum. The purpose
of the 2008 Memorandum was to resolve any operational concerns at the
outset of an explosives incident. However, this agreement did not address
the areas that the 2007 ERG report identified as needing resolution,
including information sharing, training, and canine matters.*

The 2008 Memorandum, as noted in Exhibit 2-2, also does not resolve
the dispute between the FBI and ATF over lead-agency authority and does
not clarify related language in the 2004 Memorandum. Instead, the 2008
Memorandum of Understanding requires that during the initial response
phase to an incident, the FBI and ATF Special Agents-in-Charge will

21 According to the 2008 Memorandum, the Attorney General, Deputy Attorney
General, and key representatives from the ATF and FBI developed the memorandum
regarding the DOJ response to explosives-related incidents.

22 See Appendix VI for the July 8, 2008, ATF-FBI Memorandum of Understanding.
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¢ According to DOJ investigative guidelines, ATF jurisdiction does not
apply to instances where the FBI had investigative jurisdiction in a
separate substantive area prior to the enactment of the Federal
Bombing Statute.

» FBI policy requires notification to headquarters immediately by
electronic communication of any attempts by ATF to infringe upon FBI
jurisdiction under the Federal Train Wreck Statute.

The ATF’s policy manual — the Order on Investigative Procedures —
also does not address coordination of joint explosives investigations with the
FBI. ATF is revising the order and plans to re-issue it in FY 2009.%° The
draft version of the new order specifies that the ATF investigative focus
should be violations within ATF jurisdiction, but that “incidents in which ATF
becomes involved initially may ultimately fall within the jurisdictional
responsibility of other agencies.” The new protocol will advise ATF personnel
to “be alert to ATF jurisdictional responsibility” but seek to work jointly with
agencies having primary jurisdiction following three guidelines:

e The primary ATF case agent must promptly report related violations to
the duty agent for the agency having investigative jurisdiction and
furnish all relevant information, “unless such action could or would
jeopardize an ongoing investigation.”

« Where the responsible agency wants to assume control of the
investigation, ATF will offer assistance and cooperation.

¢ Special Agent-in-Charge approval is required before joint
investigations.?

However, the revised ATF order does not provide specific guidance on
situations where the issue of lead jurisdiction is initially unclear.

25 As of July 1, 2009, the revised ATF order has not been issued.

26 The revised ATF Order also states, “[i]n many instances, ATF is involved in
investigations that have the potential to overlap with other components’ jurisdictions (e.g.,
the investigation of armed narcotics dealers with the Drug Enforcement Administration,
terrorism investigations with the Federal Bureau of Investigation). The resident agent in
charge (RAC)/group supervisor (GS) should ensure that appropriate local task forces and
other Federal agencies have been contacted.”

18
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Deputy Attorney General Removed From Dispute Resolution Process

Unlike the 2004 Attorney General Memorandum, the 2008
Memorandum contains no reference to the role of the Deputy Attorney
General and no provision for resolving disputes outside the components
involved. Instead, it requires disputes to be resolved in the field by the
Special Agents-in-Charge and only if an agreement is not reached should the
matter be raised to the components’ headquarters. Without such a
formalized dispute resolution process, the history of ATF and FBI relations on
explosives matters suggests that the components will remain entrenched in
their positions, and conflicts will persist unresolved.

HSPD-19 Implementation Plans at Risk

The 2007 HSPD-19 National Strategy asserted the need for an entity
to coordinate federal efforts against terrorists’ use of explosives. In a
finding covering all national efforts, and which our audit found particularly
salient for the FBI and ATF relationship, the National Strategy stated,
“expert stakeholders, many with decades of experience in explosives threat
related fields, revealed that the coordination of ongoing efforts is a
fundamental shortfall.” The strategy also stated:

The numerous programs throughout the country that maintain
specific roles in this effort tend to be based on individual analysis
and initiative rather than a coordinated process working to reach
similar strategic goals. The absence of such a strategic process
creates disparity between various activities, causing confusion
among stakeholders and, sometimes, divisive competition
among providers.

Without resolution of ATF and FBI explosives coordination issues by
DOJ leadership, history suggests that the components will not succeed in
meeting the goals of the HSPD-19 process for forging an interagency
approach against terrorist use of improvised explosive devices (IEDs).?’ The
clarification of roles and responsibilities of federal response and for law

27 The HSPD-19 National Strategy recommended designation of DOJ, specifically the
FBI in partnership with other federal organizations, to be the entity responsible for
determining national priorities and implementing HSPD-19 recommendations. The 12
DOJ-led tasks under the plan include: Task 2.2.2 to develop a comprehensive knowledge
management process regarding explosives and IED incidents; Task 2.2.3 to create an
overarching, federated IED information sharing architecture; Task 2.2.7 to improve ongoing
efforts to regulate explosives commerce and investigate diversion; and Task 3.2.7 to
enhance standards and improve delivery for post-blast investigation training to federal,
state, and local authorities.
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enforcement agencies under the leadership of the Attorney General is a key
recommendation of the HSPD-19 National Strategy. However, the HSPD-19
Implementation Plan gives the Department of Homeland Security the lead
responsibility to identify and document specific roles and responsibilities of
departments and agencies relating to all phases of explosives incident
management. This task includes drafting a Strategic Plan and Concept Plan,
as well as department and agency-specific Operations Plans. The
relationship between DOJ components affects the likelihood of coordinating
the priorities of DOJ and the Department of Homeland Security, which
already funds much of the equipment needs of state and local bomb squads
through its Office of Bombing Prevention.

Further, the HSPD-19 Implementation Plan establishes an HSPD-19
Implementation Joint Program Office (JPQ) led by the FBI in partnership with
other agencies.?® According to the FBI, the JPO was designed specifically to
bring resolution to issues not previously resolved through other mechanisms.
However, we note that the JPO was not designed to function as an ultimate
decision maker on roles and responsibilities for the FBI and ATF in handling
explosives incidents, but instead was conceived to act as a formalized,
interagency discussion forum. Unless there is consensus among the
agencies involved the JPO cannot force settlement between feuding
components. While the JPO and its members may be used to assess and
reflect community opinion and advise on priorities, individual agencies will
continue to make the programmatic and budgetary decisions independently.
In our judgment, if DOJ does not conclusively address the issue of the roles
and responsibilities for the FBI and ATF in addressing terrorists’ use of
explosives, and by extension, all explosives investigation activities,
competition between the components on fundamental roles will likely
continue and impede the progress of the entire HSPD-19 implementation
process.

Component Competition Rather Than Collaboration

Our audit found that FBI and ATF field divisions tend to deploy their
employees to the larger, more sensational explosives incidents, sometimes
racing each other to be the first federal agency on the scene and disputing
upon arrival which agency should lead the investigation. Additionally, we
found that other disputes arise on scene regarding which agency’s
procedures should be followed when handling or preserving explosives
evidence.

28 The JPO, which meets monthly, had its inaugural meeting on April 8, 2009.

20



205

State and local law enforcement agencies’ bomb squads are the first
responders in most explosives incidents. To assess whether a federal nexus
exists, federal agencies initially must rely on their relationships with the local
bomb squads to receive notification of an incident. Both the FBI and ATF
seek to establish good working relationships with these bomb squads by
providing free training, paying for overtime associated with federal
investigations, and detailing local officers serving on task forces to special
events and high-profile assignments. However, many ATF and FBI field
division explosives specialist personnel we spoke with said it was common
for local bomb squads to fail to notify them about explosives incidents.
Additionally, in several locations we visited we learned that some local bomb
squads would inform either the FBI or ATF about an incident but not the
other agency.

We also discovered that in certain places where local squads did notify
both the FBI and ATF of an explosives incident, the FBI and ATF would “race”
each other to the scene. Some squad managers admitted that they
operated under the assumption that possession is nine-tenths of the law,
meaning their agency would have lead authority if they arrived first to the
scene.

We found that while joint deployment to an explosives scene could
occur, the FBI and ATF rarely performed joint investigations or transferred
explosives cases to the other component. Qur surveys of ATF and FBI field
management and explosives specialists revealed that when both components
deployed to an explosives incident, over 50 percent of the management
respondents and over 60 percent of the explosive specialists replied that
they rarely or never performed a joint investigation. Survey respondents
also reported that 58 percent of FBI and 67 percent of ATF field divisions
never transferred cases to the other agency.”

ATF case management system records support the rarity of explosives
cases being transferred between the FBI and ATF. According to ATF data for
FYs 2003 to 2008, FBI transferred lead agency authority to ATF an average
of about 26 cases out of an annual average of 830 ATF bombing cases.
Conversely, ATF records demonstrate that it referred lead agency authority
to the FBI an average of 7 explosives cases annually out of an estimated an
annual average of 590 FBI explosives-related cases.” The relatively few

2 According to the ATF, for FYs 2003 through 2008 the FBI and ATF jointly
investigated and recommended for prosecution 192 explosives-related cases.

%% The FBI case management system does not record the total number of explosives

incidents the FBI handles and could not account for the number of referrals the FBI made to
or received from ATF.
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joint investigations and explosives case transfers are another indication that
coordination between the FBI and ATF occurs infrequently.

Conflicts Continue to Occur

Headquarters officials from both components stated to us that the FBI
and ATF work well together and that significant conflicts no longer occur.
Those officials stated that recent disputes were simply isolated incidents
attributable to personality conflicts among the responding personnel and
their supervisors. Several officials in both components cited a May 2008
bombing of a Federal Courthouse in San Diego as an example of good
coordination. During this incident, the FBI took the undisputed lead because
a federal building was targeted and ATF provided support. We confirmed
that coordination between the components at this incident was exemplary,
with ATF supporting the FBI’s lead investigative role.

However, we determined that disputes between the FBI and ATF on
explosives incidents continue to occur. We found explosives incident
disputes between the FBI and ATF that were recent, significant, and
attributable to more than personality conflicts.

In particular, at ATF and FBI field divisions that we visited and in
responses to our survey, we were told of several recent explosives incident
disputes. As detailed in Exhibit 2-4, ATF and FBI personnel described recent
disputes occurring in six of the eight locations we visited that involved,
jurisdictional questions and explosives-handling issues. Such conflicts can
delay investigations, undermine federal and local relationships, and may
project to local agency responders a disjointed federal response to
explosives incidents in their area.
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different jurisdictional interpretations exemplified by a 2004 incident in
Dodge City, Kansas. ATF specialists reported that FBI agents arrived on
scene of a domestic dispute first and continued to investigate the bombing
for several hours without notifying ATF. The FBI conducted interviews,
obtained a confession, and discovered several pipe bombs. When asked why
ATF was not notified earlier given that the case clearly was not terrorism-
related, the FBI Resident Agent-in-Charge stated that the FBI
Counterterrorism Assistant Director mandated that field offices should
aggressively respond to anything that could possibly be terrorism. The issue
was raised to the U.S. Attorney for the District of Kansas and ultimately
resulted in a clarification of roles from the Office of the Deputy Attorney
General.’®

Seattle: Management and agents from both components pointed to an
April 2005 arson of houses under construction in Lake Sammamish,
Washington, as the low point of their relationship. The ATF arrived at the
scene first and began processing evidence, including a banner purporting to
claim responsibility for the arson on behalf of the Earth Liberation Front - an
organization identified by the FBI as a domestic terrorism enterprise. ATF
sent this evidence to its Walnut Creek Laboratory. When the FBI arrived, it
asserted the banner clearly made the incident a case of domestic terrorism
and a confrontation over investigative authority ensued. Although ATF
contended it should maintain the investigative lead because the incident was
an arson case, the FBI took over the investigation because of the potential
domestic terrorism nexus. The FBI then flew a Special Agent to California to
retrieve the banner. ATF remained on the scene and provided assistance in
determining the cause and origin of the arson. However, ATF and FBI
personnel stated that this confrontation severely damaged the relationship
between the two agencies.

Washington, D.C.: Within the national capital region, the FBI and ATF
have come to a jurisdictional accommodation given the greater likelihood of
terrorist targeting. Before asserting jurisdiction, ATF will defer investigative
authority to the FBI until terrorism is ruled out as the motive. Therefore,
ATF does not deploy alongside the FBI frequently for explosives incidents
inside the metropolitan area. Outside the metropolitan core, however, this
practice is not followed and conflicts arise. For example, a 2008 conflict
occurred over a suburban Virginia townhouse fire where the local fire
department discovered a basement full of explosives precursor chemicals.
The absent owners were active duty military and the FBI insisted on treating
the case as potential militia or white supremacists’ terrorist infiltration of the

3¢ This guidance, however, was not published or distributed to other U.S. Attorneys’
Offices, the FBI, or ATF.

29



214



215



216



217

However, we learned from our surveys and interviews with state and
local bomb squads that some squads have become strongly anti-FBI and
others anti-ATF because of prior negative experiences with these
components. We were told by state and local bomb squad commanders
that, in some instances, the FBI is perceived as the only federal presence in
some larger, urban areas while ATF is perceived as more accessible in more
rural areas. Some states have few bomb technicians and therefore rely on
federal assistance. Other locations, such as New York City or Los Angeles,
have adequate bomb technician resources on the state and local levels and
therefore do not necessarily need federal assistance to address explosives
incidents. State and local bomb squad commanders also commented about
ATF’s and FBI's working relationship and disparaging comments each
component voiced to them about the other, raising the specter that one DOJ
component’s poor opinion of the other has negatively affected local law
enforcement.

Conclusion

The overlap of jurisdiction and a lack of direction in the coordination of
explosives investigations have promoted competition between the FBI and
ATF, delayed render-safe operations and crime scene processing, confused
local law enforcement partners, and may delay DOJ’s implementation of its
HSPD-19 responsibilities. We believe that a lack of supervision and
mediation by DOJ officials, in particular the Office of the Deputy Attorney
General, allows unhealthy component competition, unnecessary duplication
of efforts, and problematic explosives incident responses.

Although we found ATF and FBI disputes over lead agency jurisdiction
are relatively infrequent, these conflicts continue to occur throughout the
country, with more than 30 percent of ATF specialists and 40 percent of FBI
specialists responding to our survey that such disputes had occurred in their
areas over the last 2 years. These disputes often adversely affect the
working relationship of the components, as demonstrated by the low
opinions each agency’s explosives specialists have of their counterparts.
Such negative opinions can make coordination between the FBI and ATF
more difficult. Further, such strongly held opinions by federal agents may
affect the opinions and actions of the state and local partners with whom
they work.

Our surveys indicate local bomb squads may already prefer one
agency - the FBI or ATF - over the other, potentially resulting in explosives
investigations lacking important expertise from whichever federal agency is
not included in the incident response. Additionally, state and local partners
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told us that they are confused about which federal agency they should work
with in explosives cases.

Since ATF and FBI exercise concurrent jurisdiction on certain
explosives matters, we believe the DOJ should issue and enforce new
guidance that delineates how the components will interact in explosives-
related matters. This direction should replace prior agreements and MOUs
and address the following issues: explosives program coordination and
consolidation, whether to divide jurisdictions by device type (incendiary
versus explosive), geography (rural versus urban), or by technical
specialization (technical evidence collection and analysis versus render-safe
authority). Further, DOJ should also consider whether to reassign
explosives-related and domestic terrorism functions and personnel under the
provisions of 28 U.S.C. § 599A.

Recommendations
We recommend that DOJ:

1. Implement new directives delineating lead authority for explosives
investigations between the FBI and ATF. At a minimum, this guidance
should: (1) assign responsibility to either the FBI or ATF to serve as
the overall investigational “lead agency” for each specific type of
explosives crime; (2) supersede all prior guidance on FBI-ATF
explosives coordination; (3) detail actions required to coordinate
jointly in circumstances when the motive is unclear. Consideration
should be given to whether to divide jurisdiction between the
components by device type, defined territories, technical
specialization, or reassigning explosives functions and personnel under
the provisions of 28 U.S.C. § 599A; and (4) establish a formal
procedure for components to seek resolution of jurisdictional conflicts
from the Department.

We recommend that the FBI and ATF:

2. Develop protocols on joint investigations for explosives incidents
consistent with any new DQJ directives.
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CHAPTER III: INFORMATION SHARING

The FBI and ATF separately maintain multiple explosives-related
databases to manage laboratory forensic reports, incident reporting, and
technical explosives-related information and intelligence. Contrary to the
directive in the 2004 Attorney General Memorandum, ATF did not
consolidate and maintain a distinct explosives-incident database. In
addition, FBI and ATF conflict creates challenges for meeting HSPD-19
Implementation Plan goals of information sharing such as single search
database compatibility and task force participation.

Incident Reporting not Consolidated

The 2004 Attorney General Memorandum directed the consolidation of
all DOJ arson and explosives incident databases, including the FBI's
Automated Incident Reporting System (AIRS) and ATF’'s Bombing and Arson
Tracking System (BATS), into a single ATF-maintained database.’” The 2004
Memorandum also required that no other DOJ component be permitted to
maintain any database that contains arson or explosives incident information
that would otherwise be maintained in the consolidated database. A
consolidated explosives incident database would provide investigators with a
single source to obtain comprehensive statistics and incident trends. On the
other hand, separate databases result in duplication of effort, possible
duplicate reporting of incidents by state and local agencies, a lack of
uniformity in the reporting process, and the inability to accurately determine
trends in explosives incidents.

In 2004, the FBI discontinued using AIRS and transferred the data in
that system to ATF’s BATS database. However, since the transfer of
explosives incident information, the FBI has not reported any additional
explosives incident information to BATS. Moreover, ATF has not consistently
reported all its explosives incidents in BATS. Rather, both components have
continued separate efforts to collect and disseminate explosives information.

We determined that ATF’s effort to promote BATS as DOJ’s single
explosives incident database has suffered due to inconsistent reporting and
ineffective efforts to encourage participation by the explosives community.

37 BATS is ATF’s automated incident reporting system developed to streamline the
gathering, retrieving, reporting, and archiving of investigative information of fires and the
criminal misuse of explosives. After the consolidation of FBI AIRS data into BATS, ATF
designated BATS as DOJ’s single source for the reporting and sharing of explosives incident
information.
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Other than the one-time transfer of explosives-incident data, the FBI
reported no incidents to BATS during this period, and ATF inconsistently
reported incidents in which it was involved. In addition, we noted that ATF
has not implemented data validation procedures to ensure the accuracy of
data entered into BATS. Each of these issues is discussed below.

FBI Not Reporting Explosives Incidents

We verified that in 2004 the FBI transferred explosives-incident
information from AIRS to ATF’s BATS and that ATF incorporated this data
into BATS. However, the FBI did not subsequently report to BATS any
explosives-incident information collected after its initial transfer of incident
information in 2004. We surveyed FBI explosives specialists on the
frequency of their reporting to BATS and found that more than 95 percent
indicated that they never entered information into BATS. Sixty percent of
the specialists stated that they relied on the state and local bomb squads to
report incident information.>

While the FBI does not require its explosives specialists to report
explosives incidents to BATS, it requires them to provide the FBI's
Hazardous Devices Operation Center — formally the FBI Bomb Data Center -
incident statistics and details related to various explosives-related activities
on a data sheet known as FD-542. This data collection is used in
determining SABT field office funding and evaluating SABT performance.*
Even though the FD-542 database keeps track of explosives incidents
responded to by FBI explosives specialists, FBI managers contend that it is
not used for statistical or data mining purposes and that the FBI is not
required to report the information in FD-542 to BATS.*' According to FD-542
information, the FBI deployed to 4,454 explosives incidents from 2004
through 2008. However, because the FBI did not report any incident
information to BATS during this 4-year period, BATS may be missing

% According to ATF, the FBI only has 13 active BATS user accounts. A majority of
these accounts were maintained by FBI Headquarters personnel rather than agents in the
field who actually perform investigations.

4 In September 2001, the FBI instituted a policy to monitor and record individual
SABTSs activity by utilizing a point system that awards points to SABTs based on the types of
activities a SABT performs.

*L Unlike the specific data fields in BATS, FD-542 does not have a uniform reporting
format and the level of detail in each entry may vary.
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important information on many of these 4,454 explosives incidents unless
they were reported by the state and local first responders involved.**

Regardless of the FBI's objective in maintaining the FD-542 database,
the FBI is not reporting explosives incidents to a single, consolidated
database maintained by ATF - BATS - as required by the 2004 Attorney
General Memorandum. Moreover, we found that the FBI was relying on the
state and local agencies to report explosives incidents, and we determined
that state and local agencies did not consistently report to BATS. As a
result, the information in BATS is significantly incomplete, thereby
undermining its utility.

Unreported explosives incident information prevents accurate and
reliable trend analysis and may affect the effective allocation of federal
funding and resources. For example, the FBI uses statistics and trends
generated from the FD-542 database for its explosives programs’ needs
assessments. However, by relying only on FBI data, the FBI does not
capture all of the information from state, local, and other federal responders
that could provide a more complete assessment of where its resources are
actually needed. Likewise, ATF and other BATS users do not have access to
the FBI's incident data and consequently have less than a complete picture
of explosives incident activity. We believe the FBI must develop and
implement processes to ensure explosives incident information is entered
into BATS in a timely fashion.

ATF Inconsistently Reporting Explosives Incidents

Officials from the ATF U.S. Bomb Data Center stated that prior to
February 2009 ATF personnel generally reported explosives incident data to
another of its databases called the Arson and Explosives Incident System
(AEXIS) rather than to BATS. While the data was not originally entered into
BATS, the data in AEXIS is accessible to BATS users through a software
program that bridges the two databases. However, the bridge does not
provide the capabilities to search or display images within AEXIS. Because
ATF is responsible for maintaining BATS, it is troubling that ATF did not
directly enter all its explosives incident information into BATS until early
2009. By continuing to maintain and report explosives incident information
to AEXIS, for at least 5 years the ATF did not comply with the 2004

%2 We were unable to determine the number of explosives cases in which the FBI
was involved because the FBI's case management system does not track this data. While
the FBI case management system has a specific case classification code for explosives
incidents, that code does not account for cases opened as domestic terrorism, international
terrorism, or violent crime violations that involve explosives.
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to BATS; however, not every explosives case was classified as an explosives
incident; (2) ATF omitted several explosives-incident case categories, such
as bomb threats, that should be reported to BATS; and (3) 846 cases were
excluded from the reconciliation because their status as an explosives case
could not be readily determined.** QOverall, we found that the process ATF
used to reconcile explosives cases between Nforce and BATS was incomplete
and unreliable. Therefore, we could not verify the number of explosives
cases in Nforce that were not reported to BATS.

We surveyed ATF management and explosives specialists to gauge
their understanding of explosives-incident reporting requirements. Based on
our survey results, ATF personnel are uncertain who is responsible for
reporting explosives incidents. A majority of ATF managers (72 percent)
responding to our survey indicated that staff report explosives incidents to
BATS almost or most of the time, but 27 percent reported that staff
sometimes, rarely, or never reported explosives incidents to BATS.
Additionally, only 44 percent of ATF explosives specialists responding to our
survey indicated that they report explosives incident information to BATS
most or all of the time. Similar to the FBI, of the ATF explosives specialist
respondents who indicated that they rarely or never input incidents into
BATS, 30 percent responded that they relied on the state and local bomb
squads to satisfy federal reporting guidelines. However, ATF has no process
to verify whether state and local agencies input the information into BATS.

Our audit found that ATF revised its internal reporting protocols three
times since 2004, each time changing the party responsible for reporting
incidents. Originally, personnel from the U.S. Bomb Data Center performed
a weekly reconciliation of explosives incidents reported between Nforce and
AEXIS and entered the information into BATS. Then in January 2008
explosives specialists were directed to send a data form to a technician in
each field division who would enter the information into BATS. As of
February 2009, each agent is now required to directly input incident data
into BATS.

Although BATS is intended to be the centralized source for sharing
explosives incident information, we found ATF’s own reporting inconsistent.
We believe that ATF must reinforce guidance to their agents to ensure that
data for all explosives incidents and cases is timely and accurately entered
into BATS.

%3 BATS should contain information on the following types of explosives incidents:
Accidental Explosion; Bombing (Actual, Actual Incendiary, Attempted, Attempted
Incendiary, and Premature Explosion); Fire Investigation (Accidental, Incendiary,
Undetermined, and Under Investigation); Hoax Device; Recovered Explosives (Other,
Search Warrant); Disposal or Destruct; and Threat (Arson, Bomb).
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Data Validation

In October 2004, the OIG reviewed the explosives incident databases
maintained by the FBI and ATF.** The review found data entry errors, and
concluded that much of the data entered into BATS was unrelated to
bombing and arson incidents, and therefore contrary to the purpose of
BATS. Despite this finding and ATF’s guidance requiring only arson and
explosives information to be entered into BATS, ATF did not establish
protocols to verify the accuracy of reported explosives incidents and prevent
the entry of either duplicative or erroneous reports of explosives incidents.

ATF officials explained that quality control and data verification is
performed by, and is the responsibility of, BATS users. However, the BATS
operator’s manual does not define any protocols for the verification of
information reported to the system. Further, ATF told us that to prevent
duplicative data entry, users are instructed during training to perform
various queries using incident details to determine whether an incident had
already been reported to the system. After reviewing BATS training
documentation as well as ATF online BATS resources, we found no reference
to procedures that specifically address entry of duplicative incidents or the
verification of incident details.

Given that ATF has no protocols to verify explosives information
entered in BATS and relies solely on the user to query for duplicative
incidents, ATF cannot ensure the accuracy and reliability of BATS data or any
analysis performed using the data. Consequently, we recommend that the
ATF implement procedures to periodically test and verify explosives and
arson information reported to BATS.

Ineffective BATS Implementation

As previously noted, state and local bomb squads are not required to
report to BATS; however, the National Bomb Squad Commanders Advisory
Board (NBSCAB) - the governing body which represents all certified state
and local bomb squads - actively encourages state and local participation.
However, NBSCAB representatives expressed concern that because BATS is

4 .S, Department of Justice Office of the Inspector General, Bureau of Alcohol,
Tobacco, Firearms and Explosives and Federal Bureau of Investigation’s Arson and
Explosives Intelligence Databases, Report Number 05-01 (October 2004), pages 25 and 34.
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When asked about the reasons for not using BATS, 41 percent of the
state and local bomb squad commanders who responded to our survey
indicated that their lack of participation was due to the difficulty of using
BATS and 24 percent indicated a lack of training. In addition, half of the
62 survey respondents who selected the choice “other,” indicated that
access issues such as difficulty in obtaining passwords or getting assistance
prevented them from using BATS. Local bomb commanders we interviewed
complained that BATS reports required too much information for each
incident and took too much time to complete. For example, while reports to
FBI AIRS required only a facsimile with basic incident information, the BATS
process includes 12 separate web page screens with multiple menus and
data fields.

Access Issues

To gain access to BATS and begin reporting explosives incidents, state
and local bomb squads must sign a Memorandum of Understanding between
their agency and ATF. The agreement outlines the operation and
administration of BATS to ensure information within the system is kept
secure. However, we were told by NBSCAB representatives that the
extensive, nine-page agreement discourages reporting by some state and
local bomb squads. For example, the agreement provides the granting to
ATF of access to local systems, waivers of ATF responsibility for local system
repairs required by subsequent ATF software enhancements, and local
responsibility for ensuring access restrictions to BATS data.

In addition to issues related to the Memorandum of Understanding,
state and local bomb squad commanders also commented that difficulties
related to usernames and passwords have discouraged their reporting.
According to the ATF U.S. Bomb Data Center, BATS passwords are only
active if they are used every 60 days and thereafter must be reset by the
BATS “help desk.” We were told by state and local bomb squad
commanders that due to the sometimes sporadic occurrence of explosives
incidents, users often must go through a lengthy process of having their
passwords reset when they expire. Our survey of state and local bomb
squad commanders revealed that 18 of 62 bomb commanders who rarely or
never use BATS reported lengthy wait times for obtaining BATS usernames
and passwords. Further, the resetting of inactive passwords prevented them
from logging into the system and reporting their explosives investigations.
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Training

A lack of training by ATF has also hindered state and local bomb
squads from using BATS. The BATS user manual and Memorandum of
Understanding make user agencies ultimately responsible for the training of
both current and any replacement personnel. In May 2008 ATF began
hosting training seminars for state and local bomb squads. The presentation
walks users through specific steps to document and enter example incidents
into the system using a terminal connected to BATS. As of March 2009, ATF
had provided BATS training to approximately 1,132 bomb technicians and
investigators at 39 training seminars.

Based on our state and local bomb squad commander interviews and
survey results, we determined that the extent of future BATS use by local
first responders depends on ATF’s ability to make BATS more user-friendly
and to provide effective training. Several commanders indicated that ATF
had already made revisions to BATS that improved its ease of use, although
they said that the extent of the information required remains a hindrance.*
To help enhance state and local bomb squads use of BATS, we recommend
that ATF prioritize remedial and new user BATS training for federal, state,
and local users. We also recommend that ATF review ways to more
efficiently provide user names and passwords, and reassess the need to
require the current extent of incident information.

DOJ Review of Explosives Databases

The 2004 Memorandum required the DOJ Office of the Chief
Information Officer (OCIO) to examine and report to the Deputy Attorney
General on the feasibility of consolidating DOJ’s arson and explosives
databases. DOJ’s OCIO conducted a feasibility study in November 2004 and
concluded that DOJ needs to develop a more coordinated program for access
to arson and explosives information, resources, and technologies. However,
DOJ has not adequately addressed the proliferation of explosives related
databases within the FBI and ATF.

Competing Databases and Bomb Data Centers

The FBI and ATF maintain Bomb Data Centers that provide technical
information to the domestic and international bomb technician community
on explosives devices. Additionally, these centers maintain separate
international explosives incident databases. The FBI Bomb Data Center

“ Bomb Commanders indicated that revisions made it easier to enter incidents into
BATS.
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established the International Bomb Data Center Sub-Special Interest Group
(IBDC) in 2006 as a clearinghouse for information on international bombing
incidents and new render-safe technologies. Likewise, ATF's Bomb Data
Center maintains an international explosives incident database called DFuze
to collect, analyze, report, and share explosives device and explosives
incident data with its international partners. But we found that operation of
separate international databases can cause confusion. For example, a
recent request by a foreign government for information on components
typically used in certain types of IEDs resulted in the FBI and ATF sending
separate and uncoordinated responses.

The 2007 ERG report to Deputy Attorney General McNulty highlighted
the dispute between the FBI and ATF over the roles of their Bomb Data
Centers and included white papers outlining each agency’s position. ATF
contended that its U.S. Bomb Data Center had all relevant bomb incident
data and merited full DOJ support as the only Bomb Data Center maintained
by the federal government. The FBI contended that its counterterrorism
mission would be adversely affected if its explosives information-sharing
responsibilities were transferred or diluted and argued that only the FBI
should use the Bomb Data Center name and interact internationally on
explosives matters. The Office of the Deputy Attorney General never
resolved this dispute.

Moreover, in 2006 the ATF Laboratory began using an IED Component
Database (IED DB) designed to assist laboratory technicians and
investigators in the description, storage, and retrieval of IED components.
However, other databases could potentially perform this function, including
the FBI's Expert Reference Tool (EXPeRT) forensic laboratory database and
possibly ATF’s BATS.* As shown in Exhibit 3-5, the FBI and ATF each
maintain disparate databases for managing laboratory forensic reports,
incident reporting, and technical explosives-related information and
intelligence.

%7 Using the IED-DB, investigators can perform queries of specific explosives
incidents using descriptive attributes of the components within an IED. However, we note
that BATS already provides a forum for the description of simple components of an IED as
well as events surrounding explosives incidents.
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EXHIBIT 3-5: ATF and FBI Explosives Databases

BATS ATF Domestic Incident Reporting
Improvised Explosives Device Database Forensic reports and IED
(IED-DB) ATF component information
Forensic reports and IED
Expert Reference Tool (EXPeRT) FBI component information
Arson and Explosives Incident System
(AEXIS) ATF Domestic incident reporting
FD-542 Database FBI SABT activity reporting,
including incident reporting
DFuze ATF International incident reports
International Bomb Data Center Sub
Special Interest Group Portal (IBDC) FBIL International incident reports

Source: ATF and FBI
Challenges to HSPD-19 Implementation

The information-sharing practices of the FBI and ATF challenge DOJ’'s
ability to meet the information-sharing goals of the HSPD-19
Implementation Plan. To combat the terrorist use of explosives, the
Implementation Plan encourages two major types of information sharing -
single search database compatibility and task force participation. Our audit
found that the incompatibility between FBI and ATF databases and the ATF’s
low participation on counterterrorism task forces affects the DOJ’s ability to
meet these goals.

Database Search Compatibility

The HSPD-19 Implementation Plan requires that DOJ databases have a
single sign-on for user authentication that could simultaneously access and
query all DOJ explosives databases. This would eliminate the difficultly of
maintaining multiple passwords and performing multiple queries for the
same search and would substantially improve the overall flow of explosives-
related information. However, the lack of a study for consolidating DOJ’s
multiple databases limits DOJ’s ability to meet this requirement.

Despite an attempt to implement the "OneDQJ” data environment, the
FBI and ATF have maintained separate databases (DFuze, EXPeRT, BATS,
IED-DB, and IBDC) that require separate sign-ons and passwords. Further,
a representative from the DOJ’s OCIO characterized the proposed database
consolidation and search capability recommended by HSPD-19 as “a
fabulous idea that will never work,” because the components will not want to
lose physical control over their information. To overcome parochial attitudes
and position DOJ to comply with HSPD-19 requirements, we recommend
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FBI that the field divisions would not allocate a full-time representative to
the ATF task force.

In addition to encouraging greater participation on the JTTFs, the
HSPD-19 Implementation Plan also seeks to expand explosives and IED
subject-matter expertise. ATF officials stated they have the capability to
provide expertise for JTTF activities by supplying explosives detection
canines to help with special events, hosting post-blast training courses,
collecting and disbursing information from BATS, and responding to
explosives incidents across the country. However, none of the seven ATF
JTTF representatives we spoke to were currently assigned to explosives-
related work, and six of the seven were not explosives specialists.*

One factor in the low level of ATF explosives expertise on JTTFs stems
from an outdated Memorandum of Understanding between the two agencies.
ATF and FBI signed a June 15, 2000, Joint Terrorism Task Forces
Memorandum of Understanding to outline the nature and extent of ATF
participation on the JTTFs. The memorandum was signed before the
September 11 terrorist attacks made counterterrorism the highest law
enforcement priority and before ATF was part of DOJ. The June 2000 MOU
only references ATF’'s regulatory functions. According to the agreement, to
the extent possible an ATF Special Agent would be assigned to or liaise with
each JTTF. However, the memorandum does not specify that ATF will
provide any explosives specialist personnel to JTTFs.

Given the emphasis by HSPD-19 on an interagency approach to
preventing terrorist use of explosives, we recommend that the ATF and FBI
revise the JTTF Memorandum of Understanding outlining ATF participation
within the JTTFs to add language emphasizing ATF capabilities and
jurisdiction within non-regulatory explosives investigations. We believe that
JTTFs would benefit from an increased presence of ATF personnel,
particularly Certified Explosives Specialists, who could share their explosives
expertise and provide a conduit for ATF explosives-related information.

Conclusions

The FBI, ATF, and state and local bomb squads do not consistently
report explosives incidents to BATS - the database that ATF identified as
DOJ’s consolidated explosives incident database. While the FBI and ATF are
required by law to report explosives incidents, state and local bomb squads

% The ATF personnel assigned to JTTFs that we interviewed were generally assigned
to obtain firearms-related information. An FBI supervisor stated that ATF personnel
assigned to his particular JTTF are not assigned explosives-related cases because the ATF
representatives are not at the JTTF office enough to warrant assigning them cases.
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are encouraged but not required to report explosives incidents. Moreover,
although the FBI transferred historical explosives information into BATS in
November 2004, the FBI has not reported any explosives incident
information to BATS since then. Additionally, until February 2009 ATF
personnel reported incidents to AEXIS instead of BATS. Both the FBI, and to
a lesser extent ATF, relied on state and local bomb squads to satisfy their
federal requirement to report incidents without having any assurance that
the state and local squads were submitting the incident reports.

For state and local bomb squads, a significant number are not
reporting their incidents to BATS due to access issues and a lack of BATS
training. As a result, ATF's efforts to maintain and promote BATS as DOJ’s
single explosives incident database suffered due to ineffective efforts to
encourage participation by the state and local explosives enforcement
community and this lack of consistent incident reporting has resulted in
inaccurate and unreliable explosives-incident data.

Further, despite a feasibility study for consolidating DOJ1’s multiple
databases, the FBI and ATF separately maintain multiple explosives-related
databases to manage laboratory forensic reports, incident reporting, and
technical explosives-related information and intelligence. The HSPD-19
Implementation Plan requires that DOJ databases have a single sign-on for
user authentication that could simultaneously access and query all DOJ
explosives databases.

The HSPD-19 Implementation Plan encourages increased federal,
state, and local participation on JTTFs as well as the inclusion of explosives
and IED subject matter experts. We found that ATF does not participate on
the majority of JTTFs and that the current MOU between ATF and FBI
regarding JTTF participation does not recognize ATF's explosives
enforcement abilities. Likewise the FBI is not fully participating in ATF-led
Arson and Explosives Taskforces. The FBI and ATF should increase their
efforts to participate in task forces that respond to explosives crimes.
Improving ATF’s level of JTTF participation and updating operating protocols
to recognize the contributions of ATF explosives specialists would help
achieve the information sharing goals of the HSPD-19 Implementation Plan.
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Recommendations

We recommend that DOJ:

3. Direct the OCIO to conduct a follow-up study examining the feasibility

of consolidating all current DOJ arson and explosives databases, and
making specific recommendations to overcome the hurdles to
implementing the "OneDO0J"” data environment.

We recommend that the FBI and ATF:

4. Develop and implement new guidance to ensure uniform, timely, and

accurate data entry of explosives incidents and cases into BATS as
required by the 2004 Memorandum and 18 U.S.C. § 846(b).

. Update the Memorandum of Understanding outlining ATF participation
on the JTTFs to contain language emphasizing ATF capabilities and
jurisdiction within non-regulatory type investigations.

We recommend that ATF:

6. Reassess staffing requirements to prioritize increased participation by

explosive experts on task forces that respond to explosives crimes.

. Prioritize remedial and new-user BATS training for federal, state, and
local users.

. Review BATS for ways to make it more user-friendly, including ways

for users to more efficiently obtain user names and passwords and
reassess the extent of required incident information.
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CHAPTER 1IV: EXPLOSIVES TRAINING AND CANINES

One of the central functions provided by the FBI and ATF explosives
programs is training to federal, state and local explosives personnel. The
2004 Memorandum directed that all DQJ post-blast explosives training be
consolidated under ATF, mandated that all DOJ components use ATF-
certified canines, and required an Explosive Training Review Board (Training
Board) to review consolidating all explosives training programs and facilities
across DOJ's components. However, the DOJ never convened the Training
Board, and therefore the Training Board did not examine the feasibility of
consolidating all DOJ explosives programs and facilities. In addition, we saw
no evidence that the FBI and ATF worked together to establish DOJ
explosives training priorities, and the two agencies reached no consensus on
the use of explosives detection canines. The FBI and ATF continue to
expand their respective training facilities, run uncoordinated post-blast
training programs, and disagree on the guidelines for training explosives-
detection canines.

Explosives Training Facilities

Part of the intent of the 2004 Memorandum was to review the
feasibility for consolidating DOJ explosives training facilities. However, that
never occurred, and since issuance of the memorandum both components
have expended or are proposing over $110 million in explosives-training
facilities, as shown in Exhibit 4-1.
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ATF’s Training Facilities

ATF currently maintains the National Center for Explosives Training
and Research (NCETR) in Fort A.P. Hill, Virginia, and the Canine Training and
Operations Support Branch (National Canine Training and Operations Center)
located in Front Royal, Virginia. In addition, ATF is constructing a new
NCETR facility at Redstone Arsenal in Huntsville, Alabama - the same
location that currently houses HDS.>* Congress provided $23.5 million for
Phase One of the project (basic building construction), and ATF has
furnished an additional $5 million.>> For FY 2010 ATF sought an additional
$41.6 million in non-personnel expenditures for explosives range
construction, facility and classroom infrastructure, and research and
development costs.

At these facilities, ATF teaches explosives courses to its own
employees as well as state and local personnel. While NCETR offers
advanced explosives training to specialists, the Front Royal facility develops
explosives detection canines for federal, state and local agencies. NCETR
also hosts courses required for training CESs, but it does not provide training
on render-safe procedures. Instead, ATF EEOs and ATF and FBI SABTs are
trained at HDS.

According to ATF, when its new NCETR facility is completed in FY 2010
it will promote efficiency by consolidating other DOJ and Department of
Defense explosives training and research centers at one location. However,
physical co-location of facilities does not constitute consolidation, and in fact
ATF is not consolidating its own operations. Rather, it intends to continue
classes at its Fort A. P. Hill location even after the Redstone location is fully
operational. Rather than consolidating ATF training in a single location, the
new facility expands ATF’s existing training facilities.**

L In 2006, the conference committee report of Public Law 109-108 directed ATF to
plan for the construction of a permanent facility co-located with other law enforcement and
federal government entities that provide similar training and research. Plans to construct
the new NCETR facility at Redstone were approved by Congress and ground was broken for
the main building of the new facility in November 2008.

52 The construction plan calls for expected completion in FY 2010.

53 The ATF Chief of the Explosive Training Branch said it was necessary to keep

A.P. Hill for several reasons including: (1) A.P. Hill is an important resource for the ATF and
other federal, state and local entities due to the limited availability of explosives ranges on
the East Coast; (2) the ATF laboratory does evidentiary explosives work (the re-creation of
devices) at the A.P. Hill site; (2) ATF will continue to use A.P. Hill for contracted training for
the Department of State and Marine Corps personnel; and (4) Congressional officials might
want to observe ATF explosives capabilities, and the A.P. Hill site would be more convenient
and closer to Washington, D.C.
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Explosives Training Programs

The 2004 Memorandum required the establishment of a Training Board
to review consolidating all explosives-related training across DQOJ’s
components. According to the ATF, it met with the FBI to discuss explosives
training issues in the months following issuance of the 2004 memorandum
and, in December 2006 and May 2008. However, the DOJ did not convene
the Training Board and has not established a comprehensive approach for
providing explosives-related training.

During our audit, we did not find evidence that the FBI and ATF had
worked together to establish DOJ explosives training priorities, identify what
training is needed, who has the most pressing need for the training, and who
can best provide that training. Additionally, in January 2007 the ERG
reported to the Deputy Attorney General that training related to post-blast,
canines, and render-safe procedures either had not been implemented or
remained highly contested.

We believe that coordinated training would be more efficient and help
promote consistent, DOJ-wide investigation practices. As long as the FBI
and ATF continue to independently operate their respective explosives
training facilities without proper coordination, DQJ’s ability to meet the
recommendations of the HSPD-19 Implementation Plan are unlikely.>*

Training Priorities

Both ATF and FBI have training requirements for their explosives
specialists and require explosives specialists to re-certify at regular intervals.
For ATF CES re-certification, candidates must attend a course hosted at
NCETR every 2 years, while ATF EEOQs and ATF and FBI SABT personnel must
re-certify every 3 years at the HDS. As shown in Exhibit 4-2, the FBI and
ATF are behind in the re-certification of their explosives specialists.

> HSPD-19 requires enhanced standards and improved delivery of post-blast
training and uniform explosives-detection canine-team training and performance standards.
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Post-Blast Training Programs

The FBI and ATF conduct separate post-blast training courses that are
offered locally to federal, state, and local explosives personnel. Post-blast
training teaches methods and processes for investigating explosives scenes.
Post-blast analysis of actual or suspected explosives attacks can help local
law enforcement identify the components and functions of explosive devices,
which can provide indicators and warnings of terrorist or criminal behavior.
HSPD-19 specifies the need for uniform standards for post-blast training to
improve joint response operations among bomb squads.

The 2004 ERG report indicated that both ATF and the FBI curricula are
essentially the same. Our review of these curricula confirmed that they
share common topics, including an introduction to explosives, lessons on
IEDs, laboratory services, and bombing investigations. Furthermore, in our
interviews with explosives personnel from both agencies, they noted no
differences between the curricula. Considering the similarities, the two
components could easily consolidate the post-blast curricula. However, our
survey showed that 92 percent of FBI explosives specialists and 83 percent
of ATF explosives specialists rarely or never coordinated their post-blast
curricula.

We recommend the FBI and ATF standardize a DOJ-wide post-blast
training curriculums. Further, we recommend that DOJ resolve any
differences between the two components regarding post-blast curricula.

Canine Program and Peroxide Training

We found that DOJ has not provided clear direction regarding canine
certification tests, and ATF and the FBI are currently providing independent,
uncoordinated explosives detection canine training. The 2004 Memorandum
required all DOJ components to use canines certified by ATF. However,
explosives specialists from both ATF and FBI are providing peroxide-based
explosives detection training to state and local bomb squad canine teams
and both components disagree about the standards that should be used to
certify explosives-detection canines. When the ERG reported the
certification dispute in 2007, DOJ never resolved the issue.

Canine Certification. The 2004 Memorandum directed all DOJ
components to use ATF-certified canines, but it did not preclude any
component from procuring or training explosives detection canines
independently. Our audit revealed that the FBI generally uses non-ATF
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bombing scenes with multiple canine units may lack standard operating
procedures and can impact the efficiency of bomb sweeps.

As part of the JPO, the Department of Homeland Security (DHS) and
DQJ are co-leading an interagency advisory board responsible for developing
uniform standards for explosives-detection canine teams, including annual
certification and recurring proficiency training. DHS and DOJ, building on
the previous ATF National Canine Advisory Board, created the National
Explosives Detection Canine Advisory Board, which includes participants
from the four major professional canine associations. The FBI believes that
as a result of the creation of this advisory board for the first time, there is
consensus across the explosives-detection canine community that national
training and performance standards are needed. We recommend that DQOJ
select and enforce a single standard for the use of certified canines for DOJ
components, consistent with the requirements of HSPD-19.

Peroxide-Based Explosives Training. According to ATF, it began
training explosives detection canines on peroxide-based explosives in 2002
after the ATF Laboratory worked with British authorities to develop an
effective method of producing explosives used for training purposes. In
2006, the National Explosives Detection Canine Training Program, which is
part of the Transportation Security Administration of the Department of
Homeland Security, worked with the FBI to train canine teams to detect
various peroxide explosives.

FBI explosives specialists told us they provide bulk (15-30 grams)
samples of peroxide-based explosives to state and local canine handlers to
sensitize their animals to the peroxide scent. ATF also conducts similar
training for state and local canine handlers with trace (5 milligrams)
amounts of peroxide-based explosives. ATF officials argued that the FBI
should not be providing such training, saying that ATF’s method is superior
because training with trace amounts of peroxides enhances the canines’
ability to detect explosives. For example, because these explosives would
generally be sealed in containers, the canine must be able to alert based on
recognizing a trace amount of explosives left on a container lid or its scent
on the potential bomber.

An FBI Explosives Unit official noted in a published FBI Bomb Data
Center Investigators Bulletin that trace amounts, like those used by ATF, can
be utilized to conduct training if suitable precautions are taken.”®* However,
the official noted that any time trace amounts of material are utilized, they

% FBI Bomb Data Center Investigators Bulletin 2006-3 entitled K-9 Detection of
Peroxides.
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are susceptible to contamination. For example, if the handler using these
aids handles any other type of explosive or has an explosive residue near
these aids, it is possible to introduce interfering odors. In addition, the FBI
official contended that trace amounts of peroxides dissipate rapidly, and
once exposed, have a very short shelf life.

Despite these differing opinions, the differences between the FBI and
ATF's peroxide-based explosives training programs do not appear to be
irreconcilable, and consolidation of the training standards should be possible.
Therefore, we recommend the FBI and ATF consolidate the training for
peroxide-based explosives.

Render-safe Procedures

The Hazardous Devices School (HDS) has developed standardized
protocols for disarming or destroying explosives and component parts -
render-safe procedures - which are taught to all bomb squads to maximize
public safety. However, according to our interviews and surveys, ATF
Explosives Enforcement Officers (EEOQs) sometimes use render-safe
procedures that are not in compliance with those specified at HDS. The
differing render-safe techniques and standards between the FBI and ATF can
lead to confusion among FBI and some state and local responders, and
present possible public safety problems. For example, first responders may
disagree about the techniques that should be used to handle explosives or
render-safe explosives on scene. In particular, during our site visits to both
components we were told ATF uses two techniques that have caused concern
among FBI and state and local personnel - the spinning of pipe bomb end
caps and the use of “King County Cutters.”™’

These disputes may delay the render-safe procedures or endanger first
responders. During our interviews, FBI explosives specialists told us of
several incidents that created controversy at explosives scenes when the FBI
believed that the techniques used by ATF, such as the spinning of pipe bomb
end caps, were unsafe and not in accordance with HDS procedures. When
we asked ATF explosives specialists about these disagreements, they told us
that almost all of the ATF’s EEOs have more years of experience than FBI's

57 According to ATF, there are specially-designed instruments for safely spinning off
the end caps of pipe bombs in order to disarm them while also preserving the evidence for
use in court. King County Cutters are instruments used to ‘slice’ open and disarm a device.
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The National Bomb Squad Commanders Advisory Board also believes
that standardized and coordinated training will enable ATF and FBI bomb
technicians to work safely and effectively together under a general
operational philosophy that is compatible across the profession. Therefore,
we recommend ATF and the FBI agree on standardized render-safe
procedures. The curriculum taught at the HDS should include input from
ATF EEOs and result in one set of render-safe procedures that are used by
the FBI, ATF, and other public safety bomb technicians.

Conclusion

We found ATF and the FBI have not established a joint training plan,
consolidated training facilities, or standardized post-blast, canine or render-
safe curricula. Despite the requirement of the 2004 Attorney General
Memorandum, the DOJ’s Training Board has not been convened, and ATF
and the FBI did not establish priorities for providing explosives-related
training or for developing a comprehensive training plan. In addition,
although ATF recently built a new explosives training headquarters adjacent
to HDS, it has not consolidated operations or scheduling with the FBI.

Without coordination of schedules, curricula, and instruction, both ATF
and the FBI will continue to provide inconsistent local training to bomb
squads throughout the country, including locally conducted post-blast
training, and peroxide-based explosives detection canine training. In
addition, differing render-safe techniques and concerns over different
explosives detection canine standards used by the FBI and ATF could
endanger the safety of bomb squad personnel and the public.

Recommendations
We recommend that DOJ:

9. Resolve any differences between the FBI and ATF regarding post-blast
curricula.

10. Select a single standard to certify canines for DOJ components,
consistent with the requirements of HSPD-19.

11. Convene the Explosives Training Review Board to consider
consolidation of training programs and to develop a training plan for all
DQJ explosives-related efforts. The plan should assess the training
needs of federal, state, and local explosives specialists and prioritize
the provision of the training programs to most effectively meet those
needs.
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We recommend that both ATF and the FBI:

12. Consolidate and standardize a DOJ-wide curriculum for post-blast
training.

13. Agree on standardized render-safe procedures for use in the HDS
bomb technician curriculum.

14. Coordinate and consolidate canine training for peroxide-based
explosives.
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CHAPTER V: LABORATORY RESOURCES

The FBI and ATF each have laboratories that perform explosives-
related analysis. The 2004 Memorandum directed that a Laboratory Review
Board (Lab Board) be established to examine DOJ laboratory resources and
workloads to make recommendations for the most productive allocation of
DOJ laboratory resources. Although a Lab Board was formed in September
2004, it never provided a report or recommendations to the Deputy Attorney
General.

DOJ Explosives Laboratories

The FBI and ATF each have laboratories that perform forensic analyses
on various types of evidence, including explosives evidence. Additionally,
the FBI and ATF are part of the multi-agency Terrorist Explosive Device
Analytical Center (TEDAC) that runs its own forensic laboratory for
explosives.

ATF Laboratories

The ATF’s Office of Laboratory Services conducts forensic analysis of
explosives, accelerants, destructive devices, and explosives debris. It also
provides laboratory support to ATF’s regulatory functions over the firearms
and explosives industries, training and crime scene assistance to federal and
local law enforcement, and expert witness testimony.>® ATF laboratory
personnel consist of forensic chemists, firearm and toolmark examiners,
fingerprint specialists, and document examiners. Evidence collected at an
explosives scene is sent to one of ATF’'s three regional laboratories for
examination.

ATF’s three forensic laboratories are located in Ammendale, Maryland;
Walnut Creek, California; and Atlanta, Georgia. Each laboratory supports a
specified geographic area, as shown in Exhibit 5-1.%°

5 The ATF’s National Laboratory Center and the Treasury Department’s Scientific
Services Division are co-located in suburban Washington, D.C. The Scientific Services
Division performs primarily regulatory functions related to alcohol and tobacco.

% The ATF’s National Laboratory Center moved from Rockville, Maryland, to a new a
$135 million facility in Ammendale, Maryland, that was dedicated on June 16, 2003.
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Explosive Review Board Report

The 2004 Memorandum stated that a Lab Board should be established
and chaired by the Deputy Attorney General (or his designee) with
participation from the FBI, ATF, and Drug Enforcement Administration
laboratories. The Lab Board was supposed to examine DQJ’s available
laboratory resources and workloads, analyze laboratory demands imposed
by TEDAC, and make recommendations to the Deputy Attorney General on
the most productive allocation of DOJ laboratory resources.

The 2007 ERG report indicated that a Lab Board had been established
and had: (1) exchanged laboratory organization charts, (2) documented the
need for each forensic discipline, (3) developed a standard special agent-to-
lab employee staffing chart, and (4) investigated the possibility of sharing
FBI research funding with ATF and the Drug Enforcement Administration.
However, DQJ was unable to locate for us a copy of the required Lab Board
report or any other evidence that the Lab Board reviewed laboratory
resources and workloads, as required by the 2004 Attorney General
Memorandum.

The volume of submissions received by TEDAC far exceeds the
submissions received by the FBI and ATF laboratories, as shown in
Exhibit 5-3.%°

% The number of submissions requested is not the same as the number of cases
requested. One case may contain multiple submissions (pieces of evidence), each requiring
different examinations.
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Given the wide variation in the average number of days required to
conduct analysis by ATF, FBI, and TEDAC laboratories and the large number
of submissions left pending each year, DOJ needs to consider options for
improving explosives submission turnaround times. Additionally, since
TEDAC uses FBI Laboratory equipment and personnel, the large number of
TEDAC submissions may adversely affect the timeliness of the FBI
Laboratory’s analyses. We recommend that DOJ require the Lab Board to
report on all DOJ laboratory capabilities, including an assessment of TEDAC's
effect on overall DOJ laboratory functions, and recommend options to
improve productivity within all DOJ laboratories.

Conclusion

The FBI and ATF each have laboratories that perform forensic analyses
of collected evidence, including explosives evidence. Additionally, the FBI
and ATF are part of TEDAC, which operates its own forensic laboratory for
explosives. The 2004 Memorandum required that a Lab Board be
established to examine available DOJ laboratory resources and workloads in
order to provide recommendations for the most productive allocation of DOJ
laboratory resources. However, the Lab Board provided neither a report nor
recommendations to the Deputy Attorney General.

We determined that in FYs 2004-2008, on average, it took the ATF
laboratories more than 4 months to process explosives-evidence
submissions and the FBI Laboratory took over 2 years and TEDAC almost 1
year. We recommend that DOJ review how to best use available resources
to effectively and efficiently manage the workload of DQJ’s laboratories.

Recommendation
We recommend that DOJ:
15. Direct the Lab Board to report on laboratory capabilities, including the

effect of TEDAC and recommendations as to the allocation and use of
DQOJ’s laboratory resources.
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STATEMENT ON COMPLIANCE
WITH LAWS AND REGULATIONS

As required by Government Auditing Standards we tested, as
appropriate given our audit scope and objectives, selected transactions,
records, procedures, and practices, to obtain reasonable assurance that
ATF’s and FBI's management complied with federal laws and regulations,
and DOJ memoranda for which noncompliance, in our judgment, could have
a material effect on the results of our audit. ATF’s and FBI's management is
responsible for ensuring compliance with federal laws and regulations and
with DOJ memoranda applicable to explosives incidents and related
activities. In planning our audit, we identified the following laws and
regulations and requirements related to the operations of the auditees that
were significant within the context of the audit objectives:

e 18 U.S.C. § 846 (b)
. Homeland Security Presidential Directive — 19 entitled Combating
Terrorist Use of Explosives in the United States

Qur audit included examining, on a test basis, ATF and FBI's
compliance with the aforementioned laws and regulations that could have a
material effect on ATF’s and FBI’'s operations. Our testing included:
interviewing ATF, FBI, Office of the Deputy Attorney General, and State and
Local Bomb Commander personnel; reviewing reports, manuals, curricula,
position papers; surveying personnel in ATF, FBI, and state and local bomb
commanders; and analyzing ATF and FBI explosives case information.
Neither the FBI nor ATF are in compliance with 18 U.S.C. § 846 (b), which
requires all federal agencies to report their arson and explosives incidents to
ATF. We determined that neither ATF nor the FBI explosives personnel are
consistently reporting explosives incidents to BATS. In addition, if DOJ does
not conclusively address the issue of the roles and responsibilities for the FBI
and ATF in investigating terrorists’ use of explosives, competition between
the FBI and ATF in this area will likely continue and impede the progress of
HSPD-19 implementation.
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STATEMENT ON INTERNAL CONTROLS

As required by Government Auditing Standards we tested as
appropriate, internal controls significant within the context of our audit
objectives. A deficiency in an internal control exists when the design or
operation of a control does not allow management or employees, in the
normal course of performing their assigned functions, to timely prevent or
detect: (1) impairments to the effectiveness and efficiency of operations,
(2) misstatements in financial or performance information, or (3) violations
of laws and regulations. Our evaluation of the FBI's and ATF’s internal
controls was not made for the purpose of providing assurance on its internal
control structure as a whole. ATF and FBI management is responsible for
the establishment and maintenance of internal controls.

As noted in the Chapter III of this report, we identified deficiencies in
the FBI's and ATF’s internal controls that are significant within the context of
the audit objectives and based upon the audit work performed that we
believe adversely affect DOJ’s ability to accurately report the number of
explosives incidents in the United States. 18 U.S.C. § 846 (b) mandates all
federal agencies report information concerning explosives incidents to the
Attorney General. Despite the federal mandate, ATF and FBI do not have a
process in place to ensure that explosives incidents are reported to BATS.
By not reporting explosives incidents to BATS, the FBI and ATF have not
complied with their reporting requirements, marginalized the utility of BATS,
and potentially misaligned limited resources.

Because we are not expressing an opinion on the FBI and ATF's
internal control structure as a whole, this statement is intended solely for
the information and use of the auditees. This restriction is not intended to
limit the distribution of this report, which is a matter of public record.
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APPENDIX I

OBJECTIVE, SCOPE, AND METHODOLOGY
Objective

The objective of this audit was to assess how the FBI and ATF
coordinate explosives investigations and related activities, including:

* the effectiveness of protocols employed to determine the lead agency
jurisdiction over explosives incidents;

+ the extent of database consolidation and information sharing;

* the level of coordination in post-blast, render-safe and canine training;
and

+ the use of laboratory resources by explosives units.
Scope and Methodology Section

We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit
objectives.

The audit generally covers, but is not limited to, DOJ oversight and
Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) and Federal
Bureau of Investigation (FBI) programs and activities relating to explosives
investigations in FY 2003 - April 2009. We reviewed explosives case data
from both components’ case management systems from FY 2003 to March
2008, relevant Special Agent training records, explosives-related course
curricula, documented policies or procedures regarding explosives
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investigations or interagency interaction, and a prior OIG audit report.®* We
also conducted interviews with the Office of Deputy Attorney General, the
Office of the Chief Information Officer, and more than 100 ATF and FBI
employees, from each component’s headquarters and 8 field divisions. We
performed audit work at eight field sites: Baltimore, Maryland; Kansas City,
Missouri; Los Angeles, California; New York, New York; Phoenix, Arizona;
San Diego, California; Seattle, Washington; and the District of Columbia.®*
For our pilot sites we selected a smaller division (Baltimore) and a large
division (New York); for the remaining six sites we judgmentally selected the
field divisions based on the number of explosives incidents reported.

To assess the FBI's involvement in explosives investigations, we
interviewed responsible headquarters officials at the Domestic Terrorism
Operations Unit of the Counterterrorism Division, the Violent Crime Section
of the Criminal Investigative Division, the Technical Operations Section, the
Hazardous Devices Operations Center, and the Hazardous Devices School all
from the Critical Incident Response Group, the Explosives Unit of the FBI
Laboratory and the Terrorist Explosive Device Analytical Center, to
determine: (1) their roles and responsibilities; (2) their units’ participation
in explosives investigation - related activities; and (3) interactions with ATF,
if any.

To assess ATF’s involvement in explosives investigations, we:
interviewed responsible headquarter officials in the Office of the Director, the
Office of Field Operations, the Office of Strategic Intelligence and
Information including the U.S. Bomb Data Center, the Office of Laboratory
Services, the Explosive Enforcement Division, and the National Center for
Explosives Training, including the Explosives Detection Canine Training
Center, to determine: (1) their roles and responsibilities; (2) their units’
participation in explosives investigation related activities; and
(3) interactions with the FBI, if any.

At each field division selected, we interviewed Special Agents-in-
Charge, Assistant Special-Agents-in-Charge, FBI Special Agent Bomb

8 A DOJ OIG audit found that DOJ had not efficiently and effectively collected and
made available to the federal, state, and local law enforcement community information
relating to arson and the criminal misuse of explosives. Specifically, the similar
responsibilities of the ATF and the FBI in compiling data have resulted in duplication of
effort, duplicate reporting of incidents by state and local agencies, and a lack of uniformity
in the reporting process. See U.S. Department of Justice Office of the Inspector General,
Bureau of Alcohol, Tobacco, Firearms and Explosives and Federal Bureau of Investigation’s
Arson and Explosives Intelligence Databases, Report Number 05-01 (October 2004).

8 During our audit, we also attended a BATS new-user training seminar in Boston
Massachusetts, and reviewed BATS resources available at www.atf.gov.
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AEXIS
ATF
BATS
CES
DHS
DOJ
EEO
ERG
EXPeRT
FBI
HDS
HSPD
IBDC

IED
JTTF
MIOG
NBSCAB
NCETR
NIJ
NORT
0OCIO
0OIG
SABT
SWGDOG

TEDAC
u.s.C.
USBDC
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APPENDIX II
ACRONYMS

Arson and Explosives Incident System

Bureau of Alcohol, Tobacco, Firearms and Explosives
Bomb Arson Tracking System

Certified Explosives Specialist

U.S. Department of Homeland Security

U.S. Department of Justice

Explosives Enforcement Officer

Explosives Review Group

Explosives Reference Tool

Federal Bureau of Investigation

Hazardous Devices School

Homeland Security Presidential Directive
International Bomb Data Center Sub-Special Interest
Group

Improvised Explosive Device

Joint Terrorism Task Force

Manual of Investigations Operations Guidelines
National Bomb Squad Commanders Advisory Board
National Center for Explosives Training and Research
National Institute of Justice

National Odor Recognition Training and Testing
Office of the Chief Information Officer

Office of the Inspector General

Special Agent Bomb Technician

Scientific Working Group on Dog and Orthogonal
detector Guidelines

Terrorist Explosive Device Analytical Center

United States Code

United States Bomb Data Center
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APPENDIX III

EXPLOSIVES AUTHORITIES

The FBI traditionally has investigated several types of federal crimes
that may be committed with explosives, such as bank robbery and terrorism.
However, ATF has primary jurisdiction under specific statutes to regulate the
alcohol, tobacco, firearms and explosives industries, and enforce associated
criminal violations. Recognizing their shared jurisdiction, 18 U.S.C. § 846
grants both ATF and the FBI concurrent authority to conduct investigations
with respect to an extensive list of explosives incidents at
18 U.S.C. § 844(d)-(i).

Federal Bureau of Investigation

Congress gave the Attorney General broad authority to enforce the
federal criminal laws and to appoint officials to detect and prosecute federal
crimes under 28 U.S.C. § 533. The role and general functions of the FBI, as
directed by the Attorney General, are set forth at 28 C.F.R. § 0.85. The
Attorney General delegated to the FBI the conduct of much of the federal
law enforcement mandate, except for those areas Congress specifically
granted primary jurisdiction to different agencies.®® Specifically, the FBI had
enforced several federal criminal statutes that could be committed with
explosives such as bank robbery, civil rights violations, and “injurious
devices” on federal lands.5®

The FBI obtained the formal responsibility for investigating terrorist
groups in the United States and acts of terrorism directed against Americans
through a series of Acts and Presidential Directives. In 1982, National
Security Decision Directive-30 gave the FBI the responsibility of
investigating terrorism in the United States. Several other statutes
expanded the FBI's jurisdiction to include investigations of acts of terrorism
directed against Americans overseas and to expand counterterrorism

8 For example, 18 U.S.C. § 3056 (counterfeiting crimes enforced by Secret Service)
and 26 U.S.C. §§ 7801-7803 (internal revenue laws enforced by Internal Revenue Service).

8 See 18 U.S.C. § 2113(d) (bank robbery, use of “dangerous device”); 18 U.S.C.
§ 242 (civil rights deprivation, use of explosives); 18 U.S.C. § 245(b)(5) (hate crimes,
explosives enhancement); 18 U.S.C. § 247(d)(2)-(3) (damage to religious property,
explosive enhancement); and 18 U.S.C. § 1864 (use of hazardous devices on federal lands).
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operations.®” Additional Presidential Directives reiterating and expanding
FBI's terrorism responsibility includes but is not limited to:

Presidential Decision Directive-39, entitled U.S. Policy on
Counterterrorism, defined the roles of several U.S. counterterrorism
agencies, including the FBI;

Presidential Decision Directive-62 assigned lead agency
responsibility to the FBI for countering overseas terrorism against
American interests and for domestic terrorism crisis management,
intelligence and hostage rescue;

Homeland Security Presidential Directive-5 reaffirmed that the
Attorney General has lead responsibility for criminal investigations
of terrorist acts or threats as well as related intelligence collection
activities within the United States. Additionally, it provided the FBI
with the lead role for coordinating the activities of the other
members of the law enforcement community to detect, prevent,
preempt and disrupt terrorist attacks against the United States; and

National Security Presidential Directive-46 / Homeland Security
Presidential Directive-15 provides that the Attorney General, acting
through the FBI and in cooperation with other federal departments
and agencies engaged in activities to protect our national security,
shall coordinate the activities of the law enforcement activities to
detect, prevent, preempt, and disrupt terrorist attacks against the
United States. In addition this directive rescinds Presidential
Decision Directives 39 and 62.

Bureau of Alcohol, Tobacco, Firearms and Explosives

ATF has jurisdiction over several areas of federal law relative to
explosives. Specifically, ATF is authorized to monitor and regulate

8 See 18 U.S.C. §§ 1119 (murder and terrorist acts against U.S. Nationals
overseas); the Antiterrorism and Effective Death Penalty Act of 1996, 18 U.S.C. § 2339A,
(providing material support to terrorists abroad) and 28 U.S.C. § 538, specifically directs
the FBI to investigate crimes and actions that threaten aircraft security in or entering the
United States.
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possession, storage, and transport of commercial explosives.®® ATF’s
explosives jurisdiction also includes provisions of the National Firearms Act
and Federal Firearms Act, which incorporate “destructive devices” as types
of firearms subject to regulation.® Because accelerants used in arsons often
cause incendiary explosions, ATF is also responsible for investigating
commercial arson nationwide.*®

The Homeland Security Act of 2002 and the associated Safe Explosives
Act of 2002 transferred most enforcement functions of ATF to DOJ.°* The Act
at 28 U.S.C. § 599A, directs that, subject to the direction of the Attorney
General, the ATF is responsible for investigating criminal and regulatory
violations of the federal firearms, explosives, arson, alcohol, and tobacco
smuggling laws and any other function related to the investigation of violent
crime or domestic terrorism that is delegated to ATF by the Attorney
General. The Attorney General’s discretion under 28 U.S.C. § 599A includes
the right to authorize the performance by any officer, employee, or agency
of DOJ of any function of ATF. However, the law also requires that ATF be
maintained as a distinct entity within DOJ.

8 The Omnibus Crime Control and Safe Street Act of 1968, 18 U.S.C. §§ 921 et seq.
as amended in the Gun Control Act of 1968, 26 U.S.C. §§ 5841 et seq., prohibited
unlicensed trade in firearms and explosives. The Organized Crime Act of 1970, at 18 U.S.C.
§§ 842 and 844, covers unlawful acts and penalties. 18 U.S.C. § 843 regulates the
explosives industry. 18 U.S.C. § 846(b) authorizes the establishment of a national
repository of information on incidents involving arson and suspected criminal misuse of
explosives. The National Firearms Act, Title 26 U.S.C. Chapter 53, includes criminal
provisions for the unlawful manufacture, transfer, and possession of destructive devices,
including explosives or incendiary bombs, grenades, and mines.

89 26 U.S.C. §§ 5801, et seq., Machine Guns, Destructive Devices, and Certain Other
Firearms (reenacting the National Firearms Act of 1934 that required "firearms" sellers to
register with the Treasury Department, pay a special tax on firearms sales, and keep written
order forms for sales); 18 U.S.C. §§ 921, et seq. (reincorporating the Federal Firearms Act
of 1938 that required firearms’ manufacturers and dealers to obtain federal licenses and
regulated interstate shipments).

9 Anti-Arson Act of 1982, Pub. L. No. 97-298, § 2(c), amended 18 U.S.C. § 844, by
specifically including arson as a federal crime, based in part on ATF determinations that
accelerants met the definition of explosives.

L Pub. L. 107-296, the Safe Explosives Act amended 18 U.S.C. § 841 to require
explosives license applicants to submit identifying information of all employees who will
handle or transport explosives, expand the categories of prohibited persons and required
manufacturers and importers to furnish samples of their explosives to ATF.
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Federal Mandate to Share Information

In addition to specific statutory authorization to enforce particular
laws, these components also have a statutory mandate outlined in the
Homeland Security Act of 2002 to work together to share information. The
Act defines Homeland Security Information as any information possessed by
a federal, state, or local agency that (1) relates to the threat of terrorist
activity; (2) relates to the ability to prevent, interdict or disrupt terrorist
activity; (3) would improve the identification or investigation of a suspected
terrorist or terrorist organization; or (4) would improve the response to a
terrorist act.*?

Although agencies should share information, some components are
directly responsible for centralizing information on certain topics. In 1988,
Congress passed the Uniform Federal Crime Reporting Act of 1988 that
required law enforcement agencies to automatically report to the FBI
monthly crime statistics under prescribed standardized specifications. The
law also provides that the Attorney General shall acquire, collect, classify,
and preserve national data on federal criminal offenses as part of the
Uniform Crime Reports authorized under 28 U.S.C. § 534.%°

However, on September 30, 1996, the Omnibus Consolidated
Appropriations Act of 1997 was enacted. The Act amended the federal
explosives laws in Title 18 U.S.C. § 846(b) and authorized the Secretary of
the Treasury to establish a national repository of information on incidents
involving arson and the suspected criminal misuse of explosives. This
section also required all federal agencies having information concerning such
incidents to report the information to the Secretary. This included
information regarding arson and explosives incidents investigated by any
federal agency, as well as state or local agencies and criminal dispositions, if
any. The Secretary gave ATF the responsibility to establish the repository.

2 6 U.S.C. § 482()(1).

% The Act further specifies that the Attorney General may designate the Federal
Bureau of Investigation as the lead agency for purposes of performing the functions
authorized by this section and requires that all departments and agencies within the federal
government (including the Department of Defense) that routinely investigate complaints of
criminal activity shall report details about crime within their respective jurisdiction to the
Attorney General in a uniform manner and on a form prescribed by the Attorney General.
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APPENDIX IV

2004 ATTORNEY GENERAL MEMORANDUM

@fﬁn} of the Aharaoy General
K ,ﬁ[:{ﬁhingmih ,iﬂ s 20

Augest Tl 2004

?‘vM’M(J&\NPH’vl FOR YH!‘ DEPET ~\T‘[ ORNEY GENERAL

) 3 LOFINVESTIGATION

DIRE (}k BUREAU OF ALEOHOL; TOBACLU F lﬁf&‘{Mb
©UAMD SXPLOSIVES -

ADMINISTRAT O/, DRUG bn;FUR(_,EMHN’& AUMIRIS TRATION

FROM: THE ATTORNEY GFN@-&.WWT’

SUBJBCT: Coordination of E)gplosw Investivatons el Related Maum

Toensurs effecive coordination of explosives ivestigalivng by Jaw an(!rcem\:m
‘mmymmmx of the Deparient Al Justics {the Bepariment). Mgty dirgel g follows:

i he Buresu of Aloohal; Tubsieo, l*xr,arms shd I ;.plmwc*z VATF) shall contel il
m\esuvﬂ,xm» afal f.xp}usuw imzdcnl> oxndplas follows:

4 ‘Ineases where 2 Joint Terarism Task Foree (J1TF) determings that ihie
explosives ingiden] 1s re)atw picrronisn, then the T TF shall eontrol
the mvesiaat

. Hveans wiiers the Peders] Burcath of Investigaion (F B1) fradi uumdi:,
s exercised farisdiction Grohiding Bul ok Timited 16 baak tobberies,
civil rights violations, ind organized cvimiey, then-the FBTshall contrel
the miestigaiion. )

2 Thie Depuiy Atforney CGenergl shall resolve all issues relating 1o fmsdistidover
explogives mvestighiions.

Informsion Shayine

30 The Dtmarlmm!'u‘Cthﬂnfumxaﬁcn Otficer (CIO} shall consdlidate alf of the -
Diegpdrinent's arson mnd iplosives incident dasbases fiuding, by ot binged to,
the PBY's Automared Incidert Reporting Svatem and ATFs Bomb and Arstn
Tracking Syatem, inin g singhe dawwaz»,
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Memorandum for the DAG, FBI, ATF, and DEA Page 2
Subject: Coordination of Explosives Investigations and Related Matters

4, Allconsolidated drson and explosives incident databases shall be mamiamed by ATF
andd shatl be accessible (o all Depariment Jaw enforcement componenis. No
Department component may maintain any databuse that containg arson or explosives
incident information that would otherwise be muintamed in the conselidated database.

5. Within 90 days, the CTO shall examiie and report 16 the Depiity Attorney General on
the feasibility of consolidating all of the Depariment’s remaining arson and
explostves databases.

6. The Deputy Attormey General shall resuive all issues relating to the consalidation of
arsor and explosives databases.

IEDAC

7. The CIO shall coordinate the development of a database for the Terrorist Explosives
Device Analytical Center (TEDAC). -

8. A senior FBI representative shall serve a8 Director of TEDAC, a senior AT
representative shall serve as a Deputy Dicector of TEDAC.

ELaboratories

5. There shall be established a Laboratories Review Roard (Lab Bodrd), The Deputy
Attorney Genera) {or his designee) shall chair the Lab Board; representatives of ATF,
the Drug Enforcement Administration, and the FBI shall serve as members of the Lab
Board.

10. The Lab Board shall exarrine the Department’s available rescurces and workloads
and make recommicndations to the Deputy Attomey General. Such recommendations
shall include an analysis of laboratory demands imposed by TEDAC,

11, The Deputy Attorney General {or his designee) shall, as appropriate, direct the
allocation and wse of the Department’s laboratory tesources.

Training

12, All budget, carricula, teaching and sehedaling functions relating to post-blast
explosives training within the Department shall be consolidated under ATE.

13, All agents, officers. Technicians, and other personnel who engage i or are relaled 1o
post-blast explosives training shall remain with their respective agencies and cotitinue
1o provide fraining as they did prior o consolidation.

- 14. The Deputy Atiomey General shall resolve all issues refatitig io the consolidation 6f
post-blast explosives traiting.
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Memerandum for the DAG, FBY, ATT, and DEA Page 3
Suhject: Uoordination of Explosives Fivestigations and Related Matters

13, Al explosives training provided by Department components shiall be made available,
when, appropriaie, (o all federal Taw enforcement dgencies.

1. There shall be éstablished air Explosives Training Review Board (Explosives Board).
The Deputy Attorney Gereral {or his designee) shall chair the Expiosives Bouard;
representatives of ATF and the FBI shall serveas members of the Explosives Board.

17. Within 9 days, the Explosives Board shall examine and report 1o the Depiuty
Altormay General o the feasibilily ofconsalidating the Departinenl™s reriafning
explosives trainifg progranis and fcilities.

Special Exenis

18. The recommendlations of the Explosives Review Group (ERG) regarding Special
Events, as set forth in the Memoraidduni for the Deputy Attomey General of May 3,
2004, Attachment 2, shall be adopted and implemented.

19, Nov later than Decerriber 1, 2004; the ERG Chair shall repert to the Deputy Attomey
General in-writing on the implamentation of the BRGs recommendations regarding

Spceial Bvents.

Coanings

2(...As soon as practicable, all Depattment components that use explosives detection
canines shall use otly canines certified by ATF.
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APPENDIX V

2007 EXPLOSIVES REVIEW GROUP MEMORANDUM

U3, Department of Justice

Buzean of Aleatw], Tobaceo,
Firearms and Bxplosivey

Assistant Direetor

JAR- T2 Wasiigion, DC 20226
T00000:MRE
3204

MEMORANDUM TO: DEPUTY ATTORNEY GENERAL

THRU:. Aeting Director, Burean of Aleohol, Tobacﬁ'/)
Firearms and Explosives

FROM: Chair, Explosives Review Group

SUBJECT: Improving Coostdination of E;(plosiafes Trivestipations, and
Related Matters

In August 2004, Attorney Genersl Asherofitissued a miethoramdum designed to foster the
effective coptdination of éxplosives ifvestigations between the Burean of Aleohal,

Tabiagto; Firgdrms and Fxplosives (ATF) and the Federal Buréan of Investigation (FBI).
Ad&monaﬂy, the memorandum provided difsetion on'the optimal use of DOF’s o
explosives résouices. Among e additionsl topies covered by the Athimey Gensral's
directive wers information sharing, the Terorist Explosive Device Analytical Ceriter
(TEDAC), laboratories, sxplosives training, special events, and explosives-defection
cdniiies.

Om Noveraber 14, 2066, vou direeted ATF and-the FBT fo “conilust a voriprehensive -

-evalustion of eufrent efforts to implement the Attorney General’s (AG’s) directive, assess

the neéd to-establish or elarify operational protocol in order to give effect to the AG's

d'm:ctive and identify specific ways to improve coordination of the Departmetit’s
csugatmns of and- prcpamuon for explosives-rélated intidents.

On \’vvembur ?0, 200(‘1 ATF EBI, and.vanions repncscn fatives fom wtkér DOT
cumponcms mét i’ dmcuss the directive you fssued, Subgroups were formed to discuss
the i igsues; and each group reportaxi to FBI Executive Assistant Director Michael Mason
aind the. EAD Mason and ! discussed the matiers after the subgroups met, This
memorindum provides, fof each tupic in the Attorney General™s Aupust 2004 directive, &
sumifiary of the subgioup discussion, a list of unresolved issuss, und recommended
actions.

83



268

[}

Jurisdiction

T the area of investigative jurisdiction, the Attormey Genersl’s memorandum directed
that:

% ATF shall contro] the investigiation of all explosives incidents; except:

~When a Joint Terrorism Task Force (TTTF) determines that the explosives
incident is related to terrorism, then the JTTF shall control the investigation.

-In ﬁases where the FBI has traditionally exercised jurisdiction (e.g; bank
robberies, civil rights violations, and organized crime), the FBI shall eontrol the

investigation,

»  The Deputy Attomey General shall resolve all issues relating to firsdiefion over
explosives investigations.

‘Neither the FBInor ATF are aware of jurisdictional issues relating to iriternational. <
tefrorist ineidents. There have been periodic disagreements between ATF and the FBI
regarding incidents that may have “domestic terrorist” tes. Because it is difficultto
establish motive when an incident ocewrs, disagresments continue to take place,
However, Special Agents in Cbargc ai ATF and FBI have worked out differences in each

incident.

Thie subgroup will continue fo dest quartetly to ensue that each agency continues to .
address issues ds they arise. Also, the ATF Assistant Director of Field Operations and
severdl FB Executive Assistart Directors and Assxsttmt Directors meet on a monthly
basis to dlscusq ongoing issues.’

Recommended Action: None. There are no issies requmng resolution by the ODAG.

Iiformation Sharing
©On information sharing, the Attorney General’s memorandum directed that:

* The Depariment’s Chief Information Officer (CIO) would consolidate afl of the
Departmént’s arson and explosives incident databases into a single ditabase, This
consolidation would include the FBI’s Automated Incidént Reporting System and
ATF’s Bomb and Arson Tracking System.

» Al consolidated arsen and explosives incidenit darabasss are to be maifitained by
ATF and shall be accessible to all DOJ law enforcement componenis. No DOJT
compopent may maintain any datsbass that contains arson or explosives incident
information that would otherwise be maintained in the consalidated database,
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o Within 90 days, the CIO was to examine aod report to the Dﬂputy Attomey
General on the feasibility of consclidating all of DO’ remaining arsort and
explosives databases.

« The Deputy Attorney General is to resolve all issues relating to the consolidation
of arson and explosives databases. )

Following issuanee of the Atterney General’s mémorandum, the Department’s CIO
undertook an agsessment of ATF's and FBI's incident databases and, in a report issued in
Novamber 2004, recommended that the FBI's Automated Incident Reporting System
(AIRS) and ATF's Borb and Arson Tracking System (BATS) be consolidated, with
AIRS data to be integrated inte BATS. Accordingly, BATS is DOPs Department-wide
arson and explosives incident databage, and it will be ccessible to all DOT law
enforcement camponents, as well as to State, loval, and tribal law enforcement agencies.

ATF sﬁstqucnﬂy combined the data and formed the United States Bomb Data Center;
which exchaniges information with 19 other bomb data centers around the world, Nine

additional couiries are finalizing an agreemerit to participate in the information
exchange. - All of this is done through the International Bomb Data Center Working

Group. ATF and the FBI are partners in this Working Group, and afl Worldng Group. .
* . members openly exchange information through a common system. The United States
Bomb Data Center data is available to Federal, State, and local agencies.

There is agreement that DOJ should maintain a single source for bomb data, ATF
belfeves that the Aftorney General’s August 2004 directive made it clear that ATF would
collect and manapge this ddta. The FBI believes that the Attorney General’s directive
should be clarified and that the FBI should be the mauager of the bomb data because uf :

. -other isses relating to their mission, -
The FBI has ehprcssed concertl that bevause the term “Bomb Data Ccute:” wag cofiied by
thietr ageriey -in 1972, their partners are confused a5 o whori they should send bomb dam i

: iiformation. The FBI also stated that the term “arson or explosives incident
mfom&qn,” asused in the Attorney General’s 2604 directive, should be clarified.

Each agency has issusd a whits paper outlining why éach should manage bomb data
information as the single DOJ soitrce. Both are attached for your review.
‘Recommended Action: DOJ should review the position papers of each agency and hold

a meeting with both agencies to discuss and resolve the ontstanding issues.

Terrorist Explosives Device Analytical Center (TEDAC)

Atyour direction, the Explusives Review Group did not address any jssues relating to
TEDAC
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Luboratories
With regard to Jaboratories, the Attorney General’s memorandin directed that:

+ There shall be established a Laboratories Review Board chaired by the Deputy
Atforney General (or his designee) with participadon by representatives from
ATF, DEA, and the FBI.

»  The Laboratories Review Board is to examine the Depdriment’s available
resources and workloads and make recommendztions to the Deputy Attorney
General, Such recommiendations are th include an analysis of laboratory demands
impuosed by the Terrorist Explosives Device Analytical Center.

& The Deputy Attorney General (or his designee) shall, as appropriate, direct the
aflocation and use of the Department’s laboratory resources.

Following issuance of the Aftomney General's memorandum, in Septentber 2004 the DOY
Laberatories Review Board held its first meeting, chaired by Science Advisor Vahid
Majidi, The Directors of the ATF, FBI, and DEA laboratories attended, and the
following were idenitified as action jtems: -

. Exchange laboratory organizafion charts.

Document the need for each forensis discipline in each laboratory.
Develop a standurd special agent-to-lab employee-staffing chart.
Investipate possibilities for sharing FBI research funding with ATF and
DEA.

P e

The Laboratories Review Board subseguently fon:iedvﬁe “Counci of Federal Come
Laboratory Directors” which consists of directors of all DOT labs and 12 other
Iaboratories as founding entities. They meet three times per year to discuss ongoing
igsues. : S :

Recomminded Action: None, There ore no pending issues that require resolution by the
OPAG.

Training
‘The fraining portion of the Attomey General’s memorandum directed that:

e All budgets, curricula, teaching, and scheduling fimctions relating to post-blast
explosives training with the Department will be consolidated npder ATF.

* Al agents, officers, technicians, and other persoinel who engage in or ate related

1o post-blast explosives taining shall remain with their respective agencies and
continue to provide training as they did prior to consolidation.
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wn

The Deputy Attorney General shall tesobve all issues reiating to the consolidation
of post-blast explosives training.

s All explosives training provided by DOJ components shall be made available,
when appropriate, to all Federal law enforcement agencies.

There shall be established an Explosives Training Review Board (Explosives
Board). The Deputy Attorney General (or is designee) shall chair the Explosives
Board, and representatives of’ ATF and the FBI shall serve as members of the

Explosives Board.

¢ Within 90 days, the Explosives Board shall examizne and report to the Deputy
Attorney General on the feasibility of eonsolidating the Department’s remaumng
explosives training programs and facilities,

The subgroup met and agreed that:

« Both agencies have valuable post-blast an& explosives related training:

s Bath agencies will meet to discuss ongoing issues. They suggest forming an
“Explosives Training Working Group™ instead of the “Explosives Training
Review Board.” This group will meet quarterly and consider ways to exchanige
course schedules to reduce redundancy.

« Both agencies will strive to ensure that positions remain open in their training
courses for other agency representatives,

There is, however, disagreement abont the meaning of the following language in the
Attormey Gensrzl s dlrea:nve

SAlL lmdgetsj curricula, teaching, and scheduling fimctions relating to post-blast:
explosives training with the Department will be consolidated mnder ATF. All
agents, officers, technicians, and other personnel who engage in or are related to
post-blast explosives training shall remain with their respective agencies and
continue to provide training as they did prive to consolidation.”

ATF believes that the language in paragraph twelve iy tlear. The FBI betieves it is
ambigious and needs slarification.

The group believes the issue is complex and requires discussion, negotiation, and
collzboration. They also believe paragraphs twelve and thirtzen conflict. One indicates
all of the efforts should be consolidated under ATF, the other indicates they should stay
withi their respective agencies. The group believes that the language of the Attorney
General's divective tay need to be specified the specific items (hat shonld be
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eonsolidared. If the languags i5 clarified, the group believes a reschtion may be passible
with respect to-consolidating cursicula, training, and scheduling fumetions.

Recommended Action: Each agency prepared a white paper for your review. Afiep
reviewing the white papers, the ODAG should determine whether the language of the
Attomey General's directive should be clarified.

Special Events
. Regarding special events, the Attoiney General's memurandum stated that;

» The recommendations of the Explosives Review Group regarding Special Events,
ag sef Torth in the memorandum for the Deputy Aﬁome} General of May 3, 2004,
Attachment 2, shalf be adopted and implemented.

e No later than December 1, 2004, the Explosives Review Group Chiair shall report
to the Deputy Attomey General in writing on the implementation of the Group s
recommendations regarding special events,

. The Attorney Genéral’s merorandiim directs ATF and the FBI to exchange copigs of .+
their special events.policies and directs the FBI to add ATF email addresses to its special

events databases. Additionally, it states that ATF will direct jts field offices to coordinate

requests from State and local Jaw enforcement agencies for special events support with

the FBI prior fo commmuitting resources. These tasks have been accomplished.

The subgroup met and agpeed to continue this practice o SILSUre AgeCy FESOULCes 456
used effectively. Althouph the agéncies have had some differences about special everits
protocols at some venues, all such differences were resolved by the Special Agents in -
Charge.

Recommend Action: None. Because the issues have been resolved Iocally, and the
subgroip has sgreed to meet periodically to addreas any outstanding 1 Issues, there is 5o
nieed for the ODAG to resolve any issues:

Canines
Regarding canines, the Atiorney General's memorandum direcied that;

» As soon as practicable; all Department components thiat use explosivessdetection
canines are to use only canines certified by ATE.

“In response to this portion of the directive, ATF surveyed other DOJ compotiegnts to
determine their explosive-detection canine needs and has provided explosives dstection
canines and canine training to the FBI's Uniform Division and to the U.S. Marshals
Service. Additionally, ATF's canine program has established protocols, policies, and
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certifications, inclading the Odor Recognition Proficiency Standard, commonly known as
the Mational Odor Recognition Test (NORT),

The subgroup niat but was unable to agree on all aspeets of the use of sxplosives-
detection canines. ATEs position s that the language mentioned above 1s advantageous
to DOJ and continues to provide this tiaining whey it.i5 requested. The FBI believes the
language is unclear and creates a Hability for them hecause ATF-certified canines are not
available to the FBI in every city. The FBI has acquired and deployed explosives-
detection vanines from outside siimces. The FBI prefers o use dogs trafned uader the
“Scientific Working Group on Dog and Orthogonal Detector Guidelines,” a government-
sponsored working group fo enbance the performance of defector canines of all
disciplines. -

Recommended Action: Bach agency hes prepared u “white paper” outlining their
pasition for DOJ review.

Conclusion

The Attorney General’s August 2004 directive served to slarify some issies related o
explosives cases. The directive opened the door for ongoing dialopue between the FBI
and ATF and resuited in substantial progress and improved communication between the
two agencies. However, as noted above, some issnes remain unresolved. This
miemorandum and the accompanyitig position papers serve to. outline those unresolved
issues so that the Department can make a devision on them. The ATF and FBI agree that
it is in the Department’s and their agencies” best interests to bring resolution to these

issues.

Michiael R. Bouchard
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APPENDIX VI
2008 ATF-FBI MEMORANDUM OF UNDERSTANDING

(LS Depariment of Jusstice

LOfFze of thi Doputy. Attarrisy. General

Tuly &,2008

Mgt {07 P

MEMORANDUM 1O Attomsy Geroral
: : Deputy Asorncy {enersl

ERon: Direcios, Federal Biirca of Tave
sAeting Diveetor; Buresu of Alcohiol, Tobased,
Firparts and Fxplmwu‘.

SUBJECT! . Memorandim uf‘Undmtamingun ATEEHI Protochls for
| Respense to Explosives-related Ingidents

On Déemibar 20, 2007, the Prosident of e United States approved the Nations!
Sieateyy, subritted by the Allorney: Generaly fo conba ferrorist use of explosives
i the Uniged States: “In supportof tie requirenients of the Mational Stategy o

sefainfyrobes and responsibilitios and 1o foilite 4 wmiove productive partnership 1
{he biest interest of the Amerisan people, with e gpludance and adviee of the
Atkwney Geéneral and the Depiity Attoriiy General, key manggement
mplmnmuvm front the Pederal Buresti of Investigation #nd: the Bureau of
-Adeobiol, Tohaceo, Firedrms aud Explosives developed the Tollowing protocols
regirding thie Department’s responise o explosives relpted inaidents,

Hecogiizing that ferrodism is ihu Diepartoent of Tudtice's top mm)mt pttority
‘and that ihe m.q of expinives icidents dra otimingl i pature; thess
pru’wmk are e pmd\mt of Wlarger seordination process indertakei by the
agcm:ws toalign the capabilittes ol the Depariment of Justice, including, .
i explisive detection catine tralntag, and post -blast raining.
As part c:xf that process, the Dspury Dyrﬁntﬂrs 6f pach respective agency have
engaged in detled di i 1y explosives resp capuhilit
the Diepartrient of Justice. The acl ched protoeols are the product of uus
relationstip and witlbeimplemenied foahwith. Whilethe protocols specifisally
adress explagives aud bombing incidents; they also reliéot out jolnf belief that
Pdnﬂf.‘fbhl i i beiter thim mrnpautmn and that mintual respect-and team work
should gaverny out spproach 1o:all imcidents: The puptse of the proracols is 10
siemrialize wnd implement ol Joint deterisinddion to resolvé mw operational
caicerns af the outsét of i iveich Durapencies will continie to itrve flirw
-y wieamthe hest interest of the A peopte. Al agency ptrsomwﬁ will
be directed to adhwrefo these profocnis and lo respest theit underlying intent in afl
mapers o svhich both dgencies wre involved: A gopy oFthe profocils fs attached:
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MEMORANDEOM OF UNDERSTANDING B TWEEN THE FEDERAL BUBEAU
OF INVESTIGATION ANDLTHE BURFAU DF ALCOHOL, TOBACCT,
FIREARM&‘ AND EXPLOSIVES

I’LR}'OHE This thmandum o Uinderstanding (MOU) delicates the roles and
responsibilies of the Federal Bureaw of lnvestimation (VDL and the Bureab of Alcohiol,
Tobagen, Firearnis and Bxplosives (ATE) whed respondmg\n Rl bmgs and exprlasives:
reldigd tneidents,

AUTHORITIES? Authority 1o edier info this agroement cin be found gt 28 US.L. §
SILATUSCEMTIARU BT § 599, 2R C F R 5085 I8 C.F R, §0.130 - 0,731 find
applicable United Staes Alorney General Guidelings.. All apglieable Atomey Cc’neral
Guidelings for investigations will b strietiy mm.red 1o by both parties io (hm agreement,

NATIONAL PRIORITVIES: lnrecogaition of the incredsed capabilities of awredslvd
piblic safay-bomb sqads pnqmoned throughont the United States whose feshnizians dre
frainied andcertified o nations! standards, and the enbanced capabilities-of investigative
pereontiel sseigned o thote agenties, 1.5, policy prioritizes the furisdiction of federal
ageneiey inbombing events as Toflows: .

1y Eerforism

2y Vieleatoriree

3y Oer Fedoral cnmes.

4) Assistanée 1o State and focal authmm«.s Upby wquese

T:imely gomuninication and fmﬂ [y-established cooperative el ationships are pssential o
protect pablic safery. The meed also exist fo davelop joint rotocols bo-ensure the optimea!
use vl resoRrces: et

“This memorandum will addtess the following areds of sundict:
i INETTAL RESPONSE

. First Respondars: .

. Joint Immediate Motification

- Criine Sieiie Processing
j Laburamry'?brcnqic Capabilitics. -

oo

2) ID«CIGENT MANAGEMENT
. Yurisdiction

L AnvestigationLeads:

.. Hesourees

- - Spiceial Bvents Managerment

D= s

‘3 . PROSECUTION -
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1) INITIAL, RESPONSE
A. First Responders

Coordination ofa joint response by ATF and FBI personnel to an explosive:
refated or bombing incident will be the responsibility of the respective Special
Agenis in Charge (SAC), In aH cases, that joint respanse shall be closely
coordinated based on prior established protocols, It is recognized that
state/local/tribal or territorfal law enforcement cfficers will likely be the first
responders to bombing or explosives incidents.  The Federal response should
focus on the nexus to the federal priorities of terrorism, violent crime, and uther
federal crimes. If the event has a federal nexus, the agency with responsibility for
the underlying felony will assume investigative fead, 2s coordinated by the SACs.
In those cases where there 15 a terorism nexus, the Joint Terrorism Task Forces
(JTTFs), comprised of ATF and FBI personnel, as well as State and local
authorities, will be responsible for the overall investigation, Whether the lead
falls to the ATF or the FBI, the other agency will provide whatever assistance it
can in support of the lead agency. {1973 MOU; AG Meme, 8/11/2004).

B. Joint fmmediate Notification

Each ATF and FBI SAC will formally identify excentive and investigative pointy

* of eontact {(POC) 4t the field office and resident agency level to facilitate the
exchange of all information relative to explosives incidents immediately with the
other agency and to appropriately disseminate the information within their
respective agencies,

C. Crime Scene Processing

As part of the joint response protocol to an incident, the ATF and FBI SACs will
bave in place protocols for the initial joint management of the crime scene. Close
coordination of the management of the scene will be required. The agency with
jurisdiction for the primary violation will be designated as the Jead agency, and
will be responsible for overall processing of the crime scene.  In furtherance of
this objective, the FBI and ATF are in the process of developing a common
training curriculum for processing post-blast erime scenes, As these procedures
are develaped and implemented, they will further reinforce the intent and
capability to allow Department assets to work in a collaborative and consistent
MARnDEr.

. Laberatory/Forensic Capabifities
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Any and all evidence collected will be sent to the laboratory of the agency having
Jjurisdiction over the investigation. This does not, however, preciude the SAC
from either agency from sending evidence to the other agency’s laboratory to
perform examinations unavailable at their own laboratory and/or reaching
agreement on a division of the orime scene evidence in a manner that is effective
and efficient. For example, the FBI could usilize the ATF Laboratory for
terrorism related arson cases and the ATF could uiilize the FBI Laboratory for
metalurgical examinations. Tn such cases, the SACs will appoint an executive
PQOC for coordination between Iaboratories. Absent any other agreements, and in
the spirit of collaboration, the Special Agents in Charge (BAC) will be
empowered te consult and reach a consensus as to where the evidence will be
sent. Criteria for consideration are: resource availability and wortkload, isswes
affecting the timeliness of processing, examination capabilities, chain of custady,
inter-association of cages, laboratory proximity tothe crime scene and whether
jurisdiction is clear or not at the point in which the evidence is ready for
examination. In the rare instances where the field fails to reoch an agreement 1
will be referred 1o, and prompily resolved by, ATF and FBI senior management,
based an prior designation. No evidence, once examined hy one Iaboratory, will
be re-exarnined by another laboratory. In the unlikely event that the lead for the
investigation changes, any evidence already examined, along with the
examination reports will be transferred to the other agency, Success in enhancing
aational eapabilities to defoat explosive attacks can best be achieved tirough
cohesive, sound, and timely decisions that involve all agencies who have relevant
authorities and responsibilities. The ATF and FBI will work together, utilizing
the optimal forensic resources within the Departrent, to provide the each agency
with the best quality of analysis possible. ATT and FBT will continue to
patticipate in “Fellowship Exchange™ programs and encourage the exchange of
Jaboratory personnel.

2} INCIDENT MANAGEMENT
A, Jurisdiction

All of the key points discussed under the Initial Response above are applicable
throughout the management of the incidéent. Jurisdiction may or may not be:
readily apparent at the immediate outset. There should be a reasonabile amount of
time o determine whether or not the incident is accidental, a criminal act or &
terrorist incident. Notwithstanding, the investigation must proceed jointly and
vigorously with key decisions being made in a timely and collaborative mannet.
Thiese protocols establish & framework built upon the mutual benefit that each
agency has experienced as a direct result of this historically collaborative
partnership.

T the case that an eéxplosives incident does not have a readily apparent motive,
e.g. criminal act or terrorist incident, the SACs will coordinate regarding a
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decision as to jurisdiction that is in the best interest of the public safety and law
enforcement, Factors such.as claims of responsibility, current intelligence
information, pattems of eriminal activity, and similarities to other cases should be
considered as part of the decision making process.

. Investigation/Leads

Investigations will be tonducted i décordance with applicable AG Guidelings
and manaped in accordance with the policies and procedures of the agency having
Jjurisdiction for the priority violation. Should there be a determination it is nota
terrorist incident, but has a federal nexus, the agency with jurisdiction over (he
underlying felony will assume the lead agency status. (1973 MOU; AG Memo,
B/11/2004) Recognizing the need for joint investigative support, where applicable
and agreed upon, SACs will designate joint co-case agents fiom the respective
agencies. No parallel investigations will be undertaken, no duplicative witness
interviews will be gonducted and there will be no independent investigative
follow-up by an agency without concurrence from the lead agency. In recognition
of the unigue requiremienits of 28 C.F.R. § 0.130 (a), explosives investigations that
invaive individuals or organizations licensed by the federal govenunent will be
coordinated with the co-case agent from ATF,

. Resources

ATF and FBI will ensure adequate resources are made available for all aspects of
this protocol document. SACs will ensure that joint participation in response
exercises oceurs. At both the field and headquarters levels, cach agenty will
sctively seek out opportunities for exchange of investigative, forensic, technical,
and analytical personnel.

;. Special Events Managément

The Special Events Manageitient process was created to address those significant
events that represent a potential terrarist target and to plan appropriate
precautionary measures to prevent terrorism attacks or to ensute a proper Federal
response if such an aitack occurs. Mamny special events possess 2 national
significance that provides a unique and highly symbolie target for terroxisin,
Thiring a National Special Security Events (NSSE), the FBI will identify and
coordinate as appropriate with other federal government components, 1o include
ATF, to mitigate the consequences of an incident ocourring at an NSSE.
Cunsistent with the 2004 AG Memo concerning Special Events, both agencies
agreed that advanced coordination of federal boub nianagement assets in
response to loeal law enforcement requests will benefit all involved. The FBI will
eoordinate with the ATF during the early planning stages of a Special Event (bath
in the ficld and at Headquarters) to ensure the full capabilities of the Department
are utilized during an event. Where possible, an exchange of personnel for events
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will akimize effioiedeies, Wiiers an wvent is an NSSE; ATF hasagread b divect
fis fieldoffices to coordinate tequests from state and loea! faw enloreenient
ies for special avents suppoit with the FBI prior (o commiiting sny
© FESORCRE. ) k k

3 ¢ PROSECUTION

Criferia-for prosecution shunld be whatever 8 in e best ntvres b/ the
cimmanicy. In joing invesigarions, one sgancy shall nat move farwand an
progecition withot consulting e partner agengy: Toall federal cuses, where
oIt the ou-case agents, B coordingtion With thefr execttive manigeriest, will be
responsible formaking ihe determiliiation to submivfor proseciition. Tn the evént .
thede i 1 single lead dgency, that ugency will present the caserto the AUSA fora
progeikive decision. :

i Sl
Mickael . Sullva

Director : - _Acting Dirseior 5
Federal Bureas of Tnvestigation Buteat ofAlcohul, Tobseds,
’ : Firearms and Explosives

Dater ,J%.?:é_‘_ ‘Dmezﬁwuﬂm—;.,..M
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APPENDIX VII

MEMORANDUM FROM A UNITED STATES ATTORNEY

Memorandum U.S: DEPARTMENT OF JUSTICE
Erie F. Melgren
United States Attorney
District of Kansas
Subject ’ S Date
Attorney General’s Memorandum on Explosives ‘ September 10, 2004
Tnvestigations
To From
S.A.C, Mark James ' . Eric F. Melgren

S.A.C. Kevin Stafford
cc; Shawn Stroud
Tom Attebeiry

Because my meeting with Stroud and Attebury was less than successful inresolving
misunderstandings between the agencies, pursuant to paragraph 6 of the memorandum [
contacted Deputy Atforney General James Comey for guidance. Uttam Dhillon of his-office,
who had principal responsibility for implementing this mertiorandum; visited-with me about
these issues, - His dircction was as follows: :

1. Pursuant fo the memoranduny; the ATF has jurisdiction over explosives issues unless one of
the stated exceptions applies; It s more acourate 1w say that this means the ATF has jurisdiction
unless and until it is determined that the explosives incident is related to terrorism; than it is to
say that the FBY or the JTTF has jurisdiction unless and uniil it 1s determined that the incident is
not related to terrorism. * As Mr. Dhillon expressed it to me, the FBI must assert itself in order to
acquire jurisdiction over the ineident. My understanding, with which he agreed, is that “defaukt”
jurisdietion is with {lie. ATF. 5

- 2. Tinquired about the language in paragraph 1.a. stating that the “JTTF determines” the incident
isrelated to terorism. Practically speaking, Tasked, dodsn’t this tean the FRI; since the FBI is
the lead agency for the JTTFs? He responded that the JTTFs were selected to ensure that the
decision was made by 2 joint fask force with primary responsibility for investi gation terrorism
cases.

Prior o circulaling this tuemo to you, [ vetted it by Mr. Dhillon, who has agreed that it accurately
represenis his direction. . :

97



282

APPENDIX VIII

CONSOLIDATED DOJ RESPONSE TO AUDIT REPORT

RECOMMENDATIONS
US. Department of Justice
Office of the Deputy Astorney General
Washingion, D.C. 20530
October 5, 200
MEMORANDUM
TO: Raymond J. Beandet
Assistant Inspector General for Audit
Qifice of the Inspector General
FROM: Edward N, Siskel & 5

Associate Deputy Attorney General
Office of the Deputy Attorney General

SUBJECT:  Joint Response to the OIG's Draft Report: “Explosives Investigation
Coordination between the Federal Buresn of Investigation and the Burean
of Aleohol, Tobaceo, Firearms, and Explosives™

The Office of the Diepiity Attomey General (ODAG) very much appresiates the
opportunity to review and respond. to the Office of Inspector General’s draft audit report
entitled, “Explosives Investigation Coordination between the Federal Bureaw of
Investigation and the Burean of Alcohol, Tobacco, Firearms, and Explosives™
(hereinafter, “Report™). As per yowr office’s reques, this memorandum will serve s a
joint response to the Report oit behalf of the Bureau of Alcohol, Tobacco, Firearms, and
Explosives (ATP), the Federal Bureau of Investigation (FBI), the Office of the Chiaf
Information Officer (QCIO), and the ODAG.

The Deparirnent of Justlee recognizes the eritical importance of 2 well-
courdinated and effeclive response (o explosives incideuts, Equally important is the need
to adeguately train our personnel and ensure ¢ffective information sharing with all
appraprite components and faw enforcement partners.

The Report documents the Department”s challenges concerning the mast efficient
application and balance of its explosives enforcement assets and responsibilities and
offers some remedies to those challenges. The Department agrees with the concept of the
revommendations that are reflected in the body of the Repost and is taking steps to
address each of those recommendations. At the same time, we recognize, and have
discussed with your staff, that we may have modifications to how we go about
implementing those recommendations ib arder to achieve the most successtial and
efficient resolution to the matters under review.
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‘While the Report addresses coordination challenges, it is important 1o recognize
some of the successes and joint efforts between the ATF and FBI. From 2003 through
2008, ATF and FBI jointly investigated and recommended for prosecution 192 explosives
related cases involving 397 defendants. In addition, prior to the audit period, the ATF
recognized on its own some of the highlighted issues and began a process to improve the
use and function of the Bombing and Arson Tracking System (BATS). In the past year,
over 3,000 bomb technicians and investigators have received in person BATS training,
end the numbers of agescies and individual users registered iir BATS have increased
significanily thus facilitatiog greater information sharing.

1t is also important to note that the Joint Program Office (fPO), which is
comprised of both the FBI and ATF, has been successful in resolving the types of issues
raised in this Report. For example, the JPO coordinated the development of community-
wide consensus standards for uniform training of explosive-detection canine teamns,
which will be published in a guidetines document for implementation nationwide.
Another éxamiple of joint coordination is the Terrorist Explosive Device Analytical
Center (TEDAC). Through TEDAC, the lesdership of the FBI and ATF laboratories
meets regularly to address inter-comp t issues, Although the FBI and ATF
laboraiories esch use their own platforms to manage their laboratory’s forensic reporis
and explosives reference material, the systems have been adapted 5o that both FBI and
ATF lnboratory information is-available to TEDAC partners,

The Report suggests that the Department should create, cr at least study further,
the creation of & single “One DOJ” data environment to serve as the repasitory of all
autornated information about explosives. With regard to the issue of consolidated
datahases, it js important to point out that a “one size fits all” approach is not necessarily
the best atilization of resources when it comes to how the Department carries out its
explosives responsibilities. The decision to consolidate any database should be a
business decision driven by the value such a consolidation will provide to the user
community at large. If DOJ senior leadership, agents, anatysts and other related users
believe their law enforcement work is better supported by separate databases,
improvements should be evaluated to make the existing databases accessible 1o all useérs
and the information therein comprehensive.

In conclusion, based upon: a review of the Report, the ODAG agrees in concept
with all 15 recommendations directed to the ATF, FBI, ODAG and OCIO and is in the
process of formulating measures to resolve many of the identified issues. The ODAG

ppreciated the prafessionali hibited by your staff in working jointly with our
combined representatives to complete this audit,

Pleasp feel free to contact me should you have any guestions.
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APPENDIX IX

OFFICE OF THE INSPECTOR GENERAL SUMMARY AND
ANALYSIS OF ACTIONS NECESSARY TO CLOSE REPORT

The OIG provided a draft of this audit report to the Office of the
Deputy Attorney General (ODAG), ATF, and FBI. The consolidated DOJ
response prepared by the ODAG is incorporated in Appendix VIII. DOJ]
stated in its response that it agrees in concept with all 15 recommendations
in the report. However, because the response did not contain any specific
corrective actions that DOJ, ATF, or the FBI plan to take to address the
recommendations, this report is issued “unresolved.”

The DOJ response to our draft audit report also highlighted examples
of successes and joint coordination efforts in explosives investigations
between ATF and the FBI. We agree that it is important to recognize
successes and acknowledged in the report such joint investigative efforts,
the increase in BATS training, the Joint Program Office (JPO) consensus
standards for uniform training of explosive-detection canine teams, and the
Terrorist Explosive Devise Analytical Center (TEDAC).

However, it is important to put these actions in context. In its
response, the DOJ stated that from 2003 through 2008 the FBI and ATF
“jointly investigated and recommended for prosecution 192 explosives
related cases involving 397 defendants.” While, the OIG does not dispute
that joint investigations occurred, 200 cases represents a small fraction of
the several thousand explosives cases handled by the FBI and ATF between
2003 and 2008.

Moreover, overall the FBI and ATF lack a coordinated approach to
jointly address explosives-related matters. The report provides descriptions
of numerous disputes between the FBI and ATF during explosives
investigations, and the results from our survey of FBI and ATF personnel
demonstrate conflicting interpretations of DOJ directives and widespread
discontent for the other agency’s contributions to explosives investigations.

The Department’s response stated that “prior to the audit period, the
ATF recognized on its own some of the highlighted issues and began a
process to improve the use and function of the Bomb and Arson Tracking
System (BATS).” On page 44 of our report, the OIG discussed ATF’s
expanded BATS training for state and local personnel. However, we found
through our survey of state and local bomb squad commanders and
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interviews with local bomb technicians that this expansion of training had
little effect on BATS usage. The results of our survey of state and local
bomb squad commanders also demonstrated that only a minority of squads
consistently reported explosives incidents to BATS, and more than one-half
of the local responders (133 out of 239 respondents) indicated that they
rarely or never query information in BATS. Further, over 40 percent of
respondents complained that the system was too difficult to use; about 25
percent received no training; and others indicated difficulty in obtaining
passwords or getting end-user assistance, which prevented them from using
BATS.

The DOJ also stated in its response that the Joint Program Office (JPO)
has had success in resolving issues identified in our report, specifically citing
a consensus among JPO participants on standards for uniform training for
explosive-detection canines. Our report notes that the JPO recently
established a board that agreed to a single canine standard. However, we
believe it is premature to describe the outcome of the JPO’s work on canine
standards as successfully completed. Although the JPO may have achieved
a consensus that uniform training standards should be adopted, these
standards have yet to be implemented.

The OIG also recognizes that the JPO set up under the Homeland
Security Presidential Directive-19 (HSPD-19) process was designed to help
clarify roles and responsibilities of agencies involved in preventing or
responding to terrorist use of explosives. However, as we noted in the
report, the JPO has yet to adopt a draft charter proposed at its first meeting
in April 2009. Moreover, the JPO cannot impose consensus on components
with opposing policy positions. Absent strong leadership from DQOJ to
resolve differences between the FBI and ATF, we believe the long history of
ATF and FBI competition over explosives-investigation activities is likely to
persist.

Further, in its response, DOJ identified the coordination efforts of the
Terrorist Explosive Devise Analytical Center (TEDAC) as an example of joint
coordination. We discuss TEDAC and contributions of the FBI and ATF to
TEDAC operations in Chapter V of the report, although the OIG questions the
applicability of the TEDAC experience because it has a unique,
interdepartmental intelligence mission rather than a law enforcement role.

DOJ’s response also stated that the "One DOJ” data environment is not
necessarily the best use of resources when it comes to consolidating
explosives databases. The OIG recognizes the opinions of the relevant user
community are important to consider in a decision on whether to consolidate
databases. However, we believe without evaluating the utility and feasibility
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of consolidating explosives databases, DOJ cannot make an informed
decision as to the best use of its resources. The HSPD-19 Implementation
Plan has the specific goal of making all explosives information systems
available on-line, including “developing the capability to share information
across DOJ and DHS systems to make the greatest possible amount of
information seamlessly available to users.” The OIG views database
consolidation as one possible outcome of the adoption of the "OneD0J” data
environment, which we were told during our audit was DQJ’s response to the
information-sharing requirements of HSPD-19. We also believe that DOJ
should consider consolidation to the extent that it can improve the
availability of database information.

Summary of Necessary Actions to Resolve the Report

As stated previously, we consider the 15 recommendations to be
unresolved until we receive specific information from DOJ (and ATF and the
FBI) of the specific measures that will be taken to address each
recommendation. The following describes the actions necessary to resolve
each recommendation.

1. Unresolved. This recommendation can be resolved when DOJ
specifies how and when it intends to implement new directives
delineating lead authority for explosives investigations between the
FBI and ATF.

2. Unresolved. This recommendation can be resolved when the FBI and
ATF confirm how and when they will issue protocols on joint
investigations of explosives incidents consistent with any new DQOJ
directives.

3. Unresolved. This recommendation can be resolved when DOJ
identifies when the Office of the Chief Information Officer will conduct
a follow-up study of database consolidation and “"OneDOQJ]” data
environment challenges relevant to explosives-information sharing.

4. Unresolved. This recommendation can be resolved when the FBI and
ATF specify when they will issue new guidance to appropriate
personnel to help ensure uniform, timely, and accurate data entry of
explosives incidents and cases into BATS.

5. Unresolved. This recommendation can be resolved when the FBI and
ATF identify how and when they will update the Memorandum of
Understanding outlining ATF participation, capabilities, and jurisdiction
for non-regulatory-type investigations on Joint Terrorism Task Forces.
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Unresolved. This recommendation can be resolved when ATF
specifies how and when it will reassess its staffing requirements to
prioritize increased participation of explosives experts on task forces
that respond to explosive crimes.

Unresolved. This recommendation can be resolved when ATF
identifies how and when it will prioritize remedial and new-user BATS
training for federal, state, and local users.

Unresolved. This recommendation can be resolved when ATF
identifies how it will reassess BATS and make BATS more user-friendly
(including requirements for usernames and passwords as well as the
extent of required explosives-incident information).

Unresolved. This recommendation can be resolved when DQJ
identifies how and when it will resolve any differences in curricula for
post-blast training provided by DOJ components.

Unresolved. This recommendation can be resolved when DQJ has
selected a single Department standard to certify canines, which should
be consistent with HSPD-19 requirements.

Unresolved. This recommendation can be resolved when DQJ
identifies and confirms that the Explosives Training Review Board, or
an equivalent group, will review the feasibility of consolidating ATF and
FBI explosives-training programs; develop a coordinated training plan
for all DOJ explosives-related efforts; assess the explosives-related
training needs of federal, state, and local explosives specialists; and
prioritize the provision of explosives training accordingly.

Unresolved. This recommendation can be resolved when the FBI and

ATF identify when and how they will implement a consolidated and
standardized DOJ-wide curriculum for post-blast training.
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Unresolved. This recommendation can be resolved when the FBI and
ATF identify how and when they will develop standardized render-safe
procedures for use in the Hazardous Device School (HDS) bomb
technician curriculum.

Unresolved. This recommendation can be resolved when the FBI and
ATF identify how and when they will coordinate and consolidate canine
training efforts for peroxide-based explosives.

Unresolved. This recommendation can be resolved when DQJ
identifies when the Explosives Laboratory Review Board, or an
equivalent group, will report on DQJ laboratory capabilities, including
the effect of TEDAC, and recommend the best allocation and use of
those resources.
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REDACTED - FOR PUBLIC RELEASE

THE FEDERAL BUREAU OF INVESTIGATION'S
FOREIGN LANGUAGE TRANSLATION PROGRAM

EXECUTIVE SUMMARY"

The Federal Bureau of Investigation’s (FBI) ability to translate foreign
language material is critical to the FBI counterterrorism, counterintelligence,
and criminal investigations. Without accurate and timely translations, the
FBI's ability to effectively investigate terrorist and criminal enterprises that
communicate in a foreign language is significantly hampered.

The FBI's Language Services Section (LSS) is responsible for
overseeing the FBI's Foreign Language Program (FLP), including managing
the FBI's translation efforts and the linguists who translate into Engiish the'
vast amounts of foreign language materiai that the FBI collects. The LSS is
also responsible for-coliecting and reporting data on the FBI’s collection and
review of material that is entirely in English. In fiscal year (FY) 2008 alone,
the FBI collected 878,383 hours of foreign ianguage and English only audio
material, 1,610,091 pages of text, and 28,795,212 eiectronic files.

Previous OIG Audits

In 2004 and 2005, the Department of Justice (DOJ) Office of the
Inspector General (OIG) completed audits-of the FBI's foreign language
translation operations. The 2004 audit found that the FBI had significant
backiogs of unreviewed audio material awaiting transiation that had been
collected in its highest priority cases. Additionally, we found weaknesses
within the FBI’s FLP that hindered the FBI's ability to review and translate
the counterterrorism and counterintelligence audio material it collected. In
addition, the FBI did not consistently adhere to its standards for reviewing
the work of its linguists.

The OIG’s 2004 audit contained 18 recommendations to the FBI for
corrective actions to improve its foreign translation operations, including
expediting implementation of the FLP’s automated statistical reporting
system, ensuring Language Program managers were provided information
on the relative priority of individual counterterrorism and counterintelligence
cases requiring translation services, enhancing foreign language translation

* The full version of this report includes information that the FBI considered to be
classified or law enforcement sensitive, and therefore could not be publitly released. To
create this public version of the report, the OIG redacted the portions of the full report that
the FBI considered classified or law enforcement sensitive, and indicated where those
redactions were made.

REDACTED - FOR PUBLIC RELEASE
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quality control procedures, and improving the processes for hiring and
screening prospective linguists.

The OIG’s 2005 follow-up audit found that while the FBI made some
improvement in several of these areas, significant deficiencies remained in
the FBI's FLP. The 2005 audit determined that the FBI's backlog of audio
material awaiting translation had increased since the 2004 audit, and that
the FBI was not prioritizing the translation of high priority material in
accordance with its.national priorities and its overall mission. The 2005
audit also concluded that the FBI needed to improve the management of its
linguist resources by developing linguist hiring goals and setting target
staffing levels.

OIG Audit Approach

This audit again evaluated the FBI's FLP and the FBI's progress in
improving its ability to timely translate foreign language material. The
primary objectives of this audit were to:

(1) determine the extent of the FBI's foreign language translation
backlog and the actions taken by the FBI to address the backlog of
material awaiting translation;

(2) assess the FBI's efforts to ensure the quality of its translated
material, particularly through compliance with FBI quality control
standards; and

(3) review the FBI’s linguist hiring process, as well as the FBI’s efforts
to ensure linguists timely receive the required security clearances,
introductory training, and hearing assessments.

In this audit, we reviewed FBI documents, records, and data pertaining
to its FLP since April 2005, including computer-processed data from the FBI's
audio collection systems and information on translation workload statistics,
quality control operations, and workforce planning. We interviewed FBI
officials from the Directorate of Intelligence, Assistant Directors for
Counterterrorism and Counterintelligence, and other management officials
and linguists at FBI headquarters and within the Language Services
Translation Center and FBI field offices in Miami, Florida; New York,

New York; and Washington, D.C.

Appendix I contains further description of our audit objectives, scope,
and methodology.

ii
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Results in Brief

Our audit found that the FBI reviewed 100 percent of the 4.8 million
foreign language text pages it collected for its counterterrorism,
counterintelligence, and criminal investigations between FYs 2006 and 2008.
However, we found that the FBI did not review 14.2 million (31 percent) of
the 46 million electronic files that it collected during this same period.! In
addition, for counterterrorism and counterintelligence operations between
FYs 2003 and 2008 and for criminal investigations between FYs 2005 and
2008, we found that the FBI did not review 1.2 million hours (25 percent) of
the 4.8 million audio hours it collected. Of this unreviewed material,

1 percent of the total unreviewed audio and text material and 72 percent of
the unreviewed electronic files was material entirely in English.

Significant portions of the FBI’'s unreviewed audio material were
collected for cases in its two highest-priority counterterrorism and
counterintelligence categories. Specifically, in FY 2008 the FBI reviewed the
foreign language collections in its highest priority counterterrorism and
counterintelligence cases. ‘However, the FBI did not review
740 counterterrorism audio hours collected.in English for its highest-priority
translation category. Additionally, the FBI.did not review 2,800
counterterrorism audio hours (including 300 English-only hours) and
150,000 counterintelligence hours (including 300 English-only hours) for
cases in its second highest-priority category. The FBI also had significant
unreviewed electronic file material for cases in the two highest-priority
categories. Not reviewing such material increases the risk that the FBI will
not detect information in its possession that may be important to its
counterterrorism and counterintelligence efforts. The FBI stated that it was
not able to review all high-priority material requiring translation due in part
to limited linguistic resources with proficiency in certain languages.

We also determined during our testing that two FBI field offices each
had one occasion-where it potentially collected material for counterterrorism
cases beyond the dates authorized by the Foreign Intelligence Surveillance
Act (FISA) Court. The FBI determined that one of these matters was
reportable to the President’s Intelligence Oversight Board.

In our previous two audits we reported that the LSS refines the

reporting of data on its backlog of unreviewed counterterrorism audio
material.” This refinement involves subtracting hours identified on its

! Text material irima’rili includes facsimile interceits and hard coii documents.
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collection systems as unreviewed material that the FBI does not believe
should be considered part of its backlog, such as more than one office
counting the same hours.in its backlog totals, hours of unreviewed material
for inactive cases that still exist on the collection systems, and hours for
collections that are entirely:in English and do not require translation. The
LSS has used these “refined” backlog totals to report to FBI management
and Congress on the FBI’s backlog of unreviewed counterterrorism foreign
language -audio material.

We concluded that the FBI cannot accurately determine the amount of
foreign language material it collects and reviews because it lacks a
consolidated collection and statistical reporting system. Additionally, in.our
analysis of FLP monthly workioad reporting that the LSS uses to obtain
comprehensive data on collected and reviewed material, we found
inconsistencies between collected and reviewed totals reported-to the LSS by
the field offices compared to the totals reported by the LSS.. These
inconsistencies prevent the LSS from-accurately evaluating the FLP’s ability
to review collected foreign language material and affects its efforts to
accurately assess the FLP's resource needs. The FBI stated that some of
these inconsistencies are the result of field offices not resubmitting a
corrected report. However, we also identified data entry errors made by LSS
that resulted in‘incorrect monthly collected and reviewed figures. Until the
FBI develops a reliable, automated means of tracking the amount of material
collected and reviewed, we believe the LSS needs to improve its procedures
for producing accurate data.

Quality control of translations is essential for the FBI to ensure that-its
linguists accurately translate collected counterterrorism, counterintelligence,
and criminal investigative material. Following a recommendation in our
2004 audit, the FBI created the Quality Control Standards Unit; dedicated to
managing the FLP’s quality control efforts. We noted significant
improvements in some aspects of quality control, but we also identified
continued deficiencies in the management and oversight of the quality
control process that can adversely affect the accuracy and reliability of FLP
translated material. Specifically, we found that the FBI should improve its
internal controls to ensure that its.linguists only transiate and its Certified
Quality Control Reviewers only review material in languages and genres in
which they were certified.? The FBI also did not regularly follow up Not
Satisfactory quality control reviews with required follow-up reviews, and did
not consistently perform quality control reviews of its experienced linguists

? Genres represent the type of translation performed by linguists. ‘The five primary
genres for translation are audio-summary, audio verbatim, document summary, document
verbatim, and no reportable intelligence.
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in accordance with FBI policy. These deficiencies increase the potential for
inaccurate translations and for useful intelligence to be overiooked during
the translation of foreign language material.

Since our 2005 audit, the number of linguists has decreased from
1,338 in March 2005 to 1,298 in September 2008. As in our previous audits,
we found that the FBI failed to achieve its linguist hiring goals for critical
languages. In FY 2008, the FBI only met its hiring target for 2 of the
14 critical languages for which it set goals. Failure to meet its hiring goals
affects the FBI’s ability to translate all of its collected material and hampers
its efforts to reduce the backlog of unreviewed material.

As we found in our previous audits, the significant time it takes the FBI
to hire contract linguists and convert contract linguists to permanent FBI
employees contributes to the FBI's hiring shortfalls. We determined that
from FYs 2005 through 2008 it took the FBI about 19 months to hire a
contract linguist, an increase from the 16 months we found in our 2005
audit. Similar to our previous audits, the longest periods of time in applicant
processing were the security clearance adjudication processes and
proficiency testing. On average, the security clearance vetting process for
applicants took an average of 14 months to complete, while the language
proficiency testing process took an additional 5 months.

We also determined that 70 percent of FBI linguists in the field offices
we tested did not attend the FBI's required training course for new linguists
within 1 year of the date they entered on duty, as required by FBI policy.
Moreover, the FBI does not require contract linguists to attend this training,
and therefore many contract linguists did not receive important instruction
on translation standards, FBI operations, and other facets and functions
intimate with FBI linguist duties.

In our report, we make 24 recommendations to assist the FBI in
improving its management of the FLP and its ability to accurately and timely
review materials collected for its counterterrorism, counterintelligence, and
criminal investigative operations.

Our report contains detailed information on the full results of our
review of the FBI's FLP and its ability to manage and review the material it
collects. The remaining sections of this Executive Summary provide more
detail on our audit findings.
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Unreviewed Material

The FBI collects material for its counterterrorism, counterintelligence,
and criminal investigative operations in audio (including video), text, and
electronic formats. Our 2004 and 2005 audits found that the FBI had
unreviewed foreign language material collected during FBI counterterrorism
and counterintelligence operations. In this audit, we again analyzed the
FBI’s ability to review its collected counterterrorism and counterintelligence
material. In addition, we added to this review an analysis of materials the
FBI collected for its criminal investigations.

The LSS generates a consolidated monthly report on the total amount
of material collected and reviewed in the three collection formats ~ audio,
text, and electronic file. In the 4™ quarter of FY 2005, the FBI started to
separately track its collection and review of text and electronic material.’
Consequently, we analyzed text and electronic file data for FYs 2006 through
2008. As shown in Exhibit 1, during our testing periods the FBI collected
4.8 million hours of audio material, 4.8 million text pages, and over
46 million electronic files. We determined that the FBI reviewed more than
100 percent of the text pages it collected.” However, it did not review
25 percent of the audio material and 31 percent of the electronic files it
collected. We recognize that not all collected material yields valuable
intelligence and that not all collected material may need to be reviewed.’
However, without reviewing the material, the FBI cannot determine whether
collected material represents critical intelligence information. In fact, FBI
policy requires a review of all counterterrorism material and all its highest
priority counterintelligence material.

* Through quarter 3 FY 2005, the FBI tracked text and electronic file collections
together in its text collection category.

* As discussed below, the reason for the FBI reviewing more text pages than it
collected during this period could be attributable to the FBI reviewing a backlog of material
from previous years or the FBI reviewing materials more than once.

° The FBI’s collection systems cannot reliably filter our “white-noise” and
unintelligible audio.
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operations. But for its counterterrorism and counterintelligence operations, -
the FBI's unreviewed English-only material included a backlog of almost
5,000 audio hours, approximately 500 text pages, and nearly 10 million
electronic files, including material for the FBI’s 2 highest priority
counterterrorism and counterintelligence cases. Overall, the unreviewed
English-only material constituted 1 percent of the FBI’s total unreviewed
audio and text material and 72 percent of all unreviewed electronic files.

The FBI does not have a procedure for ensuring that its English-only
counterterrorism and counterintelligence material was reviewed. We believe
the FBI needs to develop a process for ensuring that its collection of English-
only material is reviewed on an ongoing basis, especially for its high-priority
counterterrorism and counterintelligence operations.

The following sections discuss the FBI's collection and review of
material according to the type of material collected.

Audio Material

The FBI collects audio material primarily through wiretaps and other
electronic surveillance techniques. As shown in Exhibit 2, from FYs 2003
through 2008 for counterterrorism and counterintelligence operations and
from FYs 2005 through 2008 for criminal investigations the FBI collected
over 4.8 million hours of audio material.® Approximately 3.8 million hours
(78 percent) were collected for FBI counterintelligence operations, 780,000
hours (16 percent) for counterterrorism operations, and 260,000 for criminal
investigations. In total, the FBI did not review 25 percent of the collected
audio material, including almost 47,000 hours of counterterrorism material
and-over 1.1 million hours of counterintelligence collections.

® we incorporated in this review the FYs 2003 and 2004 counterterrorism and
counterintelligence data from our previous report. We did not review criminal investigation
data in our 2004 and 2005 audits, and therefore we reported only on FYs 2005 through
2008 criminal investigation data in this review.
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reviewed material for its higher priority cases before its lower priority cases.
The FBI also provided workload data for two languages in which it has
limited resources showing that higher priority material in these languages
was reviewed while lower priority material was not. As discussed in

Finding IV, the FBI's failure in meeting hiring goals.in critical languages
contributes to its inability to review collected material, including material
collected for its second highest priority cases.

In our 2004 and 2005 audits, we discussed that the FBI reported
“refined” amounts for its backlog of unreviewed audio material. - This
refinement process entails subtracting hours identified on its collection
systems as “unreviewed” or “needs further review” that the FBI does not
consider to be part of its backlog. For example, the FBI subtracts hours that-
it believes more than one office has counted in its backlog total, hours of
unreviewed material for inactive cases that still exist on the collection
systems, and hours for collections that are entirely in English and do not
require translation. The FBI derives its refined totals using information from
only one of its audio collection systems - Collection System A. The FBI does
not include data on material contained on other collections systems.

As shown in Exhibit 3, we stated in our previous audits that the FBI's
reported totals for its backlog of unreviewed counterterrorism audio material
(derived from Collection System A) was 4,086 hours in April 2004 and 8,354
hours in March 2005. 'In this audit, we found that as of September 30,
2008, Collection System A data indicated that the backleg of unreviewed
counterterrorism audio material was 13,814 hours. However, the LSS
further refines the Collection System A backlog totals by subtracting audio
hours that it believes are incorrectly included in backlog statistics. The FBI
stated that the refined backlog of unreviewed counterterrorism audio
material as of September 2008 was 4,770 hours, rather than the
13,814 hours identified in Collection System A. This refined figure is what
the LSS reports to FBI senior managers and to Congress as the FLP backlog
of unreviewed counterterrorism audio material.
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When we analyzed FY 2008 FLP monthly translation workload data, we
found that the FBI translated all 1,200 hours of audio material collected for
its highest priority counterintelligence cases. However, the FBI had about
150,000 hours of unreviewed audio material - including 300 hours of
English-only materiat — for its second highest priority cases, which
constituted 21 percent of the 700,000 counterintelligence audio hours it
collected during FY 2008."" We found that as of September 2008 the
amount of unreviewed counterintelligence audio material on Collection
System A was 84,355 hours.” The FBI told us that as of June 5, 2009, it
determined the amount of unreviewed counterintelligence audio material on
Collection System A was 25,258 audio hours.

Criminal Investigative Audio Material

We did not examine foreign language translation data for FBI criminal
operations in our previous audits. We added this topic to the current audit
to provide a more comprehensive perspective on the FBI's translation
workload and performance.

According to FBI monthly translation workload reporting, from FYs
2005 through 2008 the FBI collected 261,248 hours of foreign language
audio material for its criminal investigations. During this same period, FBI
data shows that it reviewed 266,271 hours of criminal investigation audio
material. The FBI offered explanations for why the data showed that it
reviewed more material than it collected, including material collected before
FY 2005 and reviewed in the last 3 fiscal years,.and field offices potentially
duplicating review totals for certain collections.

—

1 About 300 hours were unreviewed English-only material.
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FBI must cease surveillance. Any collection beyond the expiration date of
the FISA court order Is a violation of the FISA order and is considered an
“overrun.”'? Instances of potential overrun must be immediately reported to
the FBI Office of the General Counsel, which decides whether the overrun
should be reported to the President’s Intelligence Oversight Board.'?

During our audit, we reviewed a sample of 110 FLP files at FBI field
offices in Miami, New York, and Washington, D.C. During this review, we
found one instance of a potential FISA overrun at one field office and one
instance of an overrun at another field office. In June 2009, the FBI's Office
of the General Counsel determined that one field office’s overrun should be
reported to the Intelligence Oversight Board.

In September 2008, one of the field offices told us that it agreed with
our assessment of a potential overrun. However, in June 2009 the FBI
informed us that it no longer considered this an overrun. The FBI stated
that it believes the calls that were collected were initiated by telemarketers
who waived their privacy rights by making the call. However, the FBI
collected several minutes of calls on lines on which a FISA court judge
ordered it to cease collecting material and in which the FBI field office
believed was an instance of a potential overrun. The FBI must ensure that it
does not collect on lines for which it does not have active FISA authorization.

Workload Monito‘ring and Reporting

The FBI still does not have an automated means for assessing the
amount of audio, text, and electronic file material that it collects and
reviews. The FBI had Collection System B that was planned to replace the
interim system called Work Flow Manager. Instead, the FBI decided that it
would consolidate the following three systems due to their similar
functionalities:

e Collection System B - This system supports the sharing and analysis of
collected electronic files.

2. 1n our report we make a distinction -between “overrun” and “over-collection.” An
“overrun” refers to investigative activity conducted outside the time period of the FISA court
order or outside the authorized period of investigative activity, which may involve the
collection of unauthorized information. An “over-collection” refers to information gathered
within the authorized time period of the FISA court order but outside the scope or intent of
the order.

3 Executive Order 12863 designates the Intelligence Oversight Board as a standing
committee of the President’s Foreign Intelligence Advisory Board and directs the Intelligence
Oversight Board to inform the President of any activities that may be unlawful or contrary to
Executive Order or Presidential Directive.
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+ Collection System C - This system is a smaller version of Collection
System B that supports the collection and analysis of electronic files.
As noted below, Collection System B and Collection System C were
consolidated in February 2009 to maintain identical data.

e Collection System D — The FBI uses this system for electronic media
extraction.

As of February 2009, the FBI had consolidated Collection Systems B
and C, and FBI officials said their long-term plan is to consolidate Collection
System D, the third system. However, we determined this consolidated
system will include Collection System A, which as mentioned previously
contains 70 to 80 percent of the FBI's collected audio materiai.

In the absence of an automated statistical mechanism for determining
its collection totals and performance in reviewing collected material, the FBI
continues to-collect data monthly from field offices on the amount of
material it collected and reviewed.- However, these workload monitoring
practices do not produce comprehensive, accurate, and verifiable data on
FLP collection totals and the backlog of unreviewed material. These
practices aiso prevent the LSS from accurately evaluating the FLP’s ability to
review all collected foreign ianguage material and hinder its efforts in
determining the program’s resource needs.

Quality Control Program Practices

Quality control practices are essential to ensuring the accuracy of the
FBI's translations of collected foreign language material. In 2005, the LSS
began monitoring nationwide compliance with the FBI’s FLP quality control
requirements through its quality control program. Additionaily, that same
year the LSS created the Quality Control Standards Unit (QCSU)as a
dedicated unit to manage FLP quality control efforts. These changes heiped
formalize the FLP’s quality control program and enhanced the oversight of
the FLP quality control requirements by the LSS.

Linguist Assignments

FBI linguists should translate only in the genre — summary or
verbatim - and the languages in which they have been formally tested and
deemed proficient by the FBI’s Language Testing and Assessment Unit. We
analyzed FLP records and data for July 2005 through June 2008 to determine
whether the FBI was assigning linguists to review only material in which they
were certified. Of the 414 linguists within the four field offices we visited,
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we found that 4 linguists performed 7 translations in languages in which
they were not certified to translate. All seven of these translations received
Satisfactory quality control ratings.'* .

In addition, monitors - linguists with lower-proficiency scores — are
only authorized to perform summary translations, except for in exigent
circumstances requiring an immediate verbatim translation. ‘In our analysis
of the FLP’s records and data for July 2005 through June 2008, of the 467
linguists classified as monitors, we found 69 occurrences where 43 monitors
performed verbatim translations, which are not permissible according to FBI
policies. Only 5 of these 69 occurrences resulted in Not Satisfactory quality
control ratings. However, translations performed by ineligible linguists
increase the potential that valuable intelligence will be overlooked during
translations.

In October 2008, the LSS Section Chief told us that the FBI is
developing a database that will assist the FBI in assigning translation work
to linguists. She also stated that upon its implementation the database will
limit the linguist assignments to the linguist’s approved language proficiency.
As of February 2009, the linguist tasking phase of the proposed database
remained under development. Until this database is implemented, however,
the FBI must ensure that linguists are only assigned tasks for which they are
qualified to translate.

Certified Quality Control Reviewers

A Certified Quality Control Reviewer is a linguist approved to perform
quality control reviews for other linguists’ work. Before being approved as a
Certified Quality Control Reviewer, linguists must attend a certification
workshop, pass-the workshop exam, and be satisfactorily reviewed in the
genres of translation (summary and verbatim) that they will be reviewing.
Since our 2005 audit, the number of Certified Quality Control Reviewers
increased from 100 reviewers to 342 as of September 2008. We reviewed
LSS records of quality control reviewers and found that all reviewers had
attended the required certification workshop and passed the exam.

However, we found several instances where Certified Quality Control
Reviewers performed reviews in languages and genres for which they were
not certified. Specifically, when we tested FLP quality control records of all
Certified Quality Control Reviewers between July 2005 and June 2008, we
found 173 instances, including 55-instances (32 percent) in FY 2007 and

4 In addition, we found 35 instances where 11 linguists were identified as
translating in languages they were not authorized to translate.
xviii
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26 instances (15 percent) in the first 3 quarters of FY 2008, where reviewers
performed quality control reviews in languages they were not certified to
review, Additionally, we found 14 instances where individuals other than
Certified Quality Control Reviewers were performing quality control reviews,

In addition, we assessed whether Certified Quality Control Reviewers
were certified to review the genres of translations they were assigned
between July 2005 and June 2008. We found 612 instances where 341
reviewers reviewed translations for which they were not certified, such as a
linguist certified to.review only document summary translations that
performed a quality control review of an audio verbatim translation. Of the
612 instances, Not Satisfactory ratings were assigned to linguists for 73 of
the reviews.

Of the 414 linguists we tested in the 4 field offices we visited, we
found that 71 Certified Quality. Control Reviewers were approved to perform
translations in genres for which they did not receive Satisfactory reviews,
such as being approved to perform a quality control review in the audio
verbatim genre without ever having been satisfactorily quality control
reviewed in that genre themselves. Certified Quality Control Reviewers not
being appropriately certified to review assigned translations detracts from
the overall effectiveness of the quality control program and may diminish the
LSS’ understanding of the need for linguist training and mentoring. We
recommend that the LSS improve its monitoring of the quality control
program to ensure that supervisors are appropriately ‘assigning quality
control reviews to Certified Quality Control Reviewers.

Quality Control Program Reviews

The FLP’s quality control program helps to ensure that linguists
accurately translate collected material, which is essential to enhancing FBI
counterterrorism, counterintelligence, and criminal operations. It is
important that quality control reviews are performed in a timely fashion, and
by linguists who are certified to assess the quality of the translations being
reviewed. The FBI revised its 2004 FLP quality control policy in 2007 to
more clearly define quality control requirements for ensuring that the quality
control review process is a systematic method for monitoring translations
rather than a purely subjective assessment by the reviewer.

According to the LSS quality control policy, the FBI performs quality
control reviews of all translated material being disseminated outside the FBI,
such as material being used-in court proceedings.: Additionally, the FBI's
quality control program requires routine reviews of all its linguists.
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We found that 167 experienced linguists had not received quality
control reviews in FYs 2006 and 2007. While the FBI improved its
compliance with quality control requirements over the last 3 fiscal years, we
identified 33 linguists who were due to have quality control reviews during
the first 3 quarters of FY 2008 who did not receive them. Moreover, we
identified 19 linguists who never received a quality control review between
FY 2006 and June 2008. While the QCSU does monitor quality control
reviews, our findings for the four offices we visited indicate a need for the
FBI to continue improving its management and monitoring of the quality
control program. QCSU and field-level FLP supervisors must remain diligent
in their efforts to monitor the need for quality control reviews of experienced
linguists.

Not Satisfactory Ratings

The quality control review process requires supervisors at field offices
nationwide to coordinate with each other to ensure that quality control
reviews of linguists are performed in a timely fashion. The objective of the
review process is to determine whether linguists are performing translations
at a satisfactory level. The FBI uses Not Satisfactory ratings for the
purposes of taking corrective action to remedy errors in translations and
ultimately improving the ability of linguists to perform accurate translations.

According to the Quality Control Quarterly Compliance reports,
approximately 10 percent of the 8,244 quality control reviews performed
between July 2005 and June 2008 resulted in Not Satisfactory ratings.
Additionally, our review of FLP quality control records revealed that
47 (53 percent) of the 89 Not Satisfactory reviews were not followed up with
subsequent reviews at the 4 field sites we visited, as required by FBI policy.
Therefore, linguists whose work was determined to be below standard for
translation were allowed to continue translating material.

Linguist Workforce

The FBI hires permanent employees as linguists and also hires
contract.linguists to provide foreign language services for FBI operations. In
our 2004 and 2005 audits, the FBI had increased the number of full-time
linguists — both permanent FBI employees and contract personnel — from
1,214 linguists in April 2004 to 1,338 linguists in March 2005, as shown in
Exhibit:8. In this audit, we determined that despite a significant increase in
collected material in the past several years, the FBI experienced a decrease
of 40 linguists since 2005. As of-September 2008, the FBI had 1,298
linguists assigned to the various FBI field offices worldwide, with contract
personnel comprising 60 percent of the FY 2008 linguist workforce.
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We found during this audit that the FBI continued to fall short of most
of the linguist hiring goals it established for critical languages. In FY 2006,
the FBI only met 17 of 42 hiring goals for languages with established goals.
In FY 2007, the FBI met its target for only 38 percent of the languages for
which it set a goal. In FY 2008, the FBI set hiring goals for only 14
languages, and met the hiring targets for only 2 of these languages.

LSS officials said that its funding limitations prevented the FBI from
implementing practices to improve its hiring process, such as technology
improvements and the use of third-party testing centers. Further, LSS
officials told us that rigorous foreign language proficiency testing and
security vetting process, competition with other intelligence community
agencies for linguist resources, and limited staffing resources to process
applicants more efficiently contributed to their inability to meet hiring goals.

During our 2005 audit, we reported that it took the FBI about
16 months to hire a contract linguist. In this audit, we tested FBI contract
linguist hiring data for October 1, 2004, through May 29, 2008, and found
that the FBI's average time to-hire a linguist had increased on average to
19 months. The language proficiency testing process took the FBI an
average of 5 months to complete, while the FBI averaged 14 months to
complete the background security adjudication process for linguist
applicants.

In addition to long processing times for hiring contract linguists, we
found that it took the FBI 9 months to convert contract linguists into
permanent FBI employees.!> In these cases, the background security
adjudication process took an average of 7 months to complete.

Linguist Security Clearance Adjudication and Training

Because linguists are involved in translating sensitive material -
important to the FBI's counterterrorism, counterintelligence, and criminal
investigative effort the FBI requires linguists to maintain Top Secret security
clearances.'® The FBI interprets current Intelligence Community Policy
Guidance to give the FBI 7 years from the date of an individual’s previous

1S We did not review this conversion process during our previous audits and
therefore did not determine whether this time period has also lengthened.

'8 However, not all contract linguists used by the FBI are vetted for security
clearances. Contract linguists who.provide periodic translations for criminal matters only
are provided escorted access and no security. clearance is required. These linguists do not
have or require access to classified information.
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security clearance adjudication to complete a reinvestigation in order to
renew a security clearance. .However; the DOJ’s Security and Emergency
Planning Staff - the DOJ authority for security matters - believes the FBI
must comply with Executive Order 12968 and DOJ security policy, which
require security clearance reinvestigations to be initiated every 5 years.

Since our 2005 audit, the FBI has replaced its 4-day Training for New
Linguist course with a 2-week Language Analyst Specialized Training (LAST)
course. According-to the FBI policy, all new FBI linguists are required to
take LAST training within 1 year of the date they entered on duty. FBI
officials said they attempted to train as many contract linguists as possible,
but does not require its contract linguists to attend LAST training. We
examined training records for FBI and contract linguists assigned to the four
field offices we visited who had worked at the FBI for more than 1 year. We
found 125 (70 percent) of 178 FBI linguists and 115 (48 percent) of 238
contract linguists had not attended a Training for New-Linguist or LAST
training course. The FBI provided several reasons why both FBI-and
contract linguists-had-not taken one of the initial linguist training courses.
For example, individuals who were experienced linguists upon hire were not
subject to the requirements and some linguists were unable to travel due to
operational responsibilities or personal obligations.

The LAST training benefits FBI and contract linguists by providing
instruction on areas such ‘as FBI translation standards, quality control
policies, principles of translation and interpretation, and the FBI’s collection
and data systems. Linguists not trained in general translation standards and
FBI processes and-policies can affect the overall quality of translations and
hinder the FBI's efforts to reduce the backlog of unreviewed foreign
language material.

Conclusion and Rec

The FBI coliects large amounts ‘of foreign language audio, text, and
electronic materials in the course of conducting its counterterrorism,
counterintelligence, and criminal investigative operations. Its ability to
timely review and accurately translate this material is critical for the FBI to
perform its mission effectively. ) .

We found that the FBI reviewed all of the text material it collected
between FYs 2006 and 2008. By contrast, the FBI had a significant backlog
of unreviewed electronic material and did not review 31 percent of the
electronic files it collected during this same period. “Additionally, the FBI did
not review 25 percent of the audio material it collected for counterterrorism
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and counterintelligence operations between FYs 2003 and 2008 and for
criminal investigations between FYs 2005 and 2008.

Since the time of our first reviews of the FLP, the total amount of
unreviewed audio material increased from 8,600 hours in FY 2003 to almost
47,000 hours by the end of FY 2008 for counterterrorism operations and
from about 218,000 hours to nearly 1.2 million hours for counterintelligence
operations. ‘Moreover, we determined that the backlog of unreviewed
material included collections in cases within the FBI's highest priority
counterterrorism and counterintelligence investigations.

The FBI still lacks an accurate and comprehensive means-of monitoring
its collection workload and its performance in reviewing collected material.
Without a consolidated collection and reporting system, the FBI.must rely on
monthly workload reporting from FBI field offices for determining the
amount of material it has collected and reviewed. However, we found that
data reported by the field to the LSS often does:not match the figures
reported by the LSS due to data entry errors and revisions made by the LSS.
We believe the LSS needs to improve its:-procedures for producing and
reporting accurate data on its foreign language translation program and
backlog.

The FLP quality control program-helps to ensure the accuracy of
translated material. Our audit found that the FBI has improved its quality
control over the FLP since our previous reviews by instituting a tracking
system capable of monitoring nationwide compliance. -However, we found
that the FBI did not ensure that its linguists -and. Certified Quality Control
Reviewers were performing translations and quality control reviews only in
languages and genres in which they were certified. We also determined that
the FBI did not consistently follow up Not Satisfactory quality control ratings
with the required subsequent quality control-reviews, We recommend that
the FBI improve its monitoring of linguist and Certified Quality Control
Reviewer assignments and its oversight of quality control review results and
scheduling. . : :

- We found:during this audit, as we did-in our 2004.and 2005 reviews,
that the FBI did not meet its critical-language linguist hiring goals for FYs
2005 through 2008. As a result, the number of linguists decreased from
1,338 to 1,298 between:FYs:2005 and 2008. We also found the linguist
hiring ‘process to.be slow, and the average time it took to-hire a contract
linguist increased from 16 months in our last audit to 19 months in this
audit. Failing to hire an adequate number of:linguists in a timely manner
adversely affects the FBI's ability to manage the growing translation
workload and reduce the current backlog of unreviewed material.
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In this audit, we made 24 recommendations to assist the FBI in
improving the management of its FLP and for ensuring the review of
collected audio, text, and electronic file material. These recommendations
include developing a reliable means of assessing its collection workload and
backlog of unreviewed material; improving its oversight of the FLP quality
control program; and implementing measures to help ensure that linguists
and Certified Quality Control Reviewers are assigned to translate and review
translations in languages and genres in which they are certified.
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INTRODUCTION

The translation of foreign language audio material, written information,
and electronic material is crucial to the Federal Bureau of Investigation’s
(FBI) counterterrorism and counterintelligence missions, as well as to its
criminal investigative operations.  Without accurate and timely transiations,
the FBI'’s ability to effectively investigate terrorist and criminal enterprises
that communicate in a foreign language is significantly hampered.

The Department of Justice (DOJ) Office of-the Inspector. General (0IG)
previously completed two audits of the FBI’s foreignlanguage transiation
operations.17 Our initial 2004 audit found weaknesses in the FBI's Foreign
Language Program (FLP) that undermined the FBI's ability to review and
translate counterterrorism and counterintelligence material it collected. In
addition, we found that the FBI did not comply with its own standards for
ensuring the quality of translations performed by its linguists.

The OIG conducted a follow-up audit in 2005 which found that the FBI
had made some improvement in its foreign ianguage transiation-program,
but that deficiencies in the management of the program persisted.
Specifically, the 2005 audit found that the FBI’s backlog of material awaiting
translation had increased from 2004 to 2005 and the FBI was not prioritizing
the translation of collected foreign language material. We also concluded
that the FBI needed to improve its linguist work force management,
including developing hiring goals and setting target staffing levels.

The 2004 audit contained 18 recommendations to help the FBI
improve its foreign language translation efforts; our 2005 audit made no
additional recommendations to the FBI. The FBI. stated that it agreed with
our recommendations and would take action to address them.

Following these audits, the FBI provided information demonstrating
actions it had taken to address our recommendations. Based on this written
information, we closed the 18 recommendations as of October 13, 2006.
However, we decided to conduct this follow-up audit to reassess the
performance of the FBI's foreign language translation program.

17 U.S. Department of Justice Office of the Inspector General, The Federal Bureau of
Investigation’s Foreign Language Program - Tr lation of Counterterrorism and
Counterintelligence Foreign Language Material, Audit Report 04-25 (July 2004) and OIG,
Federal Bureau of Investigation’s Foreign Language Translation Program Follow-up, Audit
Report 05-33 (July 2005).
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their judgment when reading or listening to foreign language materials to
identify information with potential intelligence value and provide that
information to an agent or analyst responsible for the case.

Linguists listen or read thousands of hours of audio conversations and
thousands of pages of documents in retrieving intelligence information in
foreign languages. Although some intelligence is obvious, often information
with intelligence value can be subtle because the parties.to the conversation
may suspect they are being monitored. In these cases in particular,
linguists must have high standards of language proficiency and cultural
knowledge to decipher coded messages.

Linguist Pool

The linguist pool:consists of permanent FBI employees (Language
Analysts and FLP:Monitor Analysts).and contracted personnel (Contract
Linguists and Contract Language Monitors).” Collectively, these four
categories of linguist personnel are responsible for the transiations of
collected foreign language material.

As reported in our July 2004 audit report, the number of permanent
FBI employees and contract personnel working as linguists increased from
1,214 in April 2004 to 1,338 linguists in March 2005. As of September
2008, the FBI had 1,298 linguists (502 FBI employees and 796 contract
personnel) assigned to FBI headquarters, field offices, and legats worldwide.

As shown in Exhibit 3, over 60 percent of the FBI's linguist workforce
is contract personnel.

6
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To accomplish our objectives, we conducted fieldwork at FBI
headquarters and at FBI field offices in Miami, Florida; New York, New York;
and Washington, D.C. We interviewed the Director of the FBI's Directoraté
of Intelligence, LSS Section Chief, LSS Unit Chiefs, field office management,
and other FBI personnel and linguists involved-in the FLP. We also reviewed
program documents and analyzed records and collection system data. Our
audit generally covered the period of April 2005 through September 2008,
and where appropriate we analyzed the FBI’s progress since our 2004 and
2005 audits.

To assess the FBI's progress in reducing its backlog of unreviewed
foreign language material, we analyzed FLP counterterrorism,
counterintelligence, and criminal workload data. Through these analyses we
determined the.amount of unreviewed audio, text, and electronic file
material. Additionally, we assessed whether the FBI managed its FLP
resources to address its highest priority matters. . We also interviewed LSS
and Operational Technology Division officials regarding current and future
plans for enhancing collection systems used by the FLP. The results of
these efforts are discussed in Findings I and II of this report.

Finding III contains our discussion of the FBI's efforts to ensure the
quality of its foreign language translations. Specifically, we analyzed the
FBI's practices for assigning linguists to translate material in languages in
which they have tested proficiently. Additionally, we assessed the FBI's
compliance with its quality control program-policies and procedures,
examining quality control reviews for the four field offices we visited,
determining whether the FBI followed its quality control processes, and
analyzing the eligibility of Certified Quality Control Reviewers to perform
quality control reviews.

To meet its foreign language translation needs, the FBI must maintain
a sufficient and qualified linguist workforce. In Findings IV and V, we
analyze the FBI’s efforts regarding. workforce planning, training, security
clearances, and hearing ability. We also assessed the FBI's ability to meet
FLP hiring goals-and staffing level targets. In addition; we analyzed FBI
records to determine whether the FBI:. (1) provided linguists with basic
linguist training; (2) ensured linguist personnel maintained requisite security
clearances, and (3) verified the hearing ability of its linguists.

A more detailed discussion of our scope and methodology can be
found in Appendix I.

12
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Translation Workload

Each month the LSS compiles data submitted by field offices on the
amount of material the FBI collected and reviewed as part of its
counterterrorism, counterintelligence, and criminal investigative operations.
The LSS generates agency-wide statistics on collected and reviewed. material
according to the type of material: (1) audio (including video), (2) text, and
(3) electronic files.?

Included:in the monthly reporting are data for collections in a foreign
language and for collected material entirely in English.>* While the LSS is
not responsible for reviewing English-only material, it is required to include
English-only material in its reporting to FBI senior managers on the total
amount of material-collected and reviewed by the field offices. The LSS is
responsible for the overall management of the FLP and the review and
translation of foreign language material. The FBI's operational.components,
mainly its field offices, are responsible for reviewing collected material in
English. Unless specifically noted, data presented throughout this report on
the FBI’s ability to review its collected material includes both foreign
language and English-only material. However, we highlight in our discussion
instances where portions of unreviewed material involved collections entirely
in English.

In our previous audits, we found that the FBI's workload reporting
process did not produce accurate statistics. As we discuss in Finding II, we
found in this audit several inconsistencies between the figures reported from
the field and the finalized translation workload statistics determined by the
L5S.% However, we determined that the statistics developed by the LSS -
while not completely accurate - are the most comprehensive data the FBL
maintains on the material it collects.and reviews. - Despite its limitations, the
FBI uses this data to develop FLP workforce plans, assess collection trends,
and allocate FLP linguistic resources.

2 The FBI did not differentiate between text pages and electronic files in the 2004
and 2005 audits. .

24 The LSS tracks the FBI's efforts in collecting and reviewing all material, including
collections entirely in a foreign language, in both a foreign language and English, and
entirely in English.

25 we discuss later in Finding II our testing of the FBI's monthly workload reporting.
14
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Total Unreviewed Material

We analyzed the data from the FBI's monthly workload reporting to
determine the FBI's backlog of unreviewed material for FBI counterterrorism
and counterintelligence operations from FYs 2003 through 2008.
Additionally, for this review we analyzed data on audio collected and
reviewed for criminal investigations from FYs 2005 through 2008. In the
4™ quarter of FY 2005, the FBI began tracking its collection of electronic files
in a separate category; previously these collections were included in its text
collection figures. Consequently, we focused our review of text and
electronic file material for FYs 2006 through 2008.

As shown in Exhibit 7, our analysis of the FBI's monthly reporting data
found that for all its operations the FBI collected 4.8 million hours of audio
material, 4.8 million text pages, and over 46 million electronic files during
our testing periods.

Overall, the FBI was able to review all of the text pages it collects, but
it did not review all of the audio and electronic files. Specifically we found
that the FBI reviewed more text pages than it collected from FYs 2006 to
2008, an outcome we attribute to its review of a backlog of material from
previous years. However, we determined that the FBI did not review
25 percent of its collected audio material and 31 percent of its electronic files
material during these periods. We recognize that not all coliected material
yields valuable intelligence and that not all collected material may need to
be reviewed.?® However, without reviewing the material, the FBI cannot
determine whether coliected material represents critical intelligence
information. In fact, FBI policy requires that all counterterrorism material
and all its highest priority counterintelligence material be reviewed.

Using the FBI's formula for estimating the number of hours required to
review its collected material, we determined that it would require 1.4 million
hours in order to review the unreviewed audio, text, and electronic file
material shown in Exhibit 7.2’ This equates to 100 linguists and other
personnel working 40 hours a week for aver 7 years in order to review and
translate the unreviewed material.

2 The FBI's collection systems cannot reliably filter our “white-noise” and
unintelligible audio.

27 The LSS Metrics Manual formula estimates 1 hour of linguist work to translate
50 pages of electronic files.
15
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During the period examined in our two previous audits, the FBI
expected material for its highest-priority counterterrorism cases to be
translated within a 24-hour timeframe. - The current policy — dated
November 29, 2005 - states that the goal of the FLP is to translate Tier 1
counterterrorism material in'a 24-hour timeframe, but if the translation
cannot be performed within 24 hours, it should be completed when a linguist
is available to translate the collected material. We believe the FBI should
continue to ensure that its highest priority counterterrorism cases are being
translated within 24 hours.

For all other counterterrorism and counterintelligence operations in
any tier, the FBI’s goal is to review material as soon as reasonably possible
based on tier level and guided by FBI.investigative priorities, U.S.
intelligence priorities, and case priorities as directed by the investigative
program managers.

During our 2004 and 2005 audits, we found that the FBI was not
translating all of its highest priority material within 24 hours. In this review,
we found that the FBI was still unable to translate all of its Tier:1
counterterrorism audio material within 24 hours.: As shown in Exhibit 9, the
Tier 1 High backlog of unreviewed audio material increased each month from
May through September 2008, evidencing that the FBI was not reviewing alt
of its highest priority counterterrorism audio material within its goal of
24 hours. .

18
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Our analysis of the FBI's monthly translation workload reports show
that the FBI accrued over 8,100 hours of unreviewed counterterrorism audio
hours in FY 2008. We determined that over 2,000 of the 8,100 hours were
English-only material.- As shown in Exhibit-12, 740 (9-percent) of these
unreviewed hours were for Tier 1 High cases — the FBI’s highest priority
designation. However, all the unreviewed hours for the Tier 1 High cases
involved English-only material. Additionally, the FBI had more than 2,800
hours of unreviewed audio for its Tier 2 counterterrorism cases,.of which-
fewer than 300 (11 percent) involved English-only material. The unreviewed
hours for Tier 1 and Tier 2.cases amounted to 45 percent of the FBI's
FY-2008 unreviewed counterterrorism audio material. -Again, the FBI stated
and provided examples showing that it reviews material according to the
priority of the case and that limited linguist resources in certain languages
can prevent it from reviewing high-priority material. The FBI’s failure in
meeting hiring goals in critical languages contributes to its inability to review
and translate collected foreign language material, including material
collected for its second highest priority cases.

These findings indicate a need for the FBI to improve its monitoring of
audio backiogs to ensure material for its highest-priority cases is reviewed in
a timely fashion.

22
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systems discussed in more detail in Finding II. This material is reported by
the field to the LSS on the monthly transiation workload reports and is not
included in Collection System A's collected and reviewed data.

For this review, Coliection System A showed that the backlog of
unreviewed audio material- as of September 2008 was 13,814 hours. This is
33,000 fewer hours than the 46,975 hours of accrued unreviewed audio
material reported on the monthly reports between FYs 2003 and 2008.
Again, however, the FBI’s Collection System A figures do not include

collected audio contained on collection systems outside of Collection
System A,—-“

The FBI considers Collection System A to be its most accurate means
of assessing the backlog: of unreviewed:audio material,:and has only used
data from this system when reporting the backlog of unreviewed audio
material to FBI managers and Congress. The LSS uses data from the
monthly Teports in managing its linguistic resources and providing a
comprehensive view of all the material the FBI collects and reviews.

LSS management stated that Collection System A provides the most
accurate figures for the backiog of audio classified as “unreviewed” or “needs
further review.” However, in only reporting. unreviewed totals from
Collection System A, the FBI does not include material contained on other
collections systems, as is further discussed in Finding II.

Coliection System A Counterterrorism Material Backiog
Exhibit 13 illustrates the amount of counterterrorism audio material

backlog on Collection System: A during each of our audits. Again, these FBI-
refined-numbers only use data from Collection System A.

30
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wants all material collected on a FISA tape reviewed 100 percent of the
time. While we assessed the LSS’s methodology for removing certain
categories of hours from the backlog totals, we did not assess whether this
methodology was correctly applied in all of the hours the FBI subtracted
from the Collection System A backlog report. The LSS should work with the
Operational Technology Division (OTD) to develop solutions for resolving
what it terms anomalies in Collection System A. For instance, the LSS and
OTD should implement procedures for communicating and correcting system
errors and develop annotation fields within Collection System A to identify
certain collections as previously reviewed, such as “Brady Review” and
“Imported Audio.”

Counterintelligence Audio Material

In our 2004 and 2005 audits, we reported that according to the field’s
workload reporting, the FBI's collection of counterintelligence audio material
increased from approximately 1.3 to 2 million hours between December 31,
2003, and March 31, 2005. The total unreviewed counterintelligence audio
collection reported in our 2004 and 2005 audits was 453,787 and 669,228
hours, respectively. These unreviewed amounts accounted for 34 and
33 percent of all counterintelligence collections in the respective fiscal years.

During this review, we found that the FBI's collection of
counterintelligence audio material continued to outpace its ability to review
and translate all the collected material. Exhibit 16 depicts the accrued
amount of counterintelligence audio hours collected, reviewed, and
unreviewed using data from the monthly translation workload reports for
FYs 2003 through 2008. As the exhibit shows, the FBI collected more than
3.7 million-hours of counterintelligence audio material during this period. It
did not review nearly 1.2 million hours (31 percent) of the audio material
collected for its counterintelligence operations. ‘As Exhibit 15 illustrates, the
FBI experienced continued increases in the amount of unreviewed
counterintelligence audio material from FYs 2003 to 2008. - Consequently,
the total amount-of accrued unreviewed counterintelligence audio material
continued to grow during the past 6 fiscal years while the proportion of
unreviewed material remained constant during this-period at-30 to
33 percent of the total amount of collected material. Again, the FBI's
viewpoint is that it reviews all higher priority material within a language
before lower priority material.

27
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We acknowledge the need to remove collections from the systems to
enable adequate system performance. However, we believe the FBI should
archive its material using a risk-based methodology and not simply use the
amount of time since collection as its sole criteria for archiving. This policy
would assist the FBI in ensuring that material for its-higher priority cases is
reviewed instead of being placed on optical disks for potential future review.

In determining backlog by identifying the amount of
counterintelligence audio material on Collection System A only, the FBI does
not include audio material that resides outside Collection System A that the
FBI's field offices currently report to LSS through the monthly workload
reporting process. Therefore, we do not believe that citing the Collection
System A backlog statistics provides an accurate representation of the FBI's
total backlog of counterintelligence audio. Rather, it is a snapshot of the
counterintelligence “unreviewed” and “needs further review” audio material
on Collection System A as of a certain date. For example, Exhibit 17 depicts
how-much unreviewed material was on Collection System A as of
September 30, 2008, according to priority level. Following our audit close-
out meeting, the FBI stated that as of June 5, 2009, its unrefined amount of
counterintelligence material on Collection System A was 25,258 audio hours.

30
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EXHIBIT 18

Criminal Investigation Audio Material .

In our-2004 and 2005 audits, we:d ot examine the FBI's ability to
review audio collected for its'criminal investigations. -In this audit, we
analyzed audio ‘material collected and reviewed from FYs 2006 through 2008
as'reported-on the FBI's'monthly workload reports. - For most criminal .
investigations’audio collections; federal:law requires the FBI to obtain-a
court order authorizing the use of electronic surveillance, commonly referred
to as Title III wiretaps.®® The FBI noted that the law requires the FBI to
monitor the audio collections for criminal investigations in real time (or
“live”) and within the geographic jurisdiction of the court issuing the order.
According to the FBI, these requirements are cumbersome for the FLP
because the FBI must ensure that linguists are available 24 hours a day to
monitor subjects communicating in a foreign language. Additionally, if a
field office does not have a linguist who can translate in the required
language, it must request another office to temporarily provide a linguist
with the requisite ability.

3% Omnibus Crime Control and Safe Streets Act of 1968, Title III, Pub. L No. 90-351,
82 Stat. 197 (1968), codified at 18 U.S.C. § 2510 et seq.
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Text and Electronic Files

In addition to audio material, we also assessed the FBI's ability to
review its text and electronic file collections. . Before the end of FY 2005, the
FBI tracked its text and-electronic file collections as a single statistic. We did
not review the FBI's ability to review this material in our 2004 and 2005
audits. However, we did find that between FYs 2003 and 2004 the FBI's
collection of counterterrorism text and electronic file material increased by
52 percent and its counterintelligence collections decreased by 24 percent.
In the 4th quarter of FY 2005, the FBI began tracking its collection of
electronic files separately from its text collection figures. We found in this
audit that the FBI was unable to keep. pace translating its collection of
electronic files. Between FYs 2006 and 2008, the FBI had no accrued
backlog of unreviewed text pages. However, the FBI's increased collection
of electronic file material during FY 2008 resulted in an inability to keep pace
and review all this material. Consequently, at the end of FY 2008, the FBI
had a total backlog of 14.2 million unreviewed electronic files.

Counterterrorism Text and Electronic Files Material

Field offices provide the LSS with monthly reports on collected and
reviewed text pages and electronic files. We analyzed monthly reports for
FYs 2006 through 2008 to determine the quantity of counterterrorism
material collected and reviewed. During this period, the monthly reports
indicate that the FBI reviewed approximately 8,000 more text pages than
the 137,000 pages it collected in the past 3 fiscal years.3* Exhibit 20 shows
the accrual amount of collected and reviewed text pages for FYs 2006
through 2008. The FBI collected over 65,000 text pages in FY 2006 and
60,000 text pages in 2008, but it only collected about 9,000 pages in
FY 2007. The bulk of text pages collected in FYs 2006 and 2008 were
attributed to a few cases in each fiscal year that had significant text
collections.

3 In 2005, the FBI began tracking text pages and electronic files as separate
collection categories. Therefore, we could not determine the accrued text pages backlog
before FY 2006.
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Foreign Intelligence Surveillance Act Overruns

The FBI can obtain court orders from the Foreign Intelligence
Surveillance Act (FISA) court to conduct surveillance of subjects who are the
target of FBI counterterrorism and counterintelligence investigations. The
FISA court orders contain specific dates during which the FBI can monitor
subjects. In our review of one FBI field office’s FLP files, we found audio
material on the FBI's collection system that was collected past the FISA
court order’s expiration date and associated with a counterterrorism case: a
potential overrun.®® Given this finding, we tested FLP files and data for any
potential overruns at the other two field offices we visited for this review and
found another potential overrun at one of these. offices. ‘We did not find any
potential overruns at the third-field office: : Exhibit 29 provides more detail
on our testing of 110 FLP files for expired:FISA court orders.

Exhibit 29

At one field office we found an internal memorandum that stated a
FISA court judge ordered the FBI to cease, for a certain counterterrorism
case, its collection of audio material on over a dozen lines in late summer
2007, instead of the original expiration date (almost 1 month later), because
of a lack of intelligence collected on these lines. However, we found that the
number of lines associated with this case in the FBI's collection system did
not decrease after late summer 2007. We discussed this matter with LSS,
OTD, and field office personnel, and we reviewed records pertaining to the
potential overruns. We determined that the field office had audio material
on its system associated with lines on which it should no longer have been
collecting. FBI policy requires any instance of an overrun to be reported to
the FBI's Office of the General Counsel.

5 In our report we make a distinction between “overrun” and “over-collection.” An
“overrun” refers to investigative activity conducted outside the time period of the FISA court
order or outside the authorized period of investigative activity, which may involve the
collection of unauthorized. information. An “over-collection” refers to information gathered
within the authorized time period of the FISA court order but outside the scope or intent of
the order.
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In September 2008, the field office told us that it agreed with our
assessment and told us it would segregate the potential overrun audio
material as well as inform the FBI Office of the General Counsel of the
potential overrun. -

However, in June 2009 following our audit close-out meeting, the:FBI
stated that it did not consider this an overrun and that this matter.did not
need to be reported to the Office of the: General Counsel. - The FBI stated
that it believed the calls that were collected were initiated by telemarketers
who waived their privacy rights by making the call. However, the FBI field
office believed it collected and then did not report to the FBI Office of the
General Counsel several minutes of calls on lines .on which a FISA court
judge ordered it to cease collecting material.- We believe that the field office
should have reported this potential overrun to the FBI Office of the General
Counsel for appropriate adjudication.®

We also identified-an overrun at another field office. This overrun
occurred because technical personnel entered the wrong FISA court order
expiration date into Collection System A when setting up the collection
parameters. The order expired in late fall:2006 but the expiration date
entered into Collection System A was 5-days later. However, the field office
only collected information for 1 extra day'because the investigative target
cancelled the phone line the day after the order ‘expired.” The only collection
on Collection System A was an electronictone; no conversations were
collected that day. In June 2009, the FBI Office of the General Counsel
determined that this matter was reportable to the Intelligence Oversight
Board.

36 Executive Order 12863 designates the Intelligence Oversight Board (10B) asa
standing committee of the President’s Foreign Intelligence Advisory Board and directs the
10B to inform the President of any activities that may be unlawful or contrary to Executive
Order or Presidential Directive.
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Conclusion

The FBI collects an immense amount of material in the course of
conducting counterterrorism, counterintelligence, and criminal
investigations. The FBI's ability to review and translate the collected audio
material, text pages, and electronic files is critical to the FBI’s operations.
Without timely translation and review, the FBI could have valuable
information in its possession that it does not use in its counterterrorism,
counterintelligence, or criminal investigations.

We determined that during the last 3 years the FBI was able to review
all the text pages that it collected for its counterterrorism,
counterintelligence, and criminal investigative operations. However, the FBI
collected a significant amount of audio and electronic file material that it did
not review. For all its operations, the FBI reviewed 75 percent of the audio
material and 69 percent of the electronic files it collected during-our review
period.

FBI data also showed that the FBI reviewed all audio material collected
for its criminal investigations. However, as foundin our previous audits, the
FBI continued to have accrued unreviewed audio material for its
counterterrorism and counterintelligence operations. In FYs 2003 through
2008, the ratio of unreviewed material to total collections remained
relatively consistent at-around 6 percent for counterterrorism collections and
31 percent of counterintelligence collections.” Yet, because the amount of
collections increased, the total amount of unreviewed audio material
significantly increased during: this period from 8,600 hours in FY 2003 to
almost 47,000 hours by the end of FY- 2008 for counterterrorism operations
and from-about 218,000 hours to nearly 1.2 million hours for
counterintelligence ‘operations.

Additionally, our analysis of FBI data found that while the FBI
generally had kept pace in translating the collected electronic files in
FY 2006, by FY 2008 the FBI had over 14 million unreviewed electronic files.
Moreover, we found that the FBI did not have a strategy for guiding its FLP
to keep pace with-its growing collection of-electronic files.

In addition, we found that significant amounts of unreviewed-audio
and electronic file material were collected for the FBI's highest-priority
counterterrorism and counterintelligence investigations, increasing the risk
that important information in the FBI's possession will not be timely
reviewed. Specifically, we found that 45 percent of the FBI's FY 2008
unreviewed counterterrorism audio material was for Tier 1 and Tier 2 FBI
cases, including 740 hours pertaining to Tier 1 High cases. The FBI stated
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that resource limitations often prevent it from reviewing material collected
for its highest priority cases. We also determined that portions of the FBI's
unreviewed material were entirely in English, including material collected for
high-priority cases. Additionally, 72:percent-of the FBI's unreviewed
electronic files were English-only material. By contrast, we determined that
99 percent of the unreviewed audio and text material was in a foreign
language.

In our previous reports, we noted that the FBI reported “refined”
backlog totals different from the monthly data reported by its field offices.
However, the FBI's refined figures only account for information on Collection
System A. We do not believe using only Collection System A data provides a
comprehensive assessment of the FBI’s total backlog of unreviewed material
because it does not include material collected:outside of Collection System A.

Recommendations
We recommend that the FBI:

1. Ensure the LSS is reporting accurate, comprehensive, and supported
data on the backlog of unreviewed foreign language audio material
from-all audio collections, not solely Collection System A.

2. Develop a proactive long-term strategy for the FBI to keep pace with
translating and reviewing its increasing collection of electronic files.

3. Develop protocols for monitoring and ensuring that unreviewed foreign
language material collected for high-priority counterterrorism and
counterintelligence cases is reviewed and translated in a timely
manner.

4. Develop a strategy and implement protocols for reviewing English-only
material in a timely manner, particularly material collected for high-
priority counterterrorism and counterintelligence operations.

5. Develop and implément a risk-based policy beyond Tier:1-
counterintelligence cases for removing audio material from the
collection system.
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6. Develop protocols to support the FBI policy requiring FBI operational
components to work with the LSS and FLP personnel in determining
linguistic resource availability before commencing counterterrorism,
counterintelligence, and criminal collection techniques that will require
foreign language translation.

7. Comply with its internal policy by.reporting:the potential field office
FISA overrun to its Office of the General Counsel for appropriate
adjudication.
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* Collection System C - This system, a smaller version of Collection
System B, supports the collection and analysis of electronic files.

+ Collection System D - The FBI uses this system to extract electronic
media. .

During our 2004 and 2005 audits, we reviewed the Work Flow
Manager, and Collection Systems A and B and found that the FBI's ability to
monitor translation workload was hampered because the FBI had no-method
to consistently.develop accurate workload statistics. At the time, FBI
officials said that Collection System:B would replace Work Flow Manager by
integrating the functions of these two systems. However, we found during
this audit that-the plan is to combine Collection Systems B, C and D into one
consolidated system because the three systems:have similar functions.
Additionally, the Foreign Intelligence Surveillance Act (FISA).court requires,
as part of its minimization procedures, that the FBI reduce the-number of
collection systems on which it stored information collected through FISA
court orders.®

The FBI consolidated Collection Systems B and D in early 2009 and
plans to consolidate ‘Collection System D, the third system, as soon as funds
are available. The consolidated system will include data from Collection
System A, which the FBI estimates to contain 70 to 80 percent of its
collected foreign language audio material. Collection System A currently
uploads to Collection System B. .

Without a consolidated system, the FBI does not have a reliable
method for tracking and reporting its'backlog of unreviewed foreign
language material. As the FBI works on consolidating Collection Systems B,
C, and D, the LSS now relies on Work Flow Manager and Collection System A
to report on the backlog of unreviewed foreign language material. However,
the LSS does not consider the data from Work Flow Manager to be reliable.
Additionally, as we reported in Finding I, using only Collection System A data
to report the backlog of unreviewed counterterrorism and counterintelligence
audio material can potentially underreport the total because Collection
System A does not include audio material from all other collection systems.
Consequently, the FBI does not have a comprehensive and consolidated
system for tracking audio, text pages, and electronic files collected and

38 Minimization procedures apply to the acquisition, retention, and dissemination of

non-publicly available communication and other information concerning unconsenting U.S.
persons that is collected in the course of telephone, microphone, modem, facsimile, and
other electronic surveillance. FBI officials said that as of November 1, 2008, Collection
Systems B, C, and D are compliant with the FISA Court’s mandated Standard Minimization
Procedures.
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reviewed material, and therefore the FBI does not have an automated
means of identifying its workload and backlog, or for assessing its
performance in reviewing collected foreign language material.

Foreign Language Program Monthly Reporting Process

Lacking an automated means of generating statistics on the amount of
audio, text, and electronic file material collected and reviewed, the LSS
developed a manual monthly report used for determining the collection
workload and the backlog of unreviewed material. Every month; each FBI
field office is required to submit a survey report to the LSS detailing the
amount of foreign language material it collected and reviewed that month.
This reporting tool is currently the FBI's primary method of assessing its
collection workload and, as we reported in Finding.I, we believe this is the
most comprehensive data on the FBI's foreign-language translation workload
and performance. .

However, this data is not reliable due to the inconsistencies between
what the field reports and what LSS finalizes as the official totals. We
reviewed the FBI's monthly reporting process to.determine the accuracy of
finalized monthly reports generated by the LSS. -For the FBI field: offices in
Miami, New York, and Washington D:C., we compared monthly report totals
submitted to the LSS by these three field offices to the final LSS monthly
totals. The FBI's monthly translation-workload report involved two major
reporting categories - a counterterrorism/counterintelligence category and a
criminal investigation category. The final LSS monthly reports contain fields
for collected and reviewed totals of audio hours (including video), text
pages, and electronic flies by counterterrorism/counterintelligence and
criminal investigative matters.> More detail on our testing methodology is
contained inAppendix I.

¥ For FYs 2005 and 2006, criminal workload reports were submitted on a quarterly
basis, so the summary fields tested are fewer than for a fiscal year with monthly reporting.
For our counterterrorism and counterintelligence monthly reports testing, we tested only the
4™ quarter for FY 2005.
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Without a dependable system, the FBI cannot accurately determine
the amount of unreviewed material, adversely affecting its ability to most
appropriately assign its linguistic resources to address the type and amount
of unreviewed material.

Metrics Unit officials told us they are visiting FBI field offices to train
personnel on how to appropriately report on material collected and reviewed.
Additionally, in 2007 the Metrics Unit developed and provided to the field a
manual that contains instructions on what and how to report to the LSS on
the monthly workload data reports.

Conclusion

The FBI still does not have an automated means for assessing the
amount of audio, text, and electronic file materia! that it collects and
reviews. Consequently, it cannot accurately identify the backlog of material
awaiting translation, a key deficiency in reporting on the backlog and in
effectively managing the FBI's foreign language translation program. We
found during this audit that the FBI abandoned its original plan for
consolidating the Work Flow Manager and: Collection System B reporting
systems. Instead, the FBI is moving to consolidate Collection Systems B, C,
and D given their similar functionalities. As of February 2009, the FBI
consolidated two of the three systems, and its long-term plan includes
consolidating the third system as funds become available. The FBI stated
that the new consolidated system will include Collection System A, which
contains 70 to 80 percent of the FBI’s collected audio material.

Lacking an accurate, automated means of assessing the amount of
collected and unreviewed foreign language translation material, the FBI
instead relies on a manual monthly reporting system that includes data
reported by field offices we found to be significantly inconsistent with the
monthly data reported by the LSS. .

In short, current FBI practices do not produce comprehensive,
accurate, and verifiable data of foreign language collection totals and the
backlog of unreviewed material. Consequently, the FBI cannot accurately
evaluate the FLP’s ability to review the foreign language material collected,
which in turn hinders its efforts to effectively allocate resources to address
the backlog. The FBI must develop a reliable, automated means of
evaluating the amount of material collected and reviewed. Until then,
however, the FBI's flawed monthly reporting is the most comprehensive data
it maintains on translation collections and backlogs of audio, text, and
electronic files. Therefore, we recommend that the LSS develop procedures
to improve its procedures for reporting comprehensive, accurate, and
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verifiable data on the amount of material collected and the backlog of
unreviewed material.

Recommendations
We recommend that the FBI:

8. Consolidate collection systems and develop an automated means of
reliably reporting the amount of material colliected and the backlog of
unreviewed material.

9. Develop procedures for comprehensively monitoring the amount of

unreviewed:foreign language material and for accurately evaiuating its
ability to review-audio, text, and electronic file material:
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III. QUALITY CONTROL

During our 2004 audit, we found that the FBI's FLP lacked
a tracking system capable of monitoring the resuits of
quality control reviews of its linguists. We recommended
that the FBI develop a system that would monitor
compliance on a national level and in April 2005 the FBI
implemented such a system. Since then, the FBI has
made significant improvements in-its quality control
program. Specifically, the program increased compliance
concerning its reviews of experienced linguists and
established specific guidelines to ensure that all reviewers
successfully complete certification workshops. -In addition,
the program’s record keeping procedures have improved.
However, we found during the current audit that the FBI
did not comply with several requirements of its quality
control policy, including: (1) reporting to the LSS all
quality control reviews performed in the field, (2) assigning
Certified Quality Control Reviewers to review translations
within approved certifications, (3) assigning transiations to
linguists for which they are qualified to perform, and

(4) foliowing up on quality control reviews that resuited in
ratings of “Not Satisfactory” for linguists’ transiation.
These deficiencies can hinder the FBI's ability to ensure
accurate translations, reduce the intelligence value of FLP
translations, and prevent the LSS from effectively
managing and monitoring nationwide compliance with
quality control standards.

The FLP’s quality control program is essential to ensuring the accuracy
of translated material. To be effective, quality control reviews must be
performed in a timely fashion and by linguists who are certified to assess the
quality of specific translations. .

Quality Control Categories for Translations

The FBI divides its quality control review requirements into five
categories, which are displayed in Exhibit 31.
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Language Eligibility

We examined proficiency exam records from the LSS. Language Testing
and Assessment Unit for all current linguists within the four field offices we
visited to test whether linguists were translating languages other than those
in which they had tested proficient.- Specifically, we compared the
proficiency exam results to Quality-Control Quarterly Compliance Reports
maintained by the QCSU between July 1, 2005, and June 30, 2008. Of the
414 linguists within the 4 field offices we visited, we identified 4 linguists
that performed 7 translations in‘languages they were not authorized to
translate. All seven of these translations were quality control reviewed and
received Satisfactory ratings. Although the 7 translations amount to less
than 1 percent of the 2,449 translations performed by these 414 linguists,
the FBI -should consider implementing an internal control to prevent linguists
from translating material in'languages in which they are not certified.
Exhibit 34 displays the results of this testing according to the fiscal year in
which the translation occurred. ) : : )

Exhibit 34
Translations Performed by Linguists in
Languages in which They Were Not Certified

N b of Tr lations .
. : Number of Translations by
RQu_aIlt:d C9n;r_°: g Ineligible Linguists Quality
i 1 evn_aw '.". el Control Reviewed in the
Fisca Offices Visited Field Offices Visited
Year (July 2005 - June 2008) :
2005% 150 . 1
2006 604 1
2007 906 2
2008% : 789 - 3
TOTAL 2,449 . 757

Source: OIG analysis of FBI Language Services Section data

According to the FBI's Supervisor’s Manual, barring an immediate
threat situation, linguists should only work in languages for which they have
achieved minimum proficiency levels. When asked about linguists
translating outside of their certified languages, the Unit Chief for the QCSU

45 Figures for 2005 only include 4th quarter fiscal ye‘ar data.
4 Data for 2008 only includes statistics for the first three quarters of 2008:

7 we also found 35 instances where 11-linguists were listed as. eligible to translate
in languages they were not authorized to translate.
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said this was not a quality control issue and therefore not her responsibility.
She stated that FLP field supervisors are responsible for ensuring that
linguists only translate in languages for which they have been tested
proficient. Additionally, this Unit Chief stated that the LSS Section Chief was
notified. The LSS Section Chief said she believes oversight of the translation
assignment process will improve upon implementation of a new database
designed to ensure that linguists translation assignments are limited to the
languages for which they have tested proficient.

Genre Eligibility

As previously stated, proficiency scores dictate what type of genres in
which a linguist can translate. Barring an operational exigency demand
requiring an immediate translation, monitors are not permitted to perform
audio or document verbatim translations, testify in court, or to act as subject
matter experts. To assess the FBI's adherence to these FLP'policies, we
tested the Quality Control Quarterly Compliance Reports from July 2005 to
June 2008 to determine whether monitors were translating verbatim
material. Of the 467 linguists classified as monitors on these compliance
reports, we found 69 occurrences where 43 monitors improperly performed
verbatim translations during our review period from July 2005 through June
2008. Although only five of these transiations resulted in quality control
ratings of “Not Satisfactory,” monitors are assigned to perform summary
translations because these linguists were found to have insufficient language
skills necessary to perform accurate verbatim translations. We believe that
permitting monitors to perform verbatim translations increases the potential
for inaccurate translations and further highlights a weakness in the FBl's
translation assignment process. To ‘ensure the quality of its translations, the
FBI should improve its controls and oversight of translation assignments.

Automated Linguist Assignments

According to the LSS Section Chief, the FBI is developing a new
database that will assist supervisors in assigning translation work to
linguists. She told us that upon implementation, the database will limit the
type of task linguists can be assigned based on their proficiency
qualifications. As’of February 2009, the finguist tasking phase of the
database remained under development and FBI officials said the entire
system should be operational by the beginning of fiscal year 2010. Until this
database is implemented, however, supervisors must continue to manually
ensure that linguists are only assigned tasks in which'they are qualified.
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Certified Quality Control Reviewers

Certified Quality Control Reviewers are linguists who evaluate the
translation work of their peers. Since our 2005 audit, the number of
Certified Quality Control Reviewers increased from 100 reviewers to 342 as
of September 2008. In FY 2008, 26 percent of all linguists were Certified
Quality Control Reviewers, compared to 7 percent in FY 2005. To become a
Certified Quality Control Reviewer, a linguist must attend a certification
workshop, pass the workshop exam, and be satisfactorily reviewed in the
genres they will be reviewing. We reviewed FBI records to verify that
Certified Quality Control Reviewers met these requirements. While the
QCSU records showed that all reviewers attended the workshop and passed
the exam, we found 173 instances, including 55 instances (32 percent) in
FY 2007-and-26.instances (15 percent) in the first three quarters of FY. 2008,
where reviewers performed quality control reviews in languages in which
they were not certified-and 71 linguists-achieving reviewer status in genres
in which they had not received Satisfactory ratings. Additionally, we
identified 14 instances where linguists who were not certified reviewers
performed quality control reviews.

Language. Eligibility

We assessed whether Certified Quality Control Reviewers were
performing reviews outside of their certified languages. Of the 8,244 quality
control reviews submitted to QCSU between July 2005 to June 2008,
incomplete records made it impossible for us to associate a. specific reviewer
to 590 of the reviews. Of the remaining 7,654 reviews, we found
173 instances where Certified Quality Control Reviewers performed quality
control reviews in.languages-they were not certified to review. ‘While this
equates to approximately 2 percent of reviews completed, the assignment of
quality control reviewers to evaluate translations for which:they are not
certified to review demonstrates a need for the FBI to improve controls over
its quality control review assignment process.

Genre Eligibility

To determine whether Certified Quality Control Reviewers were
qualified to conduct reviews in particular genres, for the four field offices we
visited we analyzed QCSU Quality Control Quarterly Compliance Reports
from July 2005 through June 2008. Of the 414 linguists tested, we found
that 71 linguists designated as Certified Quality Control Reviewers did not
receive Satisfactory reviews in genres in which they were certified to review.
For example, we identified a linguist who has been a Certified Quality
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Control Reviewer in four genres since the third quarter of 2006 but who
lacks a quality control review in any genre within that language.

In addition, we-found-instances of individuals other than linguists listed
as Certified Quality Control Reviewers. For example, the Unit Chief of the
QCSU is currently listed as a certified reviewer although she has not
undergone a formal quality control review since July 2005.

We assessed whether Certified Quality Control Reviewers assigned to
review translations were certified to review in the genres associated with
those translations. We found 612 instances where 341 reviewers were
ineligible to review the transiation work assigned to them because they were
not certified in the respective genre of the transiation. :For example; a
reviewer certified to review only audio summaries reviewed an audio
verbatim transiation. Of the'612 instances, Not Satisfactory ratings were
assigned to linguists for 73 of the reviews. -Collectively, these occurrences
can hinder the QCSU from accurately identifying the need for linguist
training and mentoring, and can result in linguists not receiving an accurate
evaluation of their work.

In our view, our finding of Certified Quality Control Reviewers not
being appropriately certified to review assigned translations can affect the
effectiveness and reliability of the quality control program. We recommend
that the QCSU improve its monitoring of the quality control program to
ensure that supervisors are assigning quality control reviews only to
individuals who are appropriately certified to review particular ilanguages and
genres.

Quality Control Program

During our last two audits, we found that the LSS, as an adjunct duty,
monitored compliance with FLP quality control policies and standards. In
April 2005, the FBI implemented a nationwide tracking system to monitor
and track its quality control efforts.  This tracking system assesses.field
offices” adherence to required reviews through spreadsheets called Quality
Control-Quarterly Compliance Reports submitted by supervisors.' In 2005,
the LSS created the Quality Control Standards Unit, composed of a Unit
Chief and four staff to manage the FLP’s quality control program.
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Quality Control Policy

The FLP’s quality control policy, updated in November 2007, sought to
establish a systematic method of monitoring translations. The revised policy
includes the following elements:

e The policy established anonymity in the quality control process,
requiring linguists with more than 1 year of service to have quality
control reviews conducted by reviewers located in another field
office.

« The revised policy requires linguists with-more than 1-year of
service to be reviewed once every four quarters, instead of once
annually as required by the FBI's previous-policy. - Under the old
policy, FBI personnel interpreted “annually” to allow: a linguist to
work as many-as 6 quarters without a quality control review.*

* The FBI established requirements for becoming a Certified Quality
Control Reviewer. As discussed previously, these requirements
include attending a certification workshop, passing the workshop
exam, and being satisfactorily reviewed in the genres they will be
reviewing.

« The policy clarified quality control procedures and designated
specific forms for Certified Quality Control Reviewers to use when
performing reviews. Supervisors must use the Quality Control
Review Form to request a quality control review and Certified
Quality Control Reviewers must provide feedback on the Quality
Control Feedback Form.

Quality Control Review Process

The quality control review process requires.supervisors at field offices
nationwide to coordinate with each other to ensure quality control reviews
are-performed by certified personnel and-in accordance with FLP.quality
control review requirements. . The objective of the.review process is to
identify errors, to take corrective action to-remedy the errors, and to

“ For example, the previous policy required that a linguist reviewed in the first
quarter of a year have another review performed by the fourth quarter of the following year.
The 2007 policy revision requires a linguist reviewed in the first quarter of a year to be
reviewed again by the first quarter of the following year.
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Satisfactory rating. If the review receives a Satisfactory rating, the
supervisor discusses the review feedback with the linguist and no additional
action is required. If a Not Satisfactory rating occurs, supervisors must
immediately report the rating to the QCSU and address the Not Satisfactory
rating with the linguist by discussing-the feedback and deficiencies noted by
the reviewer. If the linguist accepts the Not Satisfactory rating, training that
directly addresses the identified deficiencies is provided to the linguist and
additional quality control reviews are conducted. If the linguist disputes the
Not Satisfactory rating, the same material is submitted for review to another
Certified Quality Control Reviewer. If the material is again deemed Not
Satisfactory, the Not Satisfactory rating stands. If, however, the second
Certified Quality Control Reviewer assigns a Satisfactory rating, then a third
reviewer will conduct a review and concurrence by two of the three
reviewers determines the outcome:of the rating. The LSS is required to take
corrective action when a linguist receives three final Not Satisfactory ratings
within a specific genre over the course of a year. For permanent FBI
linguists, corrective action includes written notification of the linguist's
deficiencies outlined in a Performance Improvement Plan.- The linguist has
90 days to improve their performance, and if successful, the linguist will
then be placed on probationary status for 1-year. If the quality of work
diminishes during the probationary period, management can request that
the linguist be demoted or removed from the FBI. For contract linguists,
corrective action includes suspension or termination.

Like other linguists, Certified Quality Control Reviewers receive reviews
of their translation-specific work. We found that of the 1,994 quality control
reviews of Certified Quality Control Reviewers, 126 (6 percent) resulted in
Not Satisfactory ratings. Certified Quality Control Reviewers who receive a
Not Satisfactory rating are no longer eligible to perform quality.control
reviews in that particular genre. These individuals may recommence quality
control review duties after achieving a Satisfactory rating in the particular
genre in which they received the Not Satisfactory rating.

Quality Control Error Notation Key

FBI policy requires Certified Quality Control-Reviewers to ensure
translations adhere to the FBI’s Manual of Standards for Translation.’! ‘In
performing their reviews, Certified Quality Control Reviewers use the Quality
Control Error Notation Key, a standardized review tool. For each translation,

! The Manual of Standards for Translation is a manual used by linguists for
guidance when performing verbatim and summary translations.
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FBI policy requires field supervisors to submit to the QCSU quarterly
reports on quality control reviews performed within 15 days after the end of
each quarter. To assess the timeliness of supervisors reporting Not
Satisfactory ratings to the QCSU, we analyzed whether the Not Satisfactory
ratings were reported within the same quarter in which the rating was
issued. For the period July 1, 2005, to June 30, 2008, 34 (or 38 percent) of
the 89 Not Satisfactory reviews we identified at the 4 field offices we visited
were not reported to the QCSU within the quarter that the review occurred.

Additionally, we tested to determine if the Not Satisfactory quality
control reviews identified in the field were reported to the QCSU. Current
FLP quality control policy only requires supervisors to maintain records of
reviews for 1 year or until a linguist’s next annual performance appraisal, so
we confined our testing to the first three quarters of FY 2008. During this
period, we found 40 Not Satisfactory quality control reviews.in the 4 field
offices we visited. Of these, 10 reviews (or 25 percent) were not reported to
the QCSU. In our view, the failure of supervisors to consistently report Not
Satisfactory ratings hinders the QCSU from monitoring field compliance and
providing appropriate oversight and training to the FBI linguist workforce.

In addition, we found that the FBI’s quality control program lacks an internal
control system to ensure that supervisors comply with quality control
reporting requirements. We recommend that the QCSU implement an
internal control system that will ensure field supervisors comply with the
reporting policy. Exhibit 36 shows, for the field offices we visited, our
testing results concerning the reporting of Not Satisfactory reviews to the
QCsu.
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contractors are hired we believe the LSS Regional Program Managers should
take a more active role in assisting field office supervisors in the tracking,
coordinating, and reporting of quality control-reviews.

Conclusion

We found that the FBI has made improvements to its quality control
program since our 2005 audit. -In mid-2005, the LSS began monitoring
nationwide compliance with the FLP. quality control.requirements through:-its
quality control program and a nationwide tracking system. During the
current audit, we found that the FBI has improved its oversight of the FLP
quality control process through the use of its tracking system.and by
improved record keeping. Additionally, the program increased compliance
concerning reviews of experienced linguists and has established specific
guidelines to ensure that all reviewers successfully .complete certification
workshops. -

However, we identified several deficiencies in FLP management and
quality control oversight that can adversely affect the accuracy of FLP
translated material. The FBI’s first line of quality control is ensuring that
translation work is only assigned to linguists certified to translate the specific
language and genre required. -We found-that the FBI.did ‘not consistently
ensure that its linguists were performing-translations of languages and in
genres in which they were certified. Specifically, we found 4 of 414 linguists
within the 4 field offices visited translating material in languages in which
they were not authorized. In addition, we found 43 out of 467 linguists
classified as monitors performing. verbatim translations, which is not
permitted under FBI rules.

In our review of the FBI's compliance with its quality control program
requirements, we identified several deficiencies related to oversight by
Certified Quality Control Reviewers reviewing translations in'languages and
genres for which they were not certified. - Specifically, we found 173
instances where Certified Quality Control Reviewers performed quality
control reviews in languages they were not certified to review. Further, we
found that the FBI granted certification to 71 reviewers who had not been
satisfactorily quality-control reviewed in genres in-which-they were certified.
Translation and review of foreign language material by personnel not
certified to perform the work increases the potential for inaccurate
translations of important intelligence material.

In addition to linguists and reviewers performing work outside of their
certifications, we also found that the FBI was not following its procedures for
quality control reviews. We determined that the FBI failed to appropriately

70
REDACTED - FOR PUBLIC RELEASE



387

REDACTED — FOR PUBLIC RELEASE

respond to 53 percent of the Not Satisfactory quality control reviews that we
identified in the four field offices we visited with subsequent quality control
reviews. In addition, we found that while the FBI improved its record for
performing quality control reviews of its linguists between FYs 2006 and
2008, the FBI did not conduct quality control reviews for 117.experienced
linguists in FY 2006,.50 linguists in FY 2007, and 33 linguists in FY 2008.
Moreover, 19 experienced linguists did not receive quality control reviews
between FYs 2006.and 2008. By not performing timely. quality control
reviews and by-not following up on Not Satisfactory reviews, the FBI reduces
the effectiveness of its quality control-program to ensure the accuracy of
translated material.

Recommendations
We recommend that the FBI:

10. Ensure that the LSS enforces the FBI's quality control policy that
requires all linguists with more than 1 year of experience with the FBI
to have their regularly assigned tasks quality-control reviewed once
every 4 quarters.

1

-

. Develop and enforce procedures to ensure that linguists are only
translating in languages in which the Language Testing and
Assessment Unit has tested them for proficiency.

12. Deveiop procedures to ensure that linguist quality control review
ratings in the field offices are accurately and timely reported to the
QCsu.

13. Improve procedures and controls to ensure that Certified Quality
Control Reviewers are only reviewing translations in languages and
genres they are gqualified to review.

14. Develop and enforce procedures to ensure that Not Satisfactory
ratings are followed up in a timely manner with quality control
reviews as required by FBI quality control policy.

15. Improve oversight of the quality controi program by developing an
internal control system that monitors whether field supervisors
comply with LSS quality control review reporting policy.
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IV. LINGUIST WORKFORCE

The total number of linguists at the FBI decreased from
1,338 in FY 2005 to 1,298 in FY 2008. Additionally; as we
found in our 2005 audit, the FBI did not meet its goals for
hiring finguists and did hot reduce the length of time it
takes to hire contract linguists and to convert contract
linguists to FBI employees. From-FYs 2005 through-2008
it took the FBI about 19 months to hire a contract linguist,
an increase from the 16 months we found in our 2005
audit. On average, we found that the security clearance
vetting process took an average of 14 months to complete,
while the language proficiency testing process took 5
months. Additionally, we found that it took the FBI

9 months, on average, to convert a contract linguist to a
permanent FBI employee. The FBI's failure to meet its
hiring goals and its delays in hiring and converting contract
linguists to FBI employees contributes to the FBI's inability
to translate all its collected material and to reduce the
backlog of accrued unreviewed material. We also found
that the 109,000 hours FBI linguists spent on non-
translation duties in'FY 2008 was nearly double the 66,000
hours they spent in FYs 2006 and 2007:- The significant
increase in time spent on non-translation duties prevents
linguists from performing their primary duty of translating
material collected for FBI counterterrorism,
counterintelligence, and criminal investigative operations.

The ability of the FLP to provide effective linguistic support to FBI
operations is dependent on its ability to recruit and hire qualified linguists.
The FBI typically hires linguists first as contractors and then converts
selected contract linguists to permanent FBI employees after assessing the
linguist’s performance in translating collected material.

Linguist Workforce

As reported in our July 2004 audit, the number of full-time FBI
linguists and contract linguists increased from 883'in FY 2001 to 1,214 as of
April 2004. In our 2005 report, we noted that the number of FBI and
contract linguists increased by 124 to 1,338 as of March 30, 2005. 'In this
review, we found that the number of full-time FBI and contract linguists
decreased slightly since March 2005 to 1,298 as of September 2008. As
noted in Exhibit 39, since March 2005 the number of contract linguists
decreased by 135 positions while the number of FBI linguists increased by
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according to languages considered the most critical to the FBI's
counterterrorism, counterintelligence, and criminal investigative operations.

In our current review, we found.that the FBI continued setting hiring
objectives and-goals through FY 2006. The LSS Language Personnel
Resources Unit (LPRU) Chief told us that hiring goals for FY 2007 were not
established because the LPRU Chief position was vacant, so hiring was
guided using FY 2006 goals. This Unit Chief also told us that in FY 2007 the
FBI experienced resource limitations due to funding shortfalls that caused
“hollow work years.”> As a result, the FBI eliminated vacant positions that
were originally allotted by Congress to the LSS in FY 2006. The Unit Chief
told us that the LSS lost a total of 36 management and administrative
support positions and 136 FBI Language Analyst positions. These positions
were not restored for FY 2008.

The LPRU Chief told us that as a result of the decrease in positions in
FY 2007, the LPRU developed a new method for establishing hiring goals for
specific languages. Currently, the goals are determined based on the
percent of collections reviewed by linguists for audio, text, and electronic
communications. The FBI also factors in the anticipated growth in
collections and any anticipated linguist attrition rate. Finally, the number of
contract linguist applicants pending activation is subtracted to determine the
hiring goal.

In our prior reports we found that the FBI did not meet its hiring goals
for all languages for which goals were set. For instance, in FY 2004 we
found that the FBI only achieved its hiring goals for 11 of 26 languages for
which goals were established. By March 2005, the FBI met its hiring goals in
only 14 of 43 languages.

In our current review, we analyzed hiring data for FYs 2005 through
2008. Exhibit 40 shows the FBI's overall progress in meeting its established
hiring goals.

55 Hollow work years (also known as unaffordable work years) are positions
authorized by Congress that an organization cannot afford to fill. due to internal and external
funding requirements, such as an increasingly expensive workforce or an unfunded portion
of annual cost of living adjustments.
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« a rigorous foreign Ianguage pr0f|C|ency testing and security
vetting process,

« limited staffing resources to process applicants, and

« competition with other intelligence community agencies for
linguist resources.

Although the FBI responded to our 2004 recommendations and hired a
business process engineering firm to assess their processes and make
suggestions for improvement, the LSS continues to struggle in meeting its
hiring goals. LSS officials told us that funding limitations resuited in an
inability to implement the engineering firm’s recommendations for improving
its hiring process, such as enhancmg technology and using:third-party
language proficiency testing centers. We believe the LSS’s continued
inability to meet its hiring goals hinders the FBI's ability to effectively
manage the expanding translation workload and reduce the current backlog
of unreviewed material.

Ongoing Hiring Challenges

We found that the FBI has continued to experience significant
challenges in hiring contract linguists. We determined that since 2005 the
length of time required for an applicant to'complete the hiring phase
increased 6 months and now exceeds 19 months. Additionally, we found
that it takes the FBI an inordinate amount of time to convert contract
linguists to permanent FBI linguists, These long processing times affect the
FBI's.ability to fuifill its linguist staffing targets and to meet its needs for
additional foreign language translation assistance.

Contract Linguist Applicant Processing Time

The LPRU centrailly manages the recruitment and applicant processing
of contract linguist applicants, and the FBI Security Division performs initial
security clearance background investigations of FBI and contract linguists.

During our 2005 audit, we reported that it took the FBI, on average,
about 16 months from the time an application was received until a contract
linguist was hired. This was an increase of 3 months over the results of our
testing during our 2004 audit. For this audit, we found in our testing of FBI
hiring data for October 1, 2004, through May 29, 2008, that the FBI's
average duration to hire a contract linguist has increased to 19 months. As
in our 2005 audit, we found that the background security clearance
adjudication process took the greatest amount of time when hiring a
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material, and FBI investigative priorities. The Language Allocation Board
then determines what positions will be filled and which field offices will
receive additional linguist resources.

The LPRU requests authorization from the Resource Planning Office
(RPO) to fill vacant permanent FBI Language Analyst positions approved by
the Language Allocation Board. The RPO has approval authority for all .
support personnel hiring, including linguists. The RPO verifies that a linguist
vacancy exits and grants approval to fill the position. The Chief of the RPO
Resource Analysis Unit told us that approval is immediate once a vacancy is
verifted. If the LSS requests to realign positions, such as moving positions
from one field office to another, approval must be obtained from the
Corporate Resource Planning Board, which meets on an as-needed basis
depending on the availability of the members.>®

During this audit we analyzed FBI data for contract linguists selected
for conversion since October 2004. We determined that it took the FBI
9 months, on average, to convert contract linguists to FBI Language
Analysts. Though the LPRU Chief noted that there are no timeliness criteria
for converting contract linguists to FBI employees, she did not believe the
process should take 9 months. Our analysis found that the background
security investigation took an average of 7 months to complete, and the LSS
took 2 months administratively processing the conversion.

On April 15, 2008, a new FBI policy took effect requiring that ali
contract linguist conversions be handled under the FBI’s Fast Track hiring
initiative. The Fast Track program allows a candidate to be hired
conditionally for permanent employment pending the positive result of a
security clearance investigation. The LPRU Chief told us that using this fast
track approach should significantly reduce the amount of time it takes to
convert contract linguists to permanent FBI linguist personnel, estimating
that under this new program it should not take more than 90 days to
complete the conversion process.

Conclusion

The number of FBI full-time equivalent linguists decreased from 1,338
to 1,298 between FYs 2005 and 2008, even though the backlog of
untranslated foreign language material increased during the same period.
We found, as we did in previous audits, that the FBI continues to fall short of

8 The Corporate Resource Planning Board is chaired by the Associate Deputy
Director, Executive Associate Directors, other executive staff, and field office personnel.
The board is responsible for making corporate level resource decisions that have FBI-wide
impacts or ial fi ial implicati
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its linguist hiring goals for critical languages. In addition, we found that
since March 2005 it took the FBI, on average, over 19 months to hire a
contract linguist and 9 months to convert a contract linguist to a permanent
FBI employee. These long processing times contribute to the FBI's inability
to achieve its linguist hiring goals and reduce its translation backlog.

We believe that the FBI’s failure to meet its linguist hiring goals and
the lengthy period required to hire linguists reduces the FBI’s ability-to
address its backlog of unreviewed foreign language material.

Recommendations
We recommend that the FBI:

16. Improve the efficiency of its contract linguist hiring process,
particularly alternatives for reducing the duration of adjudicating a
contract linguist’s security clearance and in decreasing the time it
takes to perform language proficiency testing.

17.. Make full use of the FBI's Fast Track hiring initiative for converting
contract linguists to permanent FBI employees.
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V. LINGUIST REQUIREMENTS

We found that 70 percent of FBI linguists in the field
offices we visited did not attend the initial linguist training
course in the first year of employment as required by FBI
policy. Additionally, we found that the routine 5-year
security clearance reinvestigations were overdue. We also
determined that the FBI Health Care Programs Unit (HCPU)
does not inform the LSS when an FBI linguist fails a
hearing test, and the LSS does not have personnel
qualified to evaluate audiogram results for contract
linguists. i

. Among other requirements; the FBI requires:linguists to attend
training within the first year of their FBI employment, maintain security
clearances through background investigations and reinvestigations every-5
years, and certify that they have sufficient hearing ability to conduct their

translation work.

Training

Since our 2005 audit, the FBI replaced its 4-day Training for New
Linguist course with a 2-week Language Analyst Specialized Training (LAST)
course.*® According to the FBI Intelligence Directorate Linguist Training and
Professional Development Program policy, all new FBI linguists are required
to take LAST training within 1 year of the date they entered on duty. While
not required for contract linguists, supervisors use this policy guidance to
train contract linguists on the minimum job requirements of an FBI linguist.
The Language Training and.Certification Unit’ (LTCU) Chief stated that all
contract linguists attended the Training for New Linguist course, or either
have attended or will be attending LAST training.

The LSS Operations Management Unit Chief also told us that the FBI is
under no obligation to provide training to contract linguists.. He said that the
FBI chooses to provide such training because it is in the FBI’s interest that
contract linguists be trained in FBI processes, procedures, and:workflow. He
stated that in doing so the FBI tries to train as many contract linguists as
possible, but in the end there will be some who do not receive training.

*® LAST is.a 2-week introductory training.course for all Contract Linguists, Contract
Linguist Monitors, Language Analysts, and Foreign-language Monitor Analysts. The training
includes sessions on standards and principles of translation, professionalism, quality control,
and recording translations. The inaugural LAST course was offered in June 2006.
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systems. In those cases where a contract linguist has previous experience
with the FBI, the LAST training may not be needed. However, we do not
agree that because a linguist is part-time or has responsibilities that make it
difficult to travel is sufficient justification for not participating in LAST
training. Lack of familiarity with general transiation standards and FBI
processes-and policies can affect the overall quality of translations and
hinder the FBI's efforts to reduce the backlog of unreviewed foreign
language material.

Security Clearances

All linguists who have access to classified material are required to:
maintain a Top Secret security clearance:®* The FBI also designates certain
personnel who hold Top Secret clearances for participation in its Post
AdjudicationRisk Management (PARM) program that monitors personnel
whose background, activities, or relationships may pose a security risk.%?

Background Reinvestigations

Most FBI and contract linguists obtain their initial security clearance
during the contract linguist hiring process, ‘as discussed in Finding IV.
Executive Order 12968, DOJ Order-2610.2A, and the FBI Security Policy
Manual require that reinvestigations for Top Secret clearances be initiated
5 years after the previous investigation.5®+ The FBI's Security Division’s
Reinvestigations Unit performs security clearance reinvestigations for FBI
linguist personnel and the Clearance Passage and Sub-Programs Unit (CPSU)
performs these reinvestigations for contract linguist personnel.

The FBI temporarily suspended ail FBI employee background
reinvestigations from March to October 2008 because of the FBI's intensive
efforts to hire new FBI employees during this period. Instead,

€1 Not all contract linguists used by the FBI are vetted for security clearances.
Contract linguists who provide periodic translations for criminal matters only are provided
“escorted access” security clearances. These linguists do not have or require access to
classified information.

€2 we discuss the Post Adjudication Risk Management Program in detail later in this
Finding.

€ Executive Order 12968 on Access to Classified Information; DOJ Order 2610.2A
Employment Security Regulations; and Intelligence Community Policy Guidance, Number
704.1, Personnel Security Investigative Standards And:Procedures Governing Eligibility For
Access To Sensitive Compartmented Information And Other Controlled Access Program
Information, October 2, 2008.
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Reinvestigations Unit personnel were reassigned to process applicant
background reinvestigations, and as a result many linguists’ 5-year
reinvestigations were delayed.

We analyzed.FBI security clearance records to test the FBI’s
compliance with its background investigation requirements for its linguists.
We selected a sample of 193 FBI linguists whose previous 5-year
background investigations were adjudicated prior to January 2004. The
Reinvestigations Unit provided us with security data from its Bureau
Personnel Management System (BPMS) identifying the most:recent
adjudicated background investigation.®* We compared this data against
information contained in the Security Division’s files. We found that as of
November 2008,"52 (27 percent) of the 193linguists we tested had not had
a background investigation initiated-in over.5 years. Our testing revealed
that 34 FBI linguists’ reinvestigations were at least 6 months-and as.much as
23 months overdue:

We determined that the temporary suspension of FBI employee
background reinvestigations potentially delayed the initiation of background
reinvestigations for 17 of the 52 linguists we identified as overdue.
However, the suspension did not affect the initiation of background
investigations for the remaining 35 linguists.

Additionally; we selected a sample of 73 contract linguists from the list
provided by the LSS and compared CPSU data on contract linguist
background investigations to information contained in the Security Division’s
files. As of November:2008, 9 (12 percent) of the 73 contract linguists we
tested did not have a reinvestigation initiated 5 years after their prior
investigation. “Moreover, we found that these background reinvestigations
were up-to 23 months overdue. In not initiating background investigations
within 5 years of -alinguist’s previous security clearance adjudication, the
FBI was not in compliance with Executive and DOJ Orders regarding
employee security regulations.

Exhibit 44 provides a breakdown of FBI and contract linguists found to
be overdue for security clearance reinvestigations.

% The BPMS is an electronic database that contains all personnel related
information, including a history of personnel actions, performance appraisal information,
milestone dates, training received, specialized skill sets, security clearance data, and other
information.

84
REDACTED - FOR PUBLIC RELEASE



401



402

REDACTED ~ FOR PUBLIC RELEASE

not contain accurate and current data. We identified 50 FBI linguists who
received a background reinvestigation during FYs 2004 through 2007 for
whom the Reinvestigations: Unit:BPMS database was not updated to reflect
this information. The inaccuracies in this FBI security clearance database
hamper the FBI’s ability to ensure that FBI personnel receive background
investigations in accordance with federal requirements. Further, the
unreliability of the information in the database can place the FBI at risk of
compromise by employees who have not had_their recent activities and
relationships scrutinized through the security clearance adjudication process.
Reinvestigations Unit personnel acknowledged that their database had not
been updated consistently and stated that they were taking immediate
corrective action to ensure that the database was accurate, current, and
complete.

Post Adjudication Risk Management Program (PARM)

The PARM program was developed-in October 2002 to monitor contract
linguists who pose an inherent risk to national security by requiring
additional security interviews and polygraph examinations after the contract
linguists were granted a security clearance. Contract linguists are identified
for inciusion in the PARM program by the FBI Security Division on-a
case-by-case basis. Many contract linguists were born abroad and maintain
relationships with relatives, friends, and other acquaintances living abroad.
These relationships heighten the potential for linguists to be in contact with
persons in foreign intelligence services or terrorist organizations that may
attempt to infiltrate the FBI.' In May 2003, the PARM program was expanded
to include contract linguists with language skills in 19 specific languages.
The PARM program was again expanded in November 2005 to include any
personnel who are granted access to sensitive FBI information, personnel, or
facilities. ' i

The FBI Security Division’s Analytical Investigations Unit manages the
PARM program and initiates the additional security procedures. The PARM
background investigation includes a personnel security interview of the
employee and a polygraph examination 1 year after the employees receive
their security clearances. Thereafter, the linguist must participate in
personnel security interviews at 1-year intervals and can be subjectedto
random polygraph examinations at anytime.

As of April 2008, 314 contract linguists were in the PARM program.
We reviewed PARM records for these linguists and found that all
314 received the requisite personnel security interviews and polygraph
examinations. - However, we found during our testing that some PARM
database records did not reflect the most current information. Our
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Audiometric Program

Adequate hearing ability. is an essential requirement of all linguist
positions, and all FBI and contract linguists are required to have an
audiometric examination upon being hired and every 2-years thereafter.
The FBI Health Care Programs-Unit (HCPU) oversees the audiometric
program for all FBI linguists while the LSS is responsible for overseeing
audiometric requirements for contract linguists. In the event a linguist is
unable to perform the core requirements of his or her position due to a
hearing loss, the employee can: g

L] exploré the use of hearing aids;

= be reassigned to duties that.do not require the higher-level of
hearing, such as translating documents; ;

= be reassigned to a non-linguist position; or

= explore eligibility for medical disability retirement.
FBI Linguists

The FBI notifies linguists when an audiometric examination is required
and provides the linguist with the name of a doctor from whom they should
obtain the examination. HCPU retains all audiometric test data for FBI
employees and is responsible for interpreting and monitoring audiometric
examinations for FBI employees; it:does not interpret or monitor
examination results for contract linguists.

In October 2008, we reviewed the audiometric files for 179 FBI
linguists assigned to the field offices we visited to determine if linguists
received-an audiometric examination every 2 years as required. We found
that 173 of the 179 (97 percent) FBI linguists that were due to receive an
audiometric examination in 2008 had received an exam. The HPCU
Supervisory Nurse Specialist wha tracks and ensures that FBI linguists
receive an audiometric examination stated that two of the six linguists-who
had not received an exam were temporarily assigned to overseas locations
that did not have audiometric vendors and would receive the required
examination upon their return to the United States. She stated that the
remaining four linguists would be scheduled for audiometric examinations
immediately.
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If the results of an audiogram do not fall within an acceptable range,
an FBI employee may be retested within 30 days.5® The HCPU must notify
the employee and the employee’s division or office and immediate
supervisor of any audiogram failures:” The HCPU does not notify the LSS of
any linguists that fail ‘an audiometer-examination. The LSS Employee
Linguist Administration and Management Program Manager, who oversees
the LSS audiometric program for FBI linguists, relies on field supervisors for
notification whena linguist fails the hearing test. However, this Program
Manager told us such notification is not always provided.

We requésted from the FBI a report showing all linguists who did not
fall within acceptable audiogram ranges from FY 2005 through
September 12, 2008. The HCPU informed us that it was unable to provide
us with this information because it could not retrieve the information from its
database. :

In June 2008, the:FBI implemented an information system application
designed specifically. for occupational medical support that allows HCPU to
better manage its audiometric program. In addition, following. our-inquiry on
audiogram results the HCPU started ensuring. pertinent data on audiogram
results were entered-into its audiometric database, and it ‘began coordinating
with the FBI Records:Management:Division to have all. paper copies of
audiograms scanned .and electronically available to HCPU through the new
medical support system. !

On January 9, 2009, HCPU provided us with a report of FBI iinguists
who did not fali within acceptable audiogram ranges.” The report showed
nine linguists who failed an audiometric examination between October 2004
and September 2008. However, we determined that the LSS Employee
Linguist Administration and Management Program Manager was not
informed that these FBI.linguists: had failed to-meet-acceptable audiogram
ranges. Without being informed of instances when an-FBI linguist fails an
audiometric-examination, the LSS cannot effectively ensure that FBI linguists
have sufficient hearing to accurately-transiate audio material. We
recommend that the FBI implementa policy requiring the HCPU to
immediately notify LSS of any FBI linguist that fails an. audiometric
examination.

55 "Acceptable ranges vary by person. A baseline audiometric examination is
recorded for each linguist and subsequent audiometric.examinations are analyzed for
standard threshold shifts from the baseline examination.
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Contract Linguists

All contract linguists are required to have an audiometric examination
upon being hired and every 2 years thereafter. The LSS Language Planning,
Automation and Procurement Unit manages the audiometric program for all
contract linguists. Unlike FBI linguists, contract linguists are responsible for
arranging and paying for their audiometric examinations. .Once the contract
linguist completes the examination and submits the proper documentation,
the contract linguist is reimbursed by the FBI. We found that the FBI spends
approximately $35,750 annually on contract linguist audiometric
examination reimbursements, depending on the number of active contract
linguists. -

In October.2008, we reviewed the audiometric files for contract
linguists assigned to the field offices we visited to determine whether these
linguists received an audiometric examination in the past 2 years as required
by FBI policy. Similar to our finding on FBI linguists, we found that 215 of
221 (97 percent)-contract linguists obtained an audiometric-examination in
the last 2 years. Upon learning of our findings, the LSS notified the six
linguists who were not in compliance to get an audiometric examination and
forward the results to the LSS. The Chief of the Language Planning,
Automation and Procurement Unit told us that contract linguists would not
be eligible for a Basic Ordering Agreement renewal until-a successful
audiogram was completed.

Though all contract linguists are required to have audiometric
examinations, we found that the FBI does not interpret or monitor the
audiometric test results for these personnel. ‘Therefore, a contract linguist
could test below an acceptable audiogram range and still be allowed to
translate foreign language material-for FBI counterterrorism,
counterintelligence, and criminal investigative operations. ‘We believe that
the LSS needs a means of interpreting contract linguist: audiometer
examination results, whether the interpretations are performed by
contracted or certified FBI medical professionals or by other reliable means.
We were informed during our audit that the LSS is considering hiring a
contract audiologist to interpret and -monitor the audiometer examination
results for contract linguists.

Conclusion

The FBI did not ensure that all FBI linguists attend LAST training within
1 year of the date they entered on duty, as required by-FBI policy. The FBI
does not require contract linguists to attend LAST training, and therefore
many contract linguists also did not participate in this 2-week training for
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new FBI linguists. We believe this course provides beneficial instruction on
translation standards, FBI operations, and other important activities of FBI
linguists. We recommend that the FBI institute a policy requiring contract
linguists without significant transiation experience to either attend LAST
training or participate in a separate training curriculum specifically for new
contract linguists who cannot travel or where it is not financially feasible or
responsible for them to attend the LAST course.

We found that the FBI complied with its policy for monitoring and more
regularly evaluating the backgrounds of contract linguists reviewed under
the FBI’s PARM program. However, in our examination of linguists’ security
clearances, we found that 61 of 266 linguists (52 FBI and 9 contract) were
not in compliance with applicable security reinvestigation policies. While FBI
officials said current Intelligence Community Policy Guidance allows the FBI
7 years to complete security reinvestigations for its personnel, DOJ policy.
requires security clearance reinvestigations to be initiated every:5 years.
Additionalily, in the course of our review of security clearance data we found
that FBI databases used to track security clearance information were often
incomplete.

We determined that FBI and contract linguist personnel generally
receive audiometer examinations every 2 years in accordance with FBI
policy. However; the oversight of the audiometer test resuits needs to be
improved. While the HCPU notifies the employee and the employee’s
division or office of any audiogram failures, the HCPU does not provide this
notification to the LSS - the component responsible for ensuring linguists
are qualified to perform their duties. We also found that while the LSS
requires its contract linguists to provide the resuits of audiometer
examinations, the LSS does not have personnel qualified to evaluate the test
results. Therefore, a contract linguist could test below an acceptable
audiogram range and still be allowed to translate foreign language material
for FBI counterterrorism, counterintelligence, and criminal investigative
operations. Without being informed of instances where FBI linguists fail an
audiometer examination and without a means to evaluate contract linguists’
audiometer results, the LSS cannot effectively ensure that all its linguists
have sufficient hearing ability to accurately translate audio material.

Recommendations
We recommend that the FBI:

18. Ensure that all new FBI linguists attend LAST training unless the
linguists can demonstrate sufficient and relevant translation
experience such as previous experience as a contract FBI linguist.

91
REDACTED - FOR PUBLIC RELEASE



19.

20.

21,

22.

23,

24,

408

REDACTED - FOR PUBLIC RELEASE

Implement policy requiring contract linguists without significant
translation experience to attend LAST training and develop a
separate training curriculum specifically for new contract linguists
who cannot travel to attend the LAST course.

Ensure that security ciearance reinvestigations for FBI and contract
linguists are initiated according to the 5-year timeframe outlined in
DOJ policy.

Continue its efforts to ensure that the Security Division’s Bureau
Personnel Management System contains complete and accurate
security clearance information on FBI linguists.

Develop procedures to ensure that the Security Division’s Post
Adjudication Risk Management Program database is updated
reguiarly.

Establish policy requiring the Health Care Programs Unit to
immediately notify the LSS when an FBI linguist’s audiometric
examination falls outside an acceptable hearing range.

Ensure that the LSS develops the capacity to interpret audiometric
results for contract linguists.

92
REDACTED - FOR PUBLIC RELEASE



409

REDACTED - FOR PUBLIC RELEASE

STATEMENT ON INTERNAL CONTROLS

As required by the Government Auditing Standards, we tested, as
appropriate, internal controls significant within the context of our audit
objectives. -A deficiency:in an internal control exists when the design or
operation of a control does not allow management or employees, in the
normal course of performing their assigned functions, to timely prevent or
detect: (1) impairments to the effectiveness and- efficiency of operations,
(2) misstatements in financial or performance information, or (3) violations
of laws:and regulations. Our evaluation of the FBI's internal controls was
not made for the purpose of providing assuranceon its-internal control
structure as a whole. FBI management is responsible for the establishment
and maintenance of internal controls.

As noted In the Findings and Recommendations. section of this report,
we found significant internal controls deficiencies that we believe adversely
affect the FBI's ability to adequately manage the quality control process.
Specifically, the FBI's quality control program ‘lacked sufficient controls to -
ensure all quality control review: assessments were reported.-to.the quality
control unit. As a result, the FBI is unable to sufficiently oversee its quality
control program and to ensure that all “"Not Satisfactory” reviews are
followed -up as required. . :

We also found internal controls deficiencies that we believe adversely
affect the FBI’s ability to adequately-manage its Audiometric Program.: The
FBI's processes do not include controls to ensure that the LSS is immediately
informed when an FBI or contract linguist does not meet audiometer
standards. Without being informed, the LSS is not able to take necessary
corrective action.

Because we are not expressing an opinion of the FBI’s internal control
structure as a whole, this statement is intended solely for the information
and use of the FBI. This restriction is not intended to limit the distribution of
this report which is a matter of public record except for classified information
that has been redacted from public versions of the report.
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STATEMENT ON COMPLIANCE
WITH LAWS AND REGULATIONS

As required-by the Government Auditing Standards we tested, as
appropriate, given our audit scope and objectives, selected transactions,
records, procedures, and practices, to obtain reasonable assurance that the
FBI management complied with federal laws and regulations, for which
noncompliance, in our judgment, could have a material effect on the results
of our audit. The FBI. management is responsible for ensuring compliance
with federal laws and regulations, applicable to the FBI. In planning our
audit, we identified the following laws and regulations that concerned the
operations of the auditee and that particularly pertained to our-audit
objectives: B

« Foreign Intelligence Surveillance Act (FISA).%

Our audit included examining, on a test basis, the FBI's compliance
with the aforementioned federai laws and regulations that pertained to our
audit objectives and scope and that could have a material effect on the FBI
operations. Our examination included reviewing documents and records
pertaining to the FLP since May 2005. As we discussed in the Findings and
Recommendations section of this report, we found two instances where the
FBI collected audio material beyond FISA court authorized expiration dates.
One of these potential overruns was not internally reported to the FBI Office
of the General Counsel, which adjudicates such matters and decides whether -
overruns should be reported to:the Intelligence Oversight Board.

% Foreign Intelligence Surveillance Act of 1978, Pub. L No. 95-511, 92 Stat. 1783
(1978), codified at 50 U.5.C. § 1801 et seq.
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timeframe of May 2005 through September 2008. The systems contain data
regarding audio sessions collected and reviewed by the FBI. We also
analyzed data from FLP monthly workload reports reported by the field and
compiled by the LSS. These reports contained statistics on monthly
collection and review totals for counterterrorism, counterintelligence, and
criminal investigative operations. We analyzed this data to determine the
amount of reviewed and unreviewed audio (including video), text, and
electronic file material that the FBI collected. Additionally, we analyzed data
from the FBI's Collection System A to determine the FBI’s review of collected
audio material contained on this system.

With regard to the monthly workload reporting data, we concluded
that the data was not fully reliable because we found several inconsistencies
between the numbers reported by the field and finalized figures compiled by
the LSS. However, when these data are viewed in context with other
available evidence, we believe the opinions, conclusions, and
recommendations within this report are valid.

We tested data and records at the LSS and in the four field offices
visited to assess the FBI's compliance with FLP quality control policies.
Specifically, we examined proficiency exam records at the Language Testing
and Assessment Unit for all current linguists within the four field offices we
visited to test whether linguists. were translating in languages other than
those in which they had tested proficient. We also tested LSS Quality
Control Quarterty Compliance Reports from July 2005 through June 2008 to
determine whether monitors were translating in appropriate genres.
Additionally, we reviewed FBI records to verify that Certified Quality Control
Reviewers attended a certification workshop, passed the workshop ‘exam,
and were satisfactorily reviewed in the genres they will be reviewing.

. We also tested FLP quality control reviews between the 4t quarter of
FY 2005 through the 3 quarter of FY 2008 to determine: (1) whether Not
Satisfactory. ratings were reported by the field offices to the QCSU in a
timely manner, (2) whether Not Satisfactory ratings were followed up with
additional reviews in accordance with the QCSU policy, and (3) the primary
causes for the Not Satisfactory ratings.. To assess how effectively the QCSU
monitors nationwide compliance with FLP guality control policy, we tested
whether linguists within the four field sites we visited received Category IV
quality control reviews in FYs 2006 and 2007, and any reviews that were
due by the 3™ quarter of FY 2008.

In addition, we analyzed LSS records and personnel data to determine
whether the FBI met its established linguist hiring goals and to evaluate the
FBI’s processing times for hiring contract linguists and for converting -
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contract linguist personnel to permanent FBI employees for FYs 2005
through 2008. We also reviewed LSS, Security Division, and Health Care
Programs Unit records to assess whether the FBI (1) ensured linguist
personnel maintained requisite security clearances, (2) provided linguists
with basic linguist training, and (3) verified the hearing ability of its
linguists.,
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ACRONYMS

Bureau Personnel Management System
Clearance Passage and Sub-Programs Unit

Department of Justice

Federal Bureau of Investigation

Foreign Intelligence Surveillance Act of 1978
Foreign Language Program

Fiscal Year

Health Care Programs Unit

Language Analyst Specialized Training
Language Personnel Resources Unit
Language Services Section

Language Training and Certification Unit
National Virtual Translation Center
Office of the Inspector General

Post Adjudication Risk Management
Quality Control and Standards Unit
Resource Planning Office

Security and Emergency Planning Staff
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APPENDIX III

LANGUAGES FOR WHICH THE FBI HAS
LANGUAGE PROFICIENCY TEST BATTERIES
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APPENDIX V

FBI ANOMALY CATEGORIES FOR AUDIO COLLECTIONS

The FBI places in anomaly categories certain audio collections
identified as “unreviewed” or “needs further review” on Collection System A.
As we discussed in Finding I, the LSS eliminates audio hours associated with
collections in these anomaly categories from its reported totals of the
backlog of unreviewed audio hours. The following describes the FBI's
methodology for each anomaly category and our assessment of the
methodologies.

Imported Audio - This-is audio material that was reviewed by a linguist, and
a case agent adds the audio back on Collection System A because the agent
wants the materia! reviewed again. The LSS does not believe this material
should be counted as backlog because the material has been reviewed by a
linguist. We agree that this material is not technically “unreviewed"” foreign
language material. However, this material is workload requiring alinguist’s
review, and the FBI defines its audio backlog as material that is ‘unreviewed’
or ‘needs further review’. While the material has been reviewed by a
linguist, imported audio requires a linguist to spend time in further reviewing
this material, thereby constituting it as backlog according to the FBI’s
definition.

Expired Court Order - The LSS classifies certain collections in this category
when audio is erroneously collected after a court order authorizing the
collection expired, referred to as an overrun. The FBI retains this
information on Collection System A and prohibits any review of the material
until the FBI Office of the General Counsel and DOJ adjudicates the matter.
As overrun totals cannot be a part of the FBI’s translation workload by law,
the LSS removes associated workload hours from the Collection System A
backlog total.

Forward Flow and Back Flow Failure — The LSS classifies certain audio
collections on Collection System A as ‘forward flow’ or *back flow’ failures.
The FBI stated that these hours are usually associated with technical
problems, such as when audio collections are sent to another office for
translation and the sessions were not identified in a reviewed status due to
an upload or download issue. The LSS removes from its Collection System A
backlog total workload hours it believes are duplicated audio sessions arising
from uploading and downloading collection files. The LSS provided an
example of audio sessions at two field offices with the same identification
numbers reflecting two different statuses — one marked “reviewed” and the
other marked “needs further review.” This example included about 194
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hours of duplicate audio material. We agree that this scenario would cause
Collection System A to count reviewed material as backlog.

However, the LSS does not have a mechanism for correcting Collection
System A “forward flow” and “back flow” matters. Additionally, the
Operational Technology Division (OTD), which maintains Collection System
A, was not aware of any system issues as described by the LSS. OTD
personnel believed human error could contribute to incorrect session
markings.. Though, the Section Chief of the OTD’s Data Acquisition/Intercept
Section told us that it received very few requests to correct such errors.

In order to address this matter, the LSS must coordinate a procedure with
the OTD for making corrections to Collection System A. At the time of our
audit, the LSS did not coordinate with the OTD and instead, without
maintaining support, subtracted from the audio backiog workioad hours it
believed were associated with “forward flow” and “back flow” matters.

Brady Review — These audio hours have been reviewed. However; because
the material will be used in court, the FBI must re-review the material to
ensure that the translation is fair and accurate. We agree that this material
is not “unreviewed” foreign language material. However, this material is
workload requiring a further review and therefore, by the FBI's definition,
should be identified as backlog material.

Multiple Copies - Throughout the field, offices occasionaily have difficulty
confirming whether a receiving office actually received audio sessions from
another office. As a resuit, audio collections may be sent repeatedly to the
same site, creating muitiple copies of the same audio session. These
repeated sessions cause a material to be counted twice when determining
the backlog of unreviewed material. If this occurs, the LSS must coordinate
with the OTD to correct duplicated audio sessions. The LSS identifies
duplicated sessions and subtracts hours from the Collection System A
backlog total.

Unidentified Language - The FBI occasionally coliects audio material in a
language it cannot identify or in a language that the FBI does not have a
linguist who can translate it. The LSS believes associated audio hours
should not be included in its Collection System A backlog numbers. These
hours are legitimate backiog hours. When the FBI determines what
language is being spoken or when the FBI finds a linguist who can translate
the language, this:material shouid be translated.

Miscellaneous — The FBI describes these anomalies as technical "glitches,”
network connectivity, and severe system outages. We found an instance
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where the LSS identified, in a comment field within Coliection System A, an
audio collection as miscellaneous when it was actuaily an overrun of material
beyond a court-ordered suspension date. Overruns are not a technical glitch
and must be immediately reported to the FBI Office of the General Counsel.

Case Closed/No Interest - Audio hours can-be left on Coliection System A
that are for closed cases or involve material-in which the case agent has no
interest. The LSS stated that audio hours associated with closed cases no
longer require translation. - A:Supervisory -Special Agent in a-field office we
visited stated that audio sessions. for closed cases are occasionally retained
as background information for a current case. At the very least, the LSS
must work with the field offices to.identify and remove unwanted audio
collections from the system. -

English Only - Through the course of its counterterrorism investigations the
FBI coliects audio material entirely in English.  While it is not foreign
language material requiring translation, it is collected audio material that
requires review. The LSS does not handle English-only language audio
collections and believes these hours should not be reported as foreign
language-backlog: .

104
REDACTED - FOR PUBLIC RELEASE



421



422



423

REDACTED - FOR PUBLIC RELEASE
APPENDIX VIII

THE FEDERAL BUREAU OF INVESTIGATION’S RESPONSE

Dopsument of Justise

@ Velerst Harean of Jovestigation

ntagin, D C. ST

Sepicmber 25, 2009

Honoablé Glenn A Fiar
Offiec of dic Inspector Greneral
11.5. Deparmann of Justice

950 Pennayheunin Averoe, NW
Washinguon, [0.C. 20530

Dear Mr, Fine:

The Foderal Burcau of | igation {FB1) Tt the i TCViCW
responl ta your mukil enfitled, “The Fedorl Burean of Lavestigatian’s Foreign Language
Tranalation Programn” (hereiriaicr, “Report”™). :

Wc e pleased that the Rep b igni P the FBLbes
made in the past four yoers in its Forelgn Langunge Transtation Progrm. fn pirticular. the FBI
is heariened that this Report refloots an overadl reduction by over 40% in the FBT's
courortermarism aulio backlog, (rom 8,334 boigy ay of March 2005 to approximiately 4,770
hours as of September 30, 2008 (soe Repart al xi). The Tanguage Scrvices Scetion should take
justifiable pride in socomptisbing thia very subsiantial niduction in the translation of sowe of the
FBI's nost ampartanc collocted midio.

‘We wre hopefil thit resders of s Report will ot ezronacusty comlutts that the FRI's
audin hacking hus increased kaged on the discussion in the Report of “unteviewed” andlo. Ax
you know, the O#G derives the number of “unrevizwed™ hirs by subtructinig the nmmber of
“eviewed" howrs from the number of hours thatare shown in 1] sysuems ax having been
“oollocied,* However, ny the OJG acknowlodges (sce, c.8, p. ¥ii), the product substantially
vwrstutes the number of uclal unreyicwed hoars because the first number in the catcalation (he
ounber of hours evllectad) includes hours that e duplicatcd whin udio files are ransteresd
between offices and when audio that was previously rovicwed and removed from the online
systen la re-livaded Using thay waefired mumber, he O1Q reporis that the FBL has socumnisoed
47,000 bours of “unrcviewed ™ andioc in courtertermarism eases when the sctual amovit, as
ecknonledged by t OIG, is abont on tenrh of that, or apguoximately 4,770 hours. The FBI

grives tus s peasmuial would be chwisted if our collection kyuans were
abletn i istics withiwa marg] i it
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Tovorable Glem A, Fine

We wre simitarly hopetal thit eaders will not nisundersiand the discisslai i the Repoct
of “unreviesved” elecuronic files and conclude tht the FBA has millicns of electronie files that it

should have sot. Irwould bea weaste of funds for the FBI to
anemp o mmﬁnﬂy mm:wud trenslaee every cloctronic file it collects.  Instead, te FBI
The FRE usiey o ossiRLinthe
anl of ic files that are most relevant to the KBI's mission.

tially. dnequmuMmPB[ﬁdduﬁic: "collevicd lﬂhmﬁqmw}ﬁoh.
FISA court j materiel.” The FBIh provided the OIG with
dm:nmunhmdmnﬂnhngdm the calls to which: te OTG riefeis were mat “coflented” feom
“lines” the FBI wiis monitoring, Insicad, the catls at isxie wens placed o (he FBI's telephone
lincs. Such Jines are used 1o deliver 1o the FBI ¢alls the FBI has anthority 10 intercept: such llnes
ars, however, astigned (elephone aambers by the provider aid can actually be called, Risnot
unwogenon: (o thege lutey 1o “reveive™ uLkﬁmn&dmmd othcrs whe uze eulo-didkers
“and other d call Y A0 . T shart, Ghis wiin moLa porential “weerin.
nor did the ficld oﬁv.xlmsw-gun Ih:dm:emn 0 the FISA court ot to collect on pamicular
lincs.

we .repmmmmwmnmmnmgmi: many of e aiher arcas in which the
TRP's Foreign Language Truilation Progracs uis improvod.. Far exampl; the Ropart seflocis
thar the ¥B1 revicwed "ol.’u.slw:um pgusyE vollections in its highest peiority

ism and wmx ,and 100'/. of the text pagcmoollcmd

aver the past three years, The in the overall
mangemen! ol the Fuleign Languace Program. including dic.cstablishrent of the Torcign
Language Program’s Quality Comtrol Stunbomds it to ensiire full campliance with lmgum
qualrw conirol stand ards and of a two-wetk if all
linguists. E

In corclusion, based upon a reviéw of the Report, the FBI corieurs with all 24
ecommendatians directed to the FBI and has alvady implemicnicd measires w resclve all of the
iulenified issnes. The FBI awxcrht:sﬂr professivnalism cxhibitl by your stall ia warking
joimtty wirh onr. Uris Repxt. i the FBI’s responses:
6 the rocomunéndations, Ploans ferl ne»m contant ase should You have any questions,

Simecrcly yours,

Q.J/a

{ }mS hwak

Crelosure
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RE: REVIEW OF THE FEDERAL BUREAU OF INVESTIGATION’S
FOREIGN LANGUAGE TRANSLATION PROGRAM

Recommendation 1: “Ensure the LSS is reporting accurate,
comprehensive, and supported data on the backlog of unreviewed foreign
language audio material from-all-audio collections . ....."

FBI Response: RESOLVED - The Federal Bureau of Investigation (FBI)
concurs with this recommendation.

We agree that it is crucial that the Language Services Section (LSS) of
the FBI's Directorate of Intelligence (DI) receive and report accurate data on
all foreign language audio collection. - The vast-majority of the FBI‘s Foreign
Intelligence Surveillance Act (FISA)-audio is collected on a- platform from
which LSS can acquire data automatically.The remaining FISA audio is
collected through a different platform; for which-the LSS is currently
dependent on-eachfield-office to report active cases and the associated
audio collection. : LSS will work to acquire a monthly list of these cases
directly from the system managers to ensure that ail ‘active FISA cases are
being reported each month. Currently:LSS acquires‘data on non-FISA audio
collection, primarily audio collected pursuant:to Title IIL:in criminal cases,
from the monthly surveys received from each field office.” The criminal
collection systems, as the OIG has noted, have not historically generated
audio “backlog,” and the FBI believes the reporting on'this material is
accurate, comprehensive, and supported.

Recommendation 2: “Develop a proactive long-term strategy for the FBI
to keep pace with translating and reviewing its increasing collection of
electronic files.” - ’

FBI Response: RESOLVED - The FBI concurs-with this recommendation.

As the OIG recognizes, the vast majority of unreviewed electronic files
are not “backlog,” because they are not waiting to be translated (see, e.g.,
page vi,"We recognize that not all-collected material yields vatuable: -
intelligence and that not all collected material may-need:to be reviewed.”).
Thus; the FBI does not anticipate that it would ever actuaily translate and
review every electronic file it collects. Instead, the FBI handles electronic
files analytically. The FBI uses advanced technology to assist in:the
identification and prioritization of the electronic files that are most relevant
to the FBI's mission. “Electronic files that are not relevant are, quite:
appropriately, not manually reviewed (indeed, it would be a waste of time
and money to have translators reviewing the myriad of spam emails that are
routinely collected).
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In addition to reviewing electronic files analytically, the FBL is also
developing new tools that will further reduce the volume of electronic files
requiring translation and review.

Recommendation 3: “Develop protocols for monitoring ‘and ensuring that
unreviewed foreign language material collected for high-priority
counterterrorism and counterintelligence cases is reviewed and translated in
a timely manner.” . B .

FBI Response: RESOLVED - The FBI concufs with this recommendation.

High-priority counterterrorism:and: counterintelligence. materials must
be reviewed and translated in a timely manner. LSS managers-at
headquarters and field offices are responsible for reviewing each FISA
monthly to ensure that work.is being-reviewed consistent with its priority (as
established by the operational divisions)-and the availability of foreign
language resources. When foreign:language resources are scarce for a
particular-language, LSS managers actively coordinate with the substantive
divisions to ensure that the entire workload-for that language is being
handled in prioritized order. LSS will remind its managers of the
importance of effectively executing these responsibilities and will provide
guidance regarding best practices.

Recommendation 4: “Develop a strategy and implement protocols. for
reviewing English-only material in a timely manner, particularly material
collected for high priority counterterrorism and counterintelligence
operations.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI has already developed new. policy to more effectively:manage
its English-only collection in counterterrorism investigations; English-only
counterintelligence collection has not historically been a problem, and we do
not anticipate our policies for handling such collections to change. As to
counterterrorism collections, each FBI field office will continue to be
responsible for. reviewing its all-English FISA collection, but the Directorate -
of Intelligence (DI) wilt realign personnel resources to the LSS so that it can
provide central oversight of such collection. - LSS will regularly validate
backiog and unaddressed work statistics and provide guidance and training
on FISA processing systems to personnel who-are responsible for reviewing
the material. “Additionally, LSS will keep. executive-management of the
Counterterrorism Division fully informed of the number of hours of coilected
material that has not been-reviewed. We believe this policy should
effectively ensure that English-only FISA collection is promptly reviewed.
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Recommendation 5: “Develop and implement-a risk-based policy . . . for
removing audio material from the collection system.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI Counterintelligence Division (CD), in conjunction with the
Operational Technology Division (OTD), will determine how best to
implement a risk-based policy for removing all audio material (regardiess of
tier) from the collection system. All such material will continue to be held in
archives in the event it is subsequently needed for investigative purposes.

Recommendation 6: “Develop protocols to support the FBI policy
requiring FBI operational components to work with the LSS and FLP
personnel in determining linguistic resource availability before.commencing
counterterrorism, counterintelligence, and criminal collection techniques that
will require foreign language translation.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

In the coming months, the National Security Branch (NSB) will work
with LSS personnel and FBI technical personnel to identify, develop, and
implement an automated method to notify LSS managers when FISA
initiation requests are submitted by FBI field offices. That notice will specify
the language that the FBI believes'is used by the target of the proposed
FISA surveillance. That notification will allow the FLP managers to develop
resource allocations plans, and, if necessary, begin the recruitment/hiring
process if the FBI -has inadequate linguists on board to handle the
anticipated workload.

In-addition, the FBI will take steps to-ensure that notification is made
to the LSS when agents seek criminal collection authority that is likely:to
require linguistic:resources.

Recommendation 7: “Comply with its internal policy by reporting the . ..
potential overrun to its Office of the General Counsel-for appropriate
adjudication.” R

FBI Resp to Recc dation #7: RESOLVED - The FBI has
already carried out the actions required by this recommendation.

On June 30, 2009, the FBI Office of the General Counsel provided the
OIG with documentation reflecting that the Field Office in question had
provided it with all of the facts and documents relevant to the collection to
which the OIG refers in this recommendation Contrary to the OIG’s
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understanding, FBI policy did not require the Field Office in question to
report this matter. The collection to which the OIG refers was not
“collected” from “lines” the FBI was monitoring. Instead, the collection was
of calis that were placed to the FBI's telephone lines. Such lines are used to
deliver intercepted calls to the FBI, but such lines can also be called. Itis
not uncommon for these lines to “receive” calis from telemarketers and
others who use auto-dialers and other automated call technology to place
calls. Aithough this was not, therefore, an “overrun,” at the request of OGC,
based on the OIG’s report, the Field Office in question provided the
requested information.

Recommendation 8: “Consolidate collection systems and develop an
automated- means of reliably reporting the amount of material collected and
the backiog of unreviewed material.” -

FBI Response: RESOLVED - The FBI concurs with this recommendation.

Although the FBI concurs that the ability to easily and reliably know
how many hours of FISA audio has been coliected, the number of hours of
collected FISA audio pending review, and the number of hours of collected
FISA audio that no longer requires review, is important, we do not believe
that consolidation of collection systems is necessary to reliable reporting of
this information. Our collection systems provide the means to extract
reliable statistics. - Although those statistics need to be combined to obtain a
comprehensive statistical view, -consolidating ali audio coliection systems
merely to make statistical compilation easier is not the best approach to
resolving this issue, because it ignores.the other significant implications of
consolidating systems, including cost.

The current platform for FISA audio- collection utilizes queries to.
support Language Services Section (LSS) statistical requirements. As noted
in the OIG's report, LSS must manually “refine” the data it receives to
determine the number of hours of audio that is actually pending review. The
FBI is-currently procuring and testing the next version of this platform;:-
which will.provide integrated workflow tools to facilitate the centralized
management of system data and users. In addition, this next version will be
able to generate reports from which LSS will be able to report the number of
hours collected, the number of hours pending review, and the number of
hours no longer pending review. This information will be consolidated in the
Integration Engineering Services layer to provide comprehensive statistics
on all FISA-collected audio, whether it is resident in the current platform or
the next version of the platform. This layer will also provide the foundation
and standard interfaces for harvesting statistics across collection platforms.
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This capability is scheduled for completion in second quarter of Fiscal Year
(FY) 2010.

Recommendation 9: “Develop procedures for comprehensively monitoring
the amount of unreviewed foreign language material and for accurately
evaluating its ability to review audio, text, and electronic file material.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI agrees that it needs to monitor and be able to assess-its
capability to handle foreign language materials the FBI collects, whether the
material is text, audio or electronic files. The FBI is pleased that the OIG's
audit reflects that the FBI reviewed all-of the pages:of foreign language text
material that it collected. ' As noted in the response to recommendation
number 8, the FBI is currently developing technology that will enable it to
more comprehensively monitor the FISA audio material it collects. As noted
in response to-recommendation 2, the FBIis also developing new tools to
assist in handling electronic files. - The FBI will also review its methodology
for comparing the FBI's foreign language transiation needs against LSS’s -
current “operational capacity” (i.e., the quantity: of foreign language audio,
text and electronic material that the FBI expects to be able to review ina
given time. period).

Recommendation 10: “Ensure that the LSS enforces the FBI's quality
control policy that requires all linguists with more than 1 year of experience
with the FBI to have their regularly assigned tasks quality-control reviewed
once every 4 quarters.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The LSS Quality Control Standards Unit (QCSU) began a pilot program
in January 2009 to:centralize all quality control reviews. Once fully staffed,
the QCSU will coordinate and manage all reviews to ensure-proper.and
complete compliance with all quality control policies, including the
requirement that all linguists with more than 1 year of experience with the
FBI be subject to quality-control reviews once every 4 quarters. In the
mean time, QCSU has monitoring and controls in place to detect anomalies
and to notify field offices when they are not in compliance with quality
control policies. Field office compliance is-rated and scored, and low
compliance ratings have direct consequences on the performance appraisals
of the responsible field-managers.
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Recommendation 11: “Develop and enforce procedures to ensure that
linguists are only translating in languages in which the Language Testing and
Assessment Unit has tested them for proficiency.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI concurs that, as a general rule, linguists shouid only translate
languages in which they have passed a proficiency test provided by the
Language Testing and Assessment Unit. LSS will ensure that its online
Foreign Language Program Supervisor’s Reference Manual is updated to
further clarify this policy.

Any such policy must, however, recognize an exception for-exigent
circumstances. Operational imperatives may require LSS to use a linguist
with untested language ability when an-imperfect translation is better than
no translation." This is most likely to arise with foreign languages rarely
encountered for which the FBI does not have an established language test
battery-or no available fully quaiified: linguist with Top Secret clearance. If
the FBI has acleared linguist that possesses to some degree a needed, but
rare, language, absent other options, the policy will permit use of such
linguist. In such cases, LSS will ensure that;the requestor of the translation
service understands that the linguist providing services is untested.

Recommendation 12: “Develop procedures to-ensure that linguist quality
control review ratings in the field offices are accurately and timely reported
to the QCSU.” .

FBI Response: RESOLVED - The FBI concurs with this recommendation.

As noted in response to recommendation number 10, the QCSU began
a-pilot-program in January 2009 to centralize all quality control reviews.
Once fully staffed, the QCSU. will coordinate and manage all reviews to
ensure proper and compiete compliance with ail quality control policies.
Once this occurs, the field-offices will no longer be required to report:quality
control review ratings to the QCSU because QCSU wili generate the ratings.

Recomrﬁendation 13: “Improve procedures and controls to ensure that
Certified Quality ‘Control Reviewers, are only.reviewing translations in
languages and genres they are qualified to review.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

As noted in response to recommendation number 10, the QCSU began
a pilot program in January 2009 to centralize all quality control reviews.
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Once fully staffed, the QCSU will coordinate and manage all reviews to
ensure proper and complete compliance with all quality control policies,
including the policy that quality control reviewers will only review materials
in the languages and genres in which:they are certified. In the mean time,
QCSU has monitoring and controls in place to detect anomalies and to notify
field offices when they are not in"'compliance with quality control policies.
Field Offices are required.to report to QCSU -quarterly as to each of its
linguists the guality control reviews that were conducted and the results of
those reviews. QCSU examines the reports to determine whether there are
any violations of LSS quality. control policies or procedures.

Recommendation 14: “Develop and enforce procedures to ensure that Not
Satisfactory ratings are followed up in a timely manner with quality control
reviews.as required by FBI quality control policy.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

As noted in response to recommendation number 10, the QCSU began "
a pilot program-in January 2009 to centralize all quality controf reviews.
Once fully staffed, the QCSU will ‘coordinate and manage all reviews to
ensure proper and complete compliance with all quality control policies,
including mandatory follow-up on Not Satisfactory ratings. In the mean
time, QCSU has monitoring and controls in place to detect anomalies and to
notify field offices when they are not in compliance with quality control
policies. Field Offices are required to report to QCSU quarterly as to any
quality control reviews that were conducted on each of its linguists and the
results of those reviews.” QCSU examines the reports to determine whether
there are any violations of LSS quality control policies or procedures. QCSU
examines each field office report closely to -determine whether Not
Satisfactory ratings received adequate and timely follow-up.

Recommendation 15: “Improve oversight of the quality control program
by developing aninternal control system that monitors whether field :
supervisors comply with LSS quality control review reporting policy.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

As noted in response to recommendation number 10, the QCSU began
a pilot program in January 2009 to centralize all quality control reviews.
Once fully:staffed, the QCSU will coordinate and manage all reviews to
ensure proper and complete compliance with all quality control policies.

Recommendation 16: “Improve the:efficiency of its contract linguist hiring
process, particularly alternatives for reducing the duration of adjudicating a
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contract linguist’s security clearance and in decreasing the time it takes to
perform language proficiency testing.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI concurs that the contract linguist hiring process has some
inefficiencies that are unnecessary. During FY 2009, the FBI contracted with
a vendor to produce the Consolidated Linguist Automated Support System
(CLASS). CLASS will enable applicants-to schedule their.own language
testing at third-party testing centers. .Eliminating-the field office from most
foreign language applicant testing should improve turnaround time for the
language testing phase of applicant processing. :

During fiscal year 2009, it took the Security Division’s Contractor
Clearance Unit (CCU) an average 4 months to complete the background
investigations and 24.3 days to complete its security adjudication (measured
from the date it received documentation reflecting that the candidate had
completed the preliminary phases of the process (including the:polygraph
examination)). "In order to further reduce these timeframes; the LSS
recently :allocated funding. for three additional Investigative Analyst
Consultants (IACs). When the funding becomes-available, the additional
IACs will be hired.

Although the FBI would like to further shorten the time necessary to
clear contract linguists, most prospective contract linguists have a foreign
nexus, which requires a thorough, complex evaluation of those foreign
connections.  While speed is important, the security evaluation of these
issues must also be comprehensive to prevent the FBI from being
penetrated by a person with ties or allegiance to a foreign government or
terrorist group. - . .

Recommendation 17:. “Make full-use of the FBI's Fast Track hiring
initiative for converting contract linguists to permanent FBI employees.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

Although all contract linguists converting to permanent FBI employees
are offered the Fast Track option, it is not likely to materially alter the length
of time it takes to convert most contractors.to employees. A large
percentage of the FBI’'s contract linguists work part-time for the FBI while
simultaneously holding other employment.- Any contractor who accepts the
Fast Track option must resign his or her other employment and immediately
assume a full-time schedule with the FBI. Because the Fast Track offeris a
conditional offer of employment, which will be rescinded if information is
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found which makes the candidate unsuitable for employment, very few
contract linguists accept the Fast Track option. Nevertheless, it will be
offered.

Recommendation 18: “Ensure that all new FBI Iingﬁists attend LAST
training unless the linguists can demonstrate sufficient and relevant
translation experience such as previous experience as a contract FBI
linguist.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

Upon entering on duty, each new Language Analyst is given a
Professional Development Plan, which details specific training and activities
the linguist is required to complete during his or her first year as an
employee. Language Analyst Specialized Training (LAST) training is-part of
that plan. Failure to meet training requirements is one factor reflected in
annual performance appraisals.

Recommendation 19: “Implement policy requiring contract linguists
without significant transiation experience to attend LAST training and
develop a separate training curriculum specifically for new.contract linguists
who cannot travel to attend the LAST course.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The FBI concurs that LAST training:should be required for new contract
linguists who do not have significant prior transiation experience. Indeed,
since the LAST program was initiated in 2006, 285 contractors have
attended the training. Because some contract linguists are simply unable to
dedicate two weeks to LAST training at-Quantico, the. policy will permit'as an
alternative to LAST pairing such contract linguists with.senior linguists for
on-the-job training. Additionally, such-contractors will be required to take
certain courses in Virtual Academy

Recommendation 20:" “Ensure that security clearance-reinvestigations for
FBI and contract linguists are initiated according to the 5-year timeframe
outlined in DOJ policy.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.
The FBI will work to ensure that security clearance reinvestigations for

FBI and contract linguists are initiated“according to the 5-year timeframe
outlined in DOJ policy.
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For FBI employees (including Language Specialists), the periodic
reinvestigations are initiated when the Bureau’s Personnel Management
System (BPMS) generates a list of employees due for reinvestigation. That
list is sent to the appropriate Chief Security Officers (CSOs) in the office
where the linguist is assigned. The CSOs are responsible for initiating
reinvestigations of linguists within their division by instructing the linguist to
compliete the Office of Personnel Management electronic questionnaire for
investigations processing. The CSO is then responsible for forwarding the
questionnaire and other required forms to the Reinvestigations Unit. The
Reinvestigations Unit verifies, on:a monthly or weekly basis, that it has
received the required forms for each person whose name appeared on the
electronic list generated by BPMS. The CSO is contacted on any delinquent
form submittal. -Once the reinvestigation unit receives the required forms
from the CSO, the tracking-of linguist reinvestigations:is done through the
Case Assignment and Retrieval System (CARS):

With respect to contract linguists, who are not tracked in BPMS, the
data on initial background investigations is contained in the Facility Security
System (FSS). The Directorate of Inteliigence will work with the Security
Division to develop a reliable and comprehensive mechanism for ensuring
that contract linguist reinvestigations are initiated in a timely fashion and are
tracked effectively.

Recommendation 21: “Continue its efforts to ensure that the Security
Division’s Bureau Personnel Management System contains complete and
accurate security clearance information on FBI linguists.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

The Security Division does not control BPMS, ‘but itis an' FBI system
that holds, inter alia, security clearance information-regarding employees.
The Facility Security System (FSS) holds similar information regarding
contractors. The Security Division will continue its efforts to ensure that
BPMS and FSS contain complete and accurate security clearance information
on FBI linguists. " As modifications to security clearances occur due to
upgrades, downgrades, suspensions:or revocations, those updates: will be
promptly recorded in BPMS or FSS. To ensure compliance, the
Reinvestigation Program is subject to periodic data calls from the Security
Division’s, Mission Support Section (MSS) and the Inspection Division,
Internal Investigative Section (IIS).

Recommendation 22: “Pevelop procedures to ensure that the Security
Division’s Post Adjudication Risk Management Program database is updated
regularly.”
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FBI Response: RESOLVED -The FBI concurs with this recommendation.

The Security Division Post Adjudication Risk Management (PARM)
Program is managed by the Analysis and Investigations Unit (AIU). Inan
effort to ensure that the database relied upon by AIU (the CARS database) is
correctly maintained, AIU will provide training to those personnel responsible
for updating the database. In addition, AIU will review current policies and
procedures that govern the updating of the CARS database with.information
relevant to the PARM program, and will update or revise those policies and
procedures as appropriate. .

Recommendation 23: “Establish policy requiring the Health Care
Programs Unit to immediately notify the LSS when an FBI linguist’s
audiometric examination falls outside an acceptable hearing range.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

Language Specialist applicants must meet minimum hearing
requirements for entry.on duty. After being hired, such employees’ hearing
must be tested every other year. The Health .Care Programs Unit (HCPU)
has recently implemented use of MEDGATE software, which allows
audiometric data to be effectively tracked. MEDGATE will be fully
operational in June 2010. A searchable electronic medical record
(MEDGATE) will enable HCPU to better identify Language Specialists
developing significant hearing losses and will help ensure timely and
comprehensive notification of LSS.

Recommendation 24: “Ensure that the LSS develops the capacity to
interpret audiometric resuits for contract linguists.”

FBI Response: RESOLVED - The FBI concurs with this recommendation.

Subject to available funding, LSS will seek to enter into a contract with
an audiometric professional in FY 2010. The audiometric professional will be
responsible for developing validated hearing standards specific to linguists
and for evaluating contract linguist audiometric examinations.
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APPENDIX I1X

OFFICE OF THE INSPECTOR GENERAL
ANALYSIS AND SUMMARY OF ACTIONS
NECESSARY TO CLOSE THE REPORT

The QOIG provided a draft of this audit report to the FBI." The FBI
response is incorporated in Appendix VIII of this final report. The following
provides the OIG analysis of the response and summary of actions necessary
to close the report.

Analysis of FBI's Response

The FBI responded to our report, concurred with our recommendations
and discussed the actions it will implement in response to our findings. We
provide the following analysis of the FBI's comments before discussing the
FBI's responses to each of our recommendations and the actions necessary
to close those recommendations.

The FBI stated in'its response that our audit report reflects a 40 percent
reduction in the FBI's counterterrorism audio backlog from March 2005
through September 2008. This statement is accurate only if the.
consideration of data is limited to the manually refined data from Collection
System A - which is only one of several systems used by the FBI to collect
counterterrorism audio material — and other critical data is excluded.
Considering refined data only from Collection System A, the FBI stated that
its backlog of counterterrorism audio material awaiting translation was
4,770 hours.as of September 2008. Our audit report explains that when the
FBI considers data only from Collection System A to report the backlog of
unreviewed counterterrorism audio material, the FBI presents an incomplete
picture of the translation backlog by failing to include important data on
material collected outside this system. Therefore, the FBI's data is
incomplete, as the FBI acknowledged in its response to Recommendation 1,
and we disagree that our report reflects a 40 percent reduction in the FBI's
counterterrorism backlog. |

Rather, in our report we also present data submitted monthly to the
LSS by FBI field offices that includes data from collection systems besides
Collection System A. Using this FBI data, we computed and reported that
the accrued amount of unreviewed audio hours collected for
counterterrorism investigations at the end of FY 2008 was about 47,000
audio hours or 5.5 times what it was in FY 2003. While we acknowledge in
our report that FBI collection system limitations may cause this FBI data to
include duplicative and other data that should not be included in total
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backlog figures, we do not believe the FBI should be discounting entirely
counterterrorism audio hours contained on systems that it includes in its
more comprehensive-monthly reporting process. In its response to
Recommendation 1, the FBI stated that it will take corrective action-to
ensure that data for audio collections outside Collection System A is being
reported each month; which will provide a-more accurate description of the
counterterrorism backlog.

The FBI’s response also stated that it would be an unnecessary waste
of funds to. systematically review and translate every electronic file it
collects. However, in order-to determine if collected electronic file materiai
could yield valuabie intelligence, at minimum a cursory review of the
electronic file material is'needed. Further, as our report notes, for cases in
its second-highest priority national security-category:the FBI did not review
60 percent of the electronic files ‘collected for counterterrorism cases and
50 percent for its counterintelligence cases. We believe that the corrective
actions that the'FBI described in its response to'Recommendation-2 should
help it appropriately address its backlog of electronic file material.

The FBI also stated in its'response that it provided the OIG with
documentation demonstrating that a.field office did not collect material
beyond a Foreign Intelligence Surveillance Act Court authorization period
and thus did not have an “overrun.” However, our report did not determine
that the FBI had an overrun. Rather, we fauited the FBI for failing to report
a potential overrun as required by FBI policy.  Specifically, our report stated
we found a potential overrun during our testing of audio coliection data and
that an FBI field office was aware of the potential overrun. According to FBI
policy, if a field office cannot determine whether it collected material beyond
its authorized collection period, it must report'the potential overrun to the
FBI's Office of the General:-Counsel. However, we determined that the field
office did not report this potential overrun:to the Office of the General
Counsel for appropriate adjudication. -Only after the OIG: discovered the
FBI'’s failure to report this potential overrun and the matter was referred to
the FBI’s Office of General Counsel did the FBI analyze the issue and
determine that there was not in fact an overrun because the calis
intercepted by-the FBI were from telemarketers and others who use auto-
dialers or other automated call technologies to place calls. Under FBI
policies, the incident 'should have been reported to the Office of the General
Counsel immediately; as the FBI initially' agreed.

Summary of Actions Necessary to Close Report

1. Resolved. The FBI concurred with our recommendation to ensure
that the LSS ‘is reporting accurate, comprehensive, and supported data
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on the backlog of unreviewed foreign language audio material from all
audio collections, not solely. the FBI's-Coilection System A. In its
response, the FBI stated that the LSS will work with field offices to
acquire a monthly list of the FISA audio hours coliected: through
different collection platforms.:for which it has no direct access to
ensure that all-active FISA cases are-being reported each month.

This recommendation can be closed when the FBI provides us evidence
that the LSS has instructed its field office system managers.regarding
proper monthiy reporting of aii-active FISA-related collections,
including material coliected by and outside Collection System A.
Additionally, the FBIshouid provide us 3 months of data and
supporting documentation demonstrating that the LSS and field office
system managers are accurately reporting and including audio hours
from all FBI collection systems: in official FBI backlog totals.

. Resolved. The FBI concurred with our.recommendation to develop a

proactive long-term strategy to keep pace with transiating -and
reviewing its increasing collection of electronic files. The FBI also
stated that in‘addition to reviewing electronic.files analytically, it is
developing new tools that will further reduce the volume of electronic
files requiring translation and review.

The FBI also stated in its response to this recommendation that “[a]s
the OIG recognizes, the vast majority of unreviewed electronic files are
not 'backlog’ because they are not waitingto be translated.” This
does not accurately reflect what is stated in the OIG report.  The OIG
stated on-page vi of the report "that not all collected-material yields -
valuable inteliigence and‘that not all collected:material may need to-be
reviewed.” - However, we further-stated that without performing at
least a cursory review.of the:material, “the FBI cannot determine
whether collected material represents critical intelligence information.”

This recommendation-can be closed when the FBI provides
documentation regarding the new analytical tools it-has-implemented
to reduce its volume of electronic files requiring translation and review.

. Resolved.: The FBI concurred with our recommendation to deveiop

protocols for monitoring and ensuring that unreviewed foreign
language material coilected for high-priority counterterrorism and
counterintelligence caseis reviewed and translated in‘a timely manner.
The FBI stated that it will remind its managers of the importance of
effectively executing the responsibilities of reviewing high-priority
material and will provide guidance regarding best practices.
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We agree that providing advice and reiterating policy will help ensure
that high-priority material js reviewed. However, the FBI's response
did not mention implementing any additional protocols for monitoring
whether high-priority material is being translated in a timely fashion.
We believe enhanced monitoring is particularly necessary for the FBI's
highest-priority counterterrorism material, because we found that this
critical material was not always being reviewed in accordance with FBI
timeliness standards. . :

This recommendation can be closed when the FBI provides its
protocols addressing the importance of translating the
counterintelligence and counterterrorism material.  The protocols
should provide sufficient guidance for managing responsibilities and
examples of best practices for prioritization. Additionally, the FBI
needs an automated means for monitoring compliance.in reviewing its
highest priority material. The FBI should provide documentation for
3 months demonstrating that this critical material is being reviewed in
accordance with FBI timeliness standards.

. Resolved. The FBI concurred with our recommendation to develop a
strategy and implement protocols for reviewing English-only material
in a timely manner, particularly material collected for high-priority
counterterrorism and counterintelligence operations. The FBI stated
that each FBI field office will continue to be responsibie for reviewing
its all-English FISA collection, but the Directorate of Intelligence will
realign personnel resources to the LSS so that it can provide central
oversight for the all-English collection. The LSS will reguiarly validate
backiog and unaddressed work statistics and provide guidance and
training on FISA processing systems to personnel responsible for
reviewing the material. Additionally; the LSS will ‘keep executive
management of the Counterterrorism Division fully informed of the
number of hours of collected material that has not been reviewed.

This recommendation can be closed when the FBI provides policy
designating LSS as the entity with oversight responsibility for the
English-only collection and directing the LSS to keep executive
management of the Counterterrorism Division fully informed of
English-only material that has not been reviewed. Additionally, the
FBI:should provide us 3 months of data and supporting documentation
demonstrating that the LSS and the field offices are reviewing the
English-only collection.
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5. Resolved. The FBI concurred with our recommendation to develop
and implement a risk-based policy for removing audio material from
the collection system. The FBI stated in its response that the
Counterintelligence Division and Operational Technology Division will
determine how. best to implement.a risk-based policy for removing all
audio material from the collection system.

This recommendation can be closed when the FBI provides its risk-
based policy for removing audio material from its collection system.

6. Resolved. The FBI concurred with our recommendation to:develop
protocols to support the FBI policy requiring FBI operational
components to work with the LSS and: FLP personnel in-determining
linguistic resource availability before commencing-counterterrorism,
counterintelligence, and criminal case collection techniques that will
require foreign language translation. The-FBI stated thatin the
coming-months, the:National Security Branch will-work with LSS
personnel and FBI technical personnel to identify, develop, and
implement an automated method to notify LSS managers when FISA
initiation requests are submitted by FBI field offices. The FBI stated
that this method will allow the FLP managers to develop.resource
allocation plans-and, if necessary, begin any.necessary recruitment
and hiring to handle the anticipated workload. Additionally, the FBI
stated that'it will take steps to ensure that notification is made to the
LSS when agents seek criminal collection authority that is likely to
require:linguistic resources. :

This recommendation can be closed when the FBI. provides

(1) documentation describing its automated notification method for
counterterrorism and counterintelligence collections; . (2) evidence that
this automated method-has been successfully implemented, and

(3) information on its notification policy and practices pertaining to
criminal collection authority and-the use of linguistic resources.

7. Closed. The FBI stated-in its response that the field.office provided its
Office of the General Counsel with documentation relevant to the
potential-overrun collection that we identified during our audit.
Contrary to the -FBI's response, we concluded that-given-that the:field
office believed it had-potentially collected material outside the period
authorized by the FISA Court, the field office-should have immediately
reported the matter to the Office of the General Counsel.

Because the Office of the General Counsel became aware of and has
reviewed the relevant documentation, we consider the
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recommendation for the FBI to comply with its internal policy by
reporting the potential overrun to its Office of the General Counsel for
appropriate adjudication to be closed.

. Resolved. The FBI concurred with our recommendation to consolidate

collection systems and develop an automated means of reliably
reporting the amount of material collected and the backlog of
unreviewed material. The FBI stated in its response that it is currently
procuring and testing the next version of its current platform for
generating statistics on FISA audio collections. . The FBI stated that it
believes this version will provide comprehensive statistics on all FISA
collected audio, affording the foundation and standard interfaces for
compiling statistics across collection platforms. The FBI stated that
this new platform is scheduled for completion in the second quarter of
FY 2010.

This recommendation can be closed when the FBI provides
documentation (1) supporting the implementation of its new platform
for determining the number of hours collected, pending review, and no
longer pending review, and (2) demonstrating that the statistics
generated from this platform are accurate and inclusive of data from
all FBI collection platforms.

. Resolved. The FBI concurred with our recommendation to develop

procedures for comprehensively monitoring the amount of unreviewed
foreign language material and for accurately evaluating its ability to
review audio, text, and electronic file material. The FBI stated in its
response that the actions to address this recommendation will include
its new: platform for generating automated statistics (see discussion for
Recommendation 8 above) and the'development ‘of new tools to
improve its handling electronic files (see discussion-for
Recommendation 2 above). - Furthermore, the FBI stated that it will
review its methodology for comparing the FBI's foreign language
translation needs against LSS’s current operational capacity.

This recommendation.can be closed when the FBI successfully
implements its new platform for generating workload statistics and its
tools to help it address-its handling of collected electronic files, and
when the FBI provides documentation that it has fully implemented a
sound methodology for comparing the FBI's foreign ianguage
translation needs against the current operational needs of the LSS.

Resolved. The FBI concurred with our recommendation to ensure
enforcement of the quality control policy requiring the regularly
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assigned tasks of all linguists with more than 1 year of experience with
the FBI be reviewed once every 4 quarters. The FBI stated that the
Quality Control and Standards Unit (QCSU) began-a pilot program in
January 2009 that centralized quality control reviews. Once fully
staffed, the QCSU will be responsible for coordinating and managing all
quality control reviews to ensure compliance with FLP quality control
policies.

This recommendation can be closed when the FBI provides-the
Translation Quality Control Policy and Guidelines revision addressing
these changes and documenting the responsibilities of the QCSU, as
well as.evidence that the QCSU is sufficiently staffed and has begun its
centralized oversight of quality control ratings.

Resolved. The FBI concurred with our recommendation to develop
and enforce procedures to ensure that linguists are only translating in
languages in which the Language Testing and Assessment Unit has
tested: them for proficiency. The FBI stated it plans to update its
current FLP Supervisor’s Reference Manual to ensure its operating
procedures are clearly reflected. The FBI also stated that the policy
will include an exception clause to allow, when operational needs
require it, material to be translated by a linguist who has not tested
proficient in the language needing translation. The FBI also stated
that the LSS will ensure that the:requestor-of this type of translation
service understands that the linguist providing the service has not
tested proficient in the particular language.

This recommendation can be closed when the FBI provides an updated
FLP Supervisor’s Reference Manual documenting these procedures as
well as the internal controls it has put in place to help ensure that the
use of the exception clause for linguists performing translations for
which they are not certified is not abused.

Resolved. The FBI concurred with our recommendation to develop
procedures ensuring that linguist quality control review ratings are
accurately-and timely reported to the QCSU.. In its response, the FBI
stated that a pilot program was implemented in January 2009
centralizing all quality control reviews. This centralization makes the
QCSU responsible-for coordinating and managing all reviews and
eliminates the field offices’ need to submit ratings to the QCSU
quarterly. The FBI'stated it will be able to fully implement this process
when the QCSU is fully staffed.
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This recommendation can be closed when the FBI provides a copy of
its revised Translation Quality Control Policy and Guidelines outfining
these changes and documenting the responsibilities of the QCSU, as
well as evidence that the QCSU is sufficiently staffed and has begun its
centralized oversight of quality control ratings.

Resolved. The FBI concurred with our.recommendation to improve
procedures ‘and controls to ensure that Certified Quality Control
Reviewers are only reviewing transiations in languages and genres
they are qualified to review. The FBI stated that the QCSU is
responsible for ensuring proper and complete compliance with quality
control policies, including:policy that Certified Quality Control
Reviewers. will only review. material in languages and genres in which
they are certified. -The FBI stated that'the-QCSU would-be able to
perform this centralized oversight ‘once it:is fully staffed.

" This recommendation can be closed when the FBI provides a copy of

the revised Translation Quality Control Policy and Guidelines
documenting the responsibilities of the QCSU for monitoring
‘compliance with' quality control poiicy.. The FBI.should ailso provide
evidence that the QCSU is‘sufficiently staffed and-has begun-its
centralized oversight of quality control reviews.

Resolved. The FBI concurred with our recommendation to develop
and enforce procedures to ensure that Not Satisfactory ratings are
followed up in a timely ' manner with-additional quality control reviews.
The FBI stated that the pilot program developed in January 2009,
designed to centralize quality contro! reviews, requires QCSU to ensure
proper and.complete compliance with all quality control policies,
including follow-up reviews for Not Satisfactory ratings.

This recommendation can be closed when the FBI provides (1) a copy
of the revised Translation Quality Control Policy and Guidelines
documenting the responsibilities: of the QCSU to follow up on:Not
Satisfactory ratings, (2) evidence demonstrating that the QCSU is
following up on Not Satisfactory ratings in a timely a manner with
additional quality control'reviews, and:(3) evidence that the QCSU is
sufficiently staffed to ‘effectively perform its responsibilities concerning
Not Satisfactory ratings.

Resolved. The FBI concurred with our recommendation to improve
oversight of the quality control program by developing an internat
control system that monitors whether field supervisors comply with the
LSS quality control review reporting policy. The FBI stated that
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through the pilot program it began inJanuary 2009 to centralize all
quality control reviews, the QCSU will be responsible for coordinating
and managing all reviews to ensure proper and complete compliance
with all quality control policies.

This recommendation can be closed when the FBI provides a copy of
the revised Translation Quality Control Policy and Guidelines
documenting the responsibilities of the QCSU and evidence that the
QCSU is sufficiently staffed to perform all of its quality control
oversight.

Resolved. The FBI concurred with our.-recommendation to-improve

‘the efficiency of its contract linguist-hiring process, particularly.

alternatives for-reducing-the duration-of adjudicating a contract
linguist’s security clearance and in decreasing the time it takes to
perform language proficiency testing. The FBI stated in its response
that it contracted with a:vendor to produce the Consolidated Linquist
Automated Support System, which will .enable applicants to schedule
their own language testing at third party testing centers.' ‘Additionally,
the FBI stated-that it has recently allocated funding for three additional
Investigative Analyst Consultants to assist in.reducing the timeframes
for security clearance adjudications.

This recommendation can be closed when the FBI provides
documentation confirming that the.Consolidated Linguist Automated
Support System reduces the time it takes-to perform language
proficiency testing. “Additionally, the FBI should-provide evidence
demonstrating that the Investigative Analyst Consultants are
improving the efficiency. of the contract linguist hiring process.

Resolved. The FBI concurred with our recommendation to make full
use of the FBI's Fast Track hiring-initiative for converting contract
linguists to-permanent-FBI employees. The FBI stated that the Fast
Track-hiring initiative will continue to-be offered-as:an optwon to
contract linguists.

This recommendatlon can be closed ‘when-the FBI provides
documentation confirming they are following or have revised the policy
dated April 15, 2008, requiring that all contract linguist-conversions be
handled under the Fast Track hiring initiative.

Resolved. The FBI'concurred with-our recommendation to-ensure
that all new FBI linguists attend Language Analyst Specialized Training
(LAST) training unless the linguist can demonstrate sufficient and
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relevant translation experience. The FBI stated in its response that it
has made LAST training a requirement of Professional Development
Plans for newly hired FBI employees.

This recommendation can be closed when the FBI provides
documentation confirming that newly hired Language Analysts have
received LAST training within their first year as an employee for
FYs 2009 and 2010.

Resolved. The FBI concurred with our recommendation to implement
policy requiring contract linguists without significant translation
experience to attend LAST training. -Additionally, we recommended
the FBI develop a separate training curriculum specifically for new
contract linguists who cannot travel to attend the LAST course, with
which the FBI agreed. The FBI stated that the policy developed to
require LAST training for inexperienced linguists will permit new
contract linguists unable to attend LAST training to be paired with
senior linguists for on-the-job training as well as require training
through certain courses in Virtual Academy.

This recommendation can be closed when the FBI provides
documentation confirming that all contract linguists without significant
translation experience have received formal LAST training orthe
permitted alternative.

Resolved. The FBI concurred with our recommendation to ensure
that security clearance reinvestigations for FBI and contract linguists
are initiated according to the 5-year timeframe outlined in DOJ policy.
The FBI stated that it will work to ensure that security clearance
reinvestigations for FBI and contract linguists are initiated according to
the 5-year timeframe required by DOJ policy. Additionally; the FBI
stated that the FBI Security Division will work with the Directorate of
Intelligence to develop a mechanism for effectively tracking. contract
linguist reinvestigations. . . .

This recommendation can be closed:when the FBI provides
documentation confirming that security clearance reinvestigations for
FBI linguists are initiated according to a 5-year timeframe as required
by DOJ policy. Additionally, the FBI should provide documentation
that confirms a development of a reliable and comprehensive
mechanism that tracks the timeliness of contract linguist
reinvestigations:
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Resolved. The FBI concurred with our recommendation to ensure
that the Security Division’s Bureau Personnel Management System
contains complete and accurate security clearance information on FBI
linguists. The FBI stated that the Security Division will continue its
efforts to ensure that the Bureau Personnel Management System
contains complete and accurate security clearance information on FBI
linguists. In addition, the Reinvestigation Program is subject to
periodic data calls from the Security Division’s Mission Suppoit Section
and the Inspection Division’s Internal Investigative Section, which the
FBI believes will help it ensure data completeness and accuracy.

This recommendation can be closed when the FBI provides
documentation confirming complete and accurate security clearance
information on FBI linguists is maintained in the Bureau Personnel
Management System.

Resolved. The FBI concurred with our recommendation to develop
procedures to ‘ensure that the:Security Division’s Post Adjudication
Risk Management (PARM) Program database is updated regularly. The
FBI stated that it will provide training to the personnel responsible for
updating the PARM database. In addition, the FBI stated that it wilt
review current policies and procedures that govern the updating of its
database with information relevant to the PARM program and will
update and revise those policies and procedures as appropriate.

This recommendation can be closed when the FBI provides the training
manual to-be distributed to the personnel responsible for updating the
PARM database, as well as the updated policies and procedures that
are relevant to the PARM Program. : :

Resolved. The FBI concurred with our recommendation to establish
policy requiring the Health Care Programs Unit to notify the LSS
immediately when an FBI linguist’s audiometric examination falls
outside an acceptable hearing range. The FBI stated that due to.a
recent software implementation that will be fully implemented in June
2010, it will-be able to effectively. track audiometric data:and identify
Language Specialists who are developing hearing loss.

This recommendation-can be closed when the FBI provides policy
outlining the ‘Health Care Programs Unit’s responsibilities and evidence
of the successful tracking of audiometric examinations to enable the
LSS to identify results that fall outside the acceptable range.

130
REDACTED - FOR PUBLIC RELEASE



24,

447

REDACTED - FOR PUBLIC RELEASE

Resolved. The FBI concurred with our recommendation to ensure
that the LSS develops the capacity to interpret audiometric results for
contract linguists. The FBI stated that subject to available funding, it
will contract with an audiometric professional who will be responsible
for developing validated hearing standards specific to linguists and for
evaluating contract linguist audiometric examinations.

This recommendation can be closed when the FBI provides
documentation confirming employment of a trained audiometric
professional, the job description for this position, and a copy of the
hearing standards developed by the audiometric professional.
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