UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF FLORIDA
FORT LAUDERDALE
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UNITED STATES OF AMERICA, ) CR COH N
Plaintiff, )

) No. MAGISTRATE "WGR
v. ) SNOW,

) —
BANKATLANTIC, ) T ——

) MAG, gof = D.C
Defendant, ; A7 % ¢ anes

DEFERRED PROSECUTION AGREEMENT  ~=——

Defendant BANKATLANTIC, a subsidiary of BankAtlantic Bancorp, Inc., a Florida
Corporation, by and through its attorneys, Stearns Weaver Miller Weissler Alhadeff & Sitterson,
P.A., pursuant to authority granted by its Board of Directors, and the United States Department of
Justice, Criminal Division (hereinafter, “the United States™), enter into this Deferred Prosecution
Agreement (the “Agreement”).

1. BankAtlantic shall waive indictment and agree to the filing of a ONE (1) count
information in the United States District Court for the Southern District of Florida, Fort Lauderdale,
charging it with failing to maintain an effective anti-money laundering program, in violation of Title
31 United States Code, Sections 5318(h)(1) and 5322(b).

2. BankAtlantic accepts and acknowledges responsibility for its conduct as set forth in
the Factual Statement attached hereto and incorporated by reference herein as Appendix A
(hereinafter, “Factual Statement”).

3. BankAtlantic expressly agrees that it shall not, through its attorneys, board of
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directors, agents, officers or employees, make any public statement contradicting any statement of
fact contained in the Factual Statement. Any such contradictory public statement by BankAtlantic,
its attorneys, board of directors, agents, officers or employees, shall constitute a breach of this
Agreement as governed by Paragraph 11 of this Agreement, and BankAtlantic would thereafter be
subject to prosecution pursuant to the terms of this Agreement. The decision of whether any
statement by any such person contradicting a fact contained in the Factual Statement will be imputed
to BankAtlantic for the purpose of determining whether BankAtlantic has breached this Agreement
shall be in the sole and reasonable discretion of the United States. Upon the United States’
notification to BankAtlantic of a public statement by any such person that in whole or in part
contradicts a statement of fact contained in the Factual Statement, BankAtlantic may avoid breach
of this Agreement by publicly repudiating such statement within 48 hours after notification by the
United States.

4. BankAtlantic agrees that it, in accordance with applicable laws: (a) shall provide to
the United States, on request, any relevant document, electronic data, or other object concerning a
Bank Secrecy Act matter in BankAtlantic’s possession, custody and/or control. Whenever such
data is in electronic format, BankAtlantic shall provide access to such data and assistance in
operating computer and other equipment as necessary to retrieve the data; and (b) shall in all
material aspects completely, fully and timely comply with all legal obligations, record keeping and
reporting requirements imposed upon it by the Bank Secrecy Act, 31 U.S.C. §§ 5311 through 5330
and all Bank Secrecy Act implementing regulations, including, but not limited to 12 C.F.R. §
563.177, 12 C.F.R. § 563.180, 31 C.F.R. § 103.11, 31 C.F.R. § 103.18, 31 C.F.R. § 103.28, 31
C.F.R.§103.120 and 31 C.F.R.§ 103.121.

5. As a result of BankAtlantic’s conduct with respect to the anti-money laundering
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programs as set forth in the Factual Statement, the United States has determined that it could
institute a criminal or civil forfeiture action against certain funds laundered through certain
accounts. BankAtlantic further acknowledges that in excess of $10,000,000.00 may have been
involved in transactions in accounts in violation of Title 18 United States Code, Sections 1956,
1957, and 1960 and, therefore at least some or all funds deposited in such accounts could be
forfeitable to the United States pursuant to Title 18 United States Code, Sections 981 and 982.
BankAtlantic recognizes that the United States could institute a civil or criminal forfeiture action
against at least certain of those funds, and hereby expressly agrees to settle and does settle any and
all civil and criminal claims presently held by the United States against those funds for the sum of
$10,000,000.00.

6. In consideration of BankAtlantic’s remedial actions to date and its willingness to: (i)
acknowledge responsibility for its actions; (ii) continue its cooperation with the United States; (iii)
demonstrate its future good conduct and full compliance with the Bank Secrecy Act and all of its
implementing regulations; and (iv) to settle any and all civil and criminal claims currently held by
the United States, its agencies, and representatives against the funds referred to in Paragraph 5 above
for the sum of $10,000,000.00; the United States shall recommend to the Court, pursuant to 18
U.S.C. § 3161(h)(2), that prosecution of BankAtlantic on the Information filed pursuant to Paragraph
1 be deferred for a period of twelve (12) months. BankAtlantic shall consent to a motion, the
contents to be agreed by the parties, to be filed by the United States with the Court promptly upon
execution of this Agreement, pursuant to 18 U.S.C. § 3161(h)(2), in which the United States will
present this Agreement to the Court and move for a continuance of all further criminal proceedings,
including trial, for a period of twelve (12) months, for speedy trial exclusion of all time covered by

such a continuance, and for approval by the Court of this deferred prosecution. BankAtlantic further
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agrees to waive and does hereby expressly waive any and all rights to a speedy trial pursuant to the
Sixth Amendment of the United States Constitution, Title 18, United States Code, Section 3161,
Federal Rule of Criminal Procedure 48(b), and any applicable Local Rules of the United States
District Court for the Southern District of Florida for the period that this Agreement is in effect.

7. BankAtlantic hereby further expressly agrees that any violations of the federal money
laundering laws and/or the Bank Secrecy Act pursuant to 18 U.S.C. §§ 1956, 1957, 1960 and 31
U.S.C. §§ 5313, 5318 and 5322, that were not time-barred by the applicable statute of limitations
on March 31, 2006, either by statute, any previously executed Tolling Agreement, the terms of
which are hereby incorporated into this Agreement, may, in the sole discretion of the United States
be charged against BankAtlantic within six (6) months of any breach of this Agreement, or any event
whichrenders this Agreement null and void, notwithstanding the expiration of any applicable statute
of limitations.

8. The United States agrees that if BankAtlantic is in full compliance with all of its
obligations under this Agreement, the United States, within thirty (30) days or earlier of the
expiration of the time period set forth in Paragraph 6 above, shall seek dismissal with prejudice of
the information filed against BankAtlantic pursuant to Paragraph 1 and this Agreement shall expire
and be of no further force or effect.

9. BankAtlantic and the United States understand that the Agreement to defer
prosecution of BankAtlantic must be approved by the Court, in accordance with 18 U.S.C.

§ 3161(h)(2). Should the Court decline to approve a deferred prosecution for any reason, both the
United States and BankAtlantic are released from any obligation imposed upon them by this
Agreement and this Agreement shall be null and void.

10.  Should the United States determine during the term of this Agreement that
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BankAtlantic has committed any federal crime commenced subsequent to the date of this
Agreement, BankAtlantic shall, in the sole discretion of the United States, thereafter be subject to
prosecution for any federal crimes of which the United States has knowledge. Except in the event
of a breach of this Agreement, it is the intention of the parties to this Agreement that all criminal
investigations arising from the facts contained in, connected to, or involving the accounts described
in the Factual Statement, that have been, or could have been, conducted by the United States prior
to the date of this Agreement shall not be pursued further as to BankAtlantic.

11.  Should the United States determine that BankAtlantic has committed a willful and
material breach of any provision of this Agreement, the United States shall provide written notice
to BankAtlantic of alleged breach and provide BankAtlantic with a two-week period, or longer at
the discretion of the Assistant Attorney General, in which to make a presentation to the Assistant
Attorney General in charge of the Criminal Division to demonstrate that no breach has occurred or,
to the extent applicable, that the breach is not willful or material or has been cured. The parties
hereto expressly understand and agree that should BankAtlantic fail to make a presentation to the
Assistant Attorney General in charge of the Criminal Division within such time period, it shall be
conclusively presumed that BankAtlantic is in willful and material breach of this Agreement. The
parties further understand and agree that the Assistant Attorney General’s exercise of discretion
under this paragraph is not subject to review in any court or tribunal outside the Criminal Division
of the Department of Justice. In the event of a breach of this Agreement which results in a
prosecution, such prosecution may be premised upon any information provided by or on behalf of
BankAtlantic to the United States at any time, unless otherwise agreed when the information was
provided.

12. BankAtlantic agrees that, if it sells or merges all or substantially all of its business
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operations as they exist as of the date of this Agreement to a single purchaser or group of affiliated
purchasers during the term of this Agreement, it shall include in any contract for sale or merger a
provision binding the purchaser/successor to the obligations described in this Agreement.

13. It is further understood that this Agreement is binding on BankAtlantic and the
United States Department of Justice, but specifically does not bind any other federal agencies, or
any state or local authorities, although the United States will bring the cooperation of BankAtlantic
and its compliance with its other obligations under this Agreement to the attention of state or local
prosecuting offices or regulatory agencies, if requested by BankAtlantic or its attorneys.

14.  1tis further understood that this Agreement does not relate to or cover any criminal
conduct by BankAtlantic other than the conduct or the accounts described in the Factual Statement.

15.  BankAtlantic and the United States agree that, upon acceptance by the Court, this
Agreement and an Order deferring prosecution shall be publicly filed in the United States District
Court for the Southern District of Florida.

16.  This Agreement sets forth all the terms of the Deferred Prosecution Agreement
between BankAtlantic and the United States. No promises, agreements, or conditions have been
entered into other than those expressly set forth in this Agreement, and none shall be entered into
and/or are binding upon BankAtlantic or the United States unless expressly set forth in writing,
signed by the United States, BankAtlantic’s attorneys, and a duly authorized representative of
BankAtlantic and physically attached to this Agreement. This Agreement supersedes any prior

promises, agreements or conditions between BankAtlantic and the United States.
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Acknowledgments

I, the undersigned, duly authorized representative of BankAtlantic, hereby expressly
acknowledge the following: (1) that I have read this entire Agreement and all attachments hereto;
as well as the other documents filed herewith in conjunction with this Agreement, including the
information; (2) that [ have had an opportunity to discuss this Agreement fully and freely with
BankAtlantic’s attorneys; (3) that BankAtlantic fully and completely understands each and every
one of its terms; (4) that BankAtlantic is fully satisfied with the advice and representation provided
to it by its attorneys; and (5) that BankAtlantic has signed this Agreement voluntarily.

Name Title Signature

Alan B. Levan Chairman of the Board o
& Chief Executive Officer C/ 2 % /
James A. White Chief Financial Officer

& Executive Vice President

Page -7-

EOUSA 351



Case 0:06-cr-60126-JIC  Document4 Entered on FLSD Docket 04/27/2006 Page 8 of 33

Acknowledgment of Counsel for the BankAtlantic

The undersigned is outside counsel for BankAtlantic. Inconnection with such representation
I acknowledge that: (1) I have reviewed this Agreement and all related documents, and have
discussed this Agreement with authorized representatives of BankAtlantic; (2) I have fully explained
each one of its terms to our client; (3) I have fully answered each and every question raised by
BankAtlantic regarding the Agreement; and (4) I believe BankAtlantic completely understands all
of the Agreement’s terms.

STEARNS WEAVER MILLER WEISSLER
ALHADEFF & SITTERSON, P.A.
Attorneys for BankAtlantic

Museum Tower - Suite 2200

150 West Flagler Street

Miami, Florida 33130

Telephone No: (305) 789-3200

Facsimile No: (305) 789-3395

4//1 ‘// &% By: é—— %“'\*
DATE 7 Ana T. Barnett
Florida Bar No. 217212
abarnett@swmwas.com
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On Behalf of the Government

ALICE FISHER
Assistant Attorney General, Criminal Division
United States Department of Justice

“ins/of %V ‘/‘/4/&\/

DATE By: RICHA®D WEBER, Chief
Asset Forfeiture and Money Laundering Section
U.S. Department of Justice, Criminal Division

‘//ai . /%//// N g LA
DATE By: JOHN W. SELLERS’
Tridl Attorney

Asset Forfeiture and Money Laundering Section
U.S. Department of Justice, Criminal Division

/

-

L LT

Y/3r[ 06 il
DATE By: THOMAS J. PINDER
Trial Attorney
Asset Forfeiture and Money Laundering Section
U.S. Department of Justice, Criminal Division
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CERTIFICATE OF RESOLUTION

The undersigned, Secretary of the Board of Directors of BankAtlantic (the “Bank”),
does hereby certify that at a meeting of the Board of Directors of the Bank held on the 2¢/th day of
April, 2006, at which a quorum was present and acting throughout, a resolution was duly and
regularly adopted, which is in full force and effect and unrescinded, and read as follows:

RESOLVED, that in the best interests of the Bank, outside counsel for the Bank,
Stearns Weaver Miller Weissler Alhadeff & Sitterson, P.A., and the executive officers of
BankAtlantic be and they are hereby authorized to execute and enter into on behalf of BankAtlantic
a Deferred Prosecution Agreement, between and among BankAtlantic and the U.S. Department of
Justice in the form presented to the Board of Directors, with such modifications as such executive
officers may approve, such approval to be conclusively evidenced by their execution of such
Agreement; waive indictment of BankAtlantic and consent to the filing of a one count Information
against BankAtlantic alleging a violation of Title 31, United States Code, Section 5318(h)(1) in the
United States District Court for the Southern District of Florida, Fort Lauderdale; and waive speedy
trial rights and statute of limitations defenses of BankAtlantic as provided in the Deferred
Prosecution Agreement;

and further

RESOLVED, that outside counsel for the Bank, Stearns Weaver Miller Weissler
Alhadeff & Sitterson, P.A., is hereby duly authorized to represent the Bank in all proceedings related
to the presentation and approval of this Deferred Prosecution Agreement, including but not limited
to, filing an appearance on behalf of the Bank; waiving the filing of indictment; consenting to the
filing of a one count Information against BankAtlantic alleging a violation of Title 31, United States
Code, Section 5318(h)(1) in the United States District Court for the Southern District of Florida,
Fort Lauderdale; and waiving speedy trial rights and statute of limitations defenses of BankAtlantic
as provided in the Deferred Prosecution Agreement;

and further

RESOLVED, that the executive officers of BankAtlantic be and hereby are,
authorized and directed to execute and deliver in the name and on behalf of BankAtlantic any and
all additional documents or agreements, and to take such further action as to any of them appears
necessary or desirable, including the payment of forfeitures and fees to carry into effect the intent
and purpose of the foregoing resolution;

and further

RESOLVED, that any and all action of any of the executive officers of BankAtlantic
in connection with the matters contemplated by the foregoing resolutions taken prior to the date
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hereof be, and they hereby are approved, ratified and adopted in all respects as fully as if such
actions had been presented to the Board of Directors for its approval prior to any such action being
taken.

IN WITNESS WHEREOF, I have hereunto set my hand and affixed the seal of BankAtlantic,
Fort Lauderdale, Florida, this 2¢ th day of April, 2006.

, i ;e
14/ :"/. /s 7 jfw——/.""
Linda Drapos 4
Secretary

[BankAtlantic seal]

ddss Tiew Mgl

[Notary Public]

W, Debbie Joan Musier
A 42 MYCOMMISSION # DD134196 EXPIRES

2

July 16, 2006
BONGED THRU TROY FAIN INSURANCE, INC.
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CERTIFICATE OF INCUMBENCY

I, the undersigned, Secretary of the Board of Directors of BankAtlantic, hereby certify that
the persons named below are duly elected executive officers of BankAtlantic, holding the offices
opposite their names and titles and that the signature set forth below are a true specimen of their
genuine signatures:

Name Title Signature

Alan B. Levan Chairman of the Board . ———

& Chief Executive Officer /
James A. White Chief Financial Officer

& Executive Vice President o

IN WITNESS WHEREOF, I have here unto set my signature and affixed the seal of
BankAtlantic. In Fort Lauderdale, Florida, this ,7#% day of April 2006.

’f' ) V //{

//,(/LIC“ S ( - MIL P
Linda Drapos
Secretary
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Factual Statement

I BANKATLANTIC is a Federal/Stock Savings Bank and a whollv-owned subsidiary
of BANKATLANTIC BANCORP. INC . a publiciy held financial institution. traded on the New
York Stock Exchange.

2. BankAtiantic 15 a “financial instttution™ as delined in 31 U.S.C § 3312(ap2). a
“bank ™ as defined in 31 C.F.R§ 103 11(c): and an “insured depository institution™ as defined 1n
section 3(c)(2) of the Federal Deposit Insurance Act (12 U.S.C. § 1813(c)(2)).

3 BankAtlantic 1s subject to oversight and regulation by the Office of Thnift
Supervision ("OTST)

-+ The Bank Secrecy Act ("'BSA™). 31 U S.C. § 3311 et seq.. and tts implementing
recalations, which Congress enacted to address an tncrease m conuinal money laundenng activities
uliiiznie Snanciabinstitutions. require domestic banks. insured banks and other linancial inst:tutions
o nuantain prograins desioned to detect and report suspicious activity that meght be indicatn e of
money faundering terronst financiny and other fimancral crimes. and o mantaii certain recerds any
file repons refated thereto that are especially useful i crimimai. tax or reguiatony mvestigations oi
preceedings

h The U1.S. Department of Justice. Ciiminal Division. Asset Forferture and Mones
Laundernny Secuon (C AFMLS™). and the U.S Drug Enforcement Administration ("DEA”). have
determaned that from June 1997 through April 2004, BankAtlantic violated the anti-moriey
faurdening and suspicious acthvity reporing requirements of the Bank Scereey Act and 1y
impiemensise reeulations . The violations at BankAdunoc were senous and systenue and altowed

medhions of doifary of suspictous Hnanca! Sansactions through Bank Atlantic without detection hy
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United States v. BankAtlantic
Statement of Facts

BankAtlantic. inciuding the deposti and transfer of more than $10 million in suspected drug
proceeds originating from U.S. undercover law enforcement operations. Millions of dollars in
susptcious financial transactions were execuled at BankAtlantic by unlicenced foreign money
service businesses ("MSBs”). many doing business by and through offshore shell corporations.

without detection or review by BankAtlantic.

Summary

6 BankAtlantic’s primary market. South Flonda. is designated both a High Intensity
Money Laundering and Related Financial Crime Area and a High Intensity Drug Trafficking Area.
One branch of the Bank catered to high income/net worth clients including many nonresident aliens.
olfshore busmesses. consulates and pelitically exposed persons about which BankAtiantic had not
satliceensh vatherea orventfied sdermation. The Bank s peograpitic ocaton. potenuadls fueherisk
customars and product imes and funds transfer operations required measures o controb the nsk of
money launderimye and other financial crimes. Despite the heightened nisk. Bank Atantic conducted
busimess without effectn e svstems and controls. as appropriaie and practical. to detect and timeh
report suspicious activitn . Ineffective internal controls. neflective independent testing. and
inelfective corrective actions to adverse audit findings led. in tum. to a lailure on the part ol
BankAtlantic to timely report suspicious transactions and a tailure on the part of Bank Atiantic to

adequately prevent the use of the bank for illicit moneyv laundering purposes.

Following the Money Trail

7. Thisinvestigation ongimally focused on activities of professional money launderers

operating m the Umted States and South Amenca  As part ol the snvestigation. undercover DEA
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United States v. BankAtlantic
Statement of Facts

agents posed as professional money launderers who were able to launder drug proceeds for drug
traffickers based in Colombia. South America.

8. The undercover agents would enter into agreements with the drug traffickers to prck
up a certam amount of suspected drug proceeds that the traffickers had accumuiated in the United
States and to deposit those proceeds mto the US financial svstem.  On each occasion. the
undercover agents conlacted a money courter. who worked lor the drug trafficker and was in
possession of suspected drug proceeds. and exchanged a code word provided by the drug trafTickers.
The undercover agents then met with the money courier in a busy public place. such as a parking
lot. hotel. or shopping center. At the meeting. without exchanging anyv personal information. the
money courier handed the undercover agent a bag. suitcase or briefcase containing suspected drug
doliars. inamounts ranging from $150.000 to $500.000. and usually consisting of fow denonunation
bills ($3s. $10s.and $20s). The agents then deposited the suspected drug dollars tnto an undercover
DEA bank account and awaited mstructions from the money brokers. Usually - the money brokers
would send a facsimile to the agents. providing wire transfer instructions for the money.

) Lipon review of the wire transfer instructions recerved from the professional moneyv
faunderers 1dentified duning the investigation. as well as other accounts controlied by the money
Jaunderers. 1t was noted that more than $7 million ol suspected drug money was wire transferred to
a handlul ol accounts at BankAtlantic. The recipient accounts at BankAtlantic were all managed

by a single BankAtlantic branch manager (the ~Account Manager™).

Targeted Accounts at BankAtlantic

10. The accounts at BankAtlantic that had received suspected drug proceeds or were

Page -3-
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Lintted States v. BankAtaniic
Statement ol Facts

related to those accounts were reviewed and analyv zed by law enforcement. as weil as other accounts
managed by the suspect Account Manager. This review led to the identification ol a number of
accounts at BankAtlantic that were suspected of being used to launder drug money (heremnafler
referred to as the “Targeted Accounts™). Upon review of the account activity. the Targeted Accounts
demonstrated obvious “red flags™ that should have put Bank Atlantic on notice of an increased risk
of money laundering. However. prior to this investigation. Bank Atlantic did not identify and report
the susptcious activity occurring in the Targeted Accounts. as required by the Bank Secrecy Act and
s implementing regulations.

Summary of Activity in Targeted Accounts

i e Targeted Accournits at BankAtlantic were characterized Dy two tvpes of activiy
that siould haye been readihy identified as susprcious aid reporied by BankAttanue st most of
the accounts showed a high volume of incoming and outyoing wire transiers from yvamots domestic
and international accounts held in the names of unrelated individuals and cerporaticns: and second
the accounts showed a high volume of check structuring activity.

12 Tvpically . the Targeted Accounts would receive incoming wire transfers from vanous
domestic and international accounts. The Targeted Accounts would in tum send wire transfers
and/or checks to another entirely unrelated group of individuals and corporations. Many of the
otilgoyg lunds transfers were sent to domestic exporters of goods to South America or o savings
and vy estment accounts held 1 the United States at other financial institutions by non-resident
ahiens ("NRAs™). This tvpe of funds transfer activity is consistent with what 1s commonly referred

1 the faw enforcement and banking commumties as the “Biack Market Peso Exchange™ (see
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United States v. BankAtlantic
Statement of Facts

Attachment A for a detarled explanation of the "BMPE™). 1t was determined that in practice the
Targeted Accounts were used almostexclustyely to recers e and transmit funds 1o and from unrelated
third parties 1n a manner inconsistent with the stated business or personal purpose of the accounts.

13 The other characteristic of the Targeted Accounts was the deposit of sequential and
otherwise structured checks fromhundreds of sources unafiihated with the accountowner. U.S law
enforcement agencies and financial institutions have long understood that BMPE money brokers
frequently control dozens. sometimes hundreds. of checking accounts in the United States. These
accounts are held in the names of unrelated individuals. Colombian and other South Amencan
money brokers. in addition 1o opening accounts in their own names and in the names of offshore
shell corporations they control. frequently recruit persons to open checking accounts for themin the
Usited States  Once the account 1s opened. the recruited person will endorse eveny Blank chec
recented at account cpening and tum the siened blank checks over 1o the money broker Using thyy
tecimigue. the money broker can easihy obtain control over dozens of cheching accounts that can be
used or the temporany recept ol drug proceeds  Once the money breker sells those drug dollars to
Colombian rmporters or investors. or other money brokers. the money broker can transfer the funds
simpiy by writing a check to the customer. or as otherwise directed by the customer.

14 Some of the Targeted Accounts at Bank Atlantic received thousands of such checks
through “pouch depostts™ made by couriers arriving from South Amenca. addressed and delivered
to the Account Manager. An analyvsis of pouch deposits into one such account revealed that over
the course ol four vears. more than 4.000 checks were deposited in such manner. wherein most

checks were written [rom onhy a handiul of ongimator accounts. Manv ol the originator accounts
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United States v. BankAtlantic
Statement of Facts

were used for several vears. with sequential check deposits covering every check issued against the
onginator account. starting with check number 100. then proceeding through months. or even vears.
1o check numbers 101, 102, 103. etc . each written in large round dollar amounts. typically between
$7.000 and $15 000 Upon detaited examination of the checks. the face ol the checks [requenth
reveal that in many cases. the signature. the dollar amount. and the pavee information were each
written in different handwriting with different ink.

I3 The Targeted Accounts included the following charactenistics which should have
raised red flags at BankAtlantc:

a Accounts controlled by NRA's. but held in the name of offshore shell
corporations. particularly “bearer share™ corporations. which are easily
incorporated in such jurisdictions as the British Virgin Islands.

b. Accounts controtled by domestic businesses that seli or expon zoods {c
South American customers. but generallv recenve pavment from Unned
States sources.

¢ Foresen MSBs that were determined 1o be unlicensed.  Foreign MSBs
operating by and through bank accounts in the United States must comph
with the hicensing requirements of the state where they maintain thetr bank
account. as well as anv applicable licensing requirements in their host
country. Manv states. including Florda. publish alist of icensed MSBs on
the Internet. Many foreign countries. including Colombia. do the same.
“Unlicensed™ generally means unregulated. Domestic financial institutions
should veniy that foreign MSB customers have complied with the licensing
requirements of their applicable junsdictions. and be satisfied with the
foreign MSB’s own anti-money laundering ("AML™) and know-vour-
customer ("KYC™) policies. procedures and controls.

d. Individual accounts held by NRAs and U.S. residents being used to transmit
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United States v. BankAtlantic
Statement ol Facts

funds for unielated persons.  These accounts are easily identified bv
numerous unrelated sources ol incominyg and outgoing transiers by check and
wire Individuals operating such accounts may be considered to be MSBs
and may be subject to the licensing requirements.

e Foreign MSBs - licensed - operating by and through offshore shell
corporations. Several BankAtlantic NRA customers operated MSB accounts.
but maintained the accounts in the name of offshore shell corporations.
Account documentation established that the customers informed
BankAtlantic. and that BankAtlantic personnel understood. that the
customers were licensed foreign MSBs, but were operating in the name of
offshore shell corporations to avoird “restricive” foreign !aws and
regulations. Any foreign person or entity opening a domestic account in a
manier desiened to avord foreign faws and reguiations. or in a manner that
makes ctdHcuit o trace account transactions 1o the benelicial owner. shoudd
raese tmmediate red Mags for the domeste bankh mamtmninge such acceun:,
Transpurency s essential for proper revaiufion of MSBs aad anv such
bustness seenimy secrecy and cenitdentalin should be sharph scrutiized

BankAtlantic’s Failure to Identify and Report
Suspicious Activity in Targeted Accounts

16, As noted. most of the Targeted Accounts were managed by a single Bank Atlantic
employee. the Account Manager. who was a BankAtlantic branch manager. There 1s no question
that the Account Manager received adequate AML and BSA training: the Account Manager was
well-versed and educated in monev laundering techniques and risks. including the Black Market
Peso Exchange. as well as the reporting requirements of the Bank Secrecy Actand its implementing
rerdattons. The Account Nanager was aiso ven experienced inintemational prnivate banking

refattonsiups and served on a critical anti-money laundering committee organized by Bank Atlantic.
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17 At the same time. the Account Manager was intimately familiar with the South
American owners ol the Targeted Accounts. having personally handied most of therr major account
transachions lor several vears. The Account Manager spent a significant amount ol time discussing
the Targeted Accounts and the transactions with the owners. and was intimately familiar with the
nature of the owners” businesses. Thus. the Account Manager was aware that the South American
owners of the accounts were opening and controlling the accounts by and through the use of ofshore
shell corporations. The Account Manager understood that this arrangement was designed 1o aveid
“restrictive” South American laws and regulations. particularly with respect to foreign currency
exchange houses (casas de cambios).

P8 Although the Account Manager personally handled most of the suspicious
transachons sumimartzed above, including the receipt of hundreds ol pouch depessts contammg:
seguentiad ana stravtured cheehs, the Account Manager tanied o tahe any soton o report ihe
suspICiues activily, as equared by the Bank Secreey Act

o in 2002, BankAtantic made a pohicy deasior 1o close all MSB accounts held at
Bank Atlanuc because of the high risks and costs assoctated with such accounts  The Aceount
Manager actively participated in developing the bank’s program to i1dentify and close all MSB
accounts. Some of the Targeted Accouints were MSBs under the Account Manager’s supervision.
The Account Manager closed the MSB Targeted Accounts. as directed by BankAtlantic
management. but not before the Account Manager opened new accounts tor the South Amencan
owners of the accounts under different account names  These Targeted Accounts were originallv

held under corporate names. but the Account Manager opened the new “spin oif accounts™ under
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individual names. The account activity in the spin off accounts remained largely identical 1o the
activity in the previous accounts. yet the Account Manager continued to fail to report the activity.
Indeed. soon alter they were opened. the spin off accounts began receiving money onginating from
LS. undercover law enforcement operations.

20 Although the Account Manager lailed to report the suspicious activ ity in the Targeted
Accounts. and in fact concealed lacts [rom bank management. the bank failed in 11s responsibility
to mamtain the required and necessary procedures and svstems (o independentyidentify and report
suspicious activity. Sertous and svstemic AML and BSA compliance lailures existed uncorrectled
at BanhAtlantic for several vears.

Anti Money Laundering Procsram Requirements

21 Pursuant to Title 31. United States Code. Section 3318(h)(1)Y and 12 C ¥ R
§ 563 177(c). BankAtlantic was required to establish and maintain an anti-money iaundenrg (AML.)
comphance program that. at a nummum: (aj provides internal policies. procedures. and conirois
destened o guard against money aundentng: (b provides lor an individual or individuals (o
coordmate and monttor day - to-day compliance with the BSA and AML requirements: (¢) prosides
for un engoing employee trainmng program. and (d) provides lor independent testing for comphance
conducted by bank personnel or an outside party.

22, BankAtlantic was required pursuant 1o 31 U S .C. §5318(g). 31 C F.R § 103 18 and
12CFR §3063.177 and § 363.180 to file with the Department of Treasury a Suspicious Activity
Report ("SAR™). 1n accordance with the form’s instructions. when it detected the tvpe of activity

described above in paragraphs |} through 20. The requirement became elfective on
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April 1. 1996. According to the form’s instructions. Bank Atiantic was required to file a SAR with
the Department of Treasunv’s Financial Crimes Enforcement Network ("FInCENT) no later than
thirty (30) calendar days alter the date of initial detection of facts that might hay e constituted a basis
for liling a SAR.

23 Bank Atlantic 1s required pursuant to 31 C.F.R. § 103.18. which became effective on
April 1. 1996. 1o report any transaction conducted or attempted by. at. or through the bank. if 1t
involhved or aggregated at feast $3.000 in funds or other assets. and the bank knew. suspected. or had
reason G suspect thals

(1) The wansacvon myoived funds dertved frome thegal activines or was intended
or conducted i order 1o hide or disguise funds or assets derived from illegai
activities (ncluding. without fimitation. the ownership. nature. scurce focation. or
control of such funds or assets) as part ol a plan to violaie or evadye any tederar fan
or reguiation or to avoid any transaction reporting reguirement ander federad faw or
regulation.

(it) The transaciion was designed to evade any requirements promulgated under the
Bank Secrecv Act.

(in) The transaction had no business or apparent Iawful purpose or was not the sort
in which the particular customer would normally be expected to engage. and the
bank knew of no reasonable explanation for the transaction after examining the

avarable lacts. including the background and possibie purpose of the transaction

Know Your Customer Requirements

24 OTS has advised" its member banks. mmciuding Bank Atlantic. that an effectne KY ¢
progcam should imcorporate the folfowing prnciples into the association’s business practices:

'See OTS Compliance Activities 400.5 ( Dec. 1999).
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a Deternune the truedentity of all customers requesting services:

b Deternune the customer’s source(s) of funds for transactions:

c Determine the particular customer’s normai and expected transactions:

d. Monitor customer transactions 1o determine if thev are consistent with the

normal and expected transactions for that customer or for similar categones
or classes of customers:

e Identify customer transactions that do not appear 1o be consistent with
normal and expected transactions for that particular customer or for
customers in stmilar categories or classes: and

f. Determune 1f a transaction ts unusual or suspicious and. 1f so. repert those

ransactions.

BankAtlantic’s BSA Program Failures

23 Although BanhAttunuc's Beard o Directors formaliv approved o KYC policy i
Februany 1944 bank records ovidence that through 2000 this policv was noi effecin el
unptemented or enforced  In 2002, Bank Adantic’s miernal auditors advised bank maragement that
bank ermiplovees were faritng to adequately coifect KY C iformation it wnting at the bank branches
The auditors found that bank employ ees would generally discuss KY C information with customers
during the account opening process. but failed to reduce such information to writing or conduct the
KYC process in a systematic manner. Little secondary review of customer KYC information was
conducted to corroborate the information or ensure that it was complete. adequate or reliable.

26. Despite enactment of the PATRIOT Act in 2001. which included additional
mandaton KYC requirements (pursuant (o implementing regulation 31 C.F.R § 103.121).
BankAtlantic fatled to correct the long-standing deficiencies i violation of 31 C.F.R. §

O3 2Dy AY o) and 31 CFROZ 13121y (2nn(B).
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BankAtlantic’s High-Risk Banking Operations

27. Federal financial institution regulatory agencies. including OTS. have advised
financial institutions that the nature and extent of their KYC and AML program depends upon the
fishs assocated with the partcutar nstitution and ats {inancial products  With respect to
BankAtiannc’s operational profile. products. services and geographic location in South Florda.
there 1s an inherent higher risk of money laundering that requires enhanced anti-money controls and
customer due diligence when providing international priy ate banking services.

28 BankAtlantic’s own experience with high-risk banking began in 1995 when
BankAtlantic acquired Miami-based MegaBank.  Shorily after the acquisttion. BankAtlantic's
internai audit controls identified suspicious activity within the MegaBank international operations.
Upon detecting the suspicious activity. BankAtlantic immediately notified law enferceiment
BankAtlantic fully cooperated with the Federal Bureau of Investigation. the U.S. Customs Service.
and the U.S. Attorney for the Southern District of Flortda in a long-term investigation that exposed
hundreds of former-MegaBank accounts at BankAtlantic that were suspected of being used by
moeney brokers eperating out ol Colombiato launder drug money  Law enforcement discoyered that
hundreds ol the accounts (acguired in connection with the MegaBank acquisition) were being used
by Colombian money iaunderers 1o deposit proceeds trom the sale of illegal narcotics. Most of the
drug money deposited mito these accounts was sent through pouch deposits. made by independent
couriers arriving from Colombia.  The money laundering investigation concluded in 1996 with the
seizure of the suspect accounts by law enforcement and the indiciment and subsequent conviction

ol former MegaBank emplovees.
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29, Throughout the MegaBank investigation. BankAtlantic’s cooperation and assistance
with law enforcement was exemplany. Further. at the conclusion of the investigation. Bank Atlantic
informed law enlorcement that it was closing the MegaBank international banking operation. And
in fact. BankAtlantic appeared to follow through with that stated intent. by phyvsically closing the
branch where the MegaBank internattonal operation was conducted.

30 Although BankAtlantic had in fact closed down the MegaBank intemational banking
operation in 1996 1t opened a new branch in Miami in 1997 which catered in part to tnternational
high mcome/ner worth clients. some of which were inherentlv high risk clients. This new branch
was managed by a single bank emplovee. the aboyve mentioned Account Manager. and was given
the name International Private Banking

3l Although BankAtiantic's private bankiag departimernt would notiodin be suhject to
the enhunced due diligence reauirements of Section 312 of the USA PATRIOT Actioecause the
bank did rot require a $1 million minimum balance for the accounts). Federal regulators have for
many vears counseled banks to use extreme caution in maintaining a private banking operation.
Because ol the higher risk of money laundering associated with such accounts. and the close
relationship between private banking custemers and the “relattonship managers.” regulators have
ureed banks 1o exercise increased diligence (o monitor private banking transactions. independent
of the private bankmg department  For example. on June 30, 1997, the Federal Reserve issued
Supervisory Letter SR 9719 (SUP). which outhned the essenual elements associated with sound
privaie banking activities. (o include:

Q. Management  Oversight Active oversight by sentor munagement  senior

managemeni must be proactiy e in oy erseeing compliance with corporale poticies and
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procedures

b Policies and Procedures. Private banking should have its own written KYC policies

and procedures that rdentifies the customer. the source of wealth and lines of
business. references. relerrals. and svstems 1n place 1o idenufv red {lags and
suspicious transactions.

c Risk Management Practices and Monitoring Systems. Private banking departiments

should retain documentation on their clients. and exercise due diligence to
corroborate information provided by the customer. including beneticial ownership
information by offshore entities: bank’s must maintain independent monitoring
svstems to allow the bank to analyze and manage the private banking department and
monitor accounts for suspicious activities.

d Seprevation of Duties, Compliance, and Audit. Banks musthave an effectin e system

ol oversight by semior managers and board commitiees. as well as gwdelines
requiring segrepation o duties te prevent the unauthonzed wan e e documentation

reguirements. peorly docwimented referals. and overloohed suspicivus activiies

Strong comptianee and internaf audit programs are essential

BankAttanuc's regulator. OTS. has pubhshed similar guidelimes =

32 BankAtlantic faled to elTecuveln address these critical AML and KYC areas.
BankAtlantic management failed to manage private banking as a separate and unique entity and
acuvity oroversee private banking's compliance with Bank Atlantic policies and procedures. Nearly
the entire portfolio of private banking accounts was managed exclusively by a single officer.
Although senior managers outside ol private banking were available 10 resolve specific problems
brought to their attention. insufficient supervision or control was provided Management reports and

summartes proyvided bottom line stabistics reflecting low cost deposit growth. but most prisate

See. e.p.. OTS Trust Activities Handbook. Section 746G (July 2001).
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banking data was merged with non-private banking activity and was not independently reviewed and
monitored by management or internal auditors.

33 From 1997 1o 2004, private banking operations were audited just once in vear 2000
by Bank Atlantic internal auditors, but even then. without any transactional testing or review for
AML and BSA compliance concerns. Consequentlyv. BankAtlantic’s private banking operation
functioned without comprehensive procedures. reviews. and internal controls addressing nsks
associated with these clients.

Monitoring of Suspicious Transactions

34 BankAtlantic failed to use KYC information. or any other profile information. to
monitor account transactions. one ol the major purposes of the KY C data collection effort. Many
ol the Targeted Accounts discussed above were the subject of SARs filed bv cther financiui
instiutions. which generally handled correspondent iransactions to and from the Targeted Accounts.
Fhese finanaiai institutions were filing SARs on transactions affecting the Targeted Accounts.
usuallv reporting a pattern ol susprcious mternattonal wire transfers to and from olfshore
corporations. particulariv monev service busiesses based in South America and other high-risk
Junsdictions. and individuals tocated i South Florida by and through the Targeted Accounts. These
banks tvpicaily emploved advanced antt-monev laundenng software programs that ey aiuate risk by
the type of entity involved. the geographical location of the entitv. and the nature of the financia!
transaction in question. among other lactors.

35 With respect to each of the Targeted Accounts. no SARs were filed. nor was law

enforcement otherwise notified. until well after this investigation became known to bank
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management.  Through 2004. BankAtlantic had limied ability to svstematically monitor a
customer’s transactions for money laundering or other criminal activities  Branch employees were
generally tramed to identify and report suspicious activity. but BankAtlantic had little ability to
identify suspicious activity not directly observed and reported by an individual branch employee
Forexample. BankAtlantic’s wire room operation had no procedures to monitor for suspicious wire
transfer activity. including the ability to monitor wire transfers executed by customers over the
Internet. Banh Adantic had limuted svstem-wide abilitv (bevond mdividual branch emplovees) to
monitor or tdenstfy structured cash deposits intended to avord scrutiny by law enforcement A
review of cash depostis at BankAtdantic between January 2003 and January 2005 dentified more
than $80 nulion v suspicious structured cash deposits into dozens of accounts (structured deposiis
of shightly fess ihan $ 10006 cach day desiened 1o avoid the cash transachion veporting regaromeniy
of the BSA).

BankAtlantic’s Remedial Actions

36 Throughout this investigation. Bank Atlantic’s cooperation with faw enforcement and
regulators has been extraordiman Immediately upon learning of the crinuinal investigation.
BankAtlantic devoted considerable resources to assist the govemment's investigation. terminated
the emploviment of culpabie employ ees. including the Account Manager. and identified. reported.
and uitmaten closed accounts used 1o process suspicious transactions. mcluding each of the
Targeted Accounts. Banh Atlantic also took significant steps to correct the identilied BSA and AMLL
deficiencies. including’

a Contracted wtth AML and BSA compliance experts from a major accounting and

consulting firmto. (1) assist BankAtlantic in conducting a comprehensiy ¢ audit of
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BankAtlantic’s BSA and AML programs: (2) conduct a “fook-back™ analvsis of
accounts and transactions. including o detaled review of all private banking
accounts. and 1o file SARs where appropriate: and (3) make recommendatons for
restructuring BankAtlantic’s BSA and AML compliance programs. including the
devetopment of enhanced BSA and AMI. polices and procedures.

b Created a new BSA and AML department. currently staffed by more than 45 full-

time emplovees. who are exclusively engaged in BSA and AML compliance.

C. Impleimenied enhanced personnel training programs for BSA and AML compliance
d Purchased. developed and implemented advanced anti-money laundering sy stems

and software.
e Replaced its existing intemal BSA and AML audit function with an independent
BSA and AML auditor that exclusively examines. tests. and reports on BSA and

AML comphance areas.
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Black Market Peso Exchange

| T'he Black Market Peso Exchange ("BMPE™) 15 a trade-based money laundering
svstem through which Colombian money brokers facilitate a non-regulated currency exchange of’
United States dollars for Colombian pesos. Colombian drug traffickers hold large quantties ol
United States dollars — derived from retail drug trafficking in the United States - that they need
to convert into local currency for use in Colombia. At the same time. Colombian and other
South American businesses often seek United States dollars to pay for “imported™ goods or
services from an unregulated exchange. so that they can avoid government scrutiny. import
duties. sales 1anes. and income taxes. red tape. and the often less-favorable exchange rates
associated with the formal currency exchange mechanisms

2 For exampie. under Colombian foretgn exchange faws. a Colombaan who needs o
putenose Uhsted States crareney 10 pay 1o imports is legally requtred to do this through the
“regulated Tor lTormal” carrency exchange market. Accordingiv. non-linanced. United States
doilar payments lor goods tmported into Colombia must occur by one ol three methods: (1)
transactions through Colombian financial instututions regulated by the Banco de la Repuablica: (2)
transactions through formal currency exchange houses licensed by the Supenntendencia
Bancana to engage in international currency transfers: or (3) transactions from a dollar
denominaied account at a foreign bank. called a “Cuenta Corriente de Compensacion™ (current
compensation account) that is registered in the importer’s name with the Banco de la Republica.

3 All doliar pavments for imported goods on the formal exchange market are

Nactonales ( 'DIANT). which is the Colombian customs and taxing authority . The legitimacy of
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all pavments for all import goods is corroborated through formal declarations that must be filed
with the banks and are forwarded to the DIAN. In theory. these declarations should match.
dollar for dollar. the declared value of the imported poods. as stated on the Colombian customs
entiy documents for those goods. which are also retained by the DIAN.  Although Colombians
can legally purchase United States currency on the so cailed “non-regulated.” “free.” or
“parallel” currency exchange market for such things as personal use. travel. and minor personal
investments. they cannot use the parallel exchange market to purchase United States dollar
pavments for imported goods. However. many Colombian businesses do not pay for imports
using the formal exchange markets and. instead. use the parallel market to pay for imports.

4 That Colombian businesses are required to use the formal currency exchange
market for import and export activities is common knowledge in Colombia. Nonetheless. these
legal requirements are often circumvented by businesses which. for the most purt. introduce
zoods into Cofombia by under-reporting the true value of imported goods or by importing the
voods into Colombia without reporting them These Cotombian businesses usually have to pav
for thetr voods with Untted States dotlars. but thev obtamn such dollars on the paraliel exchanve
marhel. thereby avoiding the reporting requirements ol the formal exchange market and
disguising the evasion of customs duties. sales taxes. and income taxes. The portion of the
parallel exchange market that caters to this 1s referred to as the “black™ currency exchange
market. The currency transactions are deemed “black™ for two reasons. First. they are designed
to promote and disguise these widespread smuggling operations and the related tax evasion.
Second. a significant source of “unregulated™ dollars in Colombia and other South American

countries is drug trafficking. That doilar pay ments for smuggled goods in Colombia and other
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South American countries can come from drug trafficking activity is common knowledge in
Colombia. as well as in Latin America and Carribean countries that export goods to Colombia.

3. Having set forth the reasons why imported goods and foreign services are often
paid for with drug proceeds. the next step is to explamn how those drug proceeds end up in the
bank accounts ol United States exporters and other foreign entities that sell goods and services in
Colombra. In the tvpical BMPE currency exchange transaction. a BMPE money broker meets
with Colombian drug traffickers who hold large amounts of retail drug proceeds in the form of
United States dollars in the United States and other places. These drug proceeds may be waiting
in stash-houses or have already been faundered into the United States financial svstem by the
drug trafficking organizauons. The BMPE broker agrees to purchase drug dollars Irom the drug
traffickers with Colombian pesos at a heavily discounted exchange rate  The BMPE broker then
finds Colombian or other South American customers - usualty businesses that seekh United States
doliars to pay for imports or other foreign services — and sells the Colombian or South American
customers the rght 1o use the drug dollars. The broker negotiates a dollar/peso exchange rate
with us Colombian and South American customers at rates lower than the formal currency
exchange market rates. but higher than the broker paid for the dollars. The Colombian and Scuth
Amerrcan customers inform the broker where the United States dollars purchased need 10 be
delnered. Thrs information 1s passed on to a money laundering organization in the United States
or eisewhere that executes the deliven.

0. In the typical BMPE transaction involving drug proceeds. the purchased drug
proceeds will be wire transferred to the bank account of a United States or foreign company that

sold goods or services to the broker’s Colombian or South American customer. Once the United
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States doMars are delivered to their United States or foreign destination. the broker gives his
Colombian or other South Amernican customers prool the dollars were sent (g.g.. copies of the
Uniled States dollar wire transfer requests or confirmations). The Colombian or other South
American customers pay the broker the equivalent in Colombian pesos al the previously
negotiated exchange rate. In tumn. the broker transfers any pesos he receives from his customers
1o the drug trafficking organization that sold him the United States dollars. and the broker retains
the profit he made on the exchange transactions.

7. Thus. without using any formal legal currency exchange mechamsm, drug
rattickers exceange the drug dollars they own in the Unned States and elsewhere for Colombian
pesos they cun spend i Cotombia. On the other side of the transaction. again without using am
Formal tevad currency excihange mechantsm. Colombiar or ether South American busipesses
enchanse pesos Tor United States doltar pavments that onginate in the United States o pav for
the purchase ot goods tmported inte Colombra or other South American countrtes or 10 pav for

services from foreign companies.

Page -4- JATTACHMENT Al

EOUSA 377





